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Tl e

o function IDME glgorithm (FIUKR _requirements, Tailiire_cases, system_model, configuralion, wrappers, dmatrix,
2. diagnostic_algorithms, repair_strategies)
3. Gmalrix <« amatrix | compute_dmalrix{system_modei, configuration;
4. FOIK requirements mel <« unknows

h. 100P unti FOIR requirements_mel = frue

5. suggested repairs €~ nuif

L]

-

™

W33

/. giagnostic_measures <- defermine_diagnoshic_measures{performance._melrics, dmatrix, test_jogic, faull_caiises)
§. Toreach repar_shategy W repsir_straiedies
9, candidate repairs per sitrategy <- determme_cendidalte_repairsirepair_straleqy, diagnostic_measurss;

suggested repairs <- candidate_repairs_per strafeqy + suggested repairs
end joop f*@p&fr strategies
for each sugoested_repalr in suquesied_repairs
fast !m.fc <- rapalr_test Jogicisuggested repair)
amatrix <~ repair_gmatrix{suggested_repait]
giagnostic_measures <~ defermine _diggnosiic_measures{periormance _jmetrics, dmalnx, test_logic, il _causes)
suggesied repair_measures <- flsuguested repalr, giagnostic_meastires) + suggested _repair_measures

e

L B L D

el el temah, el el Swih, tewad mealy, e, el el ey,
L

7. end loop suggested_repairs

8. diagnostic_measures <- determine_diagnoshic_measures{performance_metrics, dmalrix, test_jogic, fault_causes)
/. I diggnostic_measures not ok then

8. for cach suggesled _repalr_measure in suggested_repan_measures

J. if not_acceptabie(suggested repair_measure) then
g fesl_logic <« unddo_repair_tesi_logic(suggested _repalr_meastre;
21, ﬁf"i::!f ix <= pndo_repalr_dmalrix(suggesied _repair_measure)

2. end i
23, gndd foop suguested _repair measures
24, eng i

25, system_model < repalr_sysiem_model [dmairix)

27, amatnix_from_system_model <= [EAMS{system_model)
8. FDIR _Requiremenis_met= dmalrix_residual_ascceptable{dmatrix, dmalrix_from_system_model) && diagnostic_measures
> Ok

<9, end toop FOIR Requirements_met
30, endd function

J1. function delsrmine _diaghostic. measar@s{ﬁerfwmaﬁ::e___f‘:e gfrics, diagnostic_aigorithms, test_fogic, iaulf_causes)
32, for eachlaull_case in faull_case:
33. fﬂ:;s* each msfance in time, szem(;aw case

34, ata <~ data{insiance]

35, supervised gescriphion <- supervised gaia{dats, ime_stap)

38, c:ffa;;ms:f;ﬂ measures <= compute_diagnostic_measures{aala, supervised_dascription, faull_case,
diagnostic_meastres)

37, end loop fime_steps

38, end 0o il _cases
39, reiurn diagnosalic_measiires
4. end funchon



US 10,275,548 Bl

Sheet 3 of 5

Apr. 30, 2019

U.S. Patent

e Ol

o "

)
m

.t nle o' . el 1™ i e ol k' k- aic wn e wnl ' ' e

edal p8IDses
aty O3 DUIDIOIoe yun
SRSoDEID 84 Hrday

; Jiedal
Delosies oty daooe
IRSN 8800

. ACE
e, BUBHI0 BOUBLLICHRC
5 1881 81 8y

4%

jBdss pRIoaes syl DUWABY JUN DESOUBRID JO souruLousd onsoulep aleniBaAs

gL u
7 i el
e e GS00
SSBUBANDSLS hmuwgwamwaw
108 1S00 10 1800 BUIpUSDSaD Wi siBdal pasodod sul JO 8UD 198188 ARHIVUE 3998 |
: ; : Ai— oo N, U RSN -
m_.tE CACACH  WAIN.  NACE MM LSRG, LM AT GGNE  RACM. LRI MCACA MMM RACATS  CMAM ML MM BUKASS G MARA M M ”.:.. ML ML TR MM M CHLANIE RN CMLAEE  MANANS  ACLM WA M LA GRACM ML A MMM N W .EEI m “\m b A
M soupuLouad ansoubeip w | ON
0T ™4 DSIBNIEAS SU U0 DRSBG JUN ousoulsin au 0] siivdal 20 IO sU0 asodold | : o %w.n
| | h.. w i
: i
_ QEPANAEAN
|
m

IR

POL

Coe 15K S]88) pue sine

CeL BIED Pasivadng | TST 504

3

SN SOUBLLIOLS A

L]




US 10,275,548 Bl

Sheet 4 of 5

Apr. 30, 2019

U.S. Patent

k"l L b ] L o it et et by ot S ol

el okl Nl

ot S ol

L il ol ! ol o et bt B

3
=
w:z-l

7 ol Jos dass 0
oplizersy w im%@ O JIBds
as0lld | 25000i4 1 850d0id
w A A e
1A
$4
e, ; . - - aiiu::ii!u i
Heh7 T Wiv ULy
U BSED YN | mwa%eﬁ USSEYIN.L || I} U 8SED JiNe
ozhjeuy R SZABUY — | ezApuy
%TF | — ' :
| 95D Ne — A “ly
| ) eyt L SSBD e L SSBD Ne
TRy 850001 - szhpuy SzZABUY
GO .P
(XERBLU-0T 1O o "
BUNIOD) 1581 . vy | BBy alo
SAGLUSHDDY Aug xueu-( sbueyd | gse) afiueyn
T i Gy 7 m —
@w%% memwﬁ NS uoheiosy | lidd uoneiosy | QMN —
b -u ........ ~enpeban as{e | | BANISOd @sied H OB

ewT wwer Ay wwem e e v drdew ey W wtw't e et e ey weww vt TR e W b e ey wieeRe o rererr e vt diewtw wery Wi e e

700 G818 UG-

7 Jipda
350004

B4 A
850004
_ -
esLy L GSRD e
95000id | | sefjeuy
20y (uteu-(l

10 MOJ) INBY SAOLIBIDDY

Cy
(1N Yon081a
arRhoN o8-

(] uonoslag] |
SABISOA 8SB 1]

| | 9ses e

L Jiedal
580001

UpLY
U 858D INe
azARUY

eLiv

| BzApuy m

t
E TNENCMCYENTNNO

- TOF Anondnp
ULUN|oD
G SSRIDDPY

A
1] UOR0SIB

¥ NI ¢

g

m..m



U.S. Patent Apr. 30,2019

iiiiiiiiiiiiiiiiiiiiiiiiiiiiii

nput

y scanner
Levicel(s)

nput | | Scanner
Controlier | | Confroller

Sheet 5 of 5

Storage
Device(s)

Storage
{ontrolier

US 10,275,548 Bl

Lhisplay
LJevics(s)

LHspiay Frinter
Controller Controller

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii
L ]

comm.
Confroller

Comm.

Devics(s)

HEN SN SENE LENI ENFN 4dEN; ENN LENy ENE LLSENSs EEE



US 10,275,548 Bl

1

INTERACTIVE DIAGNOSTIC MODELING
EVALUATOR

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority of U.S. Provisional Appli-
cations No. 62/062,504 filed on Oct. 10, 2014 and No.

62/213,048 filed on Sep. 1, 2015, which are all hereby
incorporated by reference in their entirety.

ORIGIN OF THE INVENTION

The invention described herein was made in performance
of the work under a NASA contract and by an employee of

the United States Government and 1s subject to the provi-
sions of 51 U.S.C. § 20135(b), Public law 111-314, § 3 (124

Stat. 3330, 51 U.S.C. Chapter 201), and may be manufac-
tured and used by or for the Government for governmental
purposes without the payment of any royalties thereon or
therefore.

BACKGROUND OF THE INVENTION

A. Technical Field

The present invention relates to assurance of safety and
functionality of a system, and more particularly, to systems
and methods for interactively evaluating diagnostic model-
ing of a system

B. Description of the Prior Art

To avoid failure modes of a system during operation, 1t 1s
important to develop diagnostics for detecting, 1solating and
recovering faults of the system. For instance, during space
missions, the fault detection, 1solation, and recovery (FDIR)
plays an important role 1n assuring safety and functionality
to thereby reduce the probability of loss of crew (LOC), loss
of mission (LOM), loss of vehicle (LOV), and loss of
function (LOF). FDIR needs to be accredited to ensure
acceptable false positive and false negative detection and
1solation rates. When the false positives or false negatives
rates are too high, one of the key challenges 1s to analyze and
repair the diagnostic system models 1n a timely manner.

Typically, the conventional diagnostics are performed
manually in the following way: List failure root causes
(faults)—=Design tests—Build a diagnostic system model
(construct fault propagation paths between faults and
tests )—=Generate D-matrix (for relevant system mode)—Di-
agnose via inference algorithm. In this conventional
approach, the faults to be isolated in the sub-systems are
listed, and then the tests required to 1solate these faults are
designed. Then, the diagnostic system model 1s developed as
a schematic from which the relationship between the faults
and tests 1s established 1n the form of D-matrix entries (or,
equivalently, diagnostic matrix, fault signature matrix, or
reachability matrix). Finally, an algorithm 1s implemented to
isolate the faults based on the observed test outcomes 1n
real-time.

In the conventional approach, the diagnostic system
model doesn’t guarantee high performance during diagnos-
tics. Also, there 1s no automated mechanism to actually
verily the accuracy of diagnostic process at each step. In
addition, sometimes, human modelers themselves may ret-
rospect and try to correct theirr models by manually visual-
1zing failure mode propagation paths to suit the diagnostic
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performance requirements when their analysis 1s not as
expected. But, this manual procedure becomes infeasible for

large-scale systems and also, when the datasets are very
large with numerous numbers of sensors, human modelers
are 1ncapable to process the corresponding information
manually. Typically, the human modelers capture the failure
cllects of a large set of failure mode eflect analysis (FMEA)
numbering nto thousands for a typical NASA system. At
some point, when the size of the failure space (n) grows, the
modeling process becomes beyond human comprehension
as modelers must consider not just how to model each failure
mode individually but also all the potential interactions with
other failure modes. Hence, 1n a worst-case, the engineers
must handle the complexity of n! potential number of faults
interactions. In addition, the human diagnostic system mod-
clers may 1gnore the lag and noise that show up during
operation because they don’t tend to build the diagnostic
system model from data streams which can number 1n the
hundreds, 11 not thousands, of data stream signals as well.
The formal measures of system performance are defined
through diagnostic utility measures which characterize the
false positive/false negative performance for detection and
1solation (two key portions of FDIR). However, as new
fallure modes are progressively added to the diagnostic
system model one at a time, 1t 1s very hard to consider
diagnostic utility mm a global way while developing the
diagnostic system model. Sometimes, even small changes to
the diagnostic models may tend to cause unexpected prob-
lems to the already established failure modes and 1ts propa-
gation mechanism, especially when additional failure modes
coexist. Thus, i1t 1s very difficult to lower global {false
positive/negative 1solation rates, especially when there 1s no
technical mechanism that can reexamine and correct the
diagnostic system model 1n a global, automated fashion.
There are several attempts to retrospect and change the
diagnostic system models to thereby improve performance.
But these attempts are not unified 1n their approaches. For
instance, one approach proposes to identify only new depen-
dencies or correct erroneous ones 1n the existing diagnostic
model using the historical maintenance data. Another
approach modifies the dependency model by removing the
irrelevant links owing to practical considerations and thus,
reducing missed detections in fault diagnosis. Thus, the
existing approaches either do not consider retrospection of
diagnostic system models or else propose to do 1t without
considering all the requirements to make the model sophis-
ticated and full proof. The main reason 1s that the historical
methods tend to not be systematic in considering the
required system modes and failure conditions under which
the diagnostic system models are required to perform.
Thus, 1n order to assure safety and functionality of the
FDIR system, there 1s a need for a tool for aiding the human
modelers 1n debugging/repairing the diagnostic system
model and D-matrix when FDIR results are incorrect.

SUMMARY OF THE INVENTION

In one aspect of the present invention, a diagnostic
modeling evaluator for 1teratively repairing a diagnostic unit
that includes at least one diagnostic matrix of a system
causing steps to be performed on each iteration until diag-
nostic performance 1s met or maximum performance 1s
determined. Each iteration comprises a set of steps. The first
step of the diagnostic umt i1s to compute the diagnostic
performance using supervised data that includes one or more
instances of a fault of a system (also could nominal data as
well). The second step of the diagnostic unit 1s to propose a
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set of repair(s) to the diagnostic unit based on the evaluated
diagnostic performance(s) 1s defined. The third step of the
diagnostic unit 1s to re-evaluate the diagnostic measures with
the proposed repairs and upon determining that the results of
the third step, namely the second diagnostic performance(s)
meets the performance metric criteria, perform repair of the
diagnostic unit according to the proposed repair. I the
diagnostic performance measures do not meet the perfor-
mance metric criteria, then continue to iterate.

In one aspect of the present invention, a computer-
implemented method for repairing a diagnostic unit having
a diagnostic matrix of a system includes: calculating diag-
nostic measures for detecting and isolating faults in super-
vised data of the system, the supervised data including one
or more 1nstances of the faults; repairing the diagnostic unit
based on the calculated diagnostic measures; evaluating
diagnostic performance of the repaired diagnostic unit; and,
upon determining that the diagnostic performance meets a
performance metric criteria, replacing the diagnostic unit
before repair with the repaired diagnostic unit.

BRIEF DESCRIPTION OF THE DRAWINGS

References will be made to embodiments of the invention,
examples of which may be 1llustrated 1n the accompanying
figures. These figures are intended to be illustrative, not
limiting. Although the invention 1s generally described in the
context of these embodiments, 1t should be understood that
it 15 not itended to limit the scope of the mnvention to these
particular embodiments. The embodiments are shown 1n a
top-down hierarchical manner.

FIG. 1 shows an operational diagram which captures the
high-level information of an interactive diagnostic modeling,
evaluator (1-DME) process according to one embodiment of
the present invention.

FIG. 2 shows an exemplary pseudo code for an 1-DM.
process according to one embodiment of the present inven-
tion.

FIG. 3 shows an exemplary flowchart for repairing a
D-matrix according to one embodiment of the present inven-
tion.

FIG. 4 shows an exemplary flowchart of steps in FIG. 3
according to another embodiment of the present invention.

FIG. 5 shows a computer system according to embodi-
ments of the present invention.

(L]

DETAILED DESCRIPTION OF TH.
INVENTION

L1

In the following description, for the purposes ol expla-
nation, specific details are set forth in order to provide an
understanding of the invention. It will be apparent, however,
to one skilled in the art that the invention can be practiced
without these details. One skilled i the art will recognize
that embodiments of the present invention, described below,
may be performed 1n a variety of ways and using a variety
of means. Those skilled 1n the art will also recognize
additional modifications, applications, and embodiments are
within the scope thereol, as are additional fields in which the
invention may provide utility. Accordingly, the embodi-
ments described below are illustrative of specific embodi-
ments of the mvention and are meant to avoid obscuring the
invention.

A reference in the specification to “one embodiment™ or
“an embodiment” means that a particular feature, structure,
characteristic, or function described 1in connection with the
embodiment 1s included 1n at least one embodiment of the
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4

invention. The appearance of the phrase “in one embodi-
ment,” “in an embodiment,” or the like in various places in
the specification are not necessarily all referring to the same
embodiment.

Furthermore, connections between components in the
figures are not restricted to connections that are eflected
directly. Instead, connections illustrated in the figures
between components may be modified or otherwise changed
through the addition thereto of intermediary components,
without departing from the teachings of the present inven-
tion.

Furthermore, one skilled 1n the art shall recognize: (1) that
certain steps may optionally be performed; (2) that steps
may not be limited to the specific order set forth herein; and
(3) that certain steps may be performed 1n different orders,
including being done contemporaneously.

In one embodiment of the present invention, a tool, which
1s named as interactive diagnostic modeling evaluator
(1-DME), 1s proposed as a computer-user iterative interac-
tive methodology that repairs the system model through its
abstract representation (i.e. diagnostic matrix (D-matrix).

In embodiments, the diagnostic system model 1s a sche-
matic representation of faults, tests, and their relationship in
terms diagnostic system model constructs (e.g. nodes and
arcs). In embodiments, the D-matrix may be derived from
the diagnostic system model propagation paths as a rela-
tionship between faults and tests. In embodiments, 1n order
to 1teratively repair the D-matrix and test logic (or, equiva-
lently wrapper code, hereinafter) by playing back a sequence
of nominal and failure scenarios (given), the user may set the
performance criteria (as provided by the customer) and
accept/decline/accept provisionally the proposed repairs.
During the D-matrix repair process, the iterative procedure
of an embodiment includes conditions ranging from modi-
tying 0’s and 1’s 1n the D-matrix, adding/removing the rows
(failure sources) and/or columns (tests) of the D-matrix, or
moditying test logic used to determine test results.

The user may play a critical role to determine 11 the repair
strategies to D-matrix are in accordance with their set
performance measures (function of requirements, eflicacy,
and cost from customer) and choose them accordingly. It
may be the case that one repair negatively aflects one part of
the model while improving other aspects of the model.
Hence the human plays a large role in ensuring that a
Pareto-optimal set of repairs 1s performed. In addition to
supporting the modifications, 1-DME can provide a trace for
cach modification such that a rational basis for each decision
can be understood.

An objective of an embodiment of the present mnvention
1s to simultaneously quantily diagnostic utility of system
models (wrt to a set of performance metrics) and correct
them with the supervised identification of simulations or
operations 1nformation (dynamic data source), thereby
increasing the fidelity of the FDIR system as well as
decreasing the time and costs required to create the system
model.

The 1-DME process 1n FIGS. 1-5 1s an automated process
that 1s proposed to certily the diagnostic system model for all
of the FDIR diagnostic performance requirements. Automa-
tion 1s performed through a sequence of progressively
greater capabilities. The five capabilities are: (1) playback of
data, (2) determination of detection and i1solation, (3) guided
repair ol D-matrix, and (5) gmded repair of system model.

Extending the conventional approach to develop the diag-
nostic system model and D-matrix, the 1-DME process in
FIGS. 1-5 provides the following tool innovations to the
development of the fault detection, 1solation, and recovery
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(FDIR) system 1n order to support humans for diagnostics
tasks which are currently beyond human comprehension.
The breakdown of support for human development of diag-
nostic systems 1s layered in terms of capabilities. Capability
1: Playback of large datasets with numerous sensors, which
also include noise and lag. Capability 2: Capability 1+detec-
tion and 1solation of “interesting” portions of the time series
data. Capability 3: Capability 2+D_matrix repair sugges-
tions guided with FDIR performance measures. Capability
4. Capability 3+System model repair suggestions. The four
capabilities allow (1) the human modelers to correct their
models without manually envisioning faults/Tailure propa-
gation paths to suit the diagnostic performance require-
ments. It allows (2) the human modeler to pick appropnate
time intervals 1n large datasets, as 1t 1s a time consuming task
to be scroll through vast amounts of data to identily inter-
esting time windows. It allows (3) the human modelers to
modity/develop D-matrix and diagnostic system model for
large-scale systems where the datasets for the process are
very large with numerous numbers of sensors and human
modelers are incapable to process the corresponding infor-
mation manually. In allows (4) the human modelers to
consider diagnostic utility in a global way while developing
the diagnostic system model. It allows (35) the human mod-
clers to consider retrospection of diagnostic system models
and propose to do 1t considering all the requirements to make
the model sophisticated and full proof.

The advantage of 1-DME process in FIGS. 1-5 1s that 1t 1s
a computer-guided unified process that aims to i1mprove
diagnostic performance of system model and avoid brute
force computability required by the human for large failure
space analysis. Also, it includes the user’s expertise to check
and balance the analysis from the computer. Practically, this
tool provides an environment where the model parameters
are simplified to be understandable and verified by the user
and thus results in cost-eflective modeling process.

It 1s noted that, 1n FIGS. 1-5, the 1-DME process 1s applied
to a multiple-fault, single configuration diagnostic system
having the full complement of system model constructs (e.g.

for the TEAMS diagnostic tool, the full complement of

model constructs includes: components, connections,
switches, logic gates (AND nodes), labels and signals.
However, 1t should be apparent to those of ordinary skill 1in
the art that the 1-DME process 1n FIGS. 1-5 can be applied
to multiple faults and multiple configuration diagnostic
systems as well.

FIG. 1 shows an operational diagram 100 of an interactive
diagnostic modeling evaluator (1-DME) process according
to one embodiment of the present mnvention. As depicted, a
set of FDIR performance requirements (or, shortly FDIR
requirements) 102 for a system 1s determined/provided and
used to derive/define the performance metrics criteria 104.

Performance metrics criteria 104, which 1s derived from
the FDIR requirements 102, may be functions of diagnostic
performance, mission requirements and costs involved. Per-
formance metrics criteria 104 may be set by the user and can
be defined by mathematical functions for various quantities,
such as overall diagnostic efliciency, diagnostic time and
cost (for both detection and 1solation) as well as false-
positive/false-negative rates for both fault detection and
1solation. Given time series data from dynamics sources 110,
1-DME 114 calculates various diagnostic performance mea-
sures of the D-matrix and compares the calculated measures
to the performance metrics criteria 104. Then, based on the
comparison, the D-matrix 116q and the test logic 11656 may
be repaired.
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The diagnostic algorithm (which 1s also referred to as the
inference algorithm) 106 may perform the standard diag-
nostic procedures based on D-matrix and be implemented as
a diagnoser software in the 1-DME process. Diagnostic
algorithm 106 define the diagnostic algorithms required by
the customer. For instance, the diagnostic algorithm 106
performs 1solation analysis of the data corresponding to the
system model. Thus, the diagnostic algorithm 106 aids 1n
calculating the mathematical results, such as detection and
isolation measures, that are used to analyze the system
performance. The diagnostic algorithm 106 may include
dynamic multiple fault diagnosis (DMFD) algorithms that
are based on a primal-dual optimization framework and can
detect multiple delays and intermittent faults over time. For
instance, a DMFD algonithm 1s disclosed in a technical
paper, authored by S. Singh, A. Kodali, K. Pattipati, S.
Namburu, S. Chigusa, D. V. Prokhorov, and L. (Q1ao, entitled
“Dynamic multiple fault diagnosis: Mathematical formula-
tions an solution techniques,” IEEE Sm C, Part A, Systems
and Humans, Vol. 39, No. 1, January 2009. In embodiments,
the performance metrics criteria 104 may be calculated after
analyzing with the diagnostic algorithm 106.

The static sources 108 include, but are not limited to,
physical model, historical field failure data, service docu-
ments, spreadsheets, engineering schematics, Failure mode,
ellects and crniticality analysis (FMECA) data, sensor/com-
mands list, operations timeline, and maintenance/opera-
tional simulations data. In embodiments, the static sources
108 include data that changes slowly over time 11 at all. The
static sources 108 may be provided to the user 112. Most of
these products are products of the design through the sys-
tems engineering process. Hence as the systems engineering
process progresses through the system engineering phases of
conceptualization, design, development, manufacturing,
testing and operation these products will become more
mature. Hence, the static sources 108 are not strictly speak-
ing “static” over the lifecycle of the products, but with
regard to the mputs of 1-DME, they can be considered static.

The dynamic sources 110 include data sets that corre-
spond to each of the faults in the D-matrix (or, may represent
multiple faults) required to check the verification require-
ments of the FDIR requirements 102. The total set of
dynamic data sources should include all of the classes of
failures that the customer requires the system to detect and
1solate. The dynamic sources 110 1s referred to as supervised
data because the data will be labeled with nominal or
corresponding fault behavior. As more supervised data cor-
responding to all failure and nominal conditions 1s collected
over time, 1t will provide additional failures cases to ensure
the consistency of the D-matrix 1164 and its corresponding
system model 115 as well as to test the performance of the
test logic 1165 and diagnostic algorithms 106. In embodi-
ments, the dynamic sources 110 includes pattern/instance,
multiple traces of output signals from various sensors mea-
sured and collected over a time interval during real-time
operations, simulations, or maintenance. Each dynamic
source data file 1s made up of an ordered sequence of time
point instances of output signals from a set of measurements
over a preset time period. Each data point instance has at
least two attributes: a measurement and the time when the
value of the quantity 1s obtained. Often measurements
correspond to physical sensor readings, but they can also
include derived parameters which are inferred through mod-
¢ls. In addition, the dynamic sources 110 may have noise and
lag 1n measurements. Noise and lag are inherent properties
due to the natural delay and noise of physical processes.
They may also be aflected due to the continuous degradation
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(wear and tear) of sensors and components over time. There
are other sources of dynamic data which have not been
enumerated.

During the 1-DME process, the dynamic sources 110 can
be processed either in batch or continuous mode. In the
continuous mode, repairs are proposed independently for
cach batch of data processed by the 1-DME 114 and pro-
posed to modily the D-matrix 116a and/or test logic 1165b.
But, 1n the batch mode, the repairs are proposed immediately
alter every batch of data and the corresponding repairs are
made on the system model. The batch processing 1s a key
clement to perform model regression 1n similar manner that
soltware code regression 1s performed.

The diagnostic system model 115 may be developed from
one or more sources 1n any suitable modeling paradigm. In
one embodiment, i1t 1s constructed as a directed graph of
nodes and arcs using TEAMS system model constructs
(TEAMS Designer® software developed by Qualtech Sys-
tems Inc.) The nodes correspond to TEAMS constructs:
modules, switches, testpoints, tests, labels, and AND nodes.
The arcs correspond to TEAMS constructs: links. In this
embodiment, the nodes represent the faults and tests and the
arcs represent the propagation paths or links between the
nodes. The switches, logic gates and labels help determine
which portions of the model are active for a given system
configuration. Additional embodiments with other diagnos-
tic system modeling tools may use a different set of mod-
cling primitives (e.g. system of equations, bond graphs)
from which a mapping to Dmatrix can be described.

The diagnostic unit 116 includes a D-matrix 116a and a
test logic 1165. As depicted in FIG. 1, the D-matrix 1164
may be generated from diagnostic system model 115 by
gleaning fault-test relationships 1n terms of 0 (pass) and 1
(fai1l) either by hand or by automated software. The D-matrix
1164 1s an abstract representation of the diagnostic system
model 115 for a given system mode configuration. The
representation 1s abstract due to the fact that in the conver-
sion from System Model to D-matrix the propagation paths
(1.e., links) between the failure modes and the sensors/tests
are removed. The directed graph 1s replaced with a two
dimensional table where the rows defined the failures modes
in the TEAMS model and the columns define the sensors/
tests. Each element of the D-matrix represents a causal
relationship between the fault (row) and the test (column).
The values of each element can be (either “0” or *17). “0”
indicates that there 1s no causal relationship between the
corresponding fault and test while “1”” indicates that there 1s
a causal relationship between the corresponding fault and
test. A “0” can occur due to the fact that the corresponding,
test (column) does not have access to the sensor measure-
ment (signal) corresponding to the fault (row) or else does
not have enough logic to detect the failure condition. Simi-
larly, “1” means that the sensor measurement (signal) cor-
responding to the failure mode 1s accessed by the corre-
sponding test point and has enough logic to detect it.
Generalizing to the whole table, 1t can be understood that all
the “1”s 1n a row 1dentify the tests which can implicate a
given failure mode. In addition, all the “1”s 1mn a column
identify the failure modes which can be detected by a single
test. By way of example, for a gas tank of a system, the
tailure mode (row) may be leakage of the gas 1n the tank and
a test (column) may be measuring the level drop 1nside the
tank using a level sensor. This simpler representation
enables faster access to debugging compared to the original
model. But most importantly, the D-matrix enables realtime
diagnostics 1n order to provide timely diagnostic information
during operation.
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The test logic evaluation code (or, equivalently, wrapper
code) 1165 converts analog data into three-valued logic of
Boolean results plus unknown (true, false or unknown) for
use with the diagnostic algorithms. A test can evaluate to
“unknown” when the necessary mput data for the test logic
1s not available (e.g. a sensor goes out, telemetry is lost, or
other methods of data corruption). Common conversion
algorithms are dead-band detectors, threshold detection,
trend detection, and other mathematical models. For
instance, the output data from a thermometer includes a
sequence of temperature readings over a time period and 1s
input to the test code as dynamic sources 110. In embodi-
ments, the dynamic data failure cases, during a time interval
the output signals from sensors, will exhibit the effects of
one or more failures. When the test logic 1165 detects the
eflects of the failures, it annotates the time series data.
Depending on the conversion algorithms, for each reading,
the test code may determine whether the value 1s above a
preset threshold. If the reading 1s above the threshold, the
test code outputs “1.” Otherwise, the test code outputs “0”
for the reading. The use of three-valued logic for test results
directly supports failure i1solation as the diagnostic algo-
rithms are flexible and handle unknown test results naturally
by will widening their isolation ambiguity groups due to
their ability to handle unknown test results

The 1nitial role of the user 112 1s to develop the diagnostic
system model 115 from the static sources 108, such as CAD,
schematics, safety products (FMEA, Hazards, PRA, other),
IPCL (sensors, commands, measurement list), ICDs, logis-
tics information (LRU—Line Replaceable Units, ORU—
Orbital Replaceable Units), other. The user 112 may also
provide the 1-DME 114 with the required mputs like the
supervised annotations of the dynamic sources 110 and
performance metrics criteria 104. Also, the user 112 accepts/
declines the proposed repairs at every iteration with their
technical expertise. In some embodiments, when more than
one repair 1s proposed and they are counter explanative, the
user 112 may choose one or more of the proposed repairs to
perform thereby improving the user-set performance. Or the
user can choose to not make the changes as in some
embodiments, improvement 1n one metric can adversely
aflect others. The user/customer can also accept solutions
which are Pareto-optimal (e.g. all metrics degraded but
acceptable). In other cases, priority may be given only to a
subset of metrics. For example since one cannot add more
sensors—there will always be a minimum FP/FN detection/
1solation rate—even 11 the required rate was lower. Users can
perform this type of reasoning due to the fact that users can
reason outside of the boundaries defined by 1-DME hence
can consider system realities which are not formalized such
as modeling assumptions and fidelity of static and dynamics
sources.

1-DME 114 may be defined as a computer process that
provides the user with a platform for analyzing the system
model using the dynamic supervised data sources 110. In
embodiments, the user 112 performs the role of accepting/
declining/conditionally accepting repairs based on the
analysis and technical expertise and assessing the correct-
ness. In FIG. 1, the item 130 includes the feedback control
process between the user and the 1DME system. The user
and tool also play a key role of identifying the time windows
ol applicability.

FIG. 2 shows an exemplary pseudo code 202 for an
1-DME process according to one embodiment of the present
invention. Each line in 202 1s prefixed with a line number.
As depicted, the process 202 shows the steps to iteratively
repair the D-matrix 116a and System Model 115. Also, the
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1-DME 114 provides the performance information of the
diagnostic unit and repair recommendations to the user 112.
1-DME 114 receives its iput data, the D-matrix 1164, test
logic 1165 and supervised data 110 at line numbers 1 and 2.
In embodiments, the data 1s received 1n either a batch or a
continuous mode. Then, the 1-DME 114 evaluates diagnostic
(1solability and detectability) performance of each test of
cach the fault case at line number 7. In embodiments, the
diagnostic algorithm 106 may be used to evaluate the
diagnostic performance for each combination of the test and
the fault case at line number 7. The result defined at line
number 7 1s due to the pseudo-code defined by the function
determine diagnostic measures in line numbers 31-40. Then,
at line numbers 8-11, using the evaluated diagnostic pertor-
mance, one or more of the five repair strategies may be
proposed to determine a set of suggested repairs. At line
numbers 12-17 for each proposed repair strategy, the 1-DME
114 re-calculates diagnostic measures, 1.e., 1-DME calcu-
lates the diagnostic measures upon applying each proposed
repair to the diagnostic unit. Upon completion of consider-
ing all of the suggested repair strategies, the 1-DME 114
determines the performance of the diagnostic unit with all
the new repairs at line number 18. The user analyzes the
performance of the diagnostic unit including the proposed
repairs to check if it meets the defined performance critena.
At line numbers 17-24, if the diagnostic measures are
unacceptable the user can decline the repair and revert the
test logic D-matrix back to prior state. Once all of the
D-matrix and test logic repairs are made, the repairs can be
propagated back to the system model (line numbers 25, 26).
1-DME may continue to iterate (line number 5 and 29) until
the FDIR_requirements are met. Determination that FDIR
requirements are met 1s a function of both the diagnostic
measures as well as residual between the repair D-matrix
and the D-matrix produced from the system model (line
number 28).

FIG. 3 shows an exemplary flowchart 300 for repairing
the D-matrix 116a according to one embodiment of the
present invention. The flowchart 300 describes the processes
in the item 130 1n FIG. 1 1n detail. As depicted, the process
300 may start at step 302. At step 302, the 1-DME 114
receives six inputs, including the Performance Metrics 321
(from 104), Supervised Data 322 (from 110), Diagnostic
Algorithms 324 (ifrom 106), D-matrix 323 (from 116a), Test
Logic 326 (from 1165), and Faults/Tests list 323 (from
116a). In embodiments, the input data i1s passed to the
1-DME 114 1n a batch mode or a continuous mode. Then, the
diagnostic algorithm 324 evaluates the five different diag-
nostic performance measures of the diagnostic unit at step
304. Subsequently, at step 306, the 1-DME 114 proposes one
or more five different repairs based on the evaluated diag-
nostic performance

At step 307, 1-DME selects one of the proposed repalrs 1n
the descending order of cost eflectiveness, 1.e., the 1-DME
selects one that costs the minimum amount to repair. It 1s key
to understand the word repair can have several meanings
with respect to 1-DME: Meaning 1: repair of D-matrix,
Meaning 2: repair of System Model and Meaning 3: physical
repair of the modeled artifact (e.g. add sensors and/or add
redundancy). Meaning 1 and 2 apply. Then, at step 308, the
1-DME evaluates the diagnostic performance of the selected
repair to the diagnostic unit. More specifically, the 1-DME
modifies the diagnostic unit 116 according to the selected
repair and calculates the diagnostic measures for the modi-
fied diagnostic unit. This step 1s similar to the regression
testing 1 the sense that the 1-DME tests the modified

diagnostic unit before it proceeds to the next step (with
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regard to all the prior repairs of the model). In embodiments,
the diagnostic algorithm (inference algorithm) 324 1s used to
calculate the diagnostic measures at step 308.

At step 310, 1t 1s determined whether user’s performance
criteria are met through a comparison between calculated
diagnostic measures and the corresponding performance
metrics 321. If the performance criteria are met at 310 then
at step 312, diagnostic unit 116 1s repaired according to the
selected repair at step 314 and the process proceeds to step
318. In some cases, 1t may be possible that a repair may
change not only a targeted portion of the D-matrix, but also
other unexpected portions of the D-matrix and the user must
consider (balance) the targeted change as well as the unex-
pected changes that each repair brings about when they
determines whether to accept or reject the repair. If the user
rejects the repatir, the process proceeds to step 318 1n order
to select another repair.

At step 318, the 1-DME decides whether there 1s another
repair to be selected. Upon positive answer to step 318, the
process 300 proceeds to step 307 and repeats steps 307-314.
Otherwise, the process 300 proceeds to step 320. At step
320, may watit for new data, such as supervised data 322, and

repeats steps 304-318 when 1t receives new data.

FIG. 4 shows a flowchart 400 that corresponds to steps
304 and 306 1n FIG. 3. In FIG. 4, steps 441-447 1dentily a
set of seven diagnosis measures for detection, 1solation and
confusion. Detection measures define how well a test detects
the failure condition of the fault are defined: D1j: Detection
Measure Matrix 441, false positive detection measure: FPD,,
442, and false negative detection measure: FND,, 443. Iso-
lation measures define how well a fault 1s 1solated from other
tailures after the tests detect the fault: 1solability measure L

444, false positive 1solation measure FPI, 445, false negative
1solation measure FNI, 446. Confusion measures CM. 447

define how well each fault 1 (row) 1s 1solated from all other
faults as fault 1. All measures are determined by evaluating
diagnostic measure predicates at each time point instances of
the supervised data files. The diagnostic measures are
assumed to be low 1l they are less than a pre-defined
threshold ratio, if one assumes the nominal case as an extra
fault 1n D-matrix with all the corresponding entries “0” for
convenience ol the definition of these measures.

Diagnostic Measures: Detection Measures:

Each test corresponds to the logic from the test logic 1165.
If the test can detect whenever a fault occurs, the corre-
sponding entry m D-matrix 1s “1.” Similarly, 11 the test
cannot detect a fault, the corresponding D-matrix entry is
“0.” Both these conditions, defined as true positive (TP) and
false positive (FN) detection measures should be true to
calculate the correctly detected instances. Thus, 1deally, 1f
the test logic 1165 1s good, its outcome should match the
D-matrix entry of that test corresponding to the fault.
However, 11 the test logic 1165 1s not properly programmed
(or the dynamic data 1s not useable, incorrect or incomplete
(1.e. not all fault cases are covered), the output from the test
logic 1166 may not match the D-matrix. To determine the
performance level of the test logic 1165 for each test 1 and
fault 1, the diagnostic algorithm 106 keeps track of the
detections measures annotated on the dynamic sources 110
by the test logic 1165, and generates a detection measure
matrix (or, shortly detection measure) D,; 441, where the
detection measure D,; of test j and fault 1 1s defined as

Eq. (1)

No. of correctly detected instances

corresponding to fault i by test

D;; = : . :
Y Total no. of instances correspondingto fault i
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D,; can be calculated for supervised data having one or more
instances corresponding to fault j, where “instances™ 1den-
tified 1n Eq. (1) corresponds to a time-stamped data point in
a supervised dynamic data file. For each fault j, D, 1s a ratio
of numbers between the correctly detected portion of
instances by the test 1 and the entire portion of instances 1n
the supervised data. The detection measure may be parti-
tioned into false positives and false negative terms. The false
positive detection measure 1s defined only when the corre-
sponding D-matrix entry of the fault and test 1s “0”” and false
negative detection measure 1s defined when the D-matrix
entry 1s “1.” The diagnostic algorithm 106 calculates false
positive detection measure matrix (or, shortly false positive
detection measure) FPD 442 of test j and fault 1:

Eq. (2)

No. correctly detected instances corresponding

to fault { by test j; when D — matrix(i, j) =0
FPD; = y J X, J)

Total no. of instances corresponding to fault i;

when D — matnx(i, j) =0

Similarly, the diagnostic algorithm 106 calculates false
negative detection measure matrix (or, shortly false negative
detection measure) FND,: 443 of test j and fault 1.

Eq. (3)

No. of correctly detected instances corresponding

to fault { by test j; when D —matrix(i, j) =1
FND; = y J (i, J)

Total no. of instances corresponding to fault i

when D —matnix(i, j) =1

Diagnostic Measures: Isolation Measures:

The 1solability calculation considers the D-matrix as a
whole with all the test points are taken into consideration
and then isolates the probable fault with the aid of the
diagnostic algorithm 106. Isolation measures are no longer
binary but have to 1dentity with the correct fault. It the fault
1s not 1solated correctly, 1t 1s counted as an incorrect
instance. The true fault information 1s available from the
supervised data. For each fault case, there will be one
corresponding 1solability measure, where the 1solability
measure I, 444 for fault 1 1s defined as:

Eq. (4)

No. of correctly 1solated

instances corresponding to fault i

I; = . : :
' Total no. of instances corresponding to fault

In embodiments, I, can be calculated for supervised data
having one or more instances corresponding to fault 1. For
cach fault 1, I, 1s a ratio of numbers between the correctly
1solated portion of mnstances corresponding to fault 1 and the
entire portion of instances in the supervised data. The
isolability measures in terms of false negatives and false
positives are defined when the fault 1 1s not 1solated correctly
when 1t 1s supposed (wrt. supervised description) to and
when the fault 1 1s 1solated when the true fault 1s different,
respectively. False positive 1solation measure FPI. 445 of
fault I 1s defined as:

Eq. (5)

No. of correctly detected instances

as fault i; when true fault # i, or nominal
FPI =

Total no. of instances not corresponding to fault i
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False negative detection measure of fault I 1s defined as FNI,
446:
No. of correctly detected instances Eq. (6)
corresponding to fault i; when true fault=1i
FNI; =

Total no. of instances corresponding to fault §

Diagnostic Measures: Confusion Matrix:

In addition to the measures in Egs. (1)-(6), a confusion
matrix CM 447 may be constructed, where rows and col-
umns are similar to the faults (rows in D-matrix, including
nominal case). The rows of the confusion matrix represent
true faults and the columns represent 1solated faults by the
algorithm. The confusion matrix 1s constructed by noting
how many 1nstances of a fault 1 (row) are 1solated as fault 1
or other faults not 1 (column). For example, if fault 1 1n
D-matrix 1s 1solated as fault 3 always, the entry correspond-
ing to fault 1 as row and fault 1 as column 1s 0 whereas the
entry corresponding to fault 1 and fault 3 1s total number of
data points. This provides a system-level view. Requires
running all the cases.

Once the diagnostic measures are derived, they provide
the predicates to determine which of five different D-matrix
repairs 401-405 are applicable to repair the D-matrix 116aq.
These repair strategies are enumerated 1n the descending
order of cost-ellectiveness (with regard to model costs and
artifact costs). The five repair strategies which may be
proposed during the 1-DME process are: (1) address row/
column duplicity 401; (2) add/remove a fault (1.e., add/
remove a row ol the D-matrix) 402; (3) change the test logic
403; (4) change D-matrix entry 404; and (5) add/remove a
test (1.¢., add/remove a column of the D-matrix) 405. In
some embodiments, each repair may be proposed only after
its predecessors 1n order to avoid analyzing the same prob-
lem of the diagnostic unit. In other embodiments, the five
repair strategies may be proposed in a different order. For
example, the adding rows strategy may precede the other
strategies to avoid unnecessarily changing the test logic or
D-matrnix entries for multiple tests. In another example,
changing a D-matrix entry may be done only after changing
the test logic 1s experimented. The five repair strategies can
be compared and contrasted with respect to a fixed set of
dimensions. These dimensions are 1) why: the rationale for
making the change—must be to improve detection and/or
1solation capabilities, 2) where: the portions of the dmatrix
which are modified, 3) when: the rationale on when 1n the
1IDME process the repair can be performed—either after
analysis of each fault case or after analysis of all the fault
cases, 4) cost:—the costs associated with the repair. 5)
system model impact:—who the repair impacts the System
Model will be addressed at a later time.

D-matrix Repair: Address row/column duplicity, 401.
Why: In this repair strategy, faults/tests corresponding to
rows and columns of D-matrix are assessed for duplicity in
terms of two or more rows or columns having exactly the
same signature. Where: duplicate faults/tests are grouped
into one, the representation 1s simplified and computational
complexity 1s decreased. When: In embodiments, the repair
strategy 401 includes two steps: (1) analyze (1.e., 1dentily)
two or more rows/columns which have the same signatures
at steps 411a-411#»; and (2) propose to remove the duplicate
faults/tests at step 421. The repair 1s only proposed after the
loop analyses for all of the fault cases 411a-411%. This 1s due
to the fact that all of the repairs need to be taken into
consideration to determine matching. Hence, in embodi-
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ments the duplicate rows/columns of the D-matrix are not
removed upiront to allow subsequent repair strategies in
other 1terations; instead, the user keeps the note of them.
Also, when redundant sensors are critical, the duplicate
rows/columns are not removed. Cost: Measurements are
removed, unless the sensors are required for redundancy in
critical situations.

D-matrix Repair: Add/remove a fault (i.e., add/remove a
row ol the D-matrix), 402. Why: The user may accept
removing a row when there 1s no need of low-level fault
modeling. On the other hand, the user may accept (other-
wise, decline) adding a row when (1) more tests have low
detectability measures only for the corresponding fault case;
(2) there 1s enough evidence 1n terms of number of instances
representing this new signature; and/or (3) the repair 1s in
accordance with the fault modeling strategy of the system.
Adding rows improves granularity of fault modeling and
thus detection and 1solation measures, while removing rows
decrease computational complexity. A row 1s added when a
part of data, but not all, corresponding to a fault 1s diagnosed
as a diflerent fault consistently (viewed from the confusion
matrix). This implies false negative isolability measure 1s
low. Isolability measures corresponding to the fault are low
consistently for a part of the data. Detectability measures for
most of the tests corresponding to the fault are low. Where:
In this repair strategy, adding/removing a fault corresponds
to modifying the fault modeling. A row 1s added when
tailure conditions of a component can have different severity
levels based on their root-cause, resulting 1n different fault
signatures in D-matrix. Conversely, when the fault modeling
needs to be done at a higher level the subsequent lower level
rows are removed from D-matrnix. This 1s due to the need to
cither refine the fault description or abstract the fault
description. The new (i.e., repaired) D-matrix row 1s con-
sidered as a different failure mode of the same component 11
the user asserts the correctness of fault label (information
from the user). Otherwise, a new row 1s added as a row
corresponding to a new fault which 1s unknown earlier.
When: As depicted by steps 412[a . . . r], 432[a . . . r] and
422 1n FIG. 4, add/remove a fault repair 402 1s proposed
independently for every fault case. Thus, 1t can be proposed
at the end of every 1teration of the fault case loop.

D-matrix Repair: Change test logic (wrapper code/logic)
403. This repair strategy includes changing the test logic 1n
order to 1mprove the detection capability of the test, and
possibly improve the 1solability of the faults in D-matrix:
Why: When the detection performance 1s not satisfactory
across all fault cases. When the detectability measures of a
test across all faults 1s very low. When the overall detection
improves considerably and/or only 1f the enhancement 1n
talse positive/Talse negative 1solability measure 1s according
to performance criteria that are set by the user. When: As
depicted by steps 413[a . . . r] and 423, this repair 1s
proposed after the loop for all the fault cases because all the
fault cases need to be analyzed for the overall detection
performance of the test. Where: May shrink/expand thresh-
old levels for higher false positive/false negative detectabil-
ity measure. The user may propose new test logic, such as
statistical, trending, machine-learning, or signal processing
that can be experimented with.

Dmatrix Repair: Change a D-matrix entry, 404. The
D-matrix entries are assessed for contributing to false posi-
tive/Talse negative 1solation rates of each fault (row), and
thus correcting them will improve the diagnostic perfor-
mance. Why/Where: If the detectability measure of a test
when analyzed on a fault 1s very low, this may lead to
wrongly 1dentitying the fault. D-matrix entries are changed
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from “0” to “1” when a given test (column) can contribute
to exonerating or implicating a fault (row) or 11 false positive
detectability measure of the test 1s low (false positive
1solability measure of the fault 1s also low; can be viewed
from the confusion matrix of true faults vs 1solated). When
a given test has no relationship to the fault or the test logic
1s 1insuflicient to detect the fault because of the sensitivity of
the failure condition or 1f false negative detectability mea-
sure of the test 1s low (false negative 1solability measure of
the fault 1s also low; can be viewed from the confusion
matrix of true faults vs 1solated) an entry of the D-matrix 1s
changed from “1” to “0”. When: As depicted by steps
414[a . . . n], 434]a . . . r] and 424, this repair may be
proposed independently for each test point and every fault
case. The user accepts this change to the D-matrix it the
repair improves the diagnostic performance (detection, 1so-
lation) critera.

Dmatrix Repair: Add/remove a test (change a column of
D-matrix), 405. Why: A new test(s) 1s added if some faults
are not adequately 1solated, 1.e., they are not 1solable even
when the detectability measures of the tests are higher. The
user accepts adding a new test 1 the cost 1s not considered.
If the cost 1s considered, the user trades the benefits between
performance and cost. The user accepts removing a test
when 1t affects the overall 1solation capability (viewed via
1solability measures and confusion matrix) or if the corre-
sponding detectability measure 1s very low. Hence, low
reliable and delayed tests hinder the overall diagnostic
performance efliciency and may be removed when not
detecting critical faults in any other system mode. This
impacts the 1solability measure of the corresponding faults
too. The user declines removing a test 11 1t 1s critical or used
in other system modes (information from the user with a
global perspective of the system). Where: In this repair
strategy, a new test may be associated with a new sensor, or
a new test with analyzing the existing sensor measurements
with a different threshold or technique, or new tests associ-
ated with model dertved parameters. When: When none of
the above four repair strategies 401-404 can improve the
performance metrics, the repair strategy 405 1s applied to
add a new test for improving isolability of certain faults. As
depicted at steps 415 and 425, this repair 1s proposed after
the loop analyses for all the fault cases because all of the
fault cases need to be analyzed to determine the overall
detection performance of the test. In embodiments, this
repair strategy 1s selected last amongst the five strategies
401-405 because adding a new test incurs additional costs
for a sensor(s) and computational complexity.

In embodiments, one or more computing system may be
configured to perform one or more of the methods, func-
tions, and/or operations presented herein. Systems that
implement at least one or more of the methods, functions,
and/or operations described herein may comprise an appli-
cation or applications operating on at least one computing
system. The computing system may comprise one or more
computers and one or more databases. The computer system
may be a single system, a distributed system, a cloud-based
computer system, or a combination thereof.

It shall be noted that the present invention may be
implemented in any mstruction-execution/computing device
or system capable of processing data, including, without
limitation phones, laptop computers, desktop computers,
and servers. The present invention may also be implemented
into other computing devices and systems. Furthermore,
aspects of the present invention may be implemented 1n a
wide variety of ways including software (including firm-
ware), hardware, or combinations thereof. For example, the
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functions to practice various aspects of the present invention
may be performed by components that are implemented in
a wide variety of ways including discrete logic components,
one or more application specific integrated circuits (ASICs),
and/or program-controlled processors. It shall be noted that
the manner in which these items are implemented i1s not
critical to the present mvention.

Having described the details of the mvention, an exem-
plary system 500, which may be used to implement one or
more aspects of the present invention, will now be described
with reference to FIG. 5. Each element in FIG. 1 may
include one or more components in the system 500. As
illustrated 1n FIG. 5, system 500 includes a central process-
ing unit (CPU) 501 that provides computing resources and
controls the computer. CPU 501 may be implemented with
a microprocessor or the like, and may also include a graphics
processor and/or a floating point coprocessor for mathemati-
cal computations. System 500 may also include a system
memory 502, which may be in the form of random-access
memory (RAM) and read-only memory (ROM).

A number of controllers and peripheral devices may also
be provided, as shown in FIG. 5. An input controller 503
represents an interface to various input device(s) 504, such
as a keyboard, mouse, or stylus. There may also be a scanner
controller 505, which communicates with a scanner 506.
System 500 may also include a storage controller 507 for
interfacing with one or more storage devices 508 each of
which includes a storage medium such as magnetic tape or
disk, or an optical medium that might be used to record
programs of 1nstructions for operating systems, utilities and
applications which may include embodiments of programs
that 1implement various aspects of the present invention.
Storage device(s) 508 may also be used to store processed
data or data to be processed 1n accordance with the mven-
tion. System 300 may also include a display controller 509
for providing an interface to a display device 511, which
may be a cathode ray tube (CR1), a thin film transistor (1FT)
display, or other type of display. System 3500 may also
include a printer controller 512 for communicating with a
printer 513. A communications controller 514 may interface
with one or more communication devices 515, which
enables system 500 to connect to remote devices through
any of a vanety ol networks including the Internet, an
Ethernet cloud, an FCoE/DCB cloud, a local area network
(LAN), a wide area network (WAN), a storage area network
(SAN) or through any suitable electromagnetic carrier sig-
nals including infrared signals. In embodiments, the i1tem
530 may be used to perform one or more process steps 1n
FIG. 1.

In the illustrated system, all major system components
may connect to a bus 316, which may represent more than
one physical bus. However, various system components may
or may not be in physical proximity to one another. For
example, input data and/or output data may be remotely
transmitted from one physical location to another. In addi-
tion, programs that implement various aspects of this inven-
tion may be accessed from a remote location (e.g., a server)
over a network. Such data and/or programs may be con-
veyed through any of a variety of machine-readable medium
including, but are not limited to: magnetic media such as
hard disks, floppy disks, and magnetic tape; optical media
such as CD-ROMs and holographic devices; magneto-opti-
cal media; and hardware devices that are specially config-
ured to store or to store and execute program code, such as
application specific integrated circuits (ASICs), program-
mable logic devices (PLDs), flash memory devices, and

ROM and RAM devices.

10

15

20

25

30

35

40

45

50

55

60

65

16

Embodiments of the present invention may be encoded
upon one or more non-transitory computer-readable media
with 1nstructions for one or more processors or processing
units to cause steps to be performed. It shall be noted that the
one or more non-transitory computer-readable media shall
include volatile and non-volatile memory. It shall be noted
that alternative implementations are possible, including a
hardware 1mplementation or a software/hardware imple-
mentation. Hardware-implemented functions may be real-
1zed using ASIC(s), programmable arrays, digital signal
processing circuitry, or the like. Accordingly, the term
“computer-readable medium or media” as used herein

includes software and/or hardware having a program of
instructions embodied thereon, or a combination thereof.
With these implementation alternatives 1n mind, 1t 1s to be
understood that the figures and accompanying description
provide the functional information one skilled 1n the art
would require to write program code (i.e., software) and/or
to fabricate circuits (1.e., hardware) to perform the process-
ing required.

It shall be noted that embodiments of the present imnven-
tion may further relate to computer products with a non-
transitory, tangible computer-readable medium that have
computer code thereon for performing various computer-
implemented operations. The media and computer code may
be those specially designed and constructed for the purposes
of the present invention, or they may be of the kind known
or available to those having skill in the relevant arts.
Examples of tangible computer-readable media include, but
are not limited to: magnetic media such as hard disks, tloppy
disks, and magnetic tape; optical media such as CD-ROMs
and holographic devices; magneto-optical media; and hard-
ware devices that are specially configured to store or to store
and execute program code, such as application specific
integrated circuits (ASICs), programmable logic devices
(PLDs), tlash memory devices, and ROM and RAM devices.
Examples of computer code include machine code, such as
produced by a compiler, and files containing higher level
code that are executed by a computer using an interpreter.
Embodiments of the present invention may be implemented
in whole or 1n part as machine-executable instructions that
may be 1n program modules that are executed by a process-
ing device. Examples of program modules include libraries,
programs, routines, objects, components, and data struc-
tures. In distributed computing environments, program mod-
ules may be physically located in settings that are local,
remote, or both.

One skilled 1n the art will recognize no computing system
or programming language 1s critical to the practice of the
present mnvention. One skilled 1n the art will also recognize
that a number of the elements described above may be
physically and/or functionally separated into sub-modules or
combined together.

While the invention 1s susceptible to various modifica-
tions and alternative forms, specific examples thereof have
been shown in the drawings and are herein described in
detail. It should be understood, however, that the invention
1s not to be limited to the particular forms disclosed, but to
the contrary, the invention 1s to cover all modifications,
equivalents, and alternatives falling within the scope of the
appended claims.

What 1s claimed 1s:

1. A tlight system including a diagnostic modeling evalu-
ator for iteratively repairing a diagnostic unit that includes a
diagnostic matrix of the flight system, comprising:
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ONe Or MOre processors;
a plurality of sensors coupled to the one or more proces-
sors; and
a memory that 1s communicatively coupled to the one or
more processors and stores one or more sequences of
instructions, 1 which execution of the one or more
sequences of instructions by at least one of the one or
more processors causes the diagnostic modeling evalu-
ator to perform the steps comprising:
evaluating a first diagnostic performance of the diag-
nostic unit using supervised data that 1s generated by
the plurality of sensors and includes one or more

instances of a fault of the flight system:;

proposing a repair to the diagnostic unit based on the
first diagnostic performance;

cvaluating a second diagnostic performance of the
diagnostic unit having the proposed repair; and

performing the repair to the diagnostic unit based on
the proposed repair.

2. A thght system as recited in claim 1, wherein the step
of evaluating a first diagnostic performance of the diagnostic
unit using supervised data includes;

determining a number of instances correctly detected

among the one or more instances by a test and a total
number of the one or more instances:;

calculating a ratio between the determined number of

instances and the total number; and

checking whether the calculated ratio meets a preset

criterion.

3. A flight system as recited in claim 2, wherein the step
of determining a number of instances correctly detected
among the one or more mstances by a test and a total number
of the one or more 1nstances 1s performed when an element
of the diagnostic matrix corresponding to the fault and the
test 1s O.

4. A flight system as recited in claim 2, wherein the step
of determining a number of instances correctly detected
among the one or more mstances by a test and a total number
ol the one or more instances 1s performed when an element
of the diagnostic matrix corresponding to the fault and the
test 1s 1.

5. A thght system as recited 1n claim 1, wherein the step
of evaluating a first diagnostic performance of the diagnostic
unit using supervised data includes;

1solating a portion of the one or more instances;

calculating a ratio of numbers between isolated portion

and an entire portion of the one or more instances; and
checking whether the calculated ratio meets a preset
criterion.

6. A tlight system as recited in claim 5, wherein the step
of calculating a ratio of numbers 1ncludes;

calculating a ratio of numbers between the 1solated por-

tion when a true fault 1s not the fault and an entire
portion of the one or more instances.

7. A thght system as recited 1n claim 5, wherein the step
of calculating a ratio of numbers 1ncludes;

calculating a ratio of numbers between the 1solated por-

tion when a true fault 1s the fault and an entire portion
of the one or more 1nstances.

8. A flight system as recited in claim 1, the execution of
one or more sequences of 1nstructions by at least one of the
one or more processors causes the diagnostic modeling
evaluator to perform the additional step of;

calculating an element (1,7) of a confusion matrix, where

the element (1,7) represents how many instances of fault
1 are 1solated as fault .
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9. A fhight system as recited m claam 1, wherein the
proposed repair includes at least one of (1) addressing a
duplicity of row or column of the diagnostic matrix, (2)
adding or removing a row of the diagnostic matrix, (3)
changing a logic for detecting the one or more 1nstances, (4)
changing an element of the diagnostic matrix, and (5) adding
or removing adding or removing a column of the diagnostic
matrix.

10. A flight system as recited in claim 9, wherein the step
of proposing a repair 1s based on an overall utility function,
wherein the overall utility function includes diagnostic mea-
sures and a cost for the repair.

11. A tlight system as recited 1n claim 9, the execution of
one or more sequences ol mstructions by at least one of the
one or more processors causes the diagnostic modeling
evaluator to perform the additional step of:

providing a diagnostic matrix repair mechanism where a

suite of repair strategies can each provide a recommen-
dation for the diagnostic matrix.
12. A tlight system as recited 1n claim 9, further compris-
ng:
an 1nirastructure, wherein the repair utilizes the infra-
structure which performs the steps of (1) evaluating
diagnostic measures over required supervised data
cases, (2) mapping the diagnostic measures to a sug-
gested diagnostic matrix repair, (3) determining
whether to perform repair immediately or to differ to a
prescribed point in time, (4) accumulating diagnostic
matrix repair suggestions, (5) presenting a proposed
repair to user, (6) recording a user decision of accept/
decline for a proposed diagnostic matrix repair, and (7)
performing the proposed diagnostic matrix repair
responsive to the user decision of accept for the pro-
posed diagnostic matrix repair.
13. A flight system as recited in claim 12, wherein the
infrastructure instantiates, the proposed diagnostic matrix
repair, responsive to the user decision of accept for the
proposed diagnostic matrix repair.
14. A computer-implemented method for repairing a diag-
nostic unit having a diagnostic matrix of a flight system,
comprising:
calculating diagnostic measures for a fault 1n supervised
data of the flight system, the supervised data being
generated by a plurality of sensors of the thght system
and including one or more instances of the fault;

copying the diagnostic unit to save an unrepaired state of
the diagnostic unit before repair;

repairing the diagnostic unit based on the calculated

diagnostic measures;

evaluating diagnostic performance of the repaired diag-

nostic unit; and

upon determiming that the diagnostic performance meets

a performance metric criterion, propagating the repair-
ing back to a system model.

15. A computer-implemented method as recited i claim
14, wherein the diagnostic measures include a detection
measure matrix and wherein an element of the detection
matrix 1s a ratio between a number of 1nstances correctly
detected among the one or more instances by a test and a
total number of the one or more instances.

16. A computer-implemented method as recited 1 claim
14, wherein the diagnostic measures include a false positive
detection measure matrix and wherein an element of the
false positive detection matrix 1s a ratio between a number
of instances correctly detected among the one or more
instances by a test and a total number of the one or more
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instances when an element of the diagnostic matrix corre-
sponding to the fault and the test 1s O.

17. A computer-implemented method as recited 1in claim
14, wherein the diagnostic measures include a false negative
detection measure matrix and wherein an element of the
false negative detection matrix i1s a ratio between a number
of instances correctly detected among the one or more
instances by a test and a total number of the one or more
instances when an element of the diagnostic matrix corre-
sponding to the fault and the test 1s 1.

18. A computer-implemented method as recited in claim
14, wherein the diagnostic measures include an 1solability
measure and wherein the 1solability measure 1s a ratio
between a number of correctly 1solated 1nstances among the
one or more instances and a total number of the one or more
instances.

19. A computer-implemented method as recited in claim
14, wherein the diagnostic measures include a false positive
1solability measure and the false positive 1solability measure
1s a ratio between a number of correctly 1solated 1nstances
among the one or more mstances when a true fault is not the
fault and a total number of the one or more instances.

20. A computer-implemented method as recited 1n claim
14, wherein the diagnostic measures include a false negative
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1solability measure and the false negative 1solability measure
1s a ratio between a number of correctly 1solated instances
among the one or more instances when a true fault 1s the
fault and a total number of the one or more 1nstances.

21. A computer-implemented method as recited 1n claim
14, the diagnostic measures include a confusion matrix and
wherein an element (1,)) of a confusion matrix represents
how many instances of fault 1 are 1solated as fault j.

22. A computer-implemented method as recited 1n claim
14, wherein the step of repairing diagnostic unit includes at
least one of (1) addressing a duplicity of row or column of
the diagnostic matrix, (2) adding or removing a row of the
diagnostic matrix, (3) changing a logic for detecting the one
or more 1stances, (4) changing an element of the diagnostic
matrix, and (5) adding or removing adding or removing a
column of the diagnostic matrix.

23. A computer-implemented method as recited 1n claim
14, further comprising: proposing a repair based on an
overall utility function, wherein the overall utility function
includes diagnostic measures and a cost for the proposed
repait.
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