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SYSTEM AND METHOD FOR WEARABLLE,
UBIQUITOUS RFID-ENABLED SENSING

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to Provisional Patent
Application No. 62/928,837, filed on Oct. 31, 2019, the

entirety ol which 1s incorporated by reference herein.

GOVERNMENT RIGHTS

The 1nvention described herein was made by employees
of the United States Government and may be manufactured
and used by or for the Government of the United States of
America for governmental purposes without the payment of
any rovyalties thereon or therefor.

BACKGROUND

Wireless systems and methods may be used 1n vehicles,
buildings, towers, appliances, etc. to provide communica-
tion at a reduced overall weight (e.g., due to the lack of
wires). Wireless communication also aflords the flexibility
to add wearable, on-body sensors without constraining a
wearer’s range ol motion by virtue of a cable harness acting
as a tether.

NASA has been interested 1n wirelessly monitoring the
environment 1n the immediate vicinity of 1ts crew members
aboard the International Space Station (ISS), especially for
the study of potentially hazardous situations such as the
aggregation ol CO, gas bubbles 1n microgravity. One related
approach by NASA for wearable sensors in a wireless
communication system uses Bluetooth Low Energy (BLE)
on-orbit. This approach gathers useful data, but the reliance
on commercial off-the-shelf (COTS) active wireless proto-
cols such as BLE limits the operational lifetime of such
system, currently rated at a few days on a rechargeable
battery. Accordingly, there 1s a long-felt need for an
improved wearable/peel-and-stick system and method for
wireless communication.

SUMMARY

A system 1s disclosed. The system includes a plurality of
radiofrequency 1dentification (RFID) tags including a first
RFID tag. The first RFID tag 1s configured to perform RFID
tag operations that include acquiring one or more samples
using a sensor of the first RFID tag. The RFID tag operations
also include writing the one or more samples 1n a memory
of the first RFID tag. The RFID tag operations also include
transferring custody of the one or more samples to a first
RFID reader on request. The system also includes a plurality
of RFID readers including the first RFID reader. The first
RFID reader 1s configured to perform RFID reader opera-
tions including reading an identifier from each of the plu-
rality of RFID tags in view of the first RFID reader during
an mventory management mode. The RFID reader opera-
tions also include transmitting the identifier from each of the
RFID tags 1in view to a sensor controller during the inventory
management mode. Transmitting the idenfifier includes
transmitting a first identifier for the first RFID tag to the
sensor controller. The RFID reader operations also include
receiving a lirst custody transier command from the sensor
controller based at least 1n part on the sensor controller
receiving the first identifier. Based at least partially upon
receiving the first custody transfer command, the RFID
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2

reader operations also include reading the one or more
samples from the first RFID tag to take custody of the one
or more samples during a custody transier servicing mode.
During the custody transier servicing mode, the RFID reader
operations also include writing a second custody transfer
command to the memory of the first RFID tag to indicate
that the first RFID reader has taken custody of the one or
more samples. The sensor controller 1s configured to be 1n
communication with the plurality of RFID readers. The
sensor controller 1s configured to perform sensor controller
operations including receiving the first identifier from the
first RFID reader during the inventory management mode.
The sensor controller operations also include determining
that the first RFID tag 1s in view of the first RFID reader
based on receiving the first identifier. The sensor controller
operations also include transmitting the first custody transier
command to the first RFID reader to cause the first RFID
reader to request the one or more samples from the first
RFID tag.

A method 1s also disclosed. The method 1s for the collec-
tion of information from a plurality of radio-frequency
identification (RFID) tags using an RFID system. The
method mncludes scanming for the plurality of RFID tags with
a plurality of RFID readers. The plurality of RFID readers
includes a first RFID reader having a first coverage area and
configured to detect one or more of the plurality of RFID
tags when positioned 1n the first coverage area. The method
also 1ncludes receiving RFID tag i1dentifiers corresponding
to the plurality of RFID tags with the first RFID reader. The
RFID tag identifiers include a first RFID tag identifier
corresponding to a first RFID tag of the plurality of RFID
tags. The method also includes transmitting the RFID tag
identifiers from the first RFID reader to a sensor controller.
The method also includes identifying the first RFID tag
identifier 1n the RFID tag identifiers using the sensor con-
troller. The method also includes determining that the first
RFID tag 1s likely to have custody of sensor data. The
method also includes 1ssuing a first custody transfer com-
mand from the sensor controller to the first RFID reader
based at least 1n part on the determination that the first RFID
tag 1s likely to have custody of the sensor data. The method
also includes reading the sensor data from the first RFID tag
using the first RFID reader in response to the first custody
transfer command. The method also includes writing a
second custody transfer command from the first RFID reader
to the first RFID tag.

In another embodiment, the system includes a radiofre-
quency i1dentification (RFID) tag configured to perform
RFID tag operations. The RFID tag operations include
transierring custody of data in a packet builer of a memory
of the RFID tag to an RFID reader, thereby freeing the
packet butler to receive new data. The RFID tag operations
also include acquiring one or more samples using a sensor
of the RFID tag. The RFID tag operations also include
storing the one or more samples 1n a sample bufler of the
memory of the RFID tag. The RFID tag operations also
include removing a first entry in the sample builer when the
first enfry contains greater than or equal to a threshold
number of the one or more samples. The RFID tag opera-
tions also include encapsulating the first entry as a packet.
The packet includes the one or more samples and packet
metadata. The RFID tag operations also include placing the
packet 1 the packet bufler in response to a custody transier
request from the RFID reader. The RFID tag operations also
include adding an empty entry to the packet buller when the
sample buller contains less than the threshold number of the
one or more samples. The RFID tag operations also include
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allowing acquisition of new samples 1nto a second entry 1n
the sample buller concurrently with processing a new cus-
tody transier request from the RFID reader.

This summary 1s provided to itroduce a selection of
concepts that are further described below in the detailed
description. This summary 1s not intended to 1dentity key or
essential features of the claimed subject matter, nor 1s 1t
intended to be used as an aid 1n limiting the scope of the
claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

The following figures form part of the present specifica-
tion and are included to further demonstrate certain aspects
of the presently described subject matter and should not be
used to limit 1t. The present subject matter may be better
understood by reference to one or more of these drawings in
combination with the description of embodiments presented
herein. Consequently, a more complete understanding of the
present embodiments and further features and advantages
thereol may be acquired by referring to the following
description taken in conjunction with the accompanying
drawings, 1n which like reference numerals may 1dentily like
elements, wherein:

FIG. 1 1llustrates a schematic view of a radio frequency
identification (RFID)-enabled information collection system
including an RFID reader/interrogator, an RFID tag, and an
RFID sensor controller, according to an embodiment.

FI1G. 2 illustrates a schematic view of the RFID reader of
FIG. 1, according to an embodiment.

FIG. 3 illustrates a schematic view of the RFID tag of
FIG. 1, according to an embodiment.

FIG. 4 1llustrates a schematic view of another RFID tag
(stmilar to the RFID tag in FIG. 3) including a distinct
integrated circuit connected via a serial iterface to a low-
power microcontroller umit (MCU), according to an embodi-
ment.

FIG. 5 illustrates a schematic view of the RFID sensor

controller of FIG. 1, according to an embodiment.

FIGS. 6A and 6B illustrate a flowchart of method for a
data acquisition protocol for the RFID tag, according to an
embodiment.

FIG. 7 1illustrates a flowchart of a method for using the
sensor controller, according to an embodiment. More par-
ticularly, the method may use an RFID sensor controller to
subscribe to the interrogation feeds from a networked set of
RFID interrogators, determine ii an RFID tag of interest 1s
in the interrogation feed, determine 1f the RFID tag of
interest 1s likely to have custody of sensor data, to determine
an optimal access strategy (including selecting an RFID
interrogator), and subsequently send a message to an RFID
interrogator commanding i1t to take custody of the RFID
tag’s stored sensor data.

FIGS. 8A and 8B illustrate a flowchart of a method for
using the RFID reader, according to an embodiment. More
particularly, the method may use the RFID reader to alter-
nate between (1) interrogating and streaming tag interroga-
tion results, and (2) receiving and processing commands to
order an RFID sensor tag to transfer custody of 1ts stored
sensor data to the RFID interrogator, according to an
embodiment.

FIG. 9 illustrates a flowchart of a store-and-forward data
transmission protocol for the RFID tag, according to an
embodiment.

DETAILED DESCRIPTION

Reference may now be made 1n detail to specific embodi-
ments 1llustrated in the accompanying drawings and figures.
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In the following detailed description, numerous specific
details are set forth 1n order to provide a thorough under-
standing of the embodiments described herein. However, it
may be apparent to one of ordinary skill 1n the art that other
embodiments may be practiced without these specific
details. In other 1instances, well-known methods, procedures,
components, circuits, and networks have not been described
in detail so as not to unnecessarily obscure aspects of the
embodiments.

It may also be understood that, although the terms first,
second, etc. may be used herein to describe various ele-
ments, these elements should not be limited by these terms.
These terms are only used to distinguish one element from
another. For example, a first object could be termed a second
object, and, similarly, a second object could be termed a first
object, without departing from the scope of the present
disclosure.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting. As used 1n the description and the appended claims,
the singular forms “a,” “an” and “the” are intended to
include the plural forms as well, unless the context clearly
indicates otherwise. It may also be understood that the term
“and/or” as used herein refers to and encompasses any and
possible combinations of one or more of the associated listed
items. It may be further understood that the terms
“includes,” “including,” “comprises” and/or “comprising,”
when used 1n this specification, specily the presence of
stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of
one or more other features, integers, operations, elements,
components, and/or groups thereof. Further, as used herein,
the term “iI”” may be construed to mean “when” or “upon”
or “in response to determiming” or “in response to detect-
ing,” depending on the context.

As used herein, the terms “mnner” and “outer”; “up” and
“down”; “upper” and “lower”; “upward” and “downward”;
“above” and “below”; “inward” and “outward”; and other
like terms as used herein refer to relative positions to one
another and are not imntended to denote a particular direction
or spatial orientation. The terms “couple,” “coupled,” “con-
nect,” “‘connection,” “connected,” “in connection with,” and
“connecting” refer to “in direct connection with” or “in
connection with via one or more mtermediate elements or
members.”

The embodiments described herein include systems and
methods that use radio frequency identification (RFID)
technology to transport data to an RFID mventory system. In
one embodiment, the RFID inventory system may be aboard
the ISS and may exploit the inherently passive nature of
RFID sensor tags to provide wearable or structure-mount-
able, wireless sensors that are capable of operating for one
or more years on small coin battery cells. The embodiments
described herein include a store-and-forward overlay on
RFID reader and RFID sensor tag protocols that allow an
RFID sensor tag to transmit signals through a system of
RFID interrogators (also referred to as RFID readers),
exploiting contact opportunities as they arise, and quietly
transierring sensor readings at nearly no power cost to the
wireless RFID sensor 1tself. This approach essentially zeros-
out the largest element of the power budget of a typical
Internet of Things (IoT) sensor. The embodiments described
herein also include wearable RFID sensors using commer-
cially available components that have been modified to
become part of a system and method for wearable, ubiqui-

tous RFID-enabled sensing that 1s imminently manufactur-
able.
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In one embodiment, the RFID system may be configured
to automate collection of data and may include a plurality of
RFID interrogators and a plurality of RFID tags. Each RFID
tag may have at least one processor and memory for (1)
storing a set of istructions and data and (2) implementing
over-the-air RFID services (e.g., Electronic Product Code
(EPC) memory and User Memory (UM) i EPC Global
Class 1 Generation 2). When the set of instructions 1is
executed by the at least one processor, 1t causes the RFID tag
to perform operations. The operations include: (a) on com-
mand, sampling by collecting data into a “sample builer”
section of the memory; (b) loading a first packet of data 1nto
a “packet bufler” (primary portion; accessible over-the-atr,
e.g., UM) of the RFID tag memory for collection by one of
the plurality of RFID interrogators once a packet worth of
data has been collected; (c¢) continue collecting additional
samples of data into the sample bufler (e.g., secondary
portion; not accessible over-the-air) of the RFID tag
memory to be used to form “subsequent” packets, allowing,
continuous data gathering, even while the primary portion of
the RFID tag memory 1s filled with a packet; (d) maintaining,
custody of the subsequent packets until the RFID tag has
been explicitly informed of a custody transier of the first
packet of data by one of the plurality of RFID interrogators;
(e) building each subsequent packet using samples from the
sample buller according to a priornitization scheme, and
loading the packet 1nto the packet butler once custody of the
first packet of data stored in the primary butfler section has
been transierred to the RFID interrogator; and (1) maintain-
ing a time-base estimate for time-tagging the packets of data
collected as samples and processing time-base updates from
the RFID interrogator.

In another embodiment, the RFID system may be con-
figured to automate collection of data. The system may
include at least one RFID sensor tag and a plurality of RFID
readers. Each RFID reader may have at least one processor
and memory system for storing a set of 1nstructions. The set
of 1mstructions on the RFID reader, when executed by the at
least one processor, causes the RFID reader to realize that an
RFID sensor tag 1s 1n range of signal reception (e.g., either
on 1ts own 1mtiative or through notification from an RFID
reader coordinator). The set of instructions also causes the
RFID reader to determine whether unrecovered sensor data
1s present on the RFID sensor tag and to take “custody” of
a “packet” of sensor data on the RFID tag identified as being
within range of signal reception. This step of taking custody
may include, as an example, informing the RFID sensor tag
that custody has been transierred and instructing the same
RFID sensor tag to queue up a second packet of data. The set
ol instructions may optionally update the time-base of the
RFID sensor tag or execute other procedures.

In another embodiment, a method 1s disclosed for using a
system of RFID interrogators and/or readers to support the
collection of sensor data from ultra-low power, wearable or
surface-mountable, moveable RFID sensor tags. The
method uses a store-and-forward approach to manage the
collection of data from the RFID sensor tags, even when
they are not in range of an individual RFID interrogator, and
as they move from the coverage arca of one RFID interro-
gator to the next in a complex structure such as the ISS, a
hospital, or an 1industrial facility. This method allows use of
RFID for transporting sensor data in a complex environment
where 1nstantaneous access to an RFID interrogator cannot
be guaranteed, extending RFID data collection to mobile,
wearable sensing. By using RFID systems and methods for
data transport and ofl-loading the consumption of power for
communication from the wireless sensor tag, the method
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cnables wearable RFID-enabled sensing with years-long
lifetimes on small, consumable coin cell batteries.

The system and method disclosed herein manage auto-
matic downloading of RFID sensor data logs within a
multiple-RFID 1nterrogator ecosystem. The system and
method do not require explicit wearer-user intervention. The
system and method also allow any one of a multiplicity of
networked RFID interrogators to communicate with an
RFID tag and transfer logged data stored on such tag. The
system and method also support a high amount of mobility
of the RFID tag, both when located within the broad
coverage areca of the networked RFID interrogators and
when located outside the RFID interrogator coverage area.
The system and method also are interleaved with mnventory
management interrogations, such that they do not signifi-
cantly impact the primary interrogation task. The system and
method also use all standard EPC Global Class 1 Generation
2 (C1G2) commands when implemented using the C1G2
protocol, which means they does not require any proprietary
command-set extensions.

In another embodiment, the system and method may treat
the user memory (UM) of the RFID tag as a delay-tolerant
radio link. The system and method also include a set of
instructions on the RFID interrogator side to:

a. realize that an RFID tag 1s in view (either on 1ts own or

through notification from an iterrogator coordinator);

b. determine that unrecovered sensor data 1s present on the
RFID tag;

c. take “custody” of a “packet” of sensor data on that tag
(e.g., mnform the tag that custody has been transferred
and 1nstruct 1t to queue up the next packet of data); and

d. optionally update the time-base of the tag or execute
any other required procedures (e.g., stop sampling,
re-configure sampling period, etc.).

The system and method also 1nclude a set of 1nstructions

on the RFID tag side to:

a. on command, begin sampling data into a buller orga-
nized into “packets” of data;

b. load a packet mto primary (“packet bufller”) tag
memory for collection by an interrogator 1 a packet
worth of data has been collected;

c. continue sampling ito a secondary bufler (“sample
bufler”) of subsequent packets, allowing continuous
data gathering even while the primary tag memory 1s
filled;

d. maintain custody of the data 1n the packet bufler until
it has been explicitly informed of a custody transier by
an 1nterrogator;

¢. load the “next” packet’s worth of samples from the
sample buller into the packet buller in the tag memory
(according to some prioritization scheme, e.g., packet
age) when custody of data 1n the packet buller has been
transierred to the interrogator; and

f. maintain a time-base estimate for time-tagging samples
and provide a method for allowing the iterrogator to
update the time base estimate.

The system and method also 1include a set of instructions
for individual RFID iterrogators in a multi-interrogator
system to populate a common database of sensor readings
without needing to know details of the last RFID nterro-
gator/tag interaction. This may include a sensor coordinator
observing mventory management tag reads from the popu-
lation of interrogators, and scheduling data transfers for
individual tags with individual interrogators. This may
optionally use interrogator/antenna/frequency information
from mventory management interrogations to seed the “cus-
tody transier” process.
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The systems and methods disclosed herein include an
RFID reader (also referred to herein as an RFID interroga-
tor) and an RFID tag that provide RFID-enabled information
collection that can be used for monitoring and gathering data
wirelessly from a host structure. In an embodiment, the
RFID tag may be a wearable tag that 1s positioned on or near
a human body (e.g., coupled to clothing). Examples of a host
structure may be or include the structural members, 1nterior
walls, or equipment of a crewed or robotic vehicle (e.g., a
spacecrait) or similar elements of a space habitat. Such
systems and methods may operate at low power for long
durations by implementing a first protocol for oflline data
gathering and a second protocol for low-power data transier.

Transmission of data 1s managed by a network of RFID
interrogators running a store-and-forward software overlay
that 1s compatible with similar software running on the
RFID sensor tag as well as a centralized controller com-
manding interrogators and tags to interact at moments of
opportunity. Below, the tag, the interrogator, and the sensor
controller components of this system are described.

FIG. 1 illustrates a schematic view of an RFID-enabled
information collection system 100, according to an embodi-
ment. The system 100 includes a sensor controller 500. The
system 100 also includes one or more RFID readers (also
referred to herein as an RFID interrogators) 200. The RFID
readers 200 may be 1mn wired or wireless communication
with the sensor controller 500. The system 100 also includes
one or more RFID tags 300. The RFID tags 300 may be 1n
wireless communication with the RFID readers 200. As
described below, the system 100 may be configured to
collect/acquire, store, receive, and/or transmit time-series
data (“forward”) from each of a plurality of sensor devices.

FIG. 2 1llustrates a schematic view of the RFID reader
200, according to an embodiment. The RFID reader 200 may
include a central processing unit (CPU) or microprocessor
210, a communication bus 214, at least one RFID interro-
gator module 220, at least one RF antenna 230, a digital data
communications port or backhaul network 240, and a power
source 250.

The processor 210 may include a set of mstructions for
implementing and performing the steps of functionality
outlined below. The processor 210 may be embodied as an
application-specific ntegrated circuit (ASIC) chip, a field
programmable gate array (FPGA), a microcontroller unit
(MCU), a single board computer, or such other computing
mechanism capable of storing 1n a memory integrated
thereto a set of instructions written in human-readable
format (e.g., source code, VHDL) and converting such
instructions into a set of machine-readable digital instruc-
tions (e.g., binary code) for operating the RFID reader 200.

The at least one RFID interrogator module 220 may
include either a distinct integrated circuit connected via the
bus 214 (e.g., serial interface) or a circuit module internal to
the processor 210. Each RF antenna 230 may interface
to/with the RFID interrogator module 220 and may be
configured to send command sequences to the RFID tag 300.
The RF antenna 230 may also be configured to receive
transmitted information collected and transmitted by the
RFID tag 300.

The digital data communications port or backhaul net-
work 240 may be operatively connected to the processor 210
and the RFID interrogator module 220 to “offload” collected
sensor data that i1s either wired (e.g., via Ethernet) or
wireless (e.g., via Wi-F1).

FIG. 3 illustrates a schematic view of the RFID tag 300,
according to an embodiment. The RFID tag 300 may include
a tag central processor umt (CPU) or microcontroller unit
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(MCU) 310 having a memory 312. The RFID tag 300 may
also 1nclude at least one sensor element 320 for sensing and
collecting a data set of information (e.g., a physical mea-
surement). The sensor element 320 may be or include, for
example, a thermocouple element, a strain gauge, a carbon
dioxide sensor, a light sensor, a temperature sensor, a
humidity sensor, an air quality sensor, a low-bandwidth
accelerometer, or the like. The RFID tag 300 may also
include a commumnications bus 330, a power source 340, and
at least one transceiving antenna 350.

The MCU 310 includes a set of mstructions stored on 1ts
memory 312 to cause the RFID tag 300 to perform a set of
steps as may be described 1n further detail below with
reference to FIGS. 6 A, 6B, and 9. Each sensor element 320
may be configured to sense a parameter of interest to enable
the collection of a set of information. For example, the
parameter of interest may be or include temperature when
the sensor element 1s a thermocouple, the presence of a
chemical when the sensor 1s chemical sensor, strain when the
sensor 1s a strain gauge. The MCU 310 may further include
at least one RFID tag module 315 for implementing a
wakeup channel. The at least one RFID tag module 315 may
be configured to generate a wakeup pulse signal when a
particular data sequence 1s transmitted by the RFID reader
200 to the RFID tag module 315.

The transcerving antenna 350 may be connected to the
RFID tag module 315 for receiving data sequences and for
transmitting a set of information collected from the at least
one sensor element 320. The power source 340 may main-
tain the tag state when not under interrogation by the RFID
reader 200. In one embodiment, the power source 340 may
be or include a consumable battery. In another embodiment,
the power source 340 may be or include a power harvester
coupled with a power storage device. In yet another embodi-
ment, the power source 340 may be or include a combination
of both a consumable power supply and a power harvester.

Accordingly, RFID tag operation (e.g., hibernating,
wakeup, and/or sampling) may be powered entirely by using
power harvested from the data sequence transmitted by the
RFID reader 200. In such an embodiment, the power source
340 may be configured to harvest power from the transmit-
ted signal of the RFID reader 200 or another source of
ambient energy (e.g., thermal gradients). In another embodi-
ment, a portion of the operating power may be generated by
using power harvested from the data sequence of the RFID
reader 200, with the remaining power being provided by
another power supply integrated with a power harvester
contained within power source 340, such as a battery. In yet
another embodiment, the power source 340 may include a
battery without a power harvester.

The RFID tag module 315 may be an integrated circuit
module 1nternal to the MCU 310. In another embodiment,
the RFID tag module 315 may be a distinct integrated circuit
connected via a circuit bus (e.g., serial interface) to the MCU
310, similar to the configuration shown in FIGS. 6 A and 6B,
which are described below.

FIG. 4 illustrates a schematic view of another RFID tag
400 (similar to the RFID tag 300 in FIG. 3) including a
distinct 1ntegrated circuit connected via a serial interface to
a low-power MCU, according to an embodiment. The RFID
tag 400 may include at least one RFID tag module 415 for
implementing a wakeup channel. The RFID tag 400 may
also 1include an MCU 410 configured to periodically wake
itsell from a low power state (e.g., either on a schedule or
driven by an external interrupt). The MCU 410 may also be
configured to momtor the RFID tag module 415 for the
presence ol a particular data sequence. The RFID tag
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module 415 may be a distinct integrated circuit connected
via a circuit bus 430 (e.g., serial interface).

The RFID tag 400 may use a new class of serial-address-
able EPC Global C1G2 RFID itegrated circuits (ICs) for
the RFID tag module 415. Such an IC, 1n addition to being
a C1G2-compliant RFID device, adds a senal interface (e.g.,
SPI, 12C, UART) through which the C1G2 memory banks
can be read or written by an attached device, such as a small
microcontroller. The RFID reader 200 may provide the
power to read/write a tag memory 414 using the OTA
interface. The attached processor 410 provides the set of
instructions stored on a processor memory 412 to read/write
tag the memory 414 using the serial interface and configure
interrupt-based wakeup should the service be provided by
the RFID IC. When neither interface 1s engaged, the RFID
IC may be completely powered down.

Though the memory architecture of the RFID tag 300, 400
may vary (e.g., EEPROM, FRAM, etc.), all serial-address-
able tags may share one common feature: reading from
and/or writing to the tag memory 414 consumes relatively
little power compared to the power draw of active transmiut-
ter/recerver protocols such as BLE, ZigBee, and Wi-Fi.
Thus, the RFID reader 200 can write data using the OTA
interface to the RFID tag memory 414 using only power
from the RFID reader 200. Then, with only a small cost to
the integrated tag/processor device’s power supply 440, the
processor 410 can read the data out over the serial interface.

The RFID tag 400 may also include at least one RF
transceiving antenna 450 (two are shown) operatively con-
nected to the RFID tag module 415 for receiving data
sequences and/or for transmitting a set of mformation col-
lected from the at least one sensor element 420. As described
carlier with reference to the RFID tag 300 of FIG. 3, the
RFID tag 400 may also include a power source or supply
440 to maintain the tag state when not under interrogation by
the RFID reader 200. In one embodiment, the power source
440 may be a consumable battery. In another embodiment,
the power source 440 may be a power harvester coupled
with a power storage device. In yet another embodiment, the
power source 440 may be a combination of a both consum-
able power supply (e.g., a button battery) and a power
harvester.

The embodiments disclosed herein may use a senal-
addressable RFID interface 1in an RFID tag 300, 400 so that
the RFID reader 200 can “wake up” a “sleeping”™ wireless
sensor 320, 420 that has been placed into long-term, low-
power hibernation when instructed to do so by the sensor
controller 500. The wireless sensor 320, 420 may be part of
the RFID tag 300, 400.

As mentioned above with reference to FIG. 3, the (e.g.,
wireless) RFID tag 300 may include a low-power micro-
controller unit (MCU) 310 and a serial-addressable RFID
integrated circuit (IC) (e.g., a telemetry interface) 315 for
transmitting sensor data and for implementing a wakeup
channel (1.e., a wakeup interface). In the hibernating con-
figuration, the MCU 310 may be the only element in the
RFID tag 300 that draws power, and the MCU 310 may be
operating 1n the lowest power mode possible. In at least one
embodiment, in the lowest possible power mode, either
nothing happens, or a watchdog timer 1s monitored to ensure
that the processor can be reset 1 the event of a software
problem. When 1t 1s time to bring the RFID tag 300 into an
active (e.g., higher-power) state, the RFID reader 200 trans-
mits (1.e., writes) a configuration command 1nto one of the
memory banks of the RFID tag 300 (e.g., the user memory
(UM) bank optionally included in the EPC Global Class 1
Generation 2 (C1G2) protocol). Upon detection of this
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event, the MCU 310 reads out the configuration command
from the RFID reader 200 and engages the telemetry inter-
face 313 as appropriate to the command. By using a passive
channel afforded by the wakeup interface, the sensor pro-
cessor 310 may avoid the significant power draw of peri-
odically turning on its wakeup channel, connecting to the
RFID reader 200 (1.¢., the master device), and checking for
pending wakeup messages.

A passive wakeup channel can also have one additional
advantage: some models of serial-addressable RFID IC can
be configured to generate a “wakeup pulse” on one of the

serial input/output lines when a particular data sequence 1s
written over-the-air (OTA) to an RFID IC of the RFID tag
300. In one embodiment, this pulse may be generated by
using power harvested from the RFID reader 200, and the
MCU 310 can be configured to generate and service a
hardware interrupt on detection of that pulse. This configu-
ration provides an extremely low-latency wakeup capability,
because detection of the wakeup command may be handled
entirely via the hardware. Conventional models lack this
teature, which means the MCU may be configured to
periodically wake up and read the contents of a fixed block
of tag memory for new configuration commands. Although
this type of embodiment cycles the MCU 310 through its
active state more often, the power required to do so 1s much
less than 11 an active radio channel were powered on as well.
Also, the time taken to read the configuration register may
be much shorter than the connection time of a protocol such
as Bluetooth® Low Energy (BLE), so the average time spent
in the active period checking for new configuration com-
mands 1s much shorter. The wakeup period can be adjusted
to provide the desired latency in decoding and acting upon
configuration commands.

The MCU 310, 410 has a memory 312, 412 that includes
a set of mstructions for recerving a time-base synchroniza-
tion signal from the RFID reader 200 through the RFID
module 315, 415 and updating/refining the time base main-
tamned by the MCU 310, 410 using such synchromization
data over the course of operation. The steps for maintaining
synchronization includes a step for efliciently encoding
timestamps of a sequence of data samples. The set of
instructions also includes a method for maimntaining concur-
rent acquisition of a new sequence ol data samples on the
MCU 310, 410 while downloading (1.e., commumnicating) a

previous sequence of data samples from the memory bank of
the RFID module tag memory 315, 4135 to the RFID reader

200.

During data acquisition by the RFID tag 300, 400, the tag
soltware 1ncludes a set of instructions that cause the RFID
tag 300, 400 to automatically enter a low-power state when
the tag 1s (1) not actively gathering data samples from sensor
clement 320, 420 and/or (2) not actively writing data
samples to or reading data from the memory bank of RFID
module 315, 415.

Further, during data acquisition by the RFID tag 300, 400,
the tag software includes a set of 1nstructions that cause the
RFID tag 300, 400 to automatically return to a high-power
state per the data sampling schedule to (1) gather data
samples from the at least one sensor element 320, 420 and/or
(2) write data samples to the RFID tag memory 312, 412.

FIG. 5 1llustrates a schematic view of the sensor controller
500, according to an embodiment. The sensor controller 500
may include a central processing unit (CPU) or micropro-
cessor 510, a communication bus 514, a digital data com-
munications port or backhaul network 540, and a power
source 350.
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FIGS. 6 A and 6B 1illustrate a flowchart of a method 600
for a data acquisition protocol for the RFID tag 300, 400,
according to an embodiment. The steps 1n the method 600
may be performed by the RFID tag(s) 300, 400. The method
600 may include placing/switching the RFID tag 300, 400
into a low-power (e.g., mactive) state, as at 602. In the
low-power state, the RFID tag 300, 400 may be sleeping
and/or hibernating. Once RFID the tag 300, 400 1s 1n the
low-power state, method 600 may also include determining
whether a wake-up signal has been received by the RFID tag
300, 400 from the RFID reader 200, as at 604. If no wake-up
signal has been received, the RFID tag 300, 400 may revert
back and/or remain 1n the low-power state. If the wake-up
signal has been received, the tag 300, 400 may switch 1nto
an active state where 1t 1s configured to extract, decode,
and/or interpret a command embedded in the wake-up
signal, as at 606.

The method 600 may also include determining whether
the command encodes an aperiodic action or a periodic
action, as at 608. An aperiodic action may include, for
example, generating a calibration value set or generating a
health and status report. A periodic action may include, for
example, periodic sensor sampling using the sensor element
320, 420. If the command encodes an aperiodic action, the
RFID tag 300, 400 may perform that action and then return
to sleep, as at 610. However, 1f the command encodes a
periodic action, a sampling clock of the processor 310, 410
in the RFID tag 300, 400 may synchromize with a clock 1n
the RFID reader 200, as at 612.

The RFID tag 300, 400 may then begin acquiring samples
using the sensor 320, 420. This may include starting a
sample timer in the RFID tag 300, 400 using the synchro-
nized sampling clock to govern when samples are to be
taken, as at 614. The method 600 may also include adding
an empty entry to a packet builer in the primary area of the
RFID memory 312, 414, as at 616. As used herein, an
“empty entry” refers to an entry indicating that no samples
are present in a packet. As used herein, a “packet bufler”
refers to data that 1s readable over the air via RFID protocols
containing samples and metadata encapsulated as a packet.
In other words, a packet includes one or more samples with
optional header and footer data. As used herein, a “sample
bufler” refers to data that has been gathered in internal
memory and 1s not readable over the air via RFID protocols.
The packet buller may also be referred to as the primary area
of the memory 312, 414. The sample bufler may also be
referred to as the secondary area of the memory 312, 412.

The method 600 may also include setting a new entry as
a current entry 1n the sample builer 1n the secondary area of
the RFID memory 312, 412, as at 618. As used herein, a
“new entry” refers to an entry formatted to indicate that no
samples have yet been populated into 1t.

The method 600 may also include writing a sample (or
next sample) from the sensor 320, 420 1nto the current entry
in the sample bufler when the sample timer expires, as at
620. In an embodiment, a sample may be or include a
measurement by the sensor 320, 420. Simultaneously, the
current time base estimate of the sensor will be updated to
include the sample timer interval.

The method 600 may also include determining whether a
predetermined number of samples has been acquired in the
current entry in the sample bufler in the secondary area of
the RFID memory 312, 412, as at 622. I1 the predetermined
number of samples has not been acquired, the method 600
may loop back around to the previous step. If the predeter-
mined number of samples has been acquired, then the
method 600 may include determining whether the packet
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bufler in the primary area of the memory 312, 414 of the
RFID tag 300, 400 has a packet (e.g., including the samples)
in custody, as at 624. If the packet buller of the memory 312,
414 has the packet (e.g., including its samples and metadata)
in custody, then the method 600 may loop back around to
step 618. If the packet buller of the memory 312, 414 does
not have the packet (e.g., including its samples) 1n custody,
then the method 600 may include removing a bufler entry
from the sample bufler memory 312, 412, encapsulating the
bufler entry as a packet, and writing the packet to the packet
bufler 1n the primary area of the memory 312, 414 of the
RFID tag 300, 400, as at 626.

The method 600 may also include collecting a next
sample (e.g., a CO, sample) using the sensor 320, 420 (as at
618) after having first drawn a new sample buller entry, 1n
response to the sample timer expiring. In another embodi-
ment, the method 600 may be used to gather aperiodic data
by generating a sample only when an event of interest has
happened since the last timer expiration.

The tag software also includes a set of mstructions to
cause the RFID tag 300, 400 to (1) cease acquiring data and
enter an 1dle state and/or (2) execute any other configura-
tion/sampling access strategy directed by the interrogator
software.

Protocol for Ofiline Data Gathering

Embodiments disclosed herein provide a long-lived wire-
less RFID-enabled sensor system that on command can
begin acquiring time-tagged sensor samples that can be
made available for transier at an arbitrarnly later time to any
of a network of RFID interrogators. The sensor system may,
optionally, after hibernating at low power before waking up,
be ordered by an RFID interrogator in a network of such
interrogators to begin acquiring time-stamped data for even-
tual transmission. Managing access to each RFID tag 300,
400 may include placing a time-base estimate on each RFID
tag 300, 400 for synchromization at the outset of sampling
with the interrogator software and for updating the time-base
estimate over the course of 1ts operation. This functionality
may be implemented 1n the sensor controller 500, encoded
as a set of istructions that run in the sensor controller
processor 510, prior to the iteration of the sensor controller
software encoded in the flow chart of FIG. 7. This time-base
estimate may be coincident with the command 1ssued by the
sensor controller 500 to the tag 300/400 to wake up from a
low-power hibernation state and begin sampling.

The process of receiving this command and then acting
upon 1t 1s described 1n the tag data acquisition soitware flow
chart of method 600 as depicted in FIGS. 6A and 6B. Prior
to reception of the command, the RFID sensor tag 300, 400
may be in the low-power hibernation state. From this state,
it may wake up to recerve “aperiodic” house-keeping or
on-demand sampling commands, after which it may return
to the hibernation state, or 1t may wake up to receive the
“periodic sampling” command, which instructs 1t to begin
the act of sampling a time series of sensor data. Once this
command has been received, the RFID sensor tag 300, 400
can then leave the coverage area of the network of RFID
readers 200 for a connection-deprived environment and still
record time-stamped sensor data for later delivery once
contact with the RFID interrogator system has been restored.
A time-base estimate may be encoded into the command
message, and this time base, updated as samples are
acquired at a fixed rate, may be used to time-tag packets of
measurement data. In one embodiment, the sample rate may
be fixed. In another embodiment, 1t may also be encoded 1n
the command message along with the time-base estimate.
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Per the method 600 of FIGS. 6A and 6B, once this
command has been received, the RFID tag 300, 400 may
synchronize 1ts sampling clock and then start a sample timer,
upon whose expiration a set of samples may be acquired.
The tag 300, 400 may maintain one “‘sample bufler” (or
more) of samples to be eventually transmitted over the air as
“packets” to the system of RFID readers 200. This sample
bufler may be maintained in the memory 312, 412 internal
to the sensor tag MCU 310, 410.

At the outset of sampling, or when a prior sample builer
entry has been filled with a set number of samples (e.g., the
number of samples capable of being held 1n a “packet™ in the
packet bufler), a new buller entry may be added to the
sample buller(s). While a butler entry 1s not yet full, samples
acquired on expiration of the sample timer may be 1nserted
into the bufler entry along with a time-stamp encoding their
time of acquisition.

Samples may be mnserted mto one or more sample bullers
according to some metric of importance. These bullers may
be capable of interacting with a separate data transmission
protocol (to be discussed below as part of the method 900)
to remove sample bufler entries from the sample builer for
transmission once the RFID tag 300, 400 1s again 1n contact
with an element of an RFID interrogator network. Multiple
sample buflers, if implemented, may be assigned varying
priorities. Both the importance of each sample bufler and the
importance of sample bufler entries within the sample
buflers may be taken into account in determining which
sample bufler entries to send to the RFID interrogator
network first once contact has been restored. In one embodi-
ment, there 1s a single sample bufler, and the metric of
performance 1s sample bufler entry age as described by the
time-stamps of samples 1 the sample bufler entry. In
another embodiment, there are discrete sample buflers for
cach sensor type, and priority 1s determined by giving some
sensors attached to the device greater importance than
others. In another embodiment, the priority 1s determined by
some pre-processing applied to the data itself (e.g., threshold
exceedance).

When a complete sample bufler entry of samples 1s
acquired 1nto a sample bufler, the RFID sensor tag 300, 400
may check to see 1f the RFID tag packet bufler memory 312,
414 1n the RFID module 315, 415, which 1s accessible
over-the-air to the network of RFID readers 200, 1s currently
filled with a packet. If 1t 1s not, the highest priority sample
bufler entry may be removed from the internal sample buﬁer
maintained 1n the memory 312, 412, encapsulated as
packet, and written to packet buller memory 312, 414 1n the
RFID module 315, 415. If the RFID module packet builer
memory 312, 414 1s already filled with a packet, no action
may be taken to remove the highest priority sample bufler
entry from the mternal sample bufler, and data acquisition
may proceed as described above with the sample bufler
unmodified. Taken together, these instructions implement
the “store” function of the store-and-forward suite of tag,
interrogator, and controller software described herein.

Protocol for Detecting Sensor Tags and Initiating Data
Transter

Once the RFID tags 300, 400 have been commanded to
begin gathering time-series of sensor samples, they may
then be given opportunities to oflload those samples to
interested clients of the data for analysis and storage. Due to
the dynamic nature of an environment where people,
machinery, and inventory are constantly in motion, 1t 1s
assumed that contact between the RFID tag 300, 400 and the
RFID reader 200 mitiating the command may be lost. In fact,
it may be that sensor tag mobility may make 1t likely that the
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RFID tag 300, 400 may find itself in the fields of view of
other RFID interrogators long before it returns to the field of
view of the RFID interrogator 200 that originated the
command to begin sampling. It may also be that, even if RF
coverage between an RFID tag 300, 400 and the initiating
interrogator 200 1s not lost, the mterrogator 200 may give
priority to 1ts “inventory management™ role for an extended
time and be disallowed by management software to enter the
data transier subroutine, impacting data transier the same as
if there were a loss of RF coverage.

To accommodate this, we may provide the system with a
way to recognize and exploit “contact opportunities™
between the sensor tag 300, 400, which has begun logging
data, and the mterrogator 200 that can subsequently be
directed to transter those samples from the sensor tag 300,
400. Taken together, these mstructions implement the sensor
controller’s contribution to the “forward” function of the
store-and-forward suite of tag, interrogator, and controller
software described herein.

The system may detect that an RFID sensor tag 300, 400
with data 1s present in the fields of view of a subset of
interrogators 1n a set of networked RFID interrogators. An
optimum 1nterrogator 200 for initiating the custody transfer
of data with the tag 300, 400 may then be selected. This
protocol 1s resident on the sensor controller 300, which
shares a network connection via a backhaul port 540 with a
set of RFID readers 200 that are themselves capable of
receiving commands and streaming telemetry on a common
network using a backhaul port 240. The network of RFID
interrogators 200 may operate in the standard mode of
scanning for and returning the identifiers (IDs) of tags
including RFID sensor tags 300, 400 they see 1n their field
of view (e.g., the “electronic product codes™ or “EPCs” for
the RFID protocol EPC Global Class 1 Generation 2). Each
return contains a tag ID (e.g., an EPC), and 1t can optionally
contain descriptive information about the read such as
received signal strength indicator (RSSI), the RF channel on
which the read occurred, the interrogator antenna on which
the tag 300, 400 was read, the number of times the tag 300,
400 was read 1 a unit of time, etc. These returns are placed
on the network for a centralized entity, such as an mnventory
management system, to receive, record, and analyze.

The sensor controller 500 1s responsible for observing the
tag reads recorded by the set of networked RFID 1nterroga-
tors and filtering for the subset of sensor tags 300, 400.
When the sensor controller 500 sees a sensor tag 300, 400
in the feed of interrogation results from the network of RFID
interrogators 200, 1t then makes a determination as to
whether the RFID tag 300, 400 1s likely to have logged data
that needs to be oflfloaded. The information to make this
decision may be encoded in the tag interrogation return itself
(e.g., reserved bits 1 the tag EPC or elsewhere in user
memory to encoded presence of data). In another embodi-
ment, the mformation to make this decision may be main-
tamned by the sensor controller 500 in a database (e.g.,
recording sample rate and last time a sample was recovered,
from which an estimate of remaining un-recovered data can
be determined). Once the sensor controller 500 has deter-
mined that an interrogated sensor tag 300, 400 1s suitable for
data transfer, i1t then determines which of the RFID readers
200 that saw the tag 300, 400 should be tasked with the data
recovery. This determination may be based on a score
assigned to each interrogator’s read of the tag 300, 400,
using such information as received signal strength indicator
(RSSI), read count per unit time, load balancing between
inventory management and sensor data transfer at each
RFID reader 200, or other such figures of merit. As used
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herein, “load balancing” refers to ensuring that an individual
RFID reader 200 spends a predetermined time 1n iventory
management mode. Thus, even when a first RFID reader 200
has an optimal view of an RFID tag 300, 400, a second RFID
reader may be selected for the data transfer when the first
RFID reader 200 has exceeded allowable time spent outside
of the imventory management mode over a given time
pertod. As used herein, the mmventory management mode
refers to the mode 1n which the RFID reader 200 requests
and returns only the identifiers of the RFID tags 300, 400 1n
its field of view, as opposed to requesting and returning any
sensor data associated with those identifiers.

FI1G. 7 illustrates a flowchart of a method 700 for using the
sensor controller 500, according to an embodiment. The
steps 1 the method 700 may be performed by the sensor
controller 500. More particularly, the sensor controller 500
may include a set of instructions (“sensor controller soft-
ware”) stored on the memory of the processor 510 1n FIG.
5 that may be configured such that, when executed, the
sensor controller 500 1s caused to perform the operations
described below.

The method 700 may include the sensor controller 500
receiving a list of sensor-bearing RFID tags 300, 400 for
which 1t 1s responsible, as at 702. The method 700 may also
include receiving (e.g., subscribing over a network connec-
tion to) data from the RFID readers 200 related to RFID tag
interrogations performed by the RFID readers 200, as at 704.
The sensor controller 500 may subscribe to the results while
the RFID readers 200 are operating 1n an interrogate-only
“inventory management” mode. In another embodiment, the
method 700 may also include providing the sensor controller
500 with some other technique for recognizing sensor tags
300, 400 1n the inventory management data stream such as
common EPC code prefixes among sensors of a stmilar type.
This allows the sensor controller 500 to subsequently deter-
mine whether an RFID tag 300, 400 of interest 1s 1n the field
of view of one or more RFID readers 200, determine 1if that
RFID tag 300, 400 1s likely to contain time-series sensor
data that 1t has yet to offload, and make a determination as
to which of the RFID readers 200 that observed the tag 300,
400 has an optimal view, according to some score. As used
herein, a first RFID reader 200 has an optimal view of the
tag 300, 400 (when compared to other RFID readers) when
one or more metrics (€.g., signal strength) describing the tag
read are numerically superior for the first RFID reader 200
(when compared to other RFID readers).

The method 700 may also include determining whether
the data includes interrogations of a predetermined number
of the RFID tags 300, 400, as at 706. If the data does not
include interrogations from the predetermined number of
RFID tags 300, 400, then the method 700 may loop back
around to the previous step. If the data includes interroga-
tions of the predetermined number of RFID tags 300, 400,
then the method 700 may include identifying unique 1den-
tifiers of the RFID tags 300, 400 1n the data, as at 708. Said
another way, this may include monitoring the results (e.g., of
inventory management RFID interrogations streamed over
the network) from individual RFID readers 200 for unique
identifiers of the RFID tags 300, 400 to which the sensor
controller 500 1s subscribed. The tag streams of the RFID
tags 300, 400 may be monitored for (1) presence of a
subscribed tag in the field(s) of view of one or more RFID
readers 200 and (2) evidence that the subscribed tag of
interest 1s bearing sensor data, either as presented by the tag
itself or by information in a database indexed by the tag’s
unique 1dentifier.
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The method 700 may also include determining whether a
predetermined (e.g., first) RFID tag 300, 400 1s detected/

included in the RFID tags 300, 400 based on the unique

identifiers, as at 710. Said another way, this may include
determining that the first RFID tag 1s detected based on the
results (e.g., ol inventory management RFID interrogations
streamed over the network). In one embodiment, this step
may be performed for a single RFID tag 300, 400. In another
embodiment, this step may be performed for a plurality of
RFID tags 300, 400, and the following steps may be itera-
tive. In other words, the following steps may be performed

for each RFID tag 300, 400.

If the RFID tag 300, 400 1s not detected, then the method
700 may loop back around to step 708. If the first RFID tag
300, 400 1s detected, then the method 700 may include
determining whether the first RFID tag 300, 400 1s likely to
have custody of sensor data (e.g., data measured by the

sensor 320, 420), as at 712. As used herein, “likely to have

custody” refers to evidence that the subscribed tag of interest
1s bearing sensor data, either as presented by the tag itself or

by information 1n a database indexed by the tag’s unique
identifier. If the detected RFID tag 300, 400 is not likely to
have custody of the sensor data, then the method may loop
back around to step 708. If the detected RFID tag 300, 400
1s likely to have custody of the sensor data, then the method
700 may include determining that a first RFID reader 200
has the best view of the detected RFID tag 300, 400, as at
714. As used herein, the “best view” refers to appearance of
the RFID tag of interest 1in a reader’s interrogation stream
where such an appearance contains an e¢lement, such as a
received signal strength indicator (RSSI), that 1s measurably
superior to the corresponding element in that tag’s appear-
ance 1n the mterrogation stream of another reader.

The responsibility for indicating that a sensor tag 300, 400
has sensor data to transfer can fall to the sensor tag 300, 400
itself, the sensor controller 500, or a combination of the two.
In one embodiment, the sensor controller 500 modifies data
that 1s returned during an iventory management interroga-
tion (e.g., a bit or bits of the tag EPC 1tself or some small
amount ol user memory backscattered during a tag operation
embedded in the interrogation). In another embodiment, the
sensor controller 500 tracks the rate at which the RFID tags
300, 400 are producing data and the time-stamp of the last
data transfer to determine i new data has been collected
subsequent to the data in the last recovered packet. In
another embodiment, both preceding techniques can be used
to 1crease robustness.

Once an optimal RFID reader 200 1s selected (e.g., the
RFID reader 200 with the best view), the sensor controller
500 then uses 1ts network interface to 1ssue a custody
transier command to the first RFID reader 200 that best sees
the RFID tag 300, 400 to begin interacting with the first
RFID tag 300, 400 to recover at least a portion of its sensor
data, as at 716. In an example, the sensor data may be logged
time-series sensor data.

The method 700 may also include receiving the portion of
the sensor data encoded in the custody transter from the first
RFID reader 200, as at 717. The method 700 may also
include transmitting the portion of the sensor data from the
sensor controller 500 to a database or a display, as at 718.

The steps of method 700 may be performed via human-
machine interaction (e.g., via a GUI or other 1mnput control)
or alternatively may be performed automatically. In at least
one embodiment, some of the steps of the method 700 may
be performed via human-machine interaction while other
steps of the method 700 may be performed automatically.
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Protocol for Completing Data Transfer

Once the sensor controller 500 has identified a data-
bearing sensor tag 300, 400 and issued a custody transier
command as 1n the method 700, this command may then be
intercepted by the target RFID reader 200 and acted upon

using the target RFID sensor tag 300, 400. FIGS. 8A and 8B
illustrate a flowchart of a method 800 describing the role of
the RFID reader 200, according to an embodiment. The steps
in the method 800 may be performed by the RFID reader
200.

At the outset of the method 800, the RFID reader 200 1s
operating 1n inventory management mode 1n which 1t reads/
interrogates the RFID tags 300, 400 for tag electronic
product codes (EPCs) of the RFID sensor tags 300, 400, as
at 802. In one embodiment, this may include the RFID
reader 200 interrogating (e.g., performing step 802) for a
predetermined amount of time (e.g., from about 10 seconds
to about 30 seconds). The method 800 may also include
periodically transmitting results of the tag EPC interrogation
(e.g., the codes) from the RFID reader 200, over a shared
network connection, to the sensor controller 500, as at 804.
Periodically, the RFID reader 200 may check to see 1f 1t has
received a custody transfer command from the sensor con-
troller 500 and may switch from periodic interrogating/
transmitting to servicing the custody transier command, as
at 806. This may be referred to as a custody transier
servicing mode 1n which the RFID reader 200 begins
reading sensor data associated from a tag associated with a
tag 1dentifier and writing command data to the tag associated
with the tag identifier to indicate that 1t has taken custody of
the sensor data. In one example, this check happens peri-
odically every 10-30 seconds. If the custody transier com-
mand 1s not recerved, the method 800 may loop back around
to step 802.

Upon reception of the custody transfer command, the
RFID reader 200 may extract one or more parameters from
the custody transfer command, as at 808. The parameters
may be or include the tag i1dentifier (e.g., EPC) and other
data such as an interrogator antenna port identifier, an RF
channel, or an RF power level estimated by the sensor
controller 500 to give the RFID reader 200 in question the
best chance of successtully interacting with the RFID tag
300, 400.

The RFID reader 200 may then attempt a custody transier
of the sensor data on the RFID tag 300, 400 to the sensor
controller 500. This begins with the RFID reader 200
reading the sensor data contained, 1n one embodiment, in the
memory 312, 414 of the RFID tag 300, 400, as at 810. The
sensor data may be read according to the one or more
parameters.

The method 800 may also include determining whether
the sensor data 1s read successtully by the RFID reader 200,
as at 812. If unsuccessiul, the read may be re-attempted a
predetermined number of times (e.g., three times), as at 813.
I1 still unsuccesstul after the predetermined number of times,
the custody transier attempt may terminate, and the method
800 may loop back around to step 802.

In one embodiment, 1if the read 1s successful before
reaching the predetermined number of times, then the RFID
reader 200 may write a second custody transifer command to
the memory 312, 414 of the RFID sensor tag 300, 400
indicating that the RFID reader 200 has taken custody of the
sensor data, as at 814. The method 800 may also include
determining whether the second custody transfer was suc-
cessiully written, as at 816. If unsuccessiul, the write may be
re-attempted a predetermined number of times (e.g., three
times), as at 817. If still unsuccesstul after the predetermined
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number of times, the custody transier attempt may termi-
nate, the RFID sensor tag 300, 400 may retain custody of the
sensor data packet, and the method 800 may loop back
around to step 802. If 1t 1s successiul before reaching the
predetermined number of times, then the recovered sensor
data may be transmitted from the RFID reader 200 to the
sensor controller 300 (or other interested subscribers), as at
820. The interested subscribers may include data consumers
such as a display or a database. The method 800 then loops
back around to step 802.

In this embodiment, the RFID reader 200 may then return
to normal RFID inventory management interrogations until
instructed by the sensor controller 500 to switch to data
transfer mode. In another embodiment, it may attempt
several packet data transters from the RFID tag 300, 400 1n
question before returning to inventory management interro-
gations. This may be encoded 1n the custody transier com-
mand from the sensor controller 500, or 1t may be guided by
a pre-configured parameter in the RFID interrogator data
transier soltware implementation. In one embodiment, 1t
may proceed a fixed number of times before returning to
inventory management interrogations, or until the tag 300,
400 has indicated that has no more data to transfer, which-
ever comes lirst. In another embodiment, it may proceed
until the RFID tag 300, 400 has indicated 1t has no more data
to transfer. In another embodiment, the sensor controller 500
may attempt data transfers from several RFID tags 300, 400
encoded 1n a single custody transfer message before return-
ing to mventory management interrogations.

FIG. 9 1llustrates a flowchart of a method 900 of the RFID
tag 300, 400 interacting with the method 800, according to
an embodiment. The steps in the method 900 may be
performed by the RFID tag(s) 300, 400. More particularly,
the method 900 may be stored in the MCU memory 312, 412
and acted upon by the MCU 310, 410 of the RFID tag 300,
400. The method 900 may operate concurrently with the tag
data acquisition method described 1n the method 600. In one
embodiment, this concurrence 1s implemented 1n a single-
threaded MCU 310, 410 using a scheduler. In another
embodiment, it 1s implemented 1n a multi-threaded MCU
310, 410.

During the execution of method 900, the RFID tag 300,
400 may either be hibernating or acquiring periodic sensor
data, as described 1n method 600. When the RFID reader 200
receives a custody transier message from the RFID sensor

controller 500, 1t may first attempt an RFID memory read of
the data packet from the RFID memory 315, 415 of the

RFID sensor tag 300, 400 as described in the method 800.
This process does not generate a notification to the RFID
sensor tag 300, 400 upon successtul completion, as 1t 1s a
passive process powered entirely by the RFID reader 200.
Upon successtul completion of the RFID memory read, the
RFID reader 200 may then 1ssue an RFID memory write, as
described 1n the method 800, to pass data to the RFID tag
300, 400 that the reader 200 has taken custody of the sensor
data packet 1n the RFID memory 312, 414 of the tag 300,
400.

The method 900 may begin with receiving, interpreting,
and/or decoding a command from the RFID reader 200, as
at 902. The command may be or include an aperiodic
custody transfer command.

Once the custody transfer command has been received,
the RFID tag 300, 400 may then remove a first sensor packet
from the packet buller in the memory 312, 414 of the RFID
tag 300, 400, as at 904. The RFID tag 300, 400 may then
check the sample bufler stored in the memory 312, 412 (and
described 1n method 600) to see 1f a sensor packet’s worth
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of samples have been acquired and stored for later transfer
over the RFID network, as at 906. It suflicient samples are
not present, the RFID tag 300, 400 may write an empty
packet indicator to the packet builer in the memory 312, 414,
as at 908. The packet bufler may then be marked as empty.
In other words, the packet buller may be absolved of the
responsibility to retain a copy of the current packet data,
thereby freeing 1t to accept custody of subsequent packet
data. As used herein, “freeing” means to absolve the packet
bufler of the responsibility to retain a copy of the current
packet data. If suflicient samples are present, the method 900
may include removing an entry from the sample buller(s)
according to some metric of priority, as described in method
600, encapsulating it as a packet, and writing that packet to
the packet bufler of the memory 312, 414, as at 910. In one
embodiment, a single sample buller with a single method of
determining priority 1s present and the method for determin-
ing packet priority 1s straightforward.

In another embodiment, multiple sample buflers of vary-
ing buller priorities, each with 1ts own method for deter-
mimng priority of the sample entries within the bufler, may
be present, and the RFID sensor tag 300, 400 may apply
higher-level logic to mediate between these differing bufler
and bufler entry priorities. In one embodiment, only “full”
sample buller entries that contain the maximum number of
samples pre-allocated to each packet may be removed from
a sample buller, encapsulated as a packet, and written to the
packet bufler in the RFID memory 312, 414. In another
embodiment, partial entries may be removed from a sample
bufler, encapsulated as a packet, and written to the packet
bufler 1n the RFID memory 312, 414 (e.g., in a case where
only one packet 1s present in the internal bufler but it 1s only
partially filled at the time a custody transfer command 1s
being processed). Finally, 11 no sample entries are present
and allowed to be removed from the sample bufller at the
time a custody transfer command 1s being processed, an
“empty” packet may be written to the packet bufler in the
memory 312, 414 to indicate that the RFID sensor tag 300,
400 1s not 1n possession of yet-to-be-transierred sensor data.

What 1s claimed 1s:
1. A system, comprising:
a plurality of radiofrequency identification (RFID) tags
including a first RFID tag, the first RFID tag configured
to perform RFID tag operations comprising:
acquiring one or more samples using a sensor of the
first RFID tag;

writing the one or more samples 1n a memory of the
first RFID tag; and

transierring custody of the one or more samples to a
first RFID reader on request;

a plurality of RFID readers including the first RFID
reader, the first RFID reader configured to perform

RFID reader operations comprising:

reading an 1dentifier from each of the plurality of RFID
tags 1n view of the first RFID reader during an
inventory management mode;

transmitting the identifier from each of the RFID tags
in view to a sensor controller during the mventory
management mode, wherein transmitting the identi-
fier comprises transmitting a first 1dentifier for the
first RFID tag to the sensor controller;

receiving a lirst custody transter command from the
sensor controller based at least 1n part on the sensor
controller receiving the first identifier;

based at least partially upon recerving the first custody
transier command, reading the one or more samples
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from the first RFID tag to take custody of the one or
more samples during a custody transier servicing
mode; and

during the custody transier servicing mode, writing a
second custody transier command to the memory of

the first RFID tag to indicate that the first RFID

reader has taken custody of the one or more samples;
wherein the sensor controller 1s configured to be 1n
communication with the plurality of RFID readers, and
wherein the sensor controller 1s configured to perform
sensor controller operations comprising:
receiving the first identifier from the first RFID reader
during the mventory management mode;
determining that the first RFID tag 1s 1n view of the first
RFID reader based on receiving the first identifier;
and
transmitting the first custody transfer command to the
first RFID reader to cause the first RFID reader to
request the one or more samples from the first RFID
tag.
2. The system of claim 1, wherein the sensor controller
operations further comprise:
recerving the first identifier from a second RFID reader of
the plurality of RFID readers during the inventory
management mode;
determiming the first RFID reader has an optimal view of
the first RFID tag, wherein the optimal view determi-
nation 1s based on greater signal strength between the
first RFID reader and the first RFID tag than between
the second RFID reader and the first RFID tag; and
based on the optimal view determination, selecting the
first RFID reader to read the one or more samples from
the first RFID tag to take custody of the one or more
samples during the custody transfer servicing mode.
3. The system of claim 2, where sensor controller opera-
tions further comprise transmitting a command from the
sensor controller to the first RFID reader with the optimal
view to instruct the first RFID tag to synchronize a sample
clock, to sample the sensor data, and to store the sensor data.
4. The system of claim 1, wherein the sensor controller
operations further comprise:
recerving the first identifier from a second RFID reader of
the plurality of RFID readers during the inventory
management mode;
determining that the first RFID reader has more available
time to divert from the mventory management mode
when compared to the second RFID reader; and
based on the available time determination, selecting the
first RFID reader to read the one or more samples from
the first RFID tag to take custody of the one or more
samples during the custody transfer servicing mode.
5. The system of claim 1, wherein:
the memory has a sample bufler configured to store the
one or more samples from the sensor;
the memory has a packet buller configured to store a first
packet including the one or more samples, the packet
bufler being configured to be accessible over-the-air to
transmuit the first packet to one or more of the plurality
of RFID readers:
reading the one or more samples from the first RFID tag
to take custody of the one or more samples during the
custody transier servicing mode comprises transmitting
the first packet to the first RFID reader;
writing the second custody transfer command to the
memory of the first RFID tag to indicate that the first
RFID reader has taken custody of the one or more
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samples comprises indicating that that the first RFID
reader has taken custody of the first packet;

the packet buller 1s configured to be available for a second

packet after the first RFID tag receives the second
custody transfer command; and

the second packet from the sample bufler is transferred to

the packet buller in response to the first RFID reader
writing the second custody transfer command to the
memory of the first RFID tag.
6. A method for the collection of information from a
plurality of radio-frequency 1dentification (RFID) tags using,
an RFID system, the method comprising:
scanning for the plurality of RFID tags with a plurality of
RFID readers, wherein the plurality of RFID readers
includes a first RFID reader having a first coverage area
and configured to detect one or more of the plurality of
RFID tags when positioned in the first coverage area;
receiving RFID tag identifiers corresponding to the plu-
rality of RFID tags with the first RFID reader, wherein
the RFID tag identifiers include a first RFID tag i1den-
tifier corresponding to a first RFID tag of the plurality
of RFID tags;
transmitting the RFID tag identifiers from the first RFID
reader to a sensor controller;
identifying the first RFID tag identifier in the RFID tag
identifiers using the sensor controller;
determining that the first RFID tag 1s likely to have
custody of sensor data;
issuing a lirst custody transier command from the sensor
controller to the first RFID reader based at least 1n part
on the determination that the first RFID tag 1s likely to
have custody of the sensor data;
reading the sensor data from the first RFID tag using the
first RFID reader 1n response to the first custody
transfer command; and
writing a second custody transfer command from the first
RFID reader to the first RFID tag.
7. The method of claim 6, wherein the determination that
the first RFID tag 1s likely to have custody of the sensor data
1s at least partially based on information 1n a database of the
sensor controller indexed by the first RFID tag identifier.
8. The method of claim 6, wherein the plurality of RFID
tags also includes a second RFID reader having a second
coverage area and configured to detect one or more of the
plurality of RFID tags when positioned in the second
coverage area, wherein the method further comprises:
receiving the RFID tag identifiers corresponding to the
plurality of RFID tags with the second RFID reader,
wherein the RFID tag identifiers include the first RFID
tag 1dentifier corresponding to the first RFID tag of the
plurality of RFID tags;
transmitting the RFID tag identifiers from the second
RFID reader to the sensor controller;

identifying the first RFID tag identifier in the RFID tag
identifiers from the first and second RFID readers using
the sensor controller; and

determining that the first RFID reader has a more optimal

view ol the first RFID tag than the second RFID reader.

9. The method of claim 8, wherein the first custody
transfer command i1s 1ssued to the first RFID reader and not
the second RFID reader based upon the determination that
the first RFID reader has the more optimal view of the first
RFID tag than the second RFID reader.

10. The method of claim 8, further comprising transmuit-
ting a command from the sensor controller to the first RFID
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reader with the more optimal view to instruct the first RFID
tag to synchronize a sample clock, to sample the sensor data,
and to store the sensor data.

11. A system, comprising;:

a radiofrequency identification (RFID) tag configured to
perform RFID tag operations, the RFID tag operations
comprising:
transierring custody of data in a packet buller of a

memory of the RFID tag to an RFID reader, thereby

freeing the packet bufler to receive new data;
acquiring one or more samples using a sensor of the

RFID tag;

storing the one or more samples 1n a sample bufler of
the memory of the RFID tag;

removing a first entry 1n the sample bufler when the
first entry contains greater than or equal to a thresh-
old number of the one or more samples;

encapsulating the first entry as a packet, wherein the
packet comprises the one or more samples and
packet metadata;

placing the packet in the packet bufler in response to a
custody transfer request from the RFID reader;

adding an empty entry to the packet builer when the
sample buller contains less than the threshold num-
ber of the one or more samples; and

allowing acquisition of new samples into a second
entry 1n the sample buller concurrently with process-
ing a new custody transfer request from the RFID
reader.

12. The system of claim 11, wherein transierring custody
COmMprises:

recerving a custody transier command from the RFID

reader;

authenticating the custody transier command with respect

to the packet 1n custody; and

marking the packet bufler as empty.

13. The system of claim 11, whereimn the RFID tag
operations further comprise:

receiving a wake-up signal from the RFID reader;

extracting a command from the wake-up signal;

determiming that the command comprises a perodic
action;

synchronizing a clock 1n the RFID tag with a clock 1n the

RFID reader 1n response to determining that the com-
mand comprises the periodic action; and

starting a timer 1n the RFID tag using the synchronized

clock, wherein the one or more samples are acquired
betfore the timer expires, and wherein the one or more
samples are written 1nto the current entry 1n the sample
bufler after the timer expires.

14. The system of claim 13, wherein the RFID tag
operations further comprise determining whether the packet
bufler has the packet in custody 1n response to the sample
bufler containing greater than or equal to the threshold
number of the one or more samples.

15. The system of claim 14, wherein, when the packet
bufler does not have the packet in custody, the RFID tag
operations further comprise:

removing the buller entry from the sample builer;

encapsulating the bufler entry as the packet; and

writing the packet to the packet butler.

16. The system of claim 11, further comprising the RFID
reader, which 1s configured to perform RFID reader opera-
tions, the RFID reader operations comprising:

recerving a first custody transfer command for the RFID

tag from a sensor controller;
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extracting one or more parameters from the first custody

transfer command:
reading the one or more samples from the RFID tag based
at least partially upon the one or more parameters; and

writing a second custody transfer command to a command
bufler of the memory of the RFID tag to indicate that
the RFID reader has taken custody of the one or more
samples.

17. The system of claim 16, wherein the one or more
samples comprise one or more physical environmental mea-
surements.

18. The system of claim 16, wherein the RFID reader
operations further comprise:

repeating reading the one or more samples and writing the

second custody transier command until either an empty
bufler entry 1s read or the RFID reader 1s compelled to
return to an mventory management mode after expira-
tion of a timer govermng time spent outside of the
inventory management mode.
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19. The system of claim 11, further comprising a sensor
controller configured to perform sensor controller opera-

tions, the sensor controller operations comprising:
recerving one or more parameters related to an interro-

gation of the RFID tag by the RFID reader;
identifying an i1dentifier of the RFID tag in the one or

more parameters;
determiming that a likelihood that the RFID tag has

custody of the one or more samples 1s greater than a
threshold based at least partially upon the identifier;
determining that the RFID reader is 1n range to commu-
nicate with the RFID tag;
transmitting a custody transfer command to the RFID
reader to cause the RFID reader to request the one or
more samples from the RFID tag; and
recerving the one or more samples from the RFID reader.
20. The system of claim 19, wherein the sensor controller
operations further comprise causing the one or more samples
to be displayed on a monitor, saved into a database, or both.
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