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SYSTEM AND METHOD FOR HUMAN
OPERATOR AND MACHINE INTEGRATION

CROSS-REFERENCE TO RELATED PATENT
APPLICATION(S)

This patent application 1s a continuation of co-pending
U.S. application Ser. No. 15/908,026, entitled “SYSTEM

AND METHOD FOR HUMAN OPERATOR AND
MACHINE INTEGRATION,” filed Feb. 28, 2018, which
claimed the benefit of and priority to U.S. Provisional Patent
Application No. 62/465,223, filed on Mar. 1, 2017, and 1s a
continuation-in-part of, and claims the benefit of and priority
to, co-pending U.S. application Ser. No. 15/490,130 entitled
SYSTEM AND METHOD FOR TRAINING OF STATE-
CLASSIFIERS filed Apr. 18, 2017, which 1s a continuation
in part of and claims the benefit of and priority of: U.S.
application Ser. No. 14/212,159 entitled PHYSIOLOGI-
CALLY MODULATING VIDEOGAMES OR SIMULA-
TIONS WHICH USE MOTION-SENSING INPUT
DEVICES filed Mar. 14, 2014, which 1s a continuation 1n
part of and claims the benefit of and priority to each of: U.S.
patent application Ser. No. 13/166,166 entitled PHY SI-
OLOGICALLY MODULATING VIDEOGAMES OR
SIMULATIONS WHICH USE MOTION-SENSING
INPUT DEVICES filed Jun. 22, 2011, which claims the
benefit of and priority to each of U.S. Provisional Patent
Application No. 61/361,084, filed Jul. 2, 2010, and U.S.
Application Ser. No. 61/499,733, entitled METHOD AND
SYSTEM FOR PHYSIOLOGICALLY MODULATING
VIDEOGAMES WHICH USE HAND AND BODY
MOTION-SENSING INPUT DEVICES filed Jun. 22, 2011;
and U.S. Application Ser. No. 61/781,355, enfitled
METHOD AND SYSTEM FOR PHYSIOLOGICALLY
MODULATING VIDEOGAMES WHICH USE HAND
AND BODY MOTION-SENSING INPUT DEVICES filed
Mar. 14, 2013. The entire contents of each of the foregoing
applications are incorporated herein by reference in 1its
entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

The 1nvention described herein was made by employees
of the United States Government and may be manufactured
and used by or for the Government of the United States of

America for governmental purposes without the payment of
any rovyalties thereon or therefore.

BACKGROUND OF THE INVENTION

The present disclosure generally relates to the assignment
of tasks to a machine and/or human operator. With increased
sophistication in technology, the cognitive state of a human
operator has increasingly become an important and fre-
quently limiting factor in the proper performance of many
advanced systems. For instance, attention-related human
performance limiting states (AHPLS), such as channelized
attention, diverted attention, inattention, high and low work-
load, confirmation bias, and a startled state, are significant
concerns 1n safety critical applications, such as operation of
passenger aircrafts. If an operator 1s in a performance
limiting cognitive state, the likelihood that the operator may
make an error increases and system performance and safety
may degrade.
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The foregoing discussion 1s intended only to illustrate the
present field and should not be taken as a disavowal of claim
scope.

BRIEF SUMMARY OF THE

INVENTION

Aspects of the present disclosure are directed to devices,
systems, and methods for optimized integration of a human
operator with a machine for sate and ethicient operation of an
underlying system. Accordingly, aspects of the present dis-
closure are directed to systems, methods, and devices which
evaluate and determine a cognitive state of an operator, and
allocate tasks to either the machine and/or operator based on
the cognitive state of the operator, among other factors.
Aspects of the present disclosure are readily applicable to a
variety of applications, such as any system, or device which
utilizes or 1s otherwise atlected by the cognitive state of an
operator.

Embodiments of the present disclosure are directed to a
method of task allocation 1n a human operator-computer
interface. The method includes sampling a set of multimodal
signals 1indicative of psycho-physiological responses of the
operator over a time period. The set of multimodal signals
over the period of time are then associated with one or more
cognitive states of the operator. A task 1s then allocated to
cither the operator or the computer based at least 1n part on
the one or more cognitive states of the operator. In more
specific embodiments, the step of associating the set of
multimodal signals with cognitive states of the operator
includes classifying the multimodal signals using state-
classifiers to determine the cognitive states of the operator.

In some embodiments, a system for task allocation 1n a
human operator-computer interface 1s disclosed. The system
comprises a set of sensors that provides a set of multimodal
signals indicative of psycho-physiological responses of an
operator 1n a first time period, and controller circuitry
communicatively coupled to the set of sensors. The control-
ler circuitry receives and analyzes the set of multimodal
signals from the sensors, and classifies the multimodal
signals using state-classifiers to determine the one or more
cognitive states of the operator. Based at least 1n part on the
one or more cogmtive states of the operator, the controller
circuitry allocates a task to either the operator or the com-
puter. In yet more specific implementations, the controller
circuitry, in response to a user input associates one or more
of the cognitive states with the multimodal signals, trains the
one or more state-classifiers to map the multimodal signals
from the first time period to the one or more user mput
cognitive states.

These and other features, advantages, and objects of the
present invention will be further understood and appreciated
by those skilled in the art by reference to the following
specification, claims, and appended drawings.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

Various example embodiments may be more completely
understood 1n consideration of the following detailed
description in connection with the accompanying drawings,
in which:

FIG. 1A 1s a block diagram of a system for operator status
determination, consistent with various embodiments of the
present disclosure;

FIG. 1B 1s an example process for classifying a cognitive
state ol an operator, consistent with various embodiments of
the present disclosure;
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FIG. 2 1s a process flow chart for operator status deter-
mination and task allocation, consistent with wvarious

embodiments of the present disclosure;

FIG. 3 1s a block diagram of an environment including
operator state controller circuitry and vehicle control sys-
tems which together determine an operator state and allocate
a task based (at least in part) on the determined operator
state, consistent with various embodiments of the present
disclosure; and

FIG. 4 1s a block diagram of a system for operator state
determination and task allocation based (at least in part) on
the determined operator state, consistent with various
embodiments of the present disclosure.

While various embodiments discussed herein are ame-
nable to modifications and alternative forms, aspects thereof
have been shown by way of example 1n the drawings and
will be described 1n detail. It should be understood, however,
that the intention 1s not to limit the disclosure to the
particular embodiments described. On the contrary, the
intention 1s to cover all modifications, equivalents, and
alternatives falling within the scope of the disclosure includ-
ing aspects defined 1n the claims. In addition, the term
“example” as used throughout this application 1s only by
way of 1llustration, and not limitation.

DETAILED DESCRIPTION OF TH.
INVENTION

(L]

Aspects of the present disclosure are directed to devices,
systems, and methods for optimized integration of a human
operator with a machine for safe and eflicient operation of an
underlying system (e.g., vehicle). Accordingly, aspects of
the present disclosure are directed to systems, methods, and
devices which evaluate and determine a cognitive state of an
operator, and allocate tasks to erther an (semi-)autonomous
system of a vehicle and/or an operator based on the cognitive
state of the operator, among other factors. Aspects of the
present disclosure are readily applicable to a variety of
applications, such as any system, or device which utilizes or
1s otherwise aflected by the cognitive state of an operator.
More specifically, aspects of the present disclosure may find
application in automobiles, airplanes, robots, among others.

For example, 1n the aecrospace industry automation plays
a significant role in the cockpit, and enables operators to
exceed performance expectations (e.g., longer shifts,
improved control, and safety). However, automation has
also been associated with suboptimal psychological operator
states such as complacency, boredom, diminished alertness,
compromised vigilance, lapsing attention, preoccupation,
and absorption. These various operator states may be indi-
cated by covert-psychological, or psycho-physiological
markers.

Vehicles outlitted with sensors and systems that facilitate
varying degrees ol autonomy are being developed. To
improve safety in such vehicles, the human-machine inter-
face must be optimized. Human status during operation of a
vehicle 1s highly variable and difficult to predict. Though
human operators generally have good reliability as vehicle
operators, operator status of vehicles with some degree of
autonomy ranges from completely incapacitated to ready to
take over autonomously controlled systems i1I necessary.
Accordingly, 1t 1s highly desirable for these vehicles to know
the operator’s cognitive state at any given time to facilitate
allocation of tasks between the operator and the automated
system 1n a way that maintains safe operation of the vehicle.

Operator cognitive state 1s a significant factor efl

ecting
elliciency and safety 1n operation of various systems and/or
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vehicles. Evaluation of cognitive state may be further usetul
to facilitate operator training and/or enhance operability for
a number of applications. Cognitive activity 1s associated
with various psychological and psycho-physiological
responses exhibited by an operator. Cogmitive state may be
inferred from various sources of psycho-physiological data
including, for example, sensors measuring electroencepha-
logram (EEG), event-related potentials (ERP), functional
near inirared spectroscopy (INIRS), -electrocardiogram
(EKG), heart rate, blood pressure, respiration rate, skin
temperature, galvanic skin response (GSR), electromyogram
(EMG), pupil dilation, eye movement, voice stress analysis
(e.g., based on vocal timbre), and/or facial feature(s). Vari-
ous other aspects of operator state monitoring are disclosed
in U.S. Patent Publication No. 2017/0220956, which 1s
hereby incorporated by reference 1n its entirety.

Some previous approaches to operator cognitive-state
monitoring utilizes a single physiological measure to per-
form limited cognitive state evaluation. Such approaches
may be usetul, for example, to quantily a level of cognitive
activity or cognitive workload of an operator. For example,
U.S. Pat. No. 5,377,100, which 1s imncorporated herein by
reference 1n its entirety, describes systems and methods for
evaluating a level of mental engagement 1n a task from an
individual’s electroencephalography (EEG) mndex of atten-
tion. As another example, U.S. Pat. No. 9,848,812 describes
the detection of mental state and reduction of artifacts using,
INIRS. However, a single type of physiological response
may not be suflicient to distinguish between diflerent cog-
nitive states associated with similar levels of cognitive
activity. In one or more embodiments of the present disclo-
sure, cognitive state ol an operator may be determined 1n
real time from analysis of data and/or signals acquired from
multiple different sources of psycho-physiological data. For
case of reference, a set of data and/or signals acquired from
multiple different psycho-physiological sources may be
referred to hereimn as being multimodal. Data from the
individual psycho-physiological modalities may be com-
bined to take advantage of any synergistic information they
provide. Whereas a single indicator may result in a false
positive or negative assessment, use of multiple indicators
allows machine learming techniques and convergent validity
to be leveraged 1n classification of cognitive states.

Evaluation of cognitive state can be challenging as psy-
cho-physiological responses of an operator 1n a particular
cognitive state may vary from person to person. To ensure
accurate classification, state-classifiers may need to be indi-
vidually trained for each operator to map the particular
psycho-physiological responses ol the operator to each
cognitive state. In one or more embodiments, a system 1s
configured to present stimuli to induce various target cog-
nitive states in an operator. While presenting the stimuli,
multimodal  signals indicating psycho-physiological
responses ol the operator are sampled. One or more of the
state-classifiers are trained using, for example, supervised
and/or unsupervised machine learning classifier training
techniques to map characteristics of the recorded psycho-
physiological responses to the target cogmitive state intended
to be induced by the presented stimuli.

In some embodiments, one or more state-classifiers may
be further refined or verified by a human cognitive state
specialist. For instance, a system may be used to process the
multimodal signals received from one or more psycho-
physiological sensors then display the determined cognitive
state to the specialist for verification and/or refinement of
state-classifiers. The specialist may review/verily the sys-
tem’s final state determination or re-define the state to
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correct the state-classifiers as necessary. Specialist review
may be useful, for example, when a target cognitive state
may only be achieved for a small portion of the period in
which stimuli was presented. For instance, an operator may
be required to perform a task for some time before the
operator falls into a channelized attention state. In some
implementations, the system may provide a graphical user
interface (GUI) for display of operational tasks and selection
of correct cognitive state by a cognitive state specialist
during playback. For instance, the GUI may allow a cogni-
tive state specialist to 1dentity portions of time 1n which a
particular cognitive state 1s exhibited and/or select the
cognitive state indicated by the multimodal signals and
re-define the state-classifier(s) for the identified period to
achieve proper identification of the state. State-classifiers
may then be retrained to more accurately map the multi-
modal signals sampled in the i1dentified period to the cog-
nitive state selected by the cognitive state specialist.

Aspects of the present disclosure achieve improved safety
by querying the state of the vehicle operator and making task
allocation decisions based at least in part on the vehicle’s
trust 1n the operator which may, 1n turn, be based on the
operator’s state. The vehicle may further track an operator’s
performance in response to task allocations over time and
gained/lost trust in the operator. The amount of trust 1n the
operator may be manifested by a dynamic trust-in-human
operator metric which may further be considered when
allocating a task.

A method/system for optimizing operator integration and
teaming with a (semi-) autonomous vehicle may determine
the boundaries of physical and cognitive human behavior
which support safe and eflicient operation of a vehicle. Data
associated with the psycho-physiological activity of the
operator must then be sensed using various sensors and
shared with one or more systems of the vehicle. The various
vehicle systems may then access action criteria which pro-
vide guidance on the boundaries between autonomous sys-
tem and human operator actions. This 1s especially critical
during unexpected and dithicult circumstances, which may
result in dynamic boundaries depending on the situation.
Aspects that may be considered by the vehicle systems for
task allocation may include: prioritization of critical tasks,
vehicle configuration, phase of flight, operator status (e.g.,
distracted, ready, incapacitated, ill-intentional, etc.), and
skill of operator, among others. Cataloging and prioritizing
critical tasks (via action criteria) may further dynamic task
allocation, in the context of increasingly autonomous sys-
tems, and enhance real time task assignment.

Aspects of the present disclosure are directed to optimiz-
ing utilization of a vehicle operator by monitoring the status
of the operator and communicating that information to the
vehicle to facilitate task allocation to improve the satety and
elliciency of operations. Existing human-machine integra-
tion suflers from over/under reliance of the operator. As
disclosed herein, novel human-machine integration 1is
accomplished by dynamically optimizing the system’s reli-
ance on the operator, further allowing for flexibility 1n
autonomy levels and even machine-assisted skill training
based on real-time operator status. Further, improved
human-machine integration enables high-proficiency
autonomous systems, which can reduce the number of
operators required for a vehicle.

Various features are described hereinafter with reference
to the figures. It should be noted that the figures are not
drawn to scale and that the elements of similar structures or
functions are represented by like reference numerals
throughout the figures. It should be further noted that the
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figures are only intended to facilitate the description of the
features. The figures are not intended as an exhaustive
description of the claimed mnvention or as a limitation on the
scope of the claimed invention. In addition, embodiments
covered hereby need not have all the aspects or advantages
shown. An aspect or an advantage described 1n conjunction
with a particular embodiment 1s not necessarily limited to
that embodiment and can be practiced 1n any other embodi-
ments even i not so illustrated.

As shown in FIG. 1A, a block diagram of a system 100 for
operator status determination i1s disclosed. The system 100
includes psycho-physiology sensors 110 (also referred to as
psycho-physiological sensors) which transmit signals
indicative of various psycho-physiological indices of a
vehicle operator. The data signals from each of the sensors
110 are time synchronized by a data synchronization module
111 within controller circuitry 115. Controller circuitry 115
may further include signal processing circuitry 112, which
may conduct analog-to-digital conversion of the sensor
signals, band-pass filtering to reduce signal noise, power
spectral density (PSD) filtering, and wavelet de-noising,
among other common signal processing techniques well
known 1n the art. The processed signals are then transmitted
to an operator status determination module 113, which
determines a cognitive state of the operator. For example,
module 113 may determine the operator distraction level and
readiness to respond to and complete a task.

Vehicle control systems 114 receives the operator status
from controller circuitry 115 and allocates tasks based at
least in part on the operator status. In various embodiments,
the vehicle may include more than one operator and the
controller circuitry 115 or duplicative controller circuitry for
cach of the operators may provide operator status informa-
tion to the vehicle control systems 114. System 114 may then
allocate various pending tasks to one or more operators,
and/or an autonomous system.

In some more specific embodiments, operator status
determination module 113 may predict an operator’s future
status using historical data and known psycho-physiological
operator trends (e.g., circadian rhythm).

FIG. 1B 1s an example process 101 for classifying a
cognitive state ol an operator, consistent with various
embodiments of the present disclosure. At block 121, analog
multimodal signals from sensors are converted to digital
time series (€.g., using a sampling circuit). At block 122, the
digital time series are synchronized in the time domain. One
or more time series may be processed at block 123 to remove
noise and derive mputs for state-classifiers.

State-classifiers may be implemented using various logic
structures to map multimodal signals to cognitive states.
Some example logic structures that may be utilized include,
but are not limited to, neural networks, evolutionary/genetic
algorithms, static preprogramed functions, look up tables, or
various combinations thereof. In some embodiments, clas-
sification may be performed by a plurality of state-classifiers
arranged 1n a hierarchy having a plurality of levels. For
example, a first set of state-classifiers may be each config-
ured to output a probability that a respective cognitive state
1s being exhibited by an operator. A second set of classifiers
may receive and evaluate the probabilities from the first set
of state-classifiers, and/or other data sources, to determine
the most likely cognitive state being exhibited. In this
example, respective probabilities of being 1n each cognitive
state are determined using one or more state-classifiers at
block 124.

Optionally, vehicle status may be identified at block 125
using a scenario classifier. For instance, based on recorded
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flight data of an aircrait (e.g. recorded by a black box), 1t
may be possible to identily vehicle status (e.g., takeofl,
landing, equipment failure, etc.). Knowledge of the vehicle
status may assist a state-classifier 1n more accurately deter-
mining an operator’s cognitive state. As an 1illustrative
example, 1t may be typical for a pilot (operator) to exhibit a
higher heart rate during landing 1n comparison to thght at
cruising altitude. Accordingly, a state-classifier may be
trained to require a higher heart rate to classily an operator
as being startled when 1n a landing scenario.

At block 126, the cognitive state ol an operator 1s deter-
mined based on the determined probabilities and/or sce-
narios. As previously described, the cognitive state deter-
mination may be performed using one or more additional
state-classifiers. For instance, one or more additional state-
classifiers may adjust probabilities determined at block 124
(e.g., based on phase of vehicle operation). The additional
state-classifiers may determine the most likely cognitive
state based on the adjusted probabilities.

FIG. 2 1s a process flow chart 200 for operator status
determination and task allocation, consistent with various
embodiments of the present disclosure. Operator status
determination 213 may utilize inputs including psycho-
physiological inputs 221 which may be received from psy-
cho-physiological sensors communicatively coupled to an
operator. Additionally, operator skill characteristic inputs
222 may be received and considered for purposes of opera-
tor status determination 213. In other embodiments, the
operator skill characteristic iputs 222 may be transmitted
through operator status determination 213 for consideration
by task allocation 224 or may be directly communicated to
task allocation 224. Operator status 1s then used as an input
for task allocation 224. Further inputs for task allocation 224
may include vehicle status determination 223. Operator skaill
characteristics may 1include an operator’s skill level 1n
vartous aspects of vehicle operation. For example, the
operator may be skilled at take-ofl, but a novice at landing.
Accordingly, these characteristics may be considered when
allocating tasks to the operator. A take-ofl related task may
be assigned to the operator, while a landing related task may
be assigned to another operator (if available), or to an
autonomous system better suited to complete the task.

Vehicle status as determined by vehicle status determina-
tion 223 may also be a factor considered for task allocation
224. For example, vehicle configuration and stage-of-tlight
may ailect various task allocations. During atmospheric
re-entry of a vehicle, for example, a nominal task that would
otherwise be allocated to an operator 2235, may be tasked to
an autonomous system 227 or the task allocation to the
operator may be delayed until a change 1n stage-of-flight.

Tasks may also be dynamically reassigned based on a
change 1n operator or vehicle status. For example, where an
operator 1s tasked with throttling down a vehicle as the
vehicle approaches maximum dynamic pressure, a change in
status from focused monitoring to preoccupied may trigger
a task reallocation where necessary for the safety of the
vehicle. Further, operator assigned tasks may be re-assigned
to an autonomous system where the operator fails to com-
plete the task within a set period of time, or vice versa. Some
tasks, such as system critical tasks, may be assigned to both
operator and (semi-)autonomous system 226. In such a case,
the task may be completed by either the operator or autono-
mous system, whichever starts/completes the task first.

It 1s 1important to note that due to the multiple 1nputs nto
both operator status determination 213 and task allocation
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224, the resulting task allocations are dynamic and may be
highly variable based on the specific circumstances of the
operator and vehicle.

FIG. 3 1s a block diagram 300 of an environment 1nclud-
ing operator state controller circuitry 315 and vehicle control
systems 314 which together determine an operator state and
allocate a task based (at least in part) on the determined
operator state, consistent with various embodiments of the
present disclosure. Evaluation of an operator’s cognitive
state may be based on an analysis of multimodal signals,
which are indicative of psycho-physiological responses of
the operator. These multimodal signals may then be associ-
ated with one or more state-classifiers indicative of an
operator’s state.

The system 300 includes a number of psycho-physiologi-
cal sensors 310 that measure psycho-physiological informa-
tion from an operator. In some embodiments, the psycho-
physiological sensors 310 may perform a wide variety of
different psycho-physiological measurements including, for
example, electroencephalogram (EEG), event-related poten-
tials (ERP), functional near infrared spectroscopy (fNIRS)
clectrocardiogram (EKG), heart rate, blood pressure, respi-
ration rate, skin temperature, galvanic skin response (GSR),
clectromyogram (EMG), pupil dilation, eye movement,
volice stress analysis (e.g., based on vocal timbre), facial
feature motion detection and analysis, among others. Indus-
try-standard methods and devices for measuring these psy-
cho-physiological signals may, for example, be used.
Examples of psycho-physiological sensors 310 include, but
are not limited to, electroencephalograph, electrocardio-
graph, thermometer, galvanic skin response device, car-
diotachometer, respiration monitor, electromyogram, imag-
ing device and/or a microphone.

Multimodal signals produced by psycho-physiological
sensors 310 are sampled by sampling circuit 320. The
sampling circuit may be implemented using, for example,
one or more analog to digital converters (ADCs) configured
to quantize samples of analog signals provided by the
sensors 310 to produce a set of digital signals. In some
implementations, the sampling circuit 320 may include
various other circuits for conducting signal processing of the
analog and/or digital signals. Such signal processing may
include, for example, amplification of signals and/or condi-
tioning of the signals to remove noise artifacts.

Signals sampled by sampling circuit 320 are provided to
operator state controller circuitry 315 for evaluation. The
sampled multimodal signals are provided directly to the
controller circuitry 315. Alternatively, the sampling circuit
may store the sampled multimodal signals (e.g., in data
storage) for later retrieval and analysis by the controller
circuitry 315. The controller circuitry 315 may further
receive external inputs through one or more modules 352,
354, and 338 (training module 352, replay/selection module
354, and monitor module 358). These modules may facili-
tate evaluation of the multimodal signals from the psycho-
physiological sensors 310. In this example, training module
352 facilitates training of state-classifiers (e.g., stored 1n data
storage) based on a set of sampled multimodal signals (e.g.,
using supervised and/or unsupervised learning techniques).
A replay/display module 354 facilitates replay/display of
operation and/or selection of a correct cognitive state. A
cognitive state specialist may review the multimodal signals
received from the sensors 310 and select a correct cognitive
state determination. This correction may then be used to
further train the state-classifiers which are used by state
determination module 356 to select the appropriate state of
the operator.
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In the present embodiment, a state determination module
356 cvaluates a cognitive state of the operator by analyzing
the multimodal signals sampled by sampling circuit 320 and
associating the sampled signals with one or more (trained)
state-classifiers. The state determination module 356 may be
implemented diflerently 1n various embodiments depending
on the way in which state-classifier(s) are defined, imple-
mented, and re-trained as necessary. In some 1mplementa-
tions, the module 356 may receive, buller, and input sampled
multimodal signal data to a single state-classifier and store
output data 1 a data storage device communicatively
coupled thereto. In some other implementations, the module
356 may receive, buller, and input sampled multimodal data
to a plurality of different state-classifiers and make a cog-
nitive state determination based on a comparison of the data
output and the state-classifiers. For example, in one or more
applications, the state determination module 356 may utilize
a respective state-classifier for evaluation of each cognitive
state. The module 356 may use the state-classifiers to
determine the respective probabilities that the operator 1s 1n
cach of the cognitive states. The module 356 may then make
a cognitive state determination based on the determined
probabilities.

In some embodiments, controller circuitry 315 may also
be configured to implement a monitor module 358 config-
ured to monitor the cognitive state determination of the state
determination module 356, and trigger various actions in
response to the determined cognitive state. For 1nstance, in
some applications the module 358 may trigger various
actions 1n response to the cognitive state and/or multimodal
signals satistying a set of action criteria. The action criteria
to be performed may be specified for example 1n a settings
file stored in data storage commumcatively coupled to
system 300. As an 1llustrative example, the monitor module
358 may be configured to generate an audible alert in
response to an operator exhibiting a performance limiting,
state (e.g., an 1nattentive or channelized state).

As another example, monitor module 358 may be con-
figured to evaluate confidence 1n the cognitive state deter-
mination by the state determination module 356, and trigger
retraining of the state-classifiers (e.g., by training module
352) 1n response to the confidence level being less than a
threshold value. Additionally or alternatively, state-classifi-
ers may be adjusted on the fly to compensate for differences
1in responsiveness or accuracy of diflerent sensors 310 (e.g.,
difference between sensors used for training and sensors 1n
vehicle being operated). For instance, multimodal signals
sampled 1 a baseline cognitive state may be used to
recalibrate sensors to match a set of average values for the
operator.

As another example, monitor module 358 may trigger an
alert or display particular information (e.g., to an nstructor
during a training session, or to a medical technician moni-
toring the operator during a mission). Such information may
include, for example, sampled multimodal signals, cognitive
state probabilities, and/or data metrics summarizing analysis
thereof. Such information may be usetul, for example, to aid
in assessment of training performance, providing instruc-
tional feedback, or to override a state determination of the
state determination module 356.

As yet another example, a monitor module 358 may adjust
a training program ol a simulator based on the cognitive
state determinations. For instance, in some implementations,
the module 358 may prompt a simulator to provide cogni-
tive-state based feedback to an operator. Such feedback may
help to train an operator to recognize when they have entered
a performance limiting cognitive state. Additionally or alter-
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natively, the module 358 may prompt the simulator to
provide positive reinforcement when good cognitive states
are observed. For instance, the simulator may be prompted
to provide a reward (e.g., reduced simulation time) in
response to the operator recovering ifrom a performance
limiting cognitive state or in response to the operator main-
tamning an eflective cognitive state for a requisite time
period.

An operator state may be output from state determination
module 356 to vehicle control systems 314 including task
allocation module 324. Based at least 1n part on the deter-
mined operator state, the task allocation module 324 may
assign tasks to either the operator or an autonomous system.

In various embodiments, the system 300 may be imple-
mented using various technologies including, for example,
soltware running on a general-purpose processor, dedicated
hardware with application specific integrated circuits
(ASICs), or by programmable integrated circuits (e.g., field
programmable gate arrays) having programmable circuits
configured to form circuits for performing the various mod-
ule tasks. Moreover, the processing circuit may be config-
ured to implement one or more of the modules 352, 354,
356, or 358 individually or in various combinations. Where
the processing circuit 1s configured to implement multiple
ones of the modules, the respective modules may be per-
formed by separate sub-circuits within the processing cir-
cuit, or by one or more shared circuits within the processing
circuit.

In some specific applications, system 300 may include
vartous hardware or software components in addition to
those depicted 1n FIG. 3. Conversely, 1n some embodiments,
the system 300 may omit one or more components shown in
FIG. 3. For example, 1n some embodiments, multimodal
signals may be sampled and conditioned by a first system
and communicated to a diflerent system for processing. Each
of these respective systems may be remotely located relative
to one another.

FIG. 4 1s a block diagram 400 of a system for operator
state determination and task allocation based (at least 1n
part) on the determined operator state, consistent with vari-
ous embodiments of the present disclosure. The system 400
includes a sampling circuit 421 which receives and samples
signals from one or more psycho-physiological sensors 410.
The sampled signals are then transmitted to operator state
determination circuit 456 which 1s configured to evaluate the
sampled signals. Operator state controller circuitry 415 may
access one or more state-classifiers 424 in data storage
circuit 420. Data storage 420 may be internal or remote
storage, which 1s communicatively coupled to the operator
state controller circuitry 415 via either a wired or wireless
communication path. The operator state determination cir-
cuit 456 determines a cognitive state of the operator based
on the known, state-classifiers 424 and the sampled psycho-
physiological signals. In some embodiments consistent with
the present disclosure, the data storage circuit 420 also stores
signal/state records 422 of the psycho-physiological signals
and determined cogmtive states. Based on the available
information, the circuit 456 determines an operator state.

Once a time-specific operator state 1s determined by
operator state determination circuit 456, the operator state 1s
communicated with vehicle control system(s) 414. The
vehicle control system, including a task allocation circuit
4235, receives a list of tasks associated with operation of the
vehicle and allocates those tasks to either an operator via
user interface/controls 451 or one or more (semi-)autono-
mous systems 450, _,. The allocation may be based, at least
in part, on the state of the operator as determined by operator
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state controller circuitry 415. In more specific embodiments,
vehicle control system 414 may be communicatively
coupled to data storage circuit 420 to facilitate access to data
including action criteria 426 and/or operator skill character-
istics 428. This additional information may be considered by
the task allocation circuit 425 when determining allocation
of the task to either the operator or an autonomous system.
The action criteria 426 may include rules, which limit the
task allocation circuit’s determination parameters. For
example, tlight critical tasks may be (partially) allocated to
the operator to keep a human 1n the control loop. Other
action criteria may automatically assign certain tasks or
types of tasks to an autonomous system 430, _,- regardless of
operator state. Where immediate attention to a task 1s
required and the envelope for a control input 1s less than the
reaction time for an operator, the task may be allocated to the
autonomous system 430.

A task allocation circuit 425 of a vehicle control system
414 may further request operator skill characteristic data 428
from data storage 420. The operator skill characteristic data
may be used by task allocation circuit 425 to override the
allocation of a task to an operator 1n certain situations. For
example, where the operator 1s a novice, a diflicult task may
be allocated to the autonomous system 450, as opposed to
the operator, to maintain safety of the vehicle. This may also
tacilitate embodiments where tasks are assigned to a primary
operator and re-assigned to a secondary operator after a
period of mactivity by the primary operator. The task may be
re-assigned only to a secondary operator who has the
required skills to safely complete the task. For example, a
trajectory correction task may not be assigned to a payload
specialist.

The action criteria 426 may further identity which tasks
are allocable to an operator based on the operator’s skill
characteristics 428. In certain embodiments, the operator
may also be granted override privileges for task allocation
circuitry 425. These override privileges may be task specific
or umversal and may be written within data storage 420 as
an action criteria 426. Accordingly, an operator may reallo-
cate a task to an autonomous system 450 or another operator,
for example.

In some embodiments, the data storage circuit 420 may
also store recordings indicative of the vehicle operation
(e.g., thight characteristics) from the time period 1n which the
psycho-physiological signals were sampled. Such data may
tacilitate the use of predictive algorithms which allow for
dynamic adjustment of the criteria for operator state deter-
mination used by operator state determination circuit 4356.
For example, where the vehicle experiences turbulence, the
operator state determination circuit 456 may anticipate that
the operator’s cognitive state will shortly experience a
change to an absorbed state from an active monitoring state
as the operator adjusts the tlight path to circumvent further
turbulence.

The system 400 may also facilitate real-time and/or
post-operation refinement of the state-classifiers 424. In one
example, multimodal signal and cognitive state determina-
tion records 422, and/or recordings of vehicle operation
characteristics are written to data storage 420 for access by,
for example, a cogmitive state specialist. The cognitive state
specialist may review and analyze this data at a user inter-
tace 451 within a vehicle control system 414. Alternatively,
this data may be remotely accessed by the cognitive state
specialist. The user interface 451 may replay a depiction of
vehicle operation by the operator and the synchronized
psycho-physiological signals from psycho-physiological
sensors 410. Where the cognitive state specialist identifies a
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deviation from a desired system functionality, the cognitive
state specialist may adjust the state-classifiers 424 to achieve
the desired result. For example, where a state-classifier 1s
erroneously assessing the operator state as distracted, when
the operator 1s actively monitoring the vehicle dynamics, the
specialist may adjust cognitive state determination of the
state-classifiers 424.

Signal/state records 422 may be retrieved from data
storage 420 for tramning of the state-classifiers 424 by a
training circuit (not shown). The tramning process may
configure the state-classifiers 424 to more accurately map
the psycho-physiological signals received from the psycho-
physiological sensors 410 to the correct cognitive state of
the operator. If the cognitive state determined by operator
state determination circuit 456 does not match the correct
cognitive state, the training circuit may adjust the state-
classifiers 424 to improve the mappings. Alternatively or
additionally, the correct cognitive state may be selected by
a cognitive state specialist via user interface 451.

The adjustment of state-classifiers 424 may be performed
using various processes known in the art for algorithmic
training. As one example process, the adjustment may be
performed using an evolutionary algorithmic approach in
which a number of small adjustments are performed and
compared to the original. Adjustments may be pseudo-
random or may be selected according to a predetermined
process. In a neural-network-based classifier, for example,
the adjustment may change weighting or connections of one
or more neural nets connected to an output for the correct
cognitive state. The adjusted classifiers are then evaluated by
processing a set of test data and the performance 1s com-
pared to that of the original classifier. If one of the adjusted
classifiers provides better mapping, it 1s used to replace the
original classifier 1n the data storage 420 and 1s used going
forward.

In some embodiments, system 400 may include a monitor
circuit to monitor cognitive states determined by operator
state controller circuitry 415. Additionally or alternatively,
the monitor circuit may be configured to monitor the psy-
cho-physiological signals provided to circuitry 415. In some
embodiments, the monitor circuit 410 may be configured to
trigger various actions in response to the multimodal signals
and/or determined cognitive states satistying a set of action
criteria 426 stored in data storage 420. A particular set of
action criteria 426 may be applied to: an individual operator
or vehicle; one or more groups of particular operators,
and/or vehicles; or fleet wide. For example, a first set of
action criteria may be applied to all operators and a second
set of actions may be applied to only a subset of the
operators (e.g., operators in training). In this manner, action
criteria can be more specifically tailored for particular
applications.

In some embodiments, one or more sets of action criteria
426 may be hard-coded by the manufacturer and stored 1n
data storage 420. Additionally or alternatively, one or more
sets of action criteria 426 may be customized by an operator
or other authorized user (e.g., wstructor or supervisor). In
some 1mplementations, the user interface 451 provided by
control system 414 may include an interface for customiza-
tion of action criteria. Additionally or alternatively, in some
implementations, data storage 420 may be remotely acces-
sible for configuration of action criteria by an authorized
user.

Various aspects of the present disclosure may be applied
to vehicle autonomy 1n response to unexpected and/or
difficult circumstances, or operator states including inca-
pacitated, impaired, or non-expert operators. In such
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embodiments, dynamic task allocation by the vehicle system
may be utilized to achieve sate and eflicient control of the
vehicle. In yet further embodiments, task allocation may
turther consider vehicle configuration and phase of flight.
Research related to the present disclosure includes: Ste-
phens, C. L., Scerbo, M. W., and Pope, A. T. Adaptive

Automation for Mitigation of Hazardous States of Aware-
ness Chapter 26 1n The Handbook of Operator Fatigue
edited by Matthews, Desmond, Neubauer, and Hancock,
Ashgate 2012; Pope, A. T., Stephens, C. L., and Gileade, K.
M., Biocybernetic Adaptation as Biofeedback Training
Method Chapter 5 1n Advances in Physiological Computing
edited by Fairclough and Gileade, Springer 2014; Pope A.
T., Stephens C. L. (2012) Interpersonal Biocybernetics:
Connecting through Social Psychophysiology, ACM Inter-

national Conference on Multimodal Interaction, Santa
Monica, Calif., USA, 2012; Pope, A. T., and Stephens, C. L.

(2011) MoveMental: Integrating Movement and the Mental
Game. Presented at CHI 2011, Brain and Body Interfaces:
Designing for Meaningtul Interaction, May 7-12, 2011,
Vancouver, Canada. All of which are incorporated by ref-
erence as though fully disclosed herein.

This application incorporates by reference: U.S. applica-
tion Ser. No. 15/490,130, filed 18 Apr. 2017; U.S. applica-
tion Ser. No. 14/212,159, filed Mar. 14, 2014; U.S. appli-
cation Ser. No. 13/166,166, filed Jun. 22, 2011; U.S.
Provisional Application No. 61/361,084, filed Jul. 2, 2010;
U.S. Provisional Application No. 61/499,733, filed Jun. 22,
2011; U.S. Application No. 61/781,333, filed Mar. 14, 2013;
U.S. Pat. Nos. 9,848,812, 9,084,933; 8,858,325; 8,827,717,
8,628,333; 8,164,485; 8,062,129; 6,478,735, 6,450,820;
6,104,948; and 5,377,100 as though fully disclosed herein.

For purposes of description herein, the terms “upper,”
“lower,” “night,” “left,” “rear,” “front,” “vertical,” “horizon-
tal,” and derivatives thereof shall relate to the invention as
oriented 1 the referenced figure. However, 1t 1s to be
understood that the mvention may assume various alterna-
tive orientations and step sequences, except where expressly
specified to the contrary. It 1s also to be understood that the
specific devices and processes illustrated i the attached
drawings, and described in the following specification, are
simply example embodiments and specific dimensions and
other physical characteristics relating to the embodiments
disclosed herein are not to be considered as limiting, unless
the claims expressly state otherwise.

Various modules or other circuits may be implemented to
carry out one or more of the operations and activities
described herein and/or shown in the figures. In these
contexts, a “module” 1s a circuit that carries out one or more
of these or related operations/activities (e.g., data synchro-
nization module, and status determination module). For
example, 1n certain of the above-discussed embodiments,
one or more modules are discrete logic circuits or programs-
mable logic circuits configured and arranged for implement-
ing these operations/activities. In certain embodiments, such
a programmable circuit 1s one or more computer circuits
programmed to execute a set (or sets) of mstructions (and/or
configuration data). The instructions (and/or configuration
data) can be 1n the form of firmware or software stored 1n
and accessible from a memory (circuit). As an example, first
and second modules include a combination of a CPU
hardware-based circuit and a set of instructions in the form
of firmware, where the first module includes a first CPU
hardware circuit with one set of 1nstructions and the second
module 1includes a second CPU hardware circuit with
another set of instructions.
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Certain embodiments are directed to a computer program
product (e.g., nonvolatile memory device), which includes a
machine or computer-readable medium having stored
thereon instructions which may be executed by a computer
(or other electronic device) to perform these operations/
activities.

Although several embodiments have been described
above with a certain degree of particularity, those skilled 1n
the art could make numerous alterations to the disclosed
embodiments without departing from the spirit of the present
disclosure. It 1s intended that all matter contained in the
above description or shown in the accompanying drawings
shall be interpreted as illustrative only and not limiting.
Changes 1n detail or structure may be made without depart-
ing from the present teachings. The foregoing description
and following claims are intended to cover all such modi-
fications and variations.

Various embodiments are described herein of various
apparatuses, systems, and methods. Numerous specific
details are set forth to provide a thorough understanding of
the overall structure, function, manufacture, and use of the
embodiments as described in the specification and 1llustrated
in the accompanying drawings. It will be understood by
those skilled 1n the art, however, that the embodiments may
be practiced without such specific details. In other instances,
well known operations, components, and elements have not
been described 1n detail so as not to obscure the embodi-
ments described 1n the specification. Those of ordinary skall
in the art will understand that the embodiments described
and 1llustrated herein are non-limiting examples, and thus 1t
can be appreciated that the specific structural and functional
details disclosed herein may be representative and do not
necessarily limit the scope of the embodiments, the scope of
which 1s defined solely by the appended claims.

Reference throughout the specification to “various
embodiments,” “some embodiments,” “one embodiment,”
“an embodiment,” or the like, means that a particular
feature, structure, or characteristic described 1n connection
with the embodiment 1s included 1n at least one embodiment.
Thus, appearances of the phrases “in various embodiments,”
“in some embodiments,” “in one embodiment,” “in an
embodiment,” or the like, in places throughout the specifi-
cation are not necessarily all referring to the same embodi-
ment. Furthermore, the particular features, structures, or
characteristics may be combined 1n any suitable manner 1n
one or more embodiments. Thus, the particular features,
structures, or characteristics 1llustrated or described 1n con-
nection with one embodiment may be combined, 1n whole or
in part, with the features structures, or characteristics of one
or more other embodiments without limitation.

Any patent, publication, or other disclosure material, 1n
whole or 1n part, that 1s said to be incorporated by reference
herein 1s incorporated herein only to the extent that the
incorporated materials do not conflict with existing defini-
tions, statements, or other disclosure material set forth 1n this
disclosure. As such, and to the extent necessary, the disclo-
sure as explicitly set forth herein supersedes any conflicting
material incorporated herein by reference. Any material, or
portion thereot, that 1s said to be incorporated by reference
herein, but which conflicts with existing definitions, state-

ments, or other disclosure matenal set forth herein will only
be 1ncorporated to the extent that no conflict arises between
that incorporated material and the existing disclosure mate-
rial.
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We claim: 5. The method of claim 4, further comprising;:
1. A computer-implemented method of allocating a task to transmitting an attention alert to the operator based on, at
a human operator and/or a computer within an automated least 1n part, the dynamic trust-in-human operator met-
system having a human operator-computer interface, the e

6. The method of claim 1, wherein the human operator-
computer interface controls a vehicle, and wherein the task
allocation 1s performed as a function of vehicle status and
operator skill and the task 1s a first task assigned to the

method comprising: d
receiving, via controller circuitry, a measured set of
multimodal signals from a set of psycho-physiological

sensors communicatively coupled to an operator and  gperator, and wherein the method further comprises:
the controller circuitry, wherein the measured set ot in response to allocating the first task to the operator,
multimodal signals 1s indicative of psychophysiologi- 10 operating the vehicle in response to input received from
cal responses of the operator over a first time period; the operator;

sampling the measured set of multimodal signals via a dynamically allocating a second task to at least the
sampling circuit to thereby generate a sampled set of computer via the task allocation circuit; and

in response to allocating the second task to the computer,
operating the vehicle 1n response to mput recerved from
the computer.

7. The method of claim 1, wherein the instructional
feedback 1s selected from the group consisting of: audio
feedback, video feedback, audio-visual feedback, tactile
feedback, and combinations thereof.

8. The method of claim 7, further comprising:

sampling a second set of multimodal signals for the

second time period;

determining respective probabilities of the operator being

in the one or more cognitive states using the second
sampled set of multimodal signals as an input to one or
more state-classifiers; and

allocating a second task to either the operator or the

computer based on, at least in part, the respective
probabilities of the one or more cognitive states of the
operator in the second time period.

9. The method of claim 1, wherein the multimodal signals
are received from at least a sensor selected from the group
consisting of: electroencephalogram (EEG), event-related
potentials (ERP), functional near infrared spectroscopy
(INIRS) device, electrocardiogram (EKG), heart rate sensor,
blood pressure sensor, respiration rate sensor, skin tempera-
ture sensor, galvanic skin response (GSR) sensor, electro-
myogram (EMG), voice stress analysis device, facial feature
sensor, and combinations thereof.

multimodal signals, including converting the measured

set of multimodal signals to a digital time series over
the first time period;
associating the sampled set of multimodal signals over the
time period with one or more cognitive states of the
operator as an associated cognitive state; 50
dynamically allocating a task to at least one of the
operator and the computer via a task allocation circuit,
the allocating based at least in part on the associated
cognitive state of the operator; and
triggering an electric signal configured to provide instruc-
tional feedback to the human operator for operating the
computer, the triggering being based, at least 1n part, on
the one or more cognitive states of the operator during
at least one of the first time period and one or more
cognitive states ot the user during a second time period.
2. The method of claim 1, wherein the first time period
overlaps at least a portion of the second time period.
3. The method of claim 1, wherein the triggering of the
clectric signal configured to provide instructional feedback
1s based entirely on the one or more cognitive states of the .
operator during the first time period.
4. The method of claim 1, turther comprising;:
deriving a dynamic trust-in-human operator metric based
on the one or more cognitive states ol the operator
during the first time period, and wherein the allocation
of the task via the task allocation circuit 1s based at least
in part on the dynamic trust-in-human operator metric. S I T
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