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MULTI-PARTY, MULTI-POINT TYPE
DECENTRALIZED LOYALTY SYSTEM FOR
PROMOTION AND POINT ISSUANCE USING

A PERMISSION-BASED DISTRIBUTED

LEDGER FOR PROMOTION, POINT
ISSUANCE, AND POINT REDEMPTION

CLAIM OF BENEFIT TO PRIOR APPLICATION

This application claims benefit to U.S. Provisional Patent
Application 63/039,838, entitled “MULTI-PARTY, MULTI-
POINT TYPE DECENTRALIZED LOYALTY SYSTEM
FOR PROMOTION AND POINT ISSUANCE USING A
PERMISSION-BASED DISTRIBUTED LEDGER FOR
PROMOTION AND POINT ISSUANCE VIA THE PER-
MISSION-BASED DISTRIBUTED LEDGER,” filed Jun.
16, 2020. The U.S. Provisional Patent Application 63/039,

838 1s incorporated herein by reference.

BACKGROUND

Embodiments of the invention described in this specifi-
cation relate generally to loyalty and point promotion sys-
tems, and more particularly, to a multi-party, multi-point
type decentralized loyalty system and associated processes
for promotion and point 1ssuance using a permission-based
distributed ledger.

When the 1ssuer of loyalty tokens wants to invite a set of
partners to participate in the issue and redemption of loyalty
points, the burden falls on the 1ssuer to run a centralized
system to manage the loyalty program. The partners are
unable to control the rules of the system collectively and do
not have real-time access to consumer behavior data.

Existing loyalty systems are either centralized with its
attendant limitations, or 1n the case where 1t 1s decentralized
have used the cryptocurrency features of mining and minting,
of loyalty points (like a crypto-currency). Using a crypto-
currency or a cryptocurrency like loyalty point system 1is
quite useless because the purpose of a loyalty point system
1s to intluence human behavior by making them accumulate
points which can be spent only for goods and services sold
by the issuer and coalition of partners. The purpose of
cryptocurrency 1s just like fiat currency, free exchange of the
currency for goods and services anywhere. This software 1s
the first one to exploit distributed ledgers to allow a set of
partners to define exchange rates, promotions, and point
types along with digital wallets to define a truly democra-
tized loyalty application.

Therefore, what 1s needed 1s a way to allow an 1ssuer and
a set of partners gain transparent access to both (a) the rules
of the system in the form of promotions and exchange rates
defined 1n a distributed ledger and (b) consumer accrual and
redemption transactions posted to the distributed ledger, and
thereby to allow the complete coalition to operate in a
decentralized fashion, with quick on-boarding of new part-
ners and transparent reconciliation of point balances
between partner and 1ssuer.

BRIEF DESCRIPTION

A novel multi-party, multi-point type decentralized loy-
alty system and associated processes for promotion and
point 1ssuance using a permission-based distributed ledger
are disclosed for promotion and point 1ssuance across mul-
tiple point/promotion 1ssuers and redeemers via the permis-
sion-based distributed ledger. In some embodiments, the
multi-party, multi-point type decentralized loyalty system
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for promotion and point 1ssuance comprises a permission-
based distributed ledger, channels, smart contracts (or chain
code), state database and transaction ledger, assets, an
application programming interface (API) as well as admin-
1stration tool for partners and 1ssuer, with support for mobile
apps and web applications for members. In some embodi-
ments, the multi-party, multi-point type decentralized loy-
alty system for promotion and point issuance uses the
permission-based distributed ledger for promotion, point
1ssuance, and point redemption connected with one or more
loyalty programs.

The preceding Summary 1s mtended to serve as a brief
introduction to some embodiments of the invention. It 1s not
meant to be an introduction or overview of all inventive
subject matter disclosed in this specification. The Detailed
Description that follows and the Drawings that are referred
to 1 the Detailled Description will further describe the
embodiments described 1n the Summary as well as other
embodiments. Accordingly, to understand all the embodi-
ments described by this document, a full review of the
Summary, Detailed Description, and Drawings 1s needed.
Moreover, the claimed subject matters are not to be limited
by the 1llustrative details in the Summary, Detailed Descrip-
tion, and Drawings, but rather are to be defined by the
appended claims, because the claimed subject matter can be

embodied in other specific forms without departing from the
spirit ol the subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described the mvention 1in general terms,
reference 1s now made to the accompanying drawings,
which are not necessarily drawn to scale, and which show
different views of different example embodiments.

FIG. 1 conceptually illustrates a schematic view of a
permissioned distributed ledger 1n some embodiments of the
multi-party, multi-point type decentralized loyalty system
with a set of computing device nodes to endorse loyalty
transactions.

FIG. 2 conceptually 1llustrates a schematic view of a
channel 1n some embodiments of the multi-party, multi-
point type decentralized loyalty system with a state database
and a blockchain with a chain of transaction blocks.

FIG. 3 conceptually 1llustrates a schematic view of smart
contracts for the channel that define loyalty rules that govern
asset state changes in the state database in some embodi-
ments of the multi-party, multi-point type decentralized
loyalty system.

FIG. 4 conceptually illustrates a schematic view of a
common transaction channel that holds wallet balances and
transactions in some embodiments of the multi-party, multi-
point type decentralized loyalty system.

FIG. 5 conceptually illustrates a schematic view of pair-
wise exchange rate channels between the 1ssuer and partners
that hold the exchange rates between point types and
exchange rates between point types and fiat currencies 1n
some embodiments of the multi-party, multi-point type
decentralized loyalty system.

FIG. 6 conceptually illustrates a schematic view of pro-
motion defimition channels between 1ssuers and partners in
various combinations to hold accrual and redemption pro-
motions 1n some embodiments ol the multi-party, multi-
point type decentralized loyalty system.

FIG. 7 conceptually illustrates a schematic view of exter-
nal integrations 1n some embodiments of the multi-party,
multi-point type decentralized loyalty system.
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FIG. 8 conceptually illustrates a schematic view of a
transaction Extract-Translate-Load (ETL) engine in some

embodiments of the multi-party, multi-point type decentral-
ized loyalty system.

FIG. 9 conceptually illustrates a point-type process for
creating and updating point type assets of the multi-party,
multi-point type decentralized loyalty system in some
embodiments.

FIG. 10 conceptually illustrates a promotions process for
creating and updating promotion assets of the multi-party,
multi-point type decentralized loyalty system in some
embodiments.

FIG. 11 conceptually illustrates a partner exchange rate
process for creating and updating partner exchange rate
assets of the multi-party, multi-point type decentralized
loyalty system 1n some embodiments.

FIG. 12 conceptually 1llustrates a member exchange rate
process for creating and updating member exchange rate
assets of the multi-party, multi-point type decentralized
loyalty system 1n some embodiments.

FI1G. 13 conceptually 1llustrates a member accrual process
for high throughput of point accrual transactions i some
embodiments of the multi-party, multi-point type decentral-
1zed loyalty system.

FIG. 14 conceptually illustrates a member redemption
process for high throughput of point redemption transactions
in some embodiments of the multi-party, multi-point type
decentralized loyalty system.

FIG. 15 conceptually illustrates a partner points process
for buying and selling points by a partner in some embodi-
ments of the multi-party, multi-point type decentralized
loyalty system.

FIG. 16 conceptually illustrates a member points process
for buying and selling points by a member 1n some embodi-
ments of the multi-party, multi-point type decentralized
loyalty system.

FIG. 17 conceptually illustrates a point-type exchange
process for members to exchange from one point-type to
another point-type in some embodiments of the multi-party,
multi-point type decentralized loyalty system.

FIG. 18 conceptually illustrates an electronic system with
which some embodiments of the invention are implemented.

DETAILED DESCRIPTION

In the following detailed description of the invention,
numerous details, examples, and embodiments of the inven-
tion are described. However, 1t will be clear and apparent to
one skilled 1n the art that the mnvention 1s not limited to the
embodiments set forth and that the invention can be adapted
for any of several applications.

Some embodiments provide a multi-party, multi-point
type decentralized loyalty system and associated processes
for promotion and point 1ssuance using a permission-based
distributed ledger. In some embodiments, the multi-party,
multi-point type decentralized loyalty system for promotion
and point 1ssuance using a permission-based distributed
ledger comprises a permission-based distributed ledger,
channels, smart contracts (or chain code), state database and
transaction ledger, assets, an API as well as administration
tool for partners and 1ssuer, with support for mobile apps and
web applications for members.

As stated above, when the 1ssuer of loyalty tokens wants
to mnvite a set of partners to participate in the i1ssue and
redemption of loyalty points, the burden falls on the 1ssuer
to run a centralized system to manage the loyalty program.
The partners are unable to control the rules of the system
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collectively and do not have real-time access to consumer
behavior data. Embodiments of the multi-party, multi-point
type decentralized loyalty system described 1n this specifi-
cation solve such problems by using a permission-based
distributed ledger along with associated “smart contracts”.
In this way, a loyalty system can be defined such that 1ssuer
and partners can collectively define the rules of point
accruals and redemptions as well as get access to a copy of
immutable ledgers that store both the rules as well as accrual
and redemption transactions. Thus, the coalition of 1ssuer
and partners get to control the rules of the game as well as
get access to consumer accrual and redemption actions 1n
real-time.

The embodiments described in this specification differ
from and improve upon currently existing options. In par-
ticular, some embodiments differ because today, loyalty
soltware applications allow a centralized party to define and
execute the rules for distributing and redeeming points; the
same centralized systems tracks the point balances of loyalty
members. When partners join as coalition members, they
will have to supply the raw transactions to the centralized
system (1ssuer) for processing accruals and redemptions.
This results 1n expensive point to point integration costs for
both the 1ssuer and partner. Issuers cannot expand the partner
ecosystem easily. Partners do not get an ability to define
their own promotions for accrual and redemption and neither
do they get access to the real-time consumer behavior data
when consumers accrue or redeem their points. This decen-
tralized loyalty software solves all these problems namely
(a) 1ssuer can add partners quickly and easily to the system,
(b) partners get to define their own promotions for accruals
and redemption of their points, (¢) by running a “node”,
partners get a copy of the ledgers used 1n the system and thus
have instantaneous access to consumer behavior data, and
(d) since a decentralized ledger 1s used, all parties will have
to agree to any basic change in the rules of the application,
thus the coalition 1s assured of fairness since no change can
be made without the agreement of all parties.

In addition, these embodiments improve upon the cur-
rently existing options because centralized loyalty systems
are cumbersome to maintain and ditficult to expand to a set
of partners. The decentralized loyalty systems so far in the
market do not address the issue of both the 1ssuer and
partners gaining transparency oi the rules of the system.
Instead, they focus on the cryptocurrency minting of loyalty
points which 1s not really useful 1n a loyalty setting as
explained above. By contrast, the multi-party, multi-point
type decentralized loyalty system for promotion and point
issuance using a permission-based distributed ledger of the
present specification allows an issuer and a set of partners
gain transparent access to (a) the rules of the system 1n the
form of promotions and exchange rates defined 1n a distrib-
uted ledger and to (b) consumer accrual and redemption
transactions posted to the distributed ledger. This allows the
complete coalition to operate in a decentralized fashion,
with quick on-boarding of new partners and transparent
reconciliation of point balances between partner and issuer.

The multi-party, multi-point type decentralized loyalty
system for promotion and point 1ssuance using a permission-
based distributed ledger of the present disclosure may be
comprised of the following elements. This list of possible
constituent elements 1s mtended to be exemplary only and 1t
1s not mtended that this list be used to limit the multi-party,
multi-point type decentralized loyalty system for promotion
and point i1ssuance using a permission-based distributed
ledger of the present application to just these elements.
Persons having ordinary skill in the art relevant to the
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present disclosure may understand there to be equivalent
clements that may be substituted within the present disclo-
sure without changing the essential function or operation of
the multi-party, multi-point type decentralized loyalty sys-
tem for promotion and point 1ssuance using a permission-
based distributed ledger.

1. A permission-based distributed ledger protocol imple-
mented 1n software with a set of nodes (computers) to
endorse loyalty transactions. An example of a permis-
sion-based distributed ledger protocol implemented 1n
soltware with a set of nodes (computers) to endorse
loyalty transactions 1s described further below, by ret-
erence to FIG. 1.

2. Software for implementing “Channels”. Channels
allow a set of permission-based nodes to have a com-
mon immutable distributed ledger where they can write
transactions. A high-level example of a channel 1s
described below, by reference to FIG. 1. Furthermore,
a more detailed understanding of a channel 1s that 1t
includes a state database and a record of all transactions
stored 1n an immutable ledger. A detailed example of a
channel i1s described below, by reference to FIG. 2.

3. Software for mmplementing “Smart Contracts” or
“Chain code” (also “chaincode™). Chain code allows
for the specification of the rules by which a loyalty
related asset can be modified and the nodes participat-
ing in the channel endorse and approve the transac-
tions. An example of chaincode of implemented smart
contracts for a channel 1s described below, by reference
to FIG. 3.

4. As noted above, a channel includes a state database and
a record of all transactions. The state database stores
the state of an asset. The record of all transactions are

stored as blocks of transactions that are cryptographi-
cally linked to each other to form a blockchain. Thus,
a channel includes a state database and a blockchain
stored 1n computer storage. Furthermore, the block-
chain supports multiple types of channels. The multiple
types of channels include at least a main (or “com-
mon’”’) channel that holds wallet balances and transac-
tions, a parrwise set ol (multiple) channels between the
issuer and partners that hold the exchange rates
between point types and exchange rates between point
types and fiat currencies, and a set of channels between
issuers and partners in various combinations to hold
accrual and redemption promotions. Detailed examples
of the types of channels are described further below, by
reference to FIGS. 4-6.

5. Various types of assets, such as accounts, wallets (point
balances of diflerent point types), promotions and
exchange rates will have smart contracts associated
with them by which the assets can be modified, and all
modifications stored as immutable transactions on the
blockchain. Assets are stored in an asset database,
examples of which 1s described below, by reference to
FIGS. 2 and 3.

6. An application programming interface (API) imple-
mented 1n software that allows for external software
programs to access the smart contracts. The API 1s
provided as a layer of the multi-party, multi-point type
decentralized loyalty system to allow loyalty applica-
tions access. A description of the API 1s provided

below, by reference to FIG. 7.

7. External applications such as (a) computer program to
allow for creation and maintenance of accounts, pro-
motions, exchange rates, point types, wallets and other
related objects needed to implement a loyalty program,
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(b) a mobile application that a loyalty member can use
to accrue/redeem points as well as look at balances and
transactions on one or more point types, (¢) mntegration
with other computer systems, such as e-commerce and
point of sale (POS) systems. All these computer appli-
cations interact with the API to access smart contracts.
Examples of external applications are described further
below, by reference to FIG. 7.

8. A blockchain transaction extract-translate-load (E'TL)
engine and associated database (e.g., a relational data-
base). The blockchain transaction ETL engine provides
a fast and reliable way to for loyalty applications (both
external applications and applications/modules that are
embedded 1n the multi-party, multi-point type decen-
tralized loyalty system to search and analyze transac-
tion blocks of encrypted data in stored on the block-
chain.

The various elements of the multi-party, multi-point type
decentralized loyalty system for promotion and point issu-
ance using a permission-based distributed ledger of the
present disclosure may be related 1n the following exem-
plary fashion. It 1s not intended to limit the scope or nature
of the relationships between the various elements and the
following examples are presented as illustrative examples
only. Software can be implemented on a permission-based
distributed ledger (or “blockchain™) such as the open-source
Hyperledger Fabric software from the Linux consortium, or
any similar permission-based blockchain software. A set of
computer nodes each of them running the blockchain soft-
ware form the blockchain consortium. In this applications
context, they will be the 1ssuer organization along with a set
of partner organizations. The 1ssuer 1s the issuer of the
loyalty point or points, and the 1ssuer acts as the company
responsible for taking on the legal liability for all outstand-
ing points 1n the network.

The blockchain supports multiple channels, including (a)
the main (common) channel that holds wallet balances and
transactions, (b) a pairwise set ol channels between the
issuer and partners that hold the exchange rates between
point types and exchange rates between point types and fiat
currencies, and (¢) a set of channels between issuers and
partners 1n various combinations to hold accrual and
redemption promotions. Nodes of the blockchain will par-
ticipate in these channels. Each channel will have smart
contracts (or “chain code”) that 1s implemented in software
and that specily how the objects associated with a loyalty
system such as accounts, point types, balances, promotions
and exchange rates can be defined and modified. In order to
facilitate this, each channel will include a state database that
holds the current state of an asset (such as the current point
balance for a member) along with a set of immutable
transactions stored in a chain of blocks on computer storage.
The current state of any asset can be established by going
through the list of transactions that created and modified the
asset.

In order for the assets to be modified by external software
entities, an API 1s implemented in software. The API layer
provides functions that can be called by an external software
application by presenting the correct cryptographic creden-
tials. The cryptographic credentials are verified by the smart
contracts to ensure that calls to the API layer are properly
permissioned.

Lastly, in order for the multi-party, multi-point type
decentralized loyalty system for promotion and point issu-
ance using a permission-based distributed ledger to be
functional, at least two types of external software programs
are needed which will access the API layer in order to
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implement a loyalty program. An administrative tool which
allows for creation and maintenance ol accounts, promo-
tions, exchange rates, point types, wallets and other related
objects needed to implement a loyalty program and a web or
mobile application that a loyalty member can use to accrue/
redeem points as well as look at balances and transactions on
one or more point types. Additional computer systems such
as point of sale and e-commerce systems can optionally
access the loyalty functions through the API layer.

The multi-party, multi-point type decentralized loyalty
system for promotion and point 1ssuance using a permission-
based distributed ledger of the present disclosure generally
works by democratizing loyalty applications by allowing a
set of partners to administer a loyalty program 1n addition to
the 1ssuer. In some embodiments, each partner can define
their own rules of accrual and redemption as well as nego-
tiate loyalty point exchange rates with the issuer. All this
information and any modifications to the information 1is
securely stored 1n a distributed ledger as well as shared
among the issuer and partner. In some embodiments, the
issuer, the member, and the partners all have wallets 1n the
multi-party, multi-point type decentralized loyalty system
for promotion and point 1ssuance using a permission-based
distributed ledger to maintain their point balances and are
able to exchange points between each other without the
problem of double spend. This 1s because each transaction 1s
approved by a set of nodes run by the 1ssuer and partners,
thus eliminating the need for trust in a single centralized
system. The multi-party, multi-point type decentralized loy-
alty system for promotion and point issuance using a per-
mission-based distributed ledger 1s designed in such a way
that even a member can offer their services (a “promotion”
in loyalty parlance) for a price 1n points that they can set.
This type of democratization of loyalty between the 1ssuer,
the partner, and the member 1s a key aspect and feature that
differentiates multi-party, multi-point type decentralized
loyalty system for promotion and point 1ssuance using a
permission-based distributed ledger from existing loyalty
applications.

While some modern loyalty applications have used the
distributed ledger to generate tokens via mining, etc., the
multi-party, multi-point type decentralized loyalty system
for promotion and point 1ssuance using a permission-based
distributed ledger of the present specification does not
require or involve any such mining activity. In some
embodiments of the multi-party, multi-point type decentral-
1zed loyalty system for promotion and point 1ssuance using
a permission-based distributed ledger, the creation of tokens
and the backing of tokens with reserve 1s done by the 1ssuer
just like 1n traditional loyalty systems. What 1s unique is the
administration and execution of promotions and exchange
rates, which the multi-party, multi-point type decentralized
loyalty system for promotion and point 1ssuance using a
permission-based distributed ledger allows to be completed
by both the 1ssuer and partner (and 1n some cases by a
member too) using a shared distributed ledger to maintain
these entities.

In some embodiments, the key pieces of logic include the
“smart contracts” implemented in soitware that specity the
rules by which points are transferred, exchange rates are
defined, and promotions are defined. By defining these
entities 1n a distributed ledger, the multi-party, multi-point
type decentralized loyalty system for promotion and point
1ssuance using a permission-based distributed ledger allows
for a set of partner organizations to participate in the
network as equal partners because the smart contracts cannot
be changed without the consent of all partners who run a
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node. At the same time, each partner 1s free to define the
promotions that they wish put in place for both accrual and
redemption of loyalty points. Lastly, the multi-party, multi-
point type decentralized loyalty system for promotion and
point 1ssuance using a permission-based distributed ledger
of some embodiments allows the creation of multiple loyalty
point types as well as the rules of exchange between the
point types. This 1s achieved through implementation of
smart contracts 1n the multi-party, multi-point type decen-
tralized loyalty system for promotion and point issuance
using a permission-based distributed ledger.

To make the multi-party, multi-point type decentralized
loyalty system for promotion and point issuance using a
permission-based distributed ledger of the present disclo-
sure, a person may develop software to implement the seven
key elements described above in order to have a usetul
application. The 1ssuer and partner will use a software
program called as the administration tool to implement the
rules of the system. A member of the loyalty application can
use a web or mobile application to earn and redeem points
based on the rules defined by the 1ssuer and partners as well
as look at their point balances and transactions.

In some embodiments, the multi-party, multi-point type
decentralized loyalty system for promotion and point i1ssu-
ance using a permission-based distributed ledger can be
extended to serve new types of applications besides a
traditional loyalty program run by an issuer and set of
partners. For example, since the promotions are defined and
shared 1n a distributed ledger, the member facing application
of the multi-party, multi-point type decentralized loyalty
system for promotion and point 1ssuance using a permission-
based distributed ledger can be enhanced to allow for a
member to enter a promotion to ofler goods and services in
exchange for points. In this sense, the application for the
multi-party, multi-point type decentralized loyalty system
for promotion and point 1ssuance using a permission-based
distributed ledger can democratize loyalty not only between
an 1ssuer and set of partners, but to all participants of the
loyalty program including members.

To use the multi-party, multi-point type decentralized
loyalty system for promotion and point issuance using a
permission-based distributed ledger of the present disclo-
sure, an 1ssuer would use the administration tool to set up
accounts for the 1ssuer and set of partners along with
“wallets™ to store point balances. In addition, the 1ssuer will
invite partner admimstrators to use the admin tool by
enabling appropriate authentication and authorization. Both
issuers and partners can create accrual and redemption
promotions in order to offer goods and services 1n exchange
for points as well as allowing members to accrue points
based on member behaviors. These behaviors can be both
monetary (such as purchase of a product) as well as non-
monetary (such as making a positive comment in social
media about a company or 1ts products). The exchange rates
and promotions are stored in the ledger and shared between
Issuer and Partners. No unauthorized modifications are
possible since every change 1s recorded immutably and
agreed upon between all the computer nodes based on
predefined smart contracts. Members will enroll i the
program through a web or mobile software application,
which results 1n the creation of accounts and wallets for the
member. Members will transact using the mobile and web
application and will accrue or redeem points. Point
exchanges will be saved as immutable transactions of the
ledger and the transactions themselves approved by the
nodes so that the problem of double spend of points 1s
solved. A modified version of the multi-party, multi-point
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type decentralized loyalty system for promotion and point
1ssuance using a permission-based distributed ledger (soit-
ware i1mplemented application) can also be used where
members can create promotions to exchange goods and
services for points and members can also hold multiple
wallets for multiple point types. They could then “convert”
between the different point types based on conversion rates
negotiated between the diflerent partners.

By way of example, FIG. 1 conceptually illustrates a
schematic view of a permissioned distributed ledger proto-
col 100 1n some embodiments of the multi-party, multi-point
type decentralized loyalty system with a set of nodes 120 to
endorse loyalty transactions. In some embodiments, the
permissioned distributed ledger protocol 100 1s 1mple-
mented 1n software with a set of computing device nodes
120 to endorse loyalty transactions. As shown 1n this figure,
the set of nodes 120 are interconnecting validating nodes,
such as node 120A, node 1208, node 120C, node 120D,
node 120E, and node 120F. In some embodiments, the set of
validating nodes 120 includes more nodes or fewer nodes.
The validating nodes 120 are central to validating transac-
tions for the permissioned distributed ledger protocol 100 of
the multi-party, multi-point type decentralized loyalty sys-
tem. Thus, as shown 1n this figure, the validating nodes 120
receive smart contract defining transactions 110 and smart
contract invoking transactions 140. The smart contract
defining transactions 110 define a channel 130. The channel
130 allows the set of validating nodes 120 and other per-
missioned nodes to have a common immutable distributed
ledger where they can write transactions. In some embodi-
ments, the validating nodes 120 each store a copy of the
ledger for the channel 130, thereby allowing for validation
of any ftransaction over the channel 130. Channels are
described in further detail below, by reference to FIGS. 2-6.
The smart contract invoking transactions 140 are validated
by the validating nodes 120 and immutably written 1in the
ledger of the channel 130.

By way of another example, FIG. 2 conceptually illus-
trates a schematic view 200 of a channel 130 1n some
embodiments of the multi-party, multi-point type decentral-
1zed loyalty system. In some embodiments, a channel com-
prises a state database that stores the state of each “asset”
and ledger that keeps a record of all transactions 1n blocks
ol transactions that are cryptographically linked to each
other to form a blockchain. Overall, channels allow a set of
permissioned nodes to have a common immutable distrib-
uted ledger to which they can write transactions. In some
cases, the channel 130 1s implemented as software. Also,
there are various types ol “assets” that can be stored and
whose states can be modified according to smart contract
rules for that asset. Examples of different types of assets
include, without limitation, accounts, wallets (with point
balances of different types of points), promotions, and
exchange rates. When the associated smart contract for an
asset permits modification, then the modified asset would be
stored as an immutable transaction on the blockchain. Thus,
as shown 1n this figure, a state database 210 stores the states
of assets 220A, 220B, .. ., 220N and a ledger 240 includes
a chain of transaction blocks 230A-230D that are crypto-
graphically linked to each other to form the blockchain. The
chain of transaction blocks 230A-230D shown 1n this figure
1s an example of a chain of transaction blocks only and, thus,
the ledger 240, or any other ledger described 1n this disclo-
sure, 1s not construed to be limited to cryptographically
storing only four transaction blocks, but may include any
number of transaction blocks. Also, the state database 210 1s
shown 1n this figure storing the states of assets 220A,
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2208, . . ., 220N but 1s not construed to be limited 1n the
number of assets or states that can be stored as a state
database for a channel in connection with any of the embodi-
ments of the present disclosure may store the states of any
number ol assets and any number of states. Thus, the
channel 130 includes the state database 210 and the ledger
240 (or rather, the blockchain of transactions blocks stored
in computer storage).

Turning to another example, FIG. 3 conceptually 1llus-
trates a schematic view 300 of smart contracts (also referred
to as “chaincode”) for the channel that define loyalty rules
that govern asset state changes in the state database 1n some
embodiments of the multi-party, multi-point type decentral-
ized loyalty system. In some embodiments, soitware for
implementing the smart contract/chaincode 310 enables the
definition and/or specification of the rules by which a
loyalty-related “asset” (such as those noted above by refer-
ence to FIG. 2) can be modified or changed, and the
validating nodes 120 participating in the channel 130
endorse and approve the transactions as per the defined
rules. Specifically, this schematic view 300 demonstrates the
chaincode 310 layer connected to the channel 130, with 1ts
state database 210 storing the states of assets 220A,
2208, . . ., 220N and the ledger 240 with the chain of
transaction blocks 230A-230D cryptographically linked to
cach other to form the blockchain that provides the common
immutable distributed ledger where the set of validating
nodes 120 and other permissioned nodes can write transac-
tions. If the state of an asset stored 1n the state database 210
1s changed, the loyalty rules as defined by the smart contract/
chaincode 310 for the channel 130 are checked to see if the
asset state change 1s permitted.

While the examples above focus on software implemen-
tations of the permissioned distributed ledger protocol,
channels, asset state databases, and chaincode on the chan-
nel, as well as the record of transaction blocks, or block-
chain, the next few examples, described below by reference
to FIGS. 4-6, focus on different types of channels. Specifi-
cally, a blockchain supports multiple channels, including (a)
a main (or “common’) channel that holds wallet balances
and transactions, described below by reference to FIG. 4, (b)
a pairrwise set of channels between the 1ssuer and partners
that hold the exchange rates between point types and
exchange rates between point types and fiat currencies,
described below by reference to FIG. 5, and (c¢) a set of
channels between 1ssuers and partners 1 various combina-
tions to hold accrual and redemption promotions, described
below by reference to FIG. 6. In particular, nodes of the
blockchain 1n each case will participate 1n these channels.
Smart contracts (the “loyalty chain code”) 1n each channel
type specily how the assets, such as accounts, point types,
balances, promotions, and exchange rates, for the loyalty
system can be defined and modified. As noted above by
reference to FIGS. 2 and 3, each channel has a state database
to store the current state of an asset (such as the current point
balance for a member) along with a set of immutable
transactions stored i a chain of transaction blocks (the
“blockchain”) on computer storage. As such, the current
state (or past state(s)) of any asset can be established by
going through the list of transactions that created and
modified the asset.

Among the various types of channels, reference 1s first
made to FI1G. 4, 1n which a schematic view 400 of a common
transaction channel as holding wallet balances and transac-
tions 1s conceptually 1llustrated for the multi-party, multi-
point type decentralized loyalty system. In this figure, the
type of channel 130 1s a common transaction channel 460
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which holds point balances 470 of different point types in the
wallets of issuers, partners, and loyalty members. Specifi-
cally, a point 1ssuer 410 with an i1ssuer wallet 450 of the
common transaction channel 460 provides points to a plu-
rality of partners and a plurality of loyalty members. The
plurality of partners 420 includes a first partner 420A, a
second partner 4208, a third partner 420C, a fourth partner
420D, a penultimate partner 420N-1, and a final partner
420N. The points for partners 420 are saved 1n a plurality of
partner wallets 430 comprising a first partner wallet 430A
tor the first partner 420A, a second partner wallet 430B for
the second partner 4208, a third partner wallet 430C for the
third partner 420C, a fourth partner wallet 430D for the
fourth partner 420D, ., a penultimate partner wallet
430N-1 for the penultlmate partner 420N-1, and a final
partner wallet 430N {for the final partner 420N. The partners
420 variously distribute points to loyalty member wallets
440 associated with loyalty members 1n the common chan-
nel 460. Each type of wallet 430, 440, and 450 1s capable of
storing point balances for different types of points 470.

Referring now to another type of channel, FIG. 5 con-
ceptually 1llustrates a schematic view 500 of pairwise
exchange rate channels between the 1ssuer and partners that
hold the exchange rates between point types and exchange
rates between point types and fiat currencies in some
embodiments of the multi-party, multi-point type decentral-
1zed loyalty system. In this figure, the type of channel 130
1s a pairwise exchange rate channel 530 which holds
exchange rate type assets, including fiat to point type
exchange rates and point to point type exchange rates. Fach
pairwise exchange rate channel 530 between the 1ssuer 410
and a partner can hold one or more exchange rate assets. By
way ol example, 1n one of the pairwise exchange rate
channels 530 between the issuer 410 and the fourth partner
420D, a fiat to point type exchange rate 510 may specily that
ten points is equivalent to $0.10 in fiat currency, while
another pairwise exchange rate channel 530 between the
issuer 410 and the third partner 420C may hold an exchange
rate asset the defines a point type to point type exchange rate
520, such as ten points (of point type “A”) 1s equivalent to
a hundred tokens (of point type “B”).

Now turning to another type of channel, FIG. 6 concep-
tually 1illustrates a schematic view 600 of promotion defi-
nition channels between 1ssuers and partners i1n various
combinations to hold accrual and redemption promotions 1n
some embodiments of the multi-party, multi-point type
decentralized loyalty system. In this figure, the type of
channel 130 1s a promotion definition channel 630 which
holds promotion type assets, including accrual and redemp-
tion promotion definitions. Each promotion definition chan-
nel 630 1s between the 1ssuer 410 and one or more partners.
Specifically, one of the promotion definition channels 630
between the i1ssuer 410 and the first and second partners
420A and 420B, respectively, defines a point accrual pro-
motion 610, while another promotion definition channel 630
between the 1ssuer 410 and the penultimate and final part-
ners 420N-1 and 420N, respectively, defines a point redemp-
tion promotion 620. A promotion definition channel 630 can
define and hold multiple promotion type assets, and any
particular partner may be combined with other partners in
multiple promotion definition channels 630. This 1s shown in
a third exemplary promotion definition channel 630 between
the 1ssuer 410 and the combination of the third partner 420C,
the fourth partner 420D, and the penultimate partner 420N-
1, with both a point accrual promotion 610 and a point
redemption promotion 620 being defined in the promotion
definition channel 630.
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By way of example, FIG. 7 conceptually illustrates a
schematic view 700 of external integrations in some
embodiments of the multi-party, multi-point type decentral-
1zed loyalty system. As shown 1n this figure, an application
programming interface (API) 710, as implemented in soft-
ware, allows for external software programs to access the
smart contracts via the permissioned distributed ledger pro-
tocol 100. Some of the software integrations shown in this
figure include a loyalty administration application 720, a
loyalty mobile application 730, and web and other applica-
tions 740. The loyalty administration application 720 pro-
vides an admimstrative interface for creation and mainte-
nance of accounts, promotions, exchange rates, point types,
wallets, and other related objects that may be defined as
needed for any particular loyalty program. The loyalty
mobile application 730 provides a user interface which a
loyalty member can use to accrue points, redeem points,
review point balances, review transactions (history of prior
transactions), and perform other loyalty member operations.
The loyalty mobile application 730 provides the user inter-
face for the loyalty members to do those actions and
operations for one point type or for multiple different point
types. The web and other applications 740 provide integra-
tions to other computer systems, such as e-commerce sys-
tems, point-of-sale (POS) systems, etc., as well as diflerent
user interface implementations, such as a web application
with web interface for users to perform loyalty member
operations and actions. The loyalty administration applica-
tion 720, the loyalty mobile application 730, and the web
and other applications 740 all interact with the API 710 to
access the smart contracts specified in connection with the
permissioned distributed ledger protocol 100.

Referring to another example, FIG. 8 conceptually 1llus-
trates a schematic view 800 of a blockchain transaction
extract-translate-load (E'TL) engine 810 in some embodi-
ments of the multi-party, multi-point type decentralized
loyalty system. As shown in this figure, the blockchain
transaction ETL engine 810 1s communicably connected to
a database 820, such as a relational database, a NoSQL
database, or another type of database. Functionally, block-
chain transactions are stored in a format that ensures their
immutability and tamper-proof nature. While these provide
a high level of confidence in the immutable transactions, it
turns out that 1t 1s not easy to search or perform analysis of
the transactions and associated data. Yet loyalty applications
need access to this data. To provide this access, the block-
chain transaction ETL engine 810 listens to every block on
the blockchain that has reached finality, and extracts the data
into a convenient and easy to search/analyze database 820,
such as a relational database and relational database man-

agement system (e.g., Oracle, SQL Server, Postgres,
MySQL, etc.), or a NoSQL database, such as Couchdb,

Mongodb, or Berkeleydb. Thus, 1n this figure, the block-
chain transaction ETL engine 810 1s able to extract, trans-
late, and load the data from the first transaction block 230A
in the chain of transactions stored in the ledger 240 for the
channel 130.

While the examples described above, by reference to
FIGS. 1-8, provide conceptual details of the multi-party,
multi-point type decentralized loyalty system for promotion
and point 1ssuance and 1ts use of a permissioned distributed
ledger for promotion, point issuance, and point redemption
connected with one or more loyalty programs, the next
several examples provide details of processes performed by
and 1 connection with the multi-party, multi-point type
decentralized loyalty system. Specifically, the processes
described by reference to FIGS. 9-12, demonstrate the
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creation and updating of key assets that form the central
(master) data 1n the multi-party, multi-point type decentral-
ized loyalty system, while the processes described by ret-
erence to FIGS. 13-17 demonstrate loyalty member and
partner use of applications/integrations that access and allow
interaction with the multi-party, multi-point type decentral-
ized loyalty system.

By way of example, FIG. 9 conceptually illustrates a
point-type process lfor creating and updating point type
assets 900 of the multi-party, multi-point type decentralized
loyalty system in some embodiments. As shown in this
figure, the point-type process for creating and updating point
type assets 900 starts when an 1ssuer logs 1nto the admin app
(at 910). For example, the issuer starts a software program
with the loyalty administration application 720, described
above by reference to FIG. 7, which provides an adminis-
trative interface for creation and maintenance of accounts,
promotions, exchange rates, point types, wallets, and other
related objects that may be defined as needed for any
particular loyalty program. In this example, a point-type 1s
created or updated by the 1ssuer, as described next.

In some embodiments, the point-type process for creating,
and updating point type assets 900 moves to the next step at
which the 1ssuer creates or updates a point-type (at 920). For
example, the 1ssuer intends to create a new point-type for a
new loyalty program, or the 1ssuer simply wants to update an
existing, previously defined pomt-type. In some embodi-
ments, the point-type process for creating and updating point
type assets 900 moves forward to set a default point type
attribute (at 930), followed by setting a conversion rate from
the point-type to default (at 940).

In some embodiments, the point-type process for creating,
and updating point type assets 900 then invokes a smart
contract to save the new (or updated) point-type as an asset
(at 950). For example, the new point-type 1s saved 1n the
asset state database 210. After invoking the smart contract to
save the point-type as an asset, the point-type process for
creating and updating point type assets 900 of some embodi-
ments continues to the next step at which a consensus 1s
reached by all of the validating nodes 1n connection with the
ledger to confirm the asset and include details and data for
the asset 1n the next transaction block in the ledger (at 960).

Next, the point-type process for creating and updating
point type assets 900 of some embodiments proceeds to save
the asset on the main transaction channel (at 970). For
example, saving the asset as a point-type asset on the main
channel, such as the common channel that holds holding
wallet balances and transactions described above by refer-
ence to FIG. 4. After saving the asset on the main (or
common) channel, the point-type process for creating and
updating point type assets 900 ends.

Next, turning to another example, FIG. 10 conceptually
illustrates a promotions process for creating and updating
promotion assets 1000 of the multi-party, multi-point type
decentralized loyalty system in some embodiments. As
shown 1n this figure, the promotions process for creating and
updating promotion assets 1000 with an 1ssuer, a partner, or
a loyalty member (referred to 1n the description of FIG. 10
as the “user”) logging into the admin app (at 1010), such as
the loyalty administration application 720, described above
by reference to FIG. 7, which provides an administrative
interface for creation and maintenance of accounts, promo-
tions, exchange rates, point types, wallets, and other related
objects that may be defined as needed for any particular
loyalty program. In this example, a promotion 1s created or
updated by the user, as described next.
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In some embodiments, the promotions process for creat-
ing and updating promotion assets 1000 creates or updates
a promotion (at 1020), as directed by the user through the
admin app. In some embodiments, the promotions process
for creating and updating promotion assets 1000 then sets
promotion parameter values (at 1030) as directed by the
user. The promotion parameter values are set as directed by
the user for product, point-type, value, image URL, start
date, end date, and other parameters related to the promotion
being created or updated.

In some embodiments, the promotions process for creat-
ing and updating promotion assets 1000 then sets a promo-
tion type (at 1040) for the new or updated promotion. The
promotion type 1s set to an accrual promotion or a redemp-
tion promotion, as directed by the user via the admin app.
Next, the promotions process for creating and updating
promotion assets 1000 receives a user selection of a channel
(at 1050) on which the promotion is to be made visible. For
example, accrual and redemption promotions described
above, by reference to FIG. 6, are defined for a particular
promotion defimition channel 630 between the 1ssuer and one
Or more partners.

In some embodiments, the promotions process for creat-
ing and updating promotion assets 1000 then executes the
smart contract to save the promotion as an asset (at 1060).
Then, when a consensus 1s reached by all of the validating
nodes, the promotion asset 1s included in the next transaction
block (at 1070) of the blockchain in the channel.

In some embodiments, the promotions process for creat-
ing and updating promotion assets 1000 finalizes the steps
by saving the promotion asset on a channel that 1s visible and
exposed to channel participants only (at 1080). Then the
promotions process for creating and updating promotion
assets 1000 ends.

By way of another example of creating or updating assets,
FIG. 11 conceptually illustrates a partner exchange rate
process for creating and updating partner exchange rate
assets 1100 of the multi-party, multi-point type decentralized
loyalty system in some embodiments. As shown in this
figure, the partner exchange rate process for creating and
updating partner exchange rate assets 1100 starts when the
issuer logs 1into the admin app (at 1110). In this example, an
exchange rate asset 1s created or updated by the 1ssuer 1n
connection with a partner (over a pairwise channel). In
particular, the partner exchange rate process for creating and
updating partner exchange rate assets 1100 creates or
updates an exchange rate for each point-type by partner (at
1120) and then sets buy (purchase) and sell rates for each
point-type by partner (at 1130).

In some embodiments, the partner exchange rate process
for creating and updating partner exchange rate assets 1100
then creates a pairwise channel between issuer and partner
(at 1140) to hold the exchange rate. Next, the partner
exchange rate process for creating and updating partner
exchange rate assets 1100 executes a smart contract to save
the exchange rate as an asset (at 1150). Then, when a
consensus 1s reached by all of the validating nodes, the
exchange rate asset 1s included 1n the next transaction block
(at 1160) 1n the ledger.

In some embodiments, the partner exchange rate process
for creating and updating partner exchange rate assets 1100
saves the exchange rate asset 1n the pairwise channel defined
between the 1ssuer and partner (at 1170). In some embodi-
ments, the partner exchange rate process for creating and
updating partner exchange rate assets 1100 limits visibility
of the new/updated exchange rate to the 1ssuer and partner
connected 1 the pairwise channel (at 1180). Then the
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partner exchange rate process for creating and updating
partner exchange rate assets 1100 ends.

Turning to another example of creating or updating assets,
FIG. 12 conceptually illustrates a member exchange rate
process for creating and updating member exchange rate
assets 1200 of the multi-party, multi-point type decentral-
1zed loyalty system in some embodiments. As shown 1n this
figure, the member exchange rate process for creating and
updating member exchange rate assets 1200 starts when the
issuer logs 1nto the admin app (at 1210). Unlike the example
of the exchange rate created/updated by an 1ssuer 1n con-
nection with a partner, described above by reference to FIG.
11, the exchange rate asset created or updated by the 1ssuer
in this figure 1s done so 1n connection with a member.

In some embodiments, the member exchange rate process
for creating and updating member exchange rate assets 1200
creates or updates an exchange rate for each point-type for
the member (at 1220) and then sets buy (purchase) and sell
rates for each point-type for the member (at 1230). In some
embodiments, the member exchange rate process for creat-
ing and updating member exchange rate assets 1200 then
records the member exchange rate as an asset in the main
(common) channel (at 1240).

In some embodiments, the member exchange rate process
for creating and updating member exchange rate assets 1200
then executes a smart contract to save the new/updated
member exchange rate as an asset (at 1250). In some
embodiments, the member exchange rate process for creat-
ing and updating member exchange rate assets 1200 needs
a consensus to be reached by the validating nodes 1n
connection with the ledger 1n order to confirm the assets and,
once confirmed, include in the next transaction block (at
1260) 1n the chain of transactions stored 1n the ledger. Next,
the member exchange rate process for creating and updating,
member exchange rate assets 1200 saves the member
exchange rate asset in the main (common) channel (at 1270).
Then the member exchange rate process for creating and
updating member exchange rate assets 1200 makes the
member exchange rate visible to the 1ssuer, partners, and
members (at 1280). After making the member exchange rate
visible, the member exchange rate process for creating and
updating member exchange rate assets 1200 of some
embodiments ends.

Now, the next several examples, described below by
reference to FIGS. 13-17, are processes that demonstrate
loyalty member and partner use of applications/integrations
that access and allow 1nteraction with the multi-party, multi-
point type decentralized loyalty system.

By way of example, FIG. 13 conceptually illustrates a
member accrual process for high throughput of point accrual
transactions 1300 1n some embodiments of the multi-party,
multi-point type decentralized loyalty system. As shown in
this figure, the member accrual process for high throughput
of pomnt accrual transactions 1300 starts with a member
performing an activity via soitware.

In some embodiments, the member accrual process for
high throughput of point accrual transactions 1300 starts
when a member executes an activity in the mobile applica-
tion, the web application, or a POS system (at 1305). In
some embodiments, the member accrual process for high
throughput of point accrual transactions 1300 evaluates the
activity against any applicable promotions (at 1310), which
1s followed by determining points for accrual (at 1315)
according to the results of the promotion evaluation (at
1310). In some embodiments, the member accrual process
for high throughput of point accrual transactions 1300
returns to the promotion evaluation step (at 1310) and
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repeats the point accrual determination step (at 1315) repeat-
edly for any and all applicable promotions.

After evaluating all applicable promotions, the member
accrual process for high throughput of point accrual trans-
actions 1300 creates transactions for points accrual from
cach qualifying promotion (at 1320). In some embodiments,
the member accrual process for high throughput of point
accrual transactions 1300 creates these point transactions as
“assets” that are given a “pending” status (at 1325).

In some embodiments, the member accrual process for
high throughput of point accrual transactions 1300 performs
a periodic process of sweeping up multiple assets that are 1n
the pending status (at 1330), which 1s followed by submit-
ting the multiple transactions in the pending status to the
smart contract (at 1335) for validation.

In some embodiments, the member accrual process for
high throughput of point accrual transactions 1300 executes
the smart contract in connection with the multiple transac-
tions in the pending status as a validity check against the
partner or 1ssuer wallet for each pending point accrual
transaction (at 1340). For example, 1f the promotion grants
ten points to each member that accepts the promotion, and
100 members accept, then the partner or 1ssuer should have
at least 1000 points available in their respective wallet.

After the validity 1s checked and confirmed, the member
accrual process for high throughput of point accrual trans-
actions 1300 of some embodiments submits the set of
pending transactions as valid transactions to store 1n a single
blockchain transaction (at 13435). In some embodiments,
submitting the pending transactions as a set to store 1 a
single blockchain transaction prevents or avoids read-write
set consistency issues.

Next, the member accrual process for high throughput of
point accrual transactions 1300 of some embodiments sends
the transactions to multiple nodes in the main (common)
channel which each execute smart contracts to reach a
consensus (at 1350) for validation. When thus validated by
consensus of these validating nodes, the member accrual
process for high throughput of point accrual transactions
1300 then moves the points (as accrued) from the wallet of
the partner or 1ssuer to the wallet of each accruing member
(at 1355).

In some embodiments, the member accrual process for
high throughput of point accrual transactions 1300 then
records the transaction in the main (common) channel as an
immutable record of the points accrual (at 1360). Then the
member accrual process for high throughput of point accrual
transactions 1300 ends.

By way of another member usage example of points
redemption, FIG. 14 conceptually illustrates a member
redemption process for high throughput of point redemption
transactions 1400 1n some embodiments of the multi-party,
multi-point type decentralized loyalty system. As shown in
this figure, the member redemption process for high
throughput of point redemption transactions 1400 starts
when a member selects a redemption offer in the mobile
application, the web application, or a POS system (at 1405).

In some embodiments, the member redemption process
for high throughput of point redemption transactions 1400
evaluates the redemption promotion for member eligibility
(at 1410). If the member 1s eligible, then the member
redemption process for high throughput of point redemption
transactions 1400 proceeds to the next step of determiming
points for the redemption from the promotion evaluation (at
1415).

If the member qualifies for the promotion, and based on
the determined points, the member redemption process for
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high throughput of point redemption transactions 1400 then
creates a transaction for points from the qualitying promo-
tion (at 1420). In some embodiments, the member redemp-
tion process for high throughput of point redemption trans-
actions 1400 creates the point transactions from qualifying
promotion as “assets” 1 a “pending” state (at 14235).

In some embodiments, the member redemption process
for high throughput of point redemption transactions 1400
performs a periodic sweep to aggregate multiple assets (at
1430) that have been designated as being 1n the pending state
(at 1425). In some embodiments, the member redemption
process for high throughput of point redemption transactions
1400 then submits the aggregation of multiple transactions
in the pending state to the smart contract (at 1435) for
validation.

In some embodiments, the member redemption process
for high throughput of point redemption transactions 1400
executes the smart contract in connection with the aggre-
gated transactions in the pending state as a validity check
against the member wallet for each pending point redemp-
tion transaction (at 1440). For example, if the number of
points being redeemed by the member 1s 1000 points, then
the wallet of the member needs to have at least 1000 points
available 1n the same point-type being redeemed.

After the validity 1s checked and confirmed, the member
redemption process for high throughput of point redemption
transactions 1400 of some embodiments submits the valid
aggregation of “pending” state transactions as a single
blockchain transaction (at 1445) 1n order to avoid read-write
set consistency 1ssues.

Next, the member redemption process for high throughput
of point redemption transactions 1400 of some embodiments
sends the transactions to multiple nodes to execute smart
contracts to reach a consensus (at 1450) for validation.
When the validating nodes reach a consensus, the member
redemption process for high throughput of point redemption
transactions 1400 then moves the points (as redeemed) from
the wallet of the member to the 1ssuer, the partner, or other
member wallet for each member seeking to point redemp-
tion 1n the aggregation of transactions (at 1455).

In some embodiments, the member redemption process
for high throughput of point redemption transactions 1400
then records each transaction 1n the main (common) channel
as an immutable record of the points redemption (at 1460).
Then the member redemption process for high throughput of
point redemption transactions 1400 ends.

In another partner usage example of buying/selling points
by a partner, FIG. 15 conceptually illustrates a partner points
process for buying and selling points by a partner 1500 in
some embodiments of the multi-party, multi-point type
decentralized loyalty system. As shown 1n this figure, the
partner points process for buying and selling points by a
partner 1500 starts when a partner logs 1into the admin app
(at 1510) and proceeds to make a selection of points to sell
or points to buy (at 1520).

Based on the selection of points to sell or points to buy,
the partner points process for buying and selling points by a
partner 1500 executes the smart contract to evaluate the
partner point balance (for selling points), the status, and the
cligibility (at 1530). Then the partner points process 1o
buving and selling points by a partner 1500 proceeds to the
next step at which the smart contract looks up the exchange
rate for the points being bought or sold (at 1540).

In some embodiments, the partner points process for
buying and selling points by a partner 1500 then proceeds to
a step during which the smart contract records a “read”
transaction 1n a pairwise channel to have an audit-capable
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record of the exchange rate (at 1550). Next, the partner
points process for buying and selling points by a partner
1500 of some embodiments provides the partner with the
buy amount/sell amount based on the exchange rate (at
1560). If the partner finds the buy amount/sell amount
acceptable, then the partner proceeds by executing the
transaction (at 1570) as the next step of the partner points
process for buying and selling points by a partner 1500.

In some embodiments, the partner points process for
buying and selling points by a partner 1500 proceeds for-
ward to a step at which the smart contract submits the
transaction 1n the main (common) channel (at 1580) and
cross-referencing the “read” transaction for the audit record.
In some embodiments, the partner points process for buying
and selling points by a partner 1500 continues forward with
the transaction included by validating nodes 1n the next
transaction block and written to the ledger when the vali-
dating nodes reach a consensus (at 1590). Finally, the partner
points process for buying and selling points by a partner
1500 adjusts the partner wallet for the appropriate point-type
bucket (at 1595). Then the partner points process for buying
and selling points by a partner 1500 ends.

Turning to another example, FIG. 16 conceptually 1llus-
trates a member points process for buying and selling points
by a member 1600 1n some embodiments of the multi-party,
multi-point type decentralized loyalty system. As shown in
this figure, the member points process for buying and selling
points by a member 1600 starts with member login to the
admin app (at 1610). In some embodiments, the member
points process for buying and selling points by a member
1600 receives a selection by the member of points to buy or
points to sell (at 1620). Next, the member points process for
buying and selling points by a member 1600 executes the
smart contract to evaluate member point balance (for sell-
ing), status, and eligibility (at 1630), which is followed by
the smart contract looking up the exchange rate from the
exchange rate asset 1n the main (common) channel (at 1640).
Then the smart contract records a “read” transaction 1n the
main (common) channel to have an audit record of the
exchange rate (at 1650).

In some embodiments, the member points process for
buying and selling points by a member 1600 provides the
member, via the admin app, the buy amount/sell amount
based on the exchange rate (at 1660). Then the member may
execute the transaction (at 1670). When the member
executes the transaction (at 1670), the smart contract sub-
mits the transaction in the main (common) channel (at 1680)
and the member points process for buying and selling points
by a member 1600 cross-references the “read” transaction
(at 1680).

In some embodiments, the member points process for
buying and selling points by a member 1600 then includes
the transaction, when consensus 1s reached by validating
nodes, i the next transaction block written to the ledger (at
1690). In some embodiments, the member points process for
buying and selling points by a member 1600 then adjusts the
member wallet for the appropriate point-type bucket (at
1695). In some embodiments, the member points process for
buying and selling points by a member 1600 then ends.

By yet another usage example, FIG. 17 conceptually
illustrates a point-type exchange process for members to
exchange from one point-type to another point-type 1700 1n
some embodiments of the multi-party, multi-point type
decentralized loyalty system. As shown 1in this figure, the
point-type exchange process for members to exchange from
one point-type to another point-type 1700 starts with mem-
ber login to the admin app (at 1710). In some embodiments,
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the point-type exchange process for members to exchange
from one point-type to another point-type 1700 receives a
selection, made by the member interacting with the admin
app, of points and point-type to exchange (at 1720). For
example, the member may have a wallet with a balance of
100 points of point-type “A”, 50 points of point-type “B”,
1000 points of point-type “C”, and 0 points of point-type
“D”, and would be able to select a point quantity up to the
balance for the selected point-type.

In some embodiments, the point-type exchange process
for members to exchange from one point-type to another
point-type 1700 executes the smart contract to evaluate
member point balance (for exchange), as well as status, and
cligibility (at 1730). Next, the smart contract looks up the
exchange rate from the asset (exchange rate asset) in the
main (common) channel (at 1740) for source to destination
point-type. After looking up the exchange rate, the smart
contract then records a “read” tramsaction to record the
source point-type to default as well as to record default to
destination point-type (at 1750).

In some embodiments, the point-type exchange process
for members to exchange from one point-type to another
point-type 1700 continues forward to the next step at which
the smart contract computes the destination point amount (at
1760). In some embodiments, the point-type exchange pro-
cess for members to exchange from one point-type to
another poimnt-type 1700 then continues with the member
executing the transaction (at 1770). When the member
executes the transaction (at 1770), the smart contract sub-
mits the transaction in the main (common) channel (at 1780)
while the pomt-type exchange process for members to
exchange from one point-type to another point-type 1700
cross-references the “read” transaction identifiers (at 1780).

In some embodiments, the point-type exchange process
for members to exchange from one point-type to another
point-type 1700 then includes the transaction, when a con-
sensus 1s reached by the validating nodes, 1n the next
transaction block written to the ledger (at 1790). In some
embodiments, the point-type exchange process for members
to exchange from one point-type to another point-type 1700
then adjusts the member wallet for both the source point
buck and the destination point bucket (at 1795). In some
embodiments, the point-type exchange process for members
to exchange from one point-type to another point-type 1700
then ends.

Additionally, the multi-party, multi-point type decentral-
1zed loyalty system for promotion and point 1ssuance using
a permission-based distributed ledger can be adapted and
configured to allow a set of participants to advertise goods
and services for a set of points, that can be securely
exchanged between the participants without the problem of
double spend. The ability to create promotions which are
securely stored in the ledger can be extended to members
and not be restricted to the 1ssuer and partner. This creates
a completely new business opportunity to expand the usage
of loyalty points.

The above-described embodiments of the mmvention are
presented for purposes of illustration and not of limitation.
Nevertheless, the examples above demonstrate that allowing
issuers and partners access to the rules of a loyalty system
in the form of promotions, exchange rates, and other assets
and parameters defined 1n a distributed, immutable ledger
and providing consumers or loyalty members accrual and
redemption transaction processes which are also recorded in
the distributed ledger blockchain allows for loyalty system
operation to be performed entirely in a decentralized fash-
101.
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Additionally, details of cryptography and cryptographi-
cally linking the chain of transaction blocks stored in the
immutable distributed ledger are well known 1n the field. As
a matter of practice, the encryption standards employed for
encrypting the transaction blocks of the blockchain (as
stored 1n the immutable distributed ledger) are typically
highly secure encryption standards. In some deployments at
present, the encryption standards pertaining to the embodi-
ments described in this specification are no less than 256 bit
encryption, such as SHA-236 or AES-256. Enhanced
encryption algorithms, processes, standards, mechanisms,
modules, and implementations are fully supported beyond
256 bit encryption. For instance, embodiments described
herein support 512 bit encryption standards, and even higher
encryption standards that exist at the present time, as well as
future enhanced encryption standards.

Also, the methods and processes described above mvolve
one or more computing devices (computers, servers, mobile
devices, etc.). Specifically, the processes described above by
reference to FIGS. 9 through 17 may be implemented as
programs, modules, applications, and/or scripts (referred
collectively and individually by the term “software™) which
run on one or more processing unit(s) of the computing
devices to carry out istructions for performing the steps and
operations of the processes. Also, the examples and descrip-
tions above are not limited to only the steps of these
processes or their implementations and, therefore, a person
skilled 1n the relevant art would appreciate that such 1imple-
mentations are only exemplary, and not to be construed as
the only implementations of the system and processes of the
inventive embodiments described herein.

Furthermore, 1n this specification, the term “software” 1s
meant to 1include firmware residing 1n read-only memory or
applications stored in magnetic storage, which can be read
into memory for processing by a processor. Also, in some
embodiments, multiple software immventions can be 1mple-
mented as sub-parts of a larger program while remaining,
distinct software inventions. In some embodiments, multiple
software inventions can also be implemented as separate
programs. Finally, any combination of separate programs
that together implement a software invention described here
1s within the scope of the mvention. In some embodiments,
the software programs, when installed to operate on one or
more electronic systems, define one or more specific
machine implementations that execute and perform the
operations of the software programs.

By way of example, FIG. 18 conceptually illustrates an
clectronic system 1800 with which some embodiments of
the mnvention are implemented. The electronic system 1800
may be a computer, a server, a mobile computing device, a
tablet computing device, or any other sort of electronic
device. Such an electronic system 1800 includes various
types of computer readable media and 1nterfaces for various
other types of computer readable media. Electronic system
1800 includes a bus 1805, processing umt(s) 1810, a system
memory 1815, a read-only memory 1820, a permanent
storage device 1825, input devices 1830, output devices
1835, and a network 1840.

The bus 1805 collectively represents all system, periph-
eral, and chipset buses that commumicatively connect the
numerous 1nternal devices of the electronic system 1800.
For instance, the bus 1805 communicatively connects the
processing unit(s) 1810 with the read-only memory 1820,
the system memory 1815, and the permanent storage device
1825.

From these various memory units, the processing unit(s)
1810 retrieves instructions to execute and data to process 1n
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order to execute the processes of the mnvention. The pro-
cessing unit(s) may be a single processor or a multi-core
processor in different embodiments.

The read only memory (ROM) 1820 stores static data and
instructions that are needed by the processing unit(s) 1810
and other modules of the electronic system. The permanent
storage device 1825, on the other hand, 1s a read-and-write
memory device. This device 1s a non-volatile memory unit
that stores instructions and data even when the electronic
system 1800 1s off. Some embodiments of the invention use
a mass-storage device (such as a magnetic or optical disk
and 1ts corresponding disk drive) as the permanent storage
device 1825.

Other embodiments use a removable storage device (such
as a flash drive) as the permanent storage device 1825. Like
the permanent storage device 1825, the system memory
1815 1s a read-and-write memory device. However, unlike
the permanent storage device 1825, the system memory
1815 1s a volatile read-and-write memory, such as a random
access memory. The system memory 18135 stores some of
the 1nstructions and data that the processor needs at runtime.
In some embodiments, the imnvention’s processes are stored
in the system memory 1815, the permanent storage device
1825, and/or the read only memory 1820. For example, the
various memory units include istructions for processing
appearance alterations of displayable characters in accor-
dance with some embodiments. From these various memory
units, the processing unit(s) 1810 retrieves instructions to
execute and data to process 1n order to execute the processes
ol some embodiments.

The bus 1805 also connects to the mput and output
devices 1830 and 1835. The mput devices enable the user to
communicate mformation and select commands to the elec-
tronic system. The mput devices 1830 include alphanumeric
keyboards and pointing devices (also called “cursor control
devices”). The output devices 1835 display 1mages gener-
ated by the electronic system 1800. The output devices 18335
include printers and display devices, such as liquid crystal
displays (LCD) and organic light emitting diode (OLED)
displays. Some embodiments include electronic systems
and/or devices that function as both mput and output
devices, such as touchscreen displays on tablet computing
device, computer monitors, and mobile devices.

Finally, as shown i FIG. 18, bus 1805 also couples
clectronic system 1800 to a network 1840 through a network
adapter (not shown). In this manner, the computer can be a
part of a network of computers (such as a local area network
(“LAN”), a wide area network (“WAN”), or an intranet), or
a network ol networks (such as the Internet). Any or all
components of electronic system 1800 may be used in
conjunction with the ivention.

These functions described above can be implemented in
digital electronic circuitry, in computer software, firmware
or hardware. The techniques can be implemented using one
or more computer program products. Programmable proces-
sors and computers can be packaged or included 1n mobile
devices. The processes may be performed by one or more
programmable processors and by one or more set of pro-
grammable logic circuitry. General and special purpose
computing and storage devices can be interconnected
through communication networks.

Some embodiments 1include electronic components, such
as microprocessors, storage and memory that store computer
program 1nstructions in a machine-readable or computer-
readable medium (alternatively referred to as computer-
readable storage media, machine-readable media, or
machine-readable storage media). Some examples of such
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computer-readable media include RAM, ROM, read-only
compact discs (CD-ROM), recordable compact discs (CD-
R), rewritable compact discs (CD-RW), read-only digital
versatile discs (e.g., DVD-ROM, dual-layer DVD-ROM), a
variety ol recordable/rewritable DVDs (e.g., DVD-RAM,
DVD-RW, DVD+RW, etc.), flash memory (e.g., SD cards,
mini-SD cards, micro-SD cards, etc.), magnetic and/or solid
state hard drives, read-only and recordable Blu-Ray® discs,
ultra density optical discs, any other optical or magnetic
media, and tloppy disks. The computer-readable media may
store a computer program that 1s executable by at least one
processing umt and includes sets of instructions for per-
forming various operations. Examples of computer pro-
grams or computer code include machine code, such as 1s
produced by a compiler, and files including higher-level
code that are executed by a computer, an electronic com-
ponent, or a miCroprocessor using an interpreter.

While the invention has been described with reference to
numerous specific details, one of ordinary skill 1n the art wall
recognize that the invention can be embodied in other
specific forms without departing from the spirit of the
invention. For mnstance, FIGS. 9-17 conceptually 1illustrate
processes 1n which the specific operations of these processes
may not be performed in the exact order shown and
described. Specific operations may not be performed 1n one
continuous series of operations, and diflerent specific opera-
tions may be performed in different embodiments. Further-
more, the processes could be implemented using several
sub-processes, or as part of a larger macro process. Thus,
one of ordinary skill in the art would understand that the
invention 1s not to be limited by the foregoing illustrative
details, but rather 1s to be defined by the appended claims.

The mvention claimed 1s:

1. A multi-party, multi-point type decentralized loyalty
system for promotion and point 1ssuance using a permission-
based distributed ledger comprising:

a plurality of node computers configured to endorse

loyalty transactions 1n a loyalty program;

a software-implemented permission-based distributed
ledger protocol with a plurality of nodes associated
with the plurality of node computers to endorse loyalty
transactions in the loyalty program;

an i1mmutable distributed ledger stored on each of a
plurality of networked computing devices, the 1immu-
table distributed ledger comprising a chain of transac-
tion blocks that record transactions when the plurality
of nodes associated with the plurality of node comput-
ers endorse the loyalty transactions in the loyalty
program, wherein the chain of transaction blocks are
cryptographically linked to each other to form a block-
chain;

an asset state database of at least one server data storage
that stores states of assets for the loyalty program;

a common channel comprising the immutable distributed
ledger and the asset state database, wherein the com-
mon channel allows a plurality of permissioned nodes
in the plurality of nodes associated with the loyalty
program to write loyalty transactions to the immutable
distributed ledger, wherein the plurality of permis-
stoned nodes comprise a particular issuer, a set of
partners, and a plurality of particular loyalty members;

a common chaincode of smart contracts associated with
the common channel, wherein the common chaincode
of smart contracts specifies rules that govern modifi-
cations of assets for the loyalty program and rules that
govern the plurality of permissioned nodes 1n writing
loyalty transactions to the immutable distributed ledger
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and referenced 1n a plurality of loyalty member digital
wallets corresponding to the plurality of particular
loyalty members;

a software application that implements a plurality of smart
contracts for a plurality of diflerent chaincodes of a
plurality of different loyalty programs, wherein the
soltware application enables definition, specification,
and modification of rules by which assets of each
loyalty program are exchanged, stored, modified, and
distributed, wherein the plurality of nodes participating
in the common channel and a plurality of other chan-
nels utilize the software application to endorse and
approve loyalty transactions in the plurality of different
loyalty programs according to the rules as defined,
specified, and modified, wherein exchange of assets
between diflerent loyalty programs 1s enabled through
validating nodes that check the rules in the plurality of
smart contracts for the plurality of different loyalty
programs, wherein the plurality of other channels com-
prise (1) a pairwise set of channels between an 1ssuing
entity and a plurality of pairwise partner entities that
hold point type-to-point type exchange rates and point
type-to flat currency exchange rates with visibility of
rate limited to only the 1ssuing entity and each pairwise
partner entity 1n the plurality of pairwise partner enti-
ties and (1) a plurality of accrual and redemption
channels comprising an accrual promotion channel
between a promotion issuer and a first plurality of
promotion partners and a redemption promotion chan-
nel between the promotion 1ssuer and a second plurality
of promotion partners, wherein accrual promotions are
held 1 the accrual promotion channel and saved as
accrual promotion assets 1n an accrual promotion asset
state database and redemption promotions are held 1n
the redemption promotion channel and saved as
redemption promotion assets in a redemption promo-
tion asset state database, wherein the accrual promo-
tions are visible only to the first plurality of promotion
partners and the redemption promotions are visible
only to the second plurality of promotion partners;

a blockchain transaction extract-translate-load (ETL)
server that 1s communicably connected to the plurality

of node computers and accessible through all channels;
a relational database that 1s communicably connected to
the ETL server;
a blockchain transaction ETL engine that runs on the ETL

server and 1s configured to listen to every transaction
block written to the blockchain and extract data from
the transaction block to store 1n the relational database:
and

a plurality of external applications comprising (1) an

admin computer program that runs on an admin server
to administer and maintain the loyalty program, (11) a
mobile application that runs on mobile devices to
accrue and redeem loyalty program points and to view
loyalty program point balances, and (111) a point of sale
(POS) application integration with a particular point of
sale (POS) system.

2. The multi-party, multi-point type decentralized loyalty
system of claim 1 further comprising an application pro-
gramming interface (API) implemented in software that
enables the plurality of external applications to access the
smart contracts of the chaincode associated with the com-
mon channel.

3. The multi-party, multi-point type decentralized loyalty
system of claim 1, wherein the assets for the loyalty program
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comprise accounts, point types, wallets with point balances
of different point types, promotions, and exchange rates.

4. The multi-party, multi-point type decentralized loyalty
system of claim 3, wherein all modifications of assets
allowed by the rules of the smart contracts in the chaincode
are stored as immutable transaction blocks 1n the immutable
distributed ledger, wherein the immutable distributed ledger
1s updated, validated, and stored as updated when validated
on each of the plurality of networked computing devices.

5. The multi-party, multi-point type decentralized loyalty
system of claim 1, wherein the plurality of permissioned
nodes further comprise a second 1ssuer, a second set of
partners, and a second plurality of loyalty members.

6. The multi-party, multi-point type decentralized loyalty
system of claim 1, wherein the particular 1ssuer 1s associated
with a particular 1ssuer wallet that holds lovalty program
point balances for the particular 1ssuer and the second 1ssuer
1s associated with a second 1ssuer wallet that holds loyalty
program point balances for the second 1ssuer, wherein each
partner 1n the set of partners 1s associated with only one
partner wallet 1n a set of partner wallets assigned to the set
of partners, wherein each partner wallet 1s configured to hold
loyalty program point balances only for the assigned partner
in the set of partners, wherein each particular loyalty mem-
ber 1s associated with a corresponding loyalty member
digital wallet that holds loyalty program point balances only
for that particular loyalty member, wherein the validating
nodes check the rules of the smart contracts 1in the chaincode
to transfer points from the particular 1ssuer wallet to each of
the set of partner wallets assigned to the set of partners and
to transier points to each of the plurality of loyalty member
digital wallets corresponding to the plurality of particular
loyalty members.

7. The multi-party, multi-point type decentralized loyalty
system of claim 1, wherein the relational database commu-
nicably connected to the blockchain transaction ETL engine
and resides on the ETL server stores data extracted from
cach transaction block of the blockchain in a searchable
format.

8. The multi-party, multi-point type decentralized loyalty
system of claim 1, wherein each channel 1s allocated a
separate relational database and a separate channel block-
chain transaction ETL engine that 1s configured to listen to
every transaction block written to a corresponding block-
chain for the channel and extract data from the transaction
block to store 1n the separate relational database allocated
for the channel.

9. The multi-party, multi-point type decentralized loyalty
system of claim 8, wherein the plurality of external appli-
cations are configured to search and analyze the data stored
in the relational database allocated to the common channel
and each separate relational database allocated to the sepa-
rate channels.

10. The multi-party, multi-point type decentralized loyalty
system of claim 1 further comprising a pairwise exchange
rate channel between an 1ssuer and a partner.

11. The multi-party, multi-point type decentralized loyalty
system of claim 10, wherein the pairwise exchange rate
channel holds exchange rate assets that define exchange
rates (1) between diflerent point types and (11) between fiat
currencies and point types.

12. The multi-party, multi-point type decentralized loyalty
system of claim 1 further comprising a promotion definition
channel between an 1ssuer and a plurality of partners.

13. The multi-party, multi-point type decentralized loyalty
system of claim 12, wherein the promotion definition chan-
nel holds accrual and redemption promotion assets that
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define (1) accrual of points by partners in connection with a
point accrual promotion under the loyalty program and (11)
redemption of points by partners in connection with a point
redemption promotion under the loyalty program.

14. The multi-party, multi-point type decentralized loyalty
system of claim 1, wherein the plurality of nodes associated
with the plurality of node computers further endorse trans-
actions defining smart contracts for assets and transactions
invoking smart contracts defined for assets.
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