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BLOCKCHAIN FOR SECURING AND/OR
MANAGING 10T NETWORK-TYPLE
INFRASTRUCTURE

BACKGROUND

1. Field

The present disclosure relates generally to blockchain
infrastructure and, more particularly, to a blockchain for
securing and/or managing Internet of Things (IoT) network-
type infrastructure.

2. Information

The Internet 1s widespread. The World Wide Web or
simply the Web, provided by the Internet, 1s growing rapidly,
at least i part, from the large amount of content or data
being added seemingly on a daily basis. A wide variety of
content or data in the form of stored signals, such as, for
example, text files, 1images, audio files, video files, web
pages, measurements of physical phenomena, or the like 1s
continually being acquired, identified, located, retrieved,
collected, stored, communicated, etc. Increasingly, content
or data 1s being acquired, collected, communicated, etc. by
a number of embedded computing devices leveraging exist-
ing Internet or like infrastructure as part of the so-called
“Internet of Things™ or IoT, such as via a variety of proto-
cols, domains, and/or applications. The IoT 1s typically a
system of interconnected and/or internetworked physical
devices 1n which computing 1s embedded into hardware so
as to facilitate and/or support devices’ ability to acquire,
collect, and/or transfer content or data over one or more
communications networks, for example, at times, without
human participation and/or interaction. IoT devices may
include a wide variety of embedded devices, such as, for
example, automobile sensors, biochip transponders, heart
monitoring implants, kitchen appliances, locks or like fas-
tening devices, solar panel arrays, home gateways, or the
like capable of being identified (e.g., uniquely, via an
assigned Internet Protocol (IP) address, etc.) and/or having
the ability to transfer content or data over one or more
communications networks. Continued advancements 1n
information technology, communications, etc. help to con-
tribute to a rapidly growing market for IoT devices, which
are becoming more ubiquitous in our increasingly inter-
connected world, such that it may soon be impossible to buy
a non-Internet-connected device.

In some 1nstances, the nature of IoT devices, such as by
virtue of having an embedded computing and/or communi-
cation capability, for example, which may include a capa-
bility to automatically access the Internet, as was indicated,
may make the IoT devices vulnerable. For example, at times,
IoT devices may be prone to hacking or other security risks.
To 1llustrate, a remote door lock may, for example, have a
command injection flaw that may make the lock vulnerable
to password “snithng” where a captured command may be
used to open the lock. As another example, a heart moni-
toring implant may have an open point connection that could
be exploited to disable a safety feature and/or take control of
the device. As yet another example, a thermostat may have
a weak plamn text protocol that may lead to complete
compromise of such a device.

At times, detecting and/or tracking down origins of these
or like malicious behaviors as well as restricting further
corrupt practices with respect to IoT devices may be difli-
cult. For example, typical log files that embedded or other
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2

devices may use to record computer events, software runs,
network-related communications, etc., 1f available and/or

applicable, may also be prone to hacking. Log files may, for
example, be erased, modified, deleted, etc., which, 1n some
instances, may prevent computer forensics investigations
with respect to the nature and/or extent of unauthorized
network intrusions. In addition, typical IoT intrusion detec-
tion and/or prevention practices may, for example, be rather
remedying 1n nature (e.g., after-the-fact, etc.), may involve
utilization of a relatively large number of participating
security systems and/or infrastructures, or the like. Also, 1n
some 1nstances, local or internal clocks may not be available
for IoT devices, and, 1f present, may not be suiliciently
synchronized via networked time or other appropriate
approaches. Further, one or more events serialized 1n a log
file may be timestamped 1n some manner, for example, but,
at times, these or like timestamps may not appear in a
monotonically increasing order. Thus, resilient and/or adapt-
able interpretation of time ordering of logged events may
also be usetul.

BRIEF DESCRIPTION OF THE DRAWINGS

Claimed subject matter 1s particularly pomnted out and
distinctly claimed 1n the concluding portion of the specifi-
cation. However, both as to organization and/or method of
operation, together with objects, features, and/or advantages
thereof, it may best be understood by reference to the
following detailed description 1f read with the accompany-
ing drawings in which:

FIG. 1 1s a schematic diagram 1llustrating features asso-
ciated with an implementation of an example operating
environment for a blockchain for securing and/or managing
Io'T network-type infrastructure.

FIG. 2 1s a schematic diagram 1llustrating features asso-
ciated with another implementation of an example operating
environment for a blockchain for securing and/or managing
Io'T network-type infrastructure.

FIG. 3 illustrates an implementation of an example use
case or scenario for authentication.

FIG. 4 1s a conceptual state diagram 1illustrating an imple-
mentation of an example authentication process.

FIG. § illustrates an implementation of an example use
case or scenario for authorization.

FIG. 6 1s a conceptual state diagram 1llustrating an 1imple-
mentation of an example authorization process.

FIG. 7 illustrates an implementation of an example use
case or scenario for resource allocation.

FIG. 8 1s a conceptual state diagram 1llustrating an imple-
mentation of an example resource allocation process.

FIG. 9 illustrates an implementation of an example use
case or scenario for delegation.

FIG. 10 1s a conceptual state diagram illustrating an
implementation of an example delegation process.

FIG. 11 1illustrates an implementation of an example use
case or scenario for peer anomaly detection.

FIG. 12 1s a conceptual state diagram illustrating an
implementation of an example peer anomaly detection pro-
CEesS.

FIG. 13 1llustrates an implementation of an example use
case or scenario for dynamic pricing.

FIG. 14 1s a conceptual state diagram illustrating an
implementation of an example dynamic pricing process.

FIG. 15 1s a schematic diagram 1llustrating an implemen-
tation of an example computing environment.

Reference 1s made 1n the following detailed description to
accompanying drawings, which form a part hereof, wherein
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like numerals may designate like parts throughout that are
corresponding and/or analogous. It will be appreciated that

the figures have not necessarily been drawn to scale, such as
for simplicity and/or clarity of illustration. For example,
dimensions of some aspects may be exaggerated relative to
others, one or more aspects, properties, etc. may be omitted,
such as for ease of discussion, or the like. More specifically,
throughout the present disclosure, 1n applicable message
flows for electronic transactions that are added to a block for
an 1dentified function and/or service, a miner reward 1s
shown as part of the block referencing an illustrated func-
tionality, such as omitting one or more transaction valida-
tions, timestamps, rewards, block writers, block broadcasts,
or the like. In addition, 1n a sequence of state transitions
(e.g., time increasing from top to bottom, etc.) that a block
undergoes to be verified by a miner, the block may reference
a specific set of functional transactions and the block reward,
for example, and may omit a writer of the block, transaction
validation rewards, etc. Also, a blockchain sidechain may
not be explicitly imncluded, such as also for ease of discus-
s1on, but, as well as other aspects, as was indicated, may be
implicit. Further, it 1s to be understood that other embodi-
ments may be utilized. Furthermore, structural and/or other
changes may be made without departing from claimed
subject matter. References throughout this specification to
“claimed subject matter” refer to subject matter intended to
be covered by one or more claims, or any portion thereof,
and are not necessarily intended to refer to a complete claim
set, to a particular combination of claim sets (e.g., method
claims, apparatus claims, etc.), or to a particular claim. It
should also be noted that directions and/or references, for
example, such as up, down, top, bottom, and so on, may be
used to facilitate discussion of drawings and are not intended
to restrict application of claimed subject matter. Therefore,
the following detailed description is not to be taken to limit
claimed subject matter and/or equivalents.

DETAILED DESCRIPTION

References throughout this specification to one imple-
mentation, an implementation, one embodiment, an embodi-
ment, and/or the like means that a particular feature, struc-
ture, characteristic, and/or the like described 1n relation to a
particular implementation and/or embodiment 1s included in
at least one 1implementation and/or embodiment of claimed
subject matter. Thus, appearances of such phrases, for
example, 1n various places throughout this specification are
not necessarily intended to refer to the same implementation
and/or embodiment or to any one particular implementation
and/or embodiment. Furthermore, 1t 1s to be understood that
particular features, structures, characteristics, and/or the like
described are capable of being combined 1n various ways 1n
one or more implementations and/or embodiments and,
therefore, are within intended claim scope. In general, of
course, as has always been the case for the specification of
a patent application, these and other 1ssues have a potential
to vary 1n a particular context of usage. In other words,
throughout the disclosure, particular context of description
and/or usage provides helpful guidance regarding reason-
able inferences to be drawn; however, likewise, “in this
context” 1 general without further qualification refers at
least to the context of the present patent application.

Some example methods, apparatuses, and/or articles of
manufacture are disclosed herein that may be used, 1n whole
or 1n part, to facilitate and/or support one or more operations
and/or technmiques for a blockchain for securing and/or
managing IoT network-type infrastructure, such as 1mple-
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4

mented 1n connection with one or more computing and/or
communication networks and/or protocols (e.g., network
protocols) discussed herein, for example. As alluded to
previously, at times, securing devices within an IoT net-
work-type inirastructure may present a number of chal-
lenges due, at least i part, to their inherent ability to
automatically access and/or communicate on a network,
such as the Internet, as one possible example. Typically,
although not necessarily, in contrast to more advanced
computing platforms with more sophisticated anti-virus and/
or malware defenses, many IoT devices may comprise, for
example, end-point and/or resource-constrained embedded
devices that utilize lower-cost hardware and/or software
solutions lacking computing power to run a suflicient secu-
rity software. As such, 1n some instances, IoT devices may
be vulnerable to, for example, brute-force attacks or other
nefarious log-in exploits that may give attackers access to
and/or control of the devices and, as a consequence, com-
promise associated services, systems, networks, or the like.

In some 1nstances, to address these or like challenges, one
or more IoT intrusion detection and/or prevention tech-
niques, such as, for example, momtoring log-in requests,
bandwidth and/or network use, port probing attempts, etc.
may, for example, be utilized, in whole or in part. At times,
these or like techniques, however, may be operationally
expensive, may be dependent upon specific threats and/or
security objectives, may require a proiessional security team
to properly setup, interoperate, and/or maintain a security
system, may involve solutions requiring a relatively large,
complex, and/or dedicated infrastructure, or the like. In
addition, a number of typical IoT intrusion detection and/or
prevention techniques may revolve around after-the-fact
remediation rather than prevention strategies, as mentioned
above, such as by relying on log files, for example. For log
files to provide a suflicient measure of security, however,
logging for a particular IoT device may need to be separately
activated, for example, an associated log file may need to be
checked and/or maintained on a continual basis, or the like.

At times, log files may also be prone to hacking, for
example, and, consequently, to erasures, modification, or
like tampering, as was also indicated. A compromised log
file may, for example, be deleted, which may prevent 1ts
examination. In some 1nstances, a compromised log file may
also be replaced with a copy showing normal or typical
network activity, which may make intrusion detection dif-
ficult or impossible. Accordingly, 1t may be desirable to
develop one or more methods, systems, and/or apparatuses
capable of ensuring secure operation and/or proper behavior
of IoT devices, such as commensurate with their role and/or
identity, for example, while tracking down origins of mali-
cious behavior as well as restricting and/or preventing
further corrupt practices via a complete unforgeable audit
trail. For example, as will be seen, 1n some 1nstances, a
self-policing unforgeable distributed log capable of prevent-
ing or reducing over expenditure via accounting for trans-
action-related debits and credits may be implemented
herein, in whole or 1n part, such as i the form of a
blockchain and related infrastructure.

Thus, as will be described in greater detail below, 1n an
implementation, one or more blockchain techniques may, for
example, be utilized, in whole or i part, to construct a
self-sustaining system of interconnected and/or internet-
worked IoT devices 1n which an integrated cost metric may
be advantageously utilized to control orderly monitoring,
consumption, and/or security of the devices, among other
things, such as down to finer levels of granularity. As will
also be seen, an integrated cost metric may comprise, for
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example, a digital currency micropayment, such as imple-
mented at a network scale in connection with a blockchain
so as to enforce authentication, authorization, audit, or other
applicable policies and/or functionalities, security-related or
otherwise, packaged together 1n distributed multiple copies
of the blockchain. A digital currency micropayment, thus,
may be used, at least 1n part, to monitor health of any
appropriate and/or applicable infrastructure and/or associ-
ated system of IoT devices, even i1f certamn audit trail
information, such as data values, miner identities, etc. 1s
encrypted (e.g., 1n a public blockchain, etc.). Namely, as also
described below, authentication, authorization, audit, or
other applicable policies and/or functionalities may, for
example, be advantageously expressed as one or more
clectronic transactions that enter into a blockchain with
analytics of pre- as well as post-occurrence fraud detection,
such as via debits and/or credits for accounting of such
digital currency micropayments. For example, 1f a particular
IoT device 1s overspending 1ts digital currency beyond its
typical or normal patterns, it may have to seek a loan or
de-prioritize 1ts tasks, which may signal to an overall system
of IoT devices that there may be a problem (e.g., hacking,
intrusion, tampering, etc.). As such, a single common
mechanism, such as 1n the form of digital currency, for
example, may be advantageously integrated into and/or
comprise an inherent part of highly distributed IoT infra-
structure, which may be resilient against tampering, node
tailures, false positive attack identifications, etc., perform
well under network partition, or the like.

For purposes of explanation, a blockchain typically com-
prises a content or data structure, such as in the form of an
un-forgeable read-and-add-only ledger, for example, having
a number of serially ordered, back-linked blocks of validated
clectronic transactions that may be widely copied to who
may need to read from or write to 1t. A block 1s typically a
container-type content or data structure that aggregates a list
of electronic transactions and references—or “links” back—
to a previous block 1n a chain, also called a “parent” block,
via an effectively mathematically unique digital fingerprint
ol the previous block or so-called block “hash.” As such, 1n
a blockchain, each block contains a hash of its parent block,
thus, linking blocks in the chain via a sequence of hashes all
the way to the very first block or so-called “genesis” block.
Because a current block’s hash incorporates and, thus,
allects a previous block’s hash in a blockchain, changing or
moditying a parent block would modify a hash of its child’s
block. In turn, changing or modifying a child block would
modily a hash of a grandchild’s block and so on. Such a
structure may, for example, ensure that, once a block has a
larger or otherwise suflicient number of subsequent or next
generation blocks, the block may be dithicult to modity due,
at least 1n part, to an expensive eflfort involving re-compu-
tations of all previous blocks. As such, 11 an existing block
in a blockchain 1s changed, then subsequent blocks must be
recomputed, at a considerable computational cost. There-
fore, older blocks age to become accepted transaction his-
tory, and, as such, more secure as a result.

As used herein an “electronic transaction” or simply
“transaction” refers to a signed content or data structure
indicating an agreement, communication, recordation, or
some other electronic event. For example, a transaction may
comprise a transfer of value (e.g., a digital currency, etc.),
transier of assets and/or rights (e.g., € real estate property,
etc.), confirmation of an identity (e.g., authentication, etc.),
confirmation of access rights to a resource and/or function
(e.g., authorization, etc.), assignment of available resources
to one or more devices (e.g., resource allocation, etc.),
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assignment of a responsibility and/or authority to another
device (e.g., delegation, etc.), or the like. A transaction may,
for example, be signed via any suitable digital signature,
such as via a public key, private key, or the like, or any
combination thereof. At times, a transaction may reference
a previous transaction’s output as new transaction input, for
example, and may assign one or more input values to new
output. A transaction may or may not be encrypted, in whole
or 1n part. Particular examples of various transactions will be
discussed in greater detail below.

One or more transactions within a block may, for
example, be validated by a particular network node, known
as a mining node or “miner,” such as by finding a correct
solution to a mathematical problem or puzzle via repeated
cryptographic hashing operations, which may include, for
example, a secure randomized distributed election of a miner
node to be allowed to write a next block. Thus, as used
herein, blockchain “mining” or simply “mining” refers to a
process of validating a block of electronic transactions by a
mining node or “miner,” such as for inclusion 1n a block-
chain, for example, via solving a blockchain problem or
puzzle, secure randomized distributed election process, etc.,
which may quality the mining node or miner for a reward
and/or appropriate fee. In this context, the terms “mining
node” and “miner” may be used interchangeably and refer to
a network node capable of solving a blockchain problem or
puzzle via one or more cryptographic hashing operations. A
form of consensus algorithm or approach used to decide that
a block 1s a valid candidate for addition to a blockchain may,
for example, depend, at least 1n part, on blockchain design
tradeolls. For example, in some instances, a proof-ol-work-
type consensus algorithm or rule may be used, 1n whole or
in part, though claimed subject matter 1s not so limited.

At times, a prooi-ol-stake-type process or approach may
be used, in whole or in part, such as via employing an escrow
account for a particular miner and/or levying against disin-
centives to prevent or lessen improper miner behavior. At
other times, one or more algorithmically randomized veri-
fiers may, for example, be used, at least in part, to select an
ephemeral subgroup of miner nodes, such as to verily one or
more applicable transactions and/or write a next block (e.g.,
Algorand or the like). Again, claimed subject matter 1s not
limited to a particular algorithm or approach. To solve a
puzzle, a miner may typically compete with other miners on
a network, such as by generating fixed-length hashes by
repeatedly trying to vary an output of a hash until a resulting
hash matches specific requirements. Having solved a block-
chain puzzle, a miner may, for example, be rewarded with
digital currency and may record its validated block of
electronic transactions in a blockchain. At times, to be
included 1n a blockchain, a validated block may also be
verified or confirmed, such as by other miners on a network
to ensure that the block complies with consensus rules (e.g.,
includes a correct solution to a puzzle, has a syntactically
valid structure, etc.), network-wide or otherwise.

As will also be seen, in some 1nstances, certain IoT
devices may act as miners, for example, such as by validat-
ing one or more blocks of electronic transactions while using
their spare or “idle” cycles of associated processing units, as
appropriate and/or applicable, and may earn digital curren-
cies that may be banked in local digital wallets and/or
expended for future electromic transactions. At times, a
mining capability of IoT devices may depend, at least in
part, on a type of a device. For example, certain IoT devices,
such as lower-end and/or power constrained (e.g., battery
operated, etc.) sensors and/or actuators may be less likely to
have resources for mining using a conventional blockchain




US 11,924,322 B2

7

protocol (e.g., Bitcoin proof-of-work, etc.), but may be able
to participate 1n one or more evolving forms (e.g., Bitcoin-
Next Generation (NG), ByzCoin, Algorand, etc.).

Certain IoT devices, such as sensors and/or actuators
powered parasitically and/or by renewable energy (e.g., a
solar cell, etc.), for example, may be capable of miming, but
may not be able to contribute suflicient or suitable spare
cycles and, as such, their chances of validating blocks for a
permissionless (e.g., public) blockchain may be somewhat
diminished. In permissioned (e.g., private) blockchains,
however, difliculty of finding a valid proof of work may be
increased rather slowly (or even remain constant), thereby
creating more opportunities for a wider range of IoT devices
to participate 1n and/or benefit from mining. In the algorith-
mically-chosen random verifier case, as another example, a
subgroup of miner nodes may, for example, be selected to
verily one or more applicable transactions, but a burden may
be amortized across all or most suitable and/or available
nodes at selection time, and/or may be weighted by device
capabilities, applicable resources, or the like.

Certain higher-end IoT devices, such as middleboxes
collecting, processing, etc. content or data from peripheral or
edge IoT devices, providing updates and/or context back to
peripheral or edge IoT devices, etc. may, for example, have
access to suflicient energy sources and, as such, may be
capable of mining on a larger scale. Likewise, particular
examples of various types of IoT devices, such as sensors,
actuators, middleboxes, as well as their respective functions
will be discussed in greater detail below.

Depending on an embodiment, one or more operations
and/or techniques for a blockchain for securing and/or
managing IoT network-type infrastructure may, for example,
be implemented, at least in part, 1n connection with a public
blockchain, private blockchain, or any combination thereof.
A public blockchain may, for example, comprise blocks that
may be added by any participating untrusted and/or trusted
miner that joins a network with a public key 1dentifier as
well as an associated private key, such as to prove their
identity in message exchanges with other members of the
network. In such a case, 1t may be useful at times to encrypt
communications and/or identities of participating IoT
devices, for example, such as to avoid or reduce leaking
private or other information, although exchanges of digital
currencies may be part of public record that may be used, 1n
whole or 1n part, for auditing, among other things. One of the
advantages of a public blockchain may be that a larger
number of participating miners may be utilized, for example,
but, in exchange, fewer miners may be trusted. In some
instances, this may make 1t harder to assure fairness in a
competition to validate block entries, for example.

This, in some 1nstances, one or more operations and/or
techniques for a blockchain for securing and/or managing,
IoT network-type infrastructure may, for example, be imple-
mented, at least 1n part, 1n connection with a private block-
chain, such as a blockchain to which a set of trusted miners
may be allowed to add blocks of electronic transactions, for
example. These miners may have been vetted by some
central and/or trusted organization, for example, or they may
have been invited or excluded by one another via some
applicable network policy. One of the advantages of a
private blockchain may be that because miners may be
verified and/or profiled, validation problem difliculty may,
for example, be limited in some manner, such as to assure
security. At times, this may, for example, allow lower-end
IoT devices to more fairly participate in blockchain mining,
such as 1 competition with more capable devices on a
network, for example. Thus, once access to a digital wallet

10

15

20

25

30

35

40

45

50

55

60

65

8

for an IoT device 1s configured, the wallet may be filled with
digital currency, such as through the device’s own etlorts
and/or through “allowance” ftransactions with another
device, for example, and a blockchain (e.g., private, public,
etc.) may then track micropayments made for a particular

device 1n connection with a particular electronic transaction,
as will also be seen.

With this 1n mind, attention 1s drawn to FIG. 1, which 1s
a schematic diagram 1llustrating features associated with an
implementation of an example operating environment 100
that may be used, 1n whole or in part, to facilitate and/or
support one or more operations and/or techniques for a
blockchain for securing and/or managing IoT network-type
infrastructure. As seen, example operating environment 100
may comprise, for example, a number of peripheral or edge
[oT devices, such as one or more sensors and/or actuators,
referenced generally at 102, that may communicate with
cach other and/or other external devices (not shown) asso-
ciated with a communications network 104, 11 applicable,
through a higher-end IoT device, such as a middlebox 106.
As such, mm some stances, middlebox 106 may, for
example, serve as an mntermediary between IoT devices
associated with operating environment 100, and/or may
“shield” these or like devices from network 104, may
aggregate, correlate, filter, etc. applicable data, such as for
one or more communications.

As used herein, “sensor” refers to a network device
having a capability of detecting, measuring, and/or commu-
nicating a physical property and/or phenomena, such as in
the form of one or more digital signals and/or states, for
example, without aflecting and/or interacting with an asso-
ciated physical environment. A sensor may comprise, for
example, a temperature gauge embedded 1n a thermostat, an
oxygen meter embedded 1n a car’s emission control system,
a motion sensor embedded 1n an automatic door, etc., and a
physical property and/or phenomena may comprise, for
example, light, heat, motion, moisture, pressure, or the like.
Claimed subject matter 1s not limited to these particular
examples, ol course.

Further, in this context, “actuator” refers to a network
device having a capability of aflecting and/or interacting in
some manner with an associated physical environment, such
as via a conftrolled output, for example, sometimes 1n
response to and/or conjunction with one or more sensors. An
actuator may comprise, for example, a valve embedded 1n a
petrochemical refinery passageway, a piezoelectric bimorph
embedded 1n a microelectromechanical (MEMS) system, a
relay embedded 1n a door locking device, etc., and a con-
trolled output may comprise, for example, motion, force,
speed, acceleration, rotation, or the like. A “middlebox,” as
used herein, refers to a network device capable of facilitating,
and/or supporting networking or other suitable electronic
communications between a number of IoT devices, such as
for purposes of security and/or performance, network-re-
lated or otherwise. A middlebox may comprise, for example,
a firewall, an 1ntrusion detection and/or prevention system,
a gateway (e.g., router, intermediate network service node,
etc.), a Network Address Translator (NAT), a wireless area
network (WAN) optimizer, a load balancer, or the like.
Likewise, claimed subject matter 1s not so limited.

As seen, 1n an implementation, certain sensors and/or
actuators associated with operating environment 100, such
as a sensor 108 and an actuator 110, for example, may
comprise resource-constrained peripheral or edge IoT
devices with limited processing and/or storage capabilities.
As such, these or like IoT devices may be incapable of
computing applicable cryptographic functions, such as for
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purposes of blockchain mining, for example. In some
instances, these or like IoT devices may also lack suflicient
resources and/or capabilities to hold, manage, secure, etc. a
digital currency wallet, for example. In such a case, sensor
108 and/or actuator 110 may, for example, need to delegate
these or like functionalities to another, more capable IoT
device, such as middlebox 106, for example, as will be
discussed below. In this context, “digital currency wallet” or
simply “wallet” refers to a container-type content or data
structure capable of storing one or more digital currency-
related values representative of digital keys, addresses,
signatures, etc. At times, a wallet may, for example, be
implemented as a structured file, though claimed subject
matter 1s not so limited. Digital currency wallets are gener-
ally known and need not be described here in greater detail.

As also 1illustrated, 1n some instances, certain sensors
and/or actuators associated with operating environment 100,
such as a sensor 112 and an actuator 114 may comprise more
capable and/or less resource-constrained peripheral or edge
IoT devices, such as devices having less limited processing
and/or storage capabilities than, for example, sensor 108 and
actuator 110. Here, processing and/or storage capabilities of
sensor 112 and actuator 114 may, for example, enable these
or like devices to participate in mining, earn digital currency
for services provided and/or spend digital currency {for
services received and, thus, hold, manage, secure, etc. a
digital currency wallet, referenced at 116 and 118, respec-
tively, or the like. Devices capable of both sensing and
miming are denoted as sensor/miners, such as sensors
capable of mining. In their role as sensors they may provide
information about their environment, for example, which
may be exchanged in a transaction that 1s appropriately
valued by one or more other nodes.

At times, a sensor/miner that is not involved 1n a given
such transaction may, for example, act as a validator or
author of a block and 1n that role may be rewarded for 1ts
services. Similarly, the same approach may apply for actua-
tors that may also mine or actuators/miners. As was 1ndi-
cated and as seen, middlebox 106 may comprise, for
example, a higher-end IoT device with suflicient processing
and/or storage capabilities and, as such, may also act as a
miner and, thus, may hold and/or manage a digital currency
wallet, retferenced at 120. Depending on an implementation,
middlebox 106 may, for example, utilize its spare resources
to mine to support a system of local mterconnected and/or
internetworked IoT devices shielded from network 104 (e.g.,
sensors and/or actuators 102, etc.), and/or to mine as a
globally available (e.g., via the Internet, etc.) service.
Although not shown, 1n some instances, middlebox 106 may
also hold and/or manage one or more digital wallets on
behalf of less capable IoT devices, such as sensor 108 and/or
actuator 110 for example, and may prioritize a number of
services among these or like IolT devices. Particular
examples of services that may be rendered by middlebox
106 will be discussed below.

Communications network 104 may comprise any suitable
wired or wireless communications network, for example, or
any suitable combination of such networks, such as a public
network (e.g., the Internet, the World Wide Web), private
network (e.g., an intranet), wireless wide area networks
(WWAN), wireless local area networks (WLAN), or the like.
Thus, depending on an implementation, network 104 may
comprise, for example, Internet Protocol (IP)-type inira-
structure, cellular communication network infrastructure,
one or more IoT resource fnendly wireless protocols, such
as LoRa, NB-IoT, SigFox, Zighee, WikF1, Bluetooth, Thread,
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nation thereof. As 1llustrated via a number of double-sided
arrows, one or more electronic communications between
one or more sensors and/or actuators 102, middlebox 106,
and/or one or more external devices associated with network
104 may, for example, be facilitated and/or supported via
one or more communication links. These or like communi-
cation links may comprise, for example, any suitable wired
or wireless communication links, or any combination
thereof, which may also depend on a particular implemen-
tation, network, electronic communication, or the like.

Even though a certain number of IoT devices and/or
networks are illustrated herein, any number of suitable IoT
devices and/or networks may be implemented to facilitate
and/or support one or more techniques and/or processes
associated with operating environment 100. For example, at
times, network 104 may be coupled to one or more other
wired and/or wireless communication networks (e.g.,
WLAN, etc.) so as to enhance a coverage area for commu-
nications with middlebox 106, one or more external devices,
ctc. In some 1nstances, such as 1f complexity of tasks within
operating environment 100 increases, for example, middle-
box 106 may act as a sensor and/or an actuator and, as such,
may depend on one or more services provided by more
capable intermediary Io'T devices that may scale up one or
more middlebox functions. As such, to gain scale, i appro-
priate and/or applicable, a hierarchy shown may, ifor
example, be iterated or otherwise modified 1n a suitable
manner, such as without deviating from the scope of claimed
subject matter. At times, operating environment 100 may
also comprise a number of intelligent peripheral or edge
sensors and/or actuators, which may, for example, be con-
sidered as fully functional middleboxes, conventional Inter-
net nodes (e.g., networking switches, routers, storage and/or
compute nodes, etc.), or the like. Again, these are merely
example implementations, and claimed subject matter 1s not
limited 1n this regard.

FIG. 2 1s a schematic diagram 1llustrating features asso-
ciated with another implementation of an example operating
environment, referenced herein at 200, that may be used, 1n
whole or 1n part, to facilitate and/or support one or more
operations and/or techniques for a blockchain for securing
and/or managing IoT network-type inirastructure. It should
be noted that one or more aspects of operating environment
200 may, for example, be similar to one or more aspects of
operating environment 100 of FIG. 1. For example, as seen,
operating environment 200 may comprise a number of
peripheral or edge IoT devices that may be capable of
mining as well as holding and/or managing a digital cur-
rency wallet, such as a sensor/miner 202 and an actuator/
miner 204, in this particular example. Likewise, as also
illustrated, certain peripheral or edge 10T devices associated
with operating environment 200, such as a sensor 206 and an
actuator 208, for example, may comprise lower-end IoT
devices and, as such, may lack these or like functions.

Further, similarly to operating environment 100 of FIG. 1,
operating environment 200 may comprise, for example, a
middlebox 210 that may have a capabaility to act as a miner,
hold and/or manage a digital currency wallet, for itself
and/or as a service to one or more other IoT devices, 1f
applicable. As seen, middlebox 210 may also be capable of
“shielding” local IoT devices from direct communications
with one or more external devices associated with a com-
munications network 210, which may have one or more
similar aspects as communications network 104 of FIG. 1,
for example. As illustrated via a number of double-sided
arrows, 1n this particular implementation, however, such as
in contrast to operating environment 100, edge or peripheral
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IoT devices may be capable of communicating with each
other directly, such as via peer-to-peer-type communications
and/or without being intermediated by middlebox 210, for
example, although these or like IoT device may also retain
a capability to communicate with each other via middlebox
210. In some 1nstances, these or like peer-to-peer-type
communications may, for example, be used, at least 1n part,
by one or more IoT devices to monitor one or more other IoT
devices, such as to detect potential problems or anomalies,
as discussed below. Likewise, here, even though a certain
number of 10T devices and/or networks are 1llustrated, any
number of suitable IoT devices and/or networks may be
implemented herein, such as to facilitate and/or support one
or more techniques and/or processes associated with oper-
ating environment 200, for example.

As was 1ndicated, to facilitate and/or support more secure
operation of an IoT network, at times, 1t may be useful to
require one or more IoT devices of interest to prove their
identity, such as prior to allowing these or like devices to
take one or more actions (e.g., take measurements, commu-
nicate data, etc.), for example. As such, here, one or more
authentication techniques may, for example, be imple-
mented 1n a suitable manner. In this context, “authentica-
tion,” “authenticating,” or like terms refer to a process of
confirming or verilying identity of a particular device, such
as an IoT device, for example, such as at a given time. As
was also indicated, 1n some 1nstances, a process of authen-
tication may be advantageously expressed as one or more
clectronic transactions that may be entered into a block-
chain, such as via debits and/or credits of one or more digital
currency micropayments, for example, so as to create an
audit trail capable of being inspected for anomalous behav-
1ors. A particular implementation of an example use case or
scenar1o 300 for authentication that may be used, in whole
or 1n part, to facilitate and/or support one or more operations
and/or techniques for a blockchain for securing and/or
managing IoT network-type infrastructure 1s illustrated in
FIG. 3.

In some 1nstances, an authenticating device may, for
example, seek to re-authenticate within a predefined valid
authentication time window. An authentication transaction
history may be recorded in a blockchain for a particular
device, may be read and/or confirmed to be still valid, such
as prior to making a request. At times, this may, for example,
avold a need for a new transaction. As such, in some
instances, a blockchain may, for example, serve as a cache.
As seen, 1n some instances, a peripheral or edge IoT device,
such as a sensor/miner 302, for example, may be authenti-
cated to another IoT device, such as a middlebox 304,
though claimed subject matter 1s not so limited. For
example, in some instances, sensor/miner 302 may be
authenticated to a device other than middlebox 304, for
example, and/or mutual, rather than one-way, authentication
between parties involved (e.g., sensor/miner 302 and
middlebox 304, etc.) may be implemented herein, at least in
part, such as i a similar or like fashion and/or without
deviating from the scope of claimed subject matter.

As 1llustrated, for this example, an authentication request
306 may be expressed or represented via a number of
electronic transactions, such as an authentication transaction
308 captured via a micropayment pu$,, for example, and a
miner reward/coinbase transaction 310 captured via a micro-
payment u$,. Micropayment u$, may comprise, for
example, a fee paid by sensor/miner 302 to middlebox 304
for authentication services, and micropayment u$, may
comprise, for example, a reward fee paid to a particular
miner for solving a candidate block comprising authentica-
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tion transaction 308, such as a miner M-6 of miners 312, in
this example. As used herein, “candidate” block refers to a
block that comprises one or more electronic transactions but
does not yet contain a valid proof of work. “Coinbase”
transaction 1s typically a generation transaction added to a
candidate block for purposes of generating and/or assigning
a digital currency and/or reward. Candidate blocks as well as
coinbase transactions are generally known and need not be
described herein in greater detail. It should be noted that
even though one or more operations or processes are 1llus-
trated herein 1 connection with sensor/miner 302 (e.g.,
payment of a fee, etc.), such as for ease of discussion, any
other suitable IoT device, such as an actuator/miner, for
example, may be employed herein without deviating from
the scope and/or spirit of claimed subject matter.

Depending on an implementation, micropayments nu$,
and u$, may comprise any suitable amount of digital cur-
rency that may be determined, at least i part, experimen-
tally and may be pre-defined and/or configured, for example,
or otherwise dynamically defined in some manner, depend-
ing on a particular transaction, IoT device, miner, network,
blockchain, or the like. For example, 1n some 1nstances, a
particular micropayment may be commensurate with the
import or weight of a particular transaction, meamng that, at
times and/or in certain contexts, certain electronic transac-
tions may require an IoT device to pay a larger micropay-
ment than for others. Costs for access to resources may, for
example, mimic typical market forces, such as going higher
in times of scarcity and lower 1n times of plenty. One or
more credits may, for example, be granted 1n exchange for
a payment schedule and/or one or more other audit condi-
tions (ellectively “interest payments™). A new service may
be added at a best or suitable guess value and then profiled
over time, such as to set a “true” value based, at least 1n part,
on relevant resource levels, for example.

In the context of security for a node that exhibits insecure
behavior, for example, including overspending 1ts allocated
budget for services, such as network bandwidth and/or data
capacity limitations, such a node may be charged more to
reflect 1ts relative risk compared to other nodes that are
performing similar functions, but without raising suspicions.
Once good or appropniate behavior 1s exhibited again, a
particular price may, for example, be tapered accordingly,
such as downward 1n data exchanges with other nodes, as
one possible example. These or like dynamic adjustments to
an eflective cost of authentication in the face of potential
security risks may also provide resiliency against false
positives risk indications, such as via collecting context
gathered across multiple transactions, for example. This or
like state may, for example, be recorded in one or more side
chains parallel to a blockchain and may be stored in one or
more select auxiliary nodes. An evaluation of changing state
may, for example, be performed via a smart contract, which
may be used as a feedback into an appropriate pricing
mechanism. Particular examples of smart contracts will be
discussed in greater detail below. Here, by way of example
but not limitation, a typical micropayment may amount to,
for example, less than several hundred Satoshi, where 1
Satoshi comprises 10~° Bitcoin, though, again, claimed
subject matter 1s not so limited, of course.

As seen, applicable transaction fees (or simply fees) may,
for example, be paid from a wallet 314 of sensor/miner 302,
such as to a wallet 316 of middlebox 304 and to a wallet (not
shown) of winming miner M-6. As referenced generally at
318 and 320, respectively, authentication and/or miner
reward/coinbase transactions may, for example, be recorded,
such as 1 a Block N of a blockchain 322, in this particular
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example. As was indicated, optionally or alternatively, a
symmetric reciprocal authentication of middlebox 304 to
sensor/miner 302 or some other device and/or process, 1
applicable, may, for example, be implemented herein, 1n
whole or 1n part, and, as such, may be paid for by middlebox
304. As illustrated via a clock icon at 324, these or like
clectronic transactions may, for example, be timestamped 1n
a suitable manner, such as upon solving a blockchain puzzle,
recording a block, etc. Although not shown, i some
instances, there may be one or more other transactions
captured 1n Block N, for example, such as to confirm that
balance adjustments were correct, etc., along with one or
more applicable fees.

Thus, as digital currency flows from a requesting party
(c.g., sensor/miner 302, etc.) to an authenticator (e.g.,
middlebox 304, etc.) along with a reward to a winning miner
(e.g., M-6, etc.), applicable parties may maintain new wallet
balances, for example, and authentication of an IoT device
(e.g., sensor/miner 302, etc.) may be recorded 1n a block-
chain (e.g., blockchain 322, etc.) via one or more digital
currency micropayments, thus, creating a complete unforge-
able audit trail. In some 1nstances, such as 1f a particular IoT
device (e.g., sensor/miner 302, etc.) does not have sutlicient
funds to pay applicable fees (e.g., micropayments u$, and
u$.,, etc.), for example, it may not be able to complete a
particular request (e.g., authentication request 306, etc.). In
such a case, such an IoT device may be able to delay one or
more micropayments and may either earn the requisite funds
via mining other’s transactions, 1f capable, for example, or
borrow the funds from another device (e.g., from middlebox
304, ctc.), as discussed below. As such, 1n some 1nstances,
blockchain 322 may comprise and/or be representative of,
for example, a cost-basis unforgeable log that may be
self-policing, which may advantageously prevent or reduce
over expenditure.

FI1G. 4 1s a conceptual state diagram illustrating an 1mple-
mentation of an example authentication process 400 that
may be used, 1n whole or 1n part, to facilitate and/or support
one or more operations and/or techmques for a blockchain
for securing and/or managing IoT network-type infrastruc-
ture. In some 1nstances, example process 400 may comprise
or more aspects of example use case or scenario 300, such
as discussed above with reference to FIG. 3, for example. As
such, one or more IoT devices of FIG. 4 may, for example,
correspond to and/or share common features with like or
similar IoT devices of FIG. 3. Claimed subject matter 1s not
so lmmited, of course. At times, example authentication
process 400 may, for example, be implemented, 1n whole or

in part, by employing one or more devices not shown, IoT
or otherwise.

As 1llustrated at 402, example authentication process 400
may, for example, begin with a sensor/miner (S-1), refer-
enced at 404, transmitting an authentication request (AuthC
request) to a middlebox (MB-2), referenced herein at 406.
Having received authentication request 402, middlebox 406
may, for example, broadcast an authentication transaction
412 (AuthC u$,) to applicable miners 408 for validation.
Validated transactions may then be assembled mnto a candi-
date block N by an approprniate node (e.g., a winner of a
previous Block N-1, etc.), or any other suitable party (e.g.,
a randomly chosen new node, etc.), or any combination
thereol, such as using one or more appropriate techniques.
As discussed above, validating an authentication transaction
(AuthC transaction) may include, for example, veritying that
a wallet (5-1W) of sensor/miner 404 has suflicient funds for
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this particular transaction (e.g., a micropayment value, etc.),
that a transfer of assets matches appropriate balances, or the
ike.

Continuing with the above discussion, a particular miner,
such as M-6, for example, having found a solution to a
blockchain puzzle for candidate block 412, as illustrated at
414 (Block N Solved!), such as via valid proof of work,
prool of stake, or like computational approaches, may
timestamp candidate block 412, as referenced generally at
416, and may add it to a Block N along with a hash of s
previous block N-1 in a blockchain 418. In conventional
Bitcoin, for example, a coinbase transaction may be paid 1n
freshly minted Bitcoins. Here, applicable transaction fees,
such as an authentication transaction fee (AuthC fee u$,)
420 and a miner reward/coinbase transaction fee (Reward
fee u$,) 422 may, for example, be paid from a wallet (S-1W)
of sensor/miner 404 to a wallet (MB-2W) of middlebox 406
and to a wallet (M-6 W) of winning miner M-6, such as in the
form of respective micropayments u$, and u$,. Thus, as
seen 1n this particular example, block-level timestamped
records for authentication (AuthC u$,) bundled with reward
transactions (Rewards u$,), such as representing particular
services (e.g., authentication, block validation, etc.) ren-
dered by applicable parties may, for example, be encapsu-
lated 1n Block N, as referenced generally via 424 and 426,
respectively, such as to create a complete secure audit trail
in the form of blockchain 418.

As 1llustrated conceptually at 428, 430, and 432, respec-
tively, miner M-6 (and miners 408), sensor/miner 404,
and/or middlebox 406 may have a capability to access a tull
or partial copy of blockchain 418 (e.g., via accessing a local
memory, relying on another IoT device, etc.), such as to
facilitate and/or support one or more operations and/or
techniques associated with example authentication process
400. As was indicated, miners 408 may comprise, for
example, one or more IoT devices capable of mining and/or
one or more external miners (e.g., outside of an Io'T network,
etc.), or any combination thereof, which may depend, at
least 1n part, on a particular implementation, network, elec-
tronic communication, transaction, blockchain, or the like.
Again, 1t should be noted that claimed subject matter 1s not
limited to a particular use case or scenario, IoT device,
electronic transaction, etc. shown.

As was also indicated, for more secure operation of an IoT
network, 1 some instances, 1t may be useful to ensure that
Io'T devices perform functions and/or behave commensurate
with their role and/or 1dentity, such as while interacting with
one or more other devices over a network, for example.
Thus, to facilitate and/or support enforcement that appli-
cable resources are expended in a manner intended and/or 1n
amounts specified, one or more authorization techniques
may, for example, be implemented in a suitable manner. In
this context, “authorization,” “authorizing,” or like terms
refer to a process of confirming or verilying access and/or
action rights of a particular device, such as an Io'T device, for
example. Thus, 1n some instances, authorization may com-
prise, for example, a unidirectional ask, such as a policy-
based permission to access some resource and/or to take
some action. An example of authorization may include, for
example, a particular IoT device asking to be allowed to
communicate applicable information to another IoT device,
such as 1n connection with data aggregation, filtering, cor-
relation, relay, or the like.

Similarly to authentication, such as discussed above with
reference to FIG. 3, for example, a process of authorization
may be advantageously expressed as one or more electronic
transactions that may be encapsulated 1n a blockchain via

»



US 11,924,322 B2

15

one or more digital currency micropayments so as to create
an unforgeable transaction record enabling failure and/or
misbehavior tracking by following blockchain links back-
ward to their creation. At times, authorization, however, may
be governed by a smart contract so as to enforce one or more
aspects ol an applicable transaction via cryptographically
protected computer code and/or instructions, for example,
thus, 1n effect, taking the form of an enforcement mechanism
in a trusted execution environment (1EE), as will be seen. In
this context, “smart contract” refers to executable computer
code and/or istructions capable of facilitating, veritying,
and/or enforcing negotiation and/or performance of an
agreement.

In some 1instances, terms of a smart contract may, for
example, be recorded and/or pre-programmed 1n a computer
language as a set of computer-readable 1nstructions with the
ability to self-execute 1itsell so as to enforce execution
guarantees as part of a particular transaction. For example,
an executable computer code and/or mstructions comprising
terms of a smart contract may run as part of an authorization
transaction, in which data of the transaction may be linked
to the code and/or mstructions and may be invoked while the
transaction 1s validated 1n a blockchain. As such, 1n some
instances, a smart contract may, for example, be considered
an extension of authorization functionality. In some
instances, a smart contract may, for example, be 1mple-
mented, at least in part, 1n a sidechain blockchain that may
be linked to a main blockchain, where the sidechain may
hold code and/or instructions that may be dependent of the
transaction data. In this example, such as 1f a main block-
chain and a sidechain are employed, in whole or in part,
“main blockchain” refers to a blockchain with most proof of
work, and “sidechain” blockchain or simply “sidechain”
refers to a blockchain separate from a main blockchain but
interoperable with the main blockchain. For example, a
sidechain may be interoperable with a main blockchain via
a one-way or two-way communication, such as to facilitate
and/or support a transfer of value, assets, rights, etc., such as
instead of or in addition to mmplementing one or more
authorization policies.

A particular implementation of an example use case or
scenario 500 for authorization that may be used, in whole or
in part, to facilitate and/or support one or more operations
and/or techmiques for a blockchain for securing and/or
managing IoT network-type infrastructure 1s illustrated in
FIG. 5. As seen, similarly to authentication use case or
scenar1o 300, authorization use case or scenario 500 may, for
example, be implemented with reference to a number of IoT
devices, such 1llustrated herein via a sensor/miner 502, a
middlebox 504, as well as applicable miners, referenced
generally at 506. It should be noted that, depending on an
implementation, miners 506 may comprise, for example,
mimng-capable IoT devices, external miners, or any com-
bination thereof. Likewise, here, an authorization request
508 may be expressed or represented via a number of
electronic transactions, such as an authorization transaction
captured via a micropayment u$,, for example, and a miner
reward/coinbase transaction captured via a micropayment
u$,. Thus, micropayment u$, may comprise, for example, a
tee 510 paid by sensor/miner 502 to middlebox 504 for
performing authorization services, and micropayment u$,
may comprise, for example, a reward fee 512 paid to a
winning miner, such as a miner M-8 for this example,
utilizing respective digital currency wallets.

Likewise, micropayments u$, and u$, may comprise any
suitable amount of digital currency that may be determined,
at least 1 part, experimentally and may be pre-defined
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and/or configured, for example, or otherwise dynamically
defined 1n some manner, depending on a particular transac-
tion, IoT device, miner, network, blockchain, or the like. For
example, 1n some 1nstances, one or more micropayments for
authorization may be higher than one or more micropay-
ments for authentication, meaning that authorization may be
weilghted more 1n terms of its import, though claimed subject
matter 1s not so limited. Thus, similarly to authentication
request 306 of FIG. 3, here, authorization request 508 may,
for example, be expressed as one or more applicable trans-
actions, timestamped, and encapsulated as part of a block M
in a blockchain 514, as referenced via 516 and 518. As was
discussed above, here, applicable authorization data may, for
example, be accompanied by a smart contract (SC), refer-
enced at 520, so as to regulate how the data should be used
as 1t percolates beyond a particular source (e.g., middlebox
504, etc.), network, etc. As also 1illustrated at 522, smart
contract 520 may, for example, also be encapsulated 1n
Block M and may be used, at least 1n part, as a forensics tool
for audit, legal and/or regulatory compliance, or the like. It
should be noted that smart contract 520 may be optional 1n
certain example implementations.

FIG. 6 1s a conceptual state diagram 1llustrating an imple-
mentation of an example authorization process 600 that may
be used, 1n whole or 1n part, to facilitate and/or support one
or more operations and/or techniques for a blockchain for
securing and/or managing Io'T network-type infrastructure.
In some 1nstances, example process 600 may comprise or
more aspects of example use case or scenario 500, such as
discussed above with reference to FIG. 5, for example. Thus,
one or more IoT devices of FIG. 6 may, for example,
correspond to and/or share common features with like or
similar IoT devices of FIG. 5. Claimed subject matter 1s not
so lmmited, of course. At times, example authentication
process 600 may, for example, be implemented, 1n whole or
in part, by employing one or more devices not shown, IoT
or otherwise.

As was indicated, 1n some instances, example authoriza-
tion process 600 may be similar to that for authentication,
such as discussed above in connection with FIG. 4, for
example, but, at times, may employ a smart contract and/or
its variant (e.g. private contract, etc.) encapsulating crypto-
graphically protected code and/or instructions that may be
used, at least 1n part, to enforce an applicable authorization
policy. A smart contract may, for example, be included as
part of one or more blockchain transactions that may be
placed 1mn a sidechain operating in parallel with a main
blockchain, just to illustrate one possible implementation.
Thus, here, similarly to above-referenced authentication, an
authorization request (AuthZ request) 602 received by a
middlebox 604 from a sensor/miner (S-1) 606 may be
packaged in a candidate block (AuthZ u$,) 608 and may be
broadcasted to applicable miners 610, such as 1mn a like
fashion. As illustrated at 612, utilizing an applicable cryp-
tographic function, candidate block 608 may be solved
(Block M Solved!) by a winning miner, such as a miner M-8,
for example, and may be timestamped 1n a suitable manner,
as referenced at 614. As discussed above, here, solving a
blockchain puzzle may include, for example, veritying that
a wallet (S-1W) of sensor/miner 606 has suflicient funds for
this particular transaction, that a transier of assets matches
appropriate balances, or the like.

In an implementation, a solved block may be added to a
blockchain 616, such as by winning miner M-8, for example,
to create an authorization record, as referenced generally via
618 and 620, via a complete secure audit trail in the form of
blockchain 616. Similarly, micropayments u$, and u$, as
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fees for an authorization transaction (AuthZ fee u$,) and a
miner reward/coinbase transaction (Block fee u$,), may be
deducted from a wallet (S-1W) of miner/sensor 606 and paid
to a wallet (MB-2W) of middlebox 604 as well as to a wallet
(M-8W) of winning miner M-8, as referenced at 622 and
624. Similarly, here, as well as 1n other example implemen-
tations, applicable copies of a blockchain (e.g., blockchain
616, ctc.) may, for example, be available and/or accessible
to applicable IoT devices, external miners, etc., as was also
indicated. As seen, for this example implementation, a smart
contract 626 may, for example, be generated on middlebox
604, such as in conjunction with appropriate authorization
data and may also be recorded 1n blockchain 616 as part of
example authorization process 600, as referenced generally
via 628 were smart contract 626 may act to permit and/or
modily AuthZ entry. Likewise, here, i1 sensor/miner 606
does not have requisite funds to pay applicable fees (e.g.,
micropayments u$, and u$,, etc.), for example, it may not be
able to complete authorization request 602, but may be able
to delay process 600 to mine for requisite funds or, option-
ally or alternatively, may borrow the funds from another
device upstream (e.g., from middlebox 604, etc.), which
may be enforced and/or enabled by smart contract 626, in
this example. Again, 1t should be noted that claimed subject
matter 1s not limited to a particular use case or scenario, IoT
device, electronic transaction, etc. shown.

In some instances, 1t may be useful for a particular IoT
device, such as an edge or peripheral IoT device (e.g., a
sensor, actuator, etc.), for example, to communicate more
broadly than just to 1ts one-hop-away higher-end IoT device
(e.g., a middlebox, etc.) to implement a particular task. For
example, an edge or peripheral IoT device (e.g., a sensor,
ctc.) may need to request not just authorization to commu-
nicate, but also how much of one or more (e.g., external,
etc.) resources 1t may need for such a task. Consider a case
of network bandwidth, as an illustrative example. A sensor
may, for example, have collected a large amount of data and
may need to convey this data to some external resource, such
as a cloud data center, etc. for analysis. As another example,
a sensor may, for example, need to reserve a communication
channel with higher network bandwidth for a relatively short
while for a particular task, such as a conference call, video
presentation, etc. A sensor may, for example, determine that
its maximum data transfer rate via 1ts current network
connection 1s rather mnsuflicient, and that 1t may need a larger
“pipe” for a relatively short time (e.g., for a call, presenta-
tion, data transmission, e¢tc.). Here, a sensor may, for
example, ask a more-capable middlebox to allocate its
resources (e.g., higher network bandwidth, etc.) for a short
while, and may pay one or more appropriate fees for
providing these services, among others. Depending on an
implementation, a sensor may, for example, pay a propor-
tionate (e.g., micropayment level, etc.) direct-to-cloud cost
without intervention by mtermediaries (e.g., a middlebox,
etc.), or, optionally or alternatively, may pay for the first hop
and another device (e.g., a middlebox, etc.) may absorb the
next hop cost based, at least 1n part, on information and/or
resources the device may have.

FIG. 7 illustrates a particular implementation of an
example use case or scenario 700 for resource allocation that
may be used, in whole or in part, to facilitate and/or support
one or more operations and/or techmques for a blockchain
for securing and/or managing IoT network-type infrastruc-
ture. Likewise, here, even though example use case or
scenar1o 700 1s 1llustrated with reference to a sensor/miner
702 and a middlebox 704, any other suitable communication
device, IoT or otherwise, may be employed herein, 1n whole
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or 1mn part. As was indicated, sensor/miner 702 may, for
example, request middlebox 704 to allocate its resources for
providing a communication channel to a network 706 (e.g.,
the Internet, etc.) with a higher data transfer rate, 1llustrated
herein conceptually via larger communication “pipes” or
channels 708 and 710, such as to successiully and prefer-
entially convey requisite video frames, network packets, etc.

Similarly to the previous examples, here, resource allo-
cation may, for example, be expressed as a number of
clectronic transactions captured via a number of correspond-
ing micropayments. For example, as seen, a resource allo-
cation request from sensor/miner 702 for communication
channel 708 may be captured via a micropayment p$., as
referenced at 712, and a resource allocation request from
sensor/miner 702 for communication channel 710 may be
captured via a micropayment u$., as referenced at 714.
Likewise, these or like micropayments may, for example, be
paid out of a wallet of sensor/miner 702 to digital wallets of
applicable devices, 10T or otherwise, though claimed subject
matter 1s not so limited. For example, at times, middlebox
704 may pay on behalf of sensor/miner 702 for one or more
suitable transactions, and may be subsequently reimbursed
by sensor/miner 702 or some other device 1n a suitable
manner. An allocation request may, for example, be similar
to a bid for a service to be delivered and reconciled by
completion of delivery. Therefore, a number of analogies
may apply. Competing bids from multiple consumers to a
give set of providers may even cause providers to dynami-
cally adjust prices, such as via a smart contract settlement
mechanism, as one possible example. A node may prepay,
thus, transierring through a transaction an amount of digital
currency between respective wallets estimated to be suili-
cient to cover the intended consumption of resources over a
fixed period. At the end of that period, applicable parties to
a transaction may, for example, perform a finalization trans-
action. Or, 1iI parties involved are more trusting ol one
another, one or more nodes providing a service may, for
example, 1ssue a credit to or run a “tab” for one or more
nodes using associated resources, effectively holding a loan.
Or, a purpose-specific resource “coupon” may, for example,
be 1ssued by one or more parties providing a service or
resources to one or more parties that may subsequently
consume such a service or resource. In some cases, these
credits or prepayments may, for example, be enforced by a
smart contract mechanism that may require certain actions
by one or more parties involved. Also, micropayment u$,
may, for example, be paid to any suitable external device or
a combination of external devices (not shown) associated
with network 706 that may provide one or more resource
allocation-related services.

According to an implementation, as illustrated at 716,
sensor/miner 702 may, for example, pay a reward to a
winning miner M-8, of applicable miners 718, such as via a
micropayment u$-, for solving a blockchain puzzle for a
candidate block comprising one or more resource allocation-
related transactions. As seen, similarly, here, one or more
transactions may, for example, be timestamped 1n a suitable
manner and may be recorded (e.g., by winning miner M-8,
etc.) on a blockchain 720, as illustrated via corresponding
micropayments in connection with an example Block P. As
also seen, 1n some 1nstances, a smart contract (SC) 722 may
accompany applicable resource allocation data, such as to
regulate how resources should be used as 1t propagates via
network 706, for example. Smart contract 722 may, for
example, also be recorded 1n blockchain 720, as referenced
generally via 724, such as for purposes of audit, compliance,
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or the like. As was also 1indicated, smart contract 722 may be
optional 1n certain example implementations.

FIG. 8 1s a conceptual state diagram illustrating an imple-
mentation of an example resource allocation process 800
that may be used, 1n whole or 1 part, to facilitate and/or
support one or more operations and/or techniques for a
blockchain for securing and/or managing IoT network-type
infrastructure. Similarly, here, example process 800 may, for
example, comprise or more aspects of example use case or
scenar1o 700, such as discussed above with reference to FIG.
7. Thus, one or more IoT devices of FIG. 8 may, for
example, correspond to and/or share common features with
like or similar IoT devices of FIG. 7. Again, claimed subject
matter 1s not so limited. For example, one or more devices
other than those illustrated 1 FIGS. 7 and/or 8 may be
employed herein, 1n whole or 1n part.

Likewise, here, one or more operations and/or techniques,
such as with respect to, for example, broadcasting, mining,
solving, recording, etc. a block of one or more resource
allocation-related transactions may be implemented, at least
in part, in a fashion similar to like operations and/or tech-
niques discussed above with reference to various example
implementations. As was 1ndicated, for this example,
resources may, for example, be allocated from a sensor/
miner (S-1), referenced at 802, to a middlebox (MB-2),
referenced at 804, to a network 806 (e.g., the Internet, etc.).
Thus, 1n an implementation, as 1llustrated via 808 and 810,
sensor/miner 802, may, for example, communicate appli-
cable channel resource allocation requests to middlebox
804, which may be expressed via two transactions captured
via corresponding micropayments, such as (CRA u$.) for a
high bandwidth channel to middlebox 804, as referenced at
812, and as (CRA u$,) for a high bandwidth channel to
network 806, referenced at 814. A particular network chan-
nel may, for example, reflect multiple physical network
hops, such as through multiple provider infrastructures
and/or service level agreements (SLAs). As further 1llus-
trated at 816, these or like electronic transactions may be
broadcasted to miners 818 and may be used, at least 1n part,
to construct a new block for a blockchain 820, such as a

Block P, for example, 1n a similar fashion.

As further illustrated at 822, 824, and 826, similarly,
micropayments u$., u$s, and pu$, may, for example, be
deducted from a wallet (S-1W) of miner/sensor 802 and paid
into wallets of middlebox 804 (e.g., as CRA fee u$. to
MB-2W), winning miner M-7 (e.g., as Reward u$, to
M-7W), and an external device (not shown) on network 806
that provided resource allocation-related services (e.g., as
CRA fee u$,). Again, as was indicated, micropayments may,
for example, vary by a particular communication channel,
by size of a data stream, time of day, or some other factors.
As also 1llustrated generally via 828, 830, and 832, appli-
cable electronic transactions may, for example, be recorded
in blockchain 820 via applicable micropayments, thus, cre-
ating a complete practically (that 1s, with extremely low
probability) unforgeable audit trail. As 1llustrated via 834, in
some 1nstances, these or like records may, for example, be
timestamped 1n a suitable manner. As also seen, at times,
resource allocation may, for example, be governed by a
smart contract (SC), referenced at 836, so as to enforce one
or more aspects of applicable transactions via cryptographi-
cally protected computer code and/or instructions. Smart
contract 836 may also be recorded in blockchain 820, as
illustrated generally at 838, although, again, 1t may be
optional 1n certain example implementations. Again, 1t
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should be noted that claimed subject matter 1s not limited to
a particular use case or scenario, IoT device, electronic
transaction, etc. shown.

As alluded to previously, at times, a power constrained
Io'T device, such as a sensor at the edge of an IoT network
may not have suflicient memory and/or processing resources
to do much more than, for example, wake up, make a
measurement, authenticate, usually sign and/or encrypt to
protect applicable data, and then get authorized to transmit
its data to a receiver. As another example, certain power
constrained sensors and/or actuators may, for example, lack
suflicient resources to hold and/or manage their respective
digital currency wallets, as was also discussed. As such, at
times, 1t may, for example, be usetul for these or like devices
to delegate one or more functionalities to a more capable
and/or resource rich device on a network for a fee. A
particular implementation of an example use case or sce-
nario 900 for delegation that may be used, in whole or n
part, to facilitate and/or support one or more operations
and/or techniques for a blockchain for securing and/or
managing IoT network-type infrastructure 1s illustrated in
FIG. 9. At times, delegation may, for example, be concep-
tually thought of as an extension of authorization to a trusted
party that may include a variety of services, such as pro-
viding update notifications, software caches, local valida-
tions of updates, accounting to “pay” for an update and/or
track i1ts delivery and/or installation, or the like, as will be
seen.

As 1llustrated 1n this example implementation, a sensor
902 and an actuator 904 may comprise, for example, lower-
end and/or power constrained IoT devices that may not be
capable of managing their own finances and, as such, may
not have digital currency wallets. Thus, as referenced gen-
crally at 906 and 908, respectively, sensor 902 and actuator
904 may, for example, delegate their wallet functionalities to
a more-capable IoT device, such as a middlebox 910, as one
example, to manage their accounts for them, including
deposits and/or withdrawals from the delegated wallets. For
example, 1n the context of a sensor update 912 pushed by
middlebox 910 to sensor 902, the update may be expressed
as one or more applicable electronic transactions (e.g., a
delegation transaction, coinbase/reward transaction, etc.)
captured via one or more appropriate micropayments, such
as 1 a fashion similar to like aspects discussed above. As
illustrated, here, middlebox 910 may pay on behalf of sensor
902, for example, such as to 1ts own wallet (e.g., a wallet of
middlebox 910), as illustrated via a micropayment u$, at
914, and may also pay on behalf of sensor 902 to a winning
miner M-7, such as among participating miners 916, as
referenced via a micropayment u$, at 918.

As also seen, similarly, one or more delegation-related
transactions may, for example, be encapsulated 1n a block-
chain 920 (e.g., 1n a Block Q, etc.), such as via applicable
micropayments, as referenced via 922 and 924. As also
illustrated, one or more electronic transactions may, for
example, be timestamped and, optionally or alternatively,
may be accompanied by a smart contract (SC) 926, which
may also be recorded in blockchain 922, if applicable, as
illustrated generally via 928. Although not shown, 1n some
instances, middlebox 910 may also pay to an appropriate
upstream service, such as an update supplier, runtime ser-
vice, or the like, such as from a delegated wallet of sensor
902, for example.

FIG. 10 1s a conceptual state diagram illustrating an
implementation of an example delegation process 1000 that
may be used, in whole or in part, to facilitate and/or support
one or more operations and/or techniques for a blockchain
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for securing and/or managing IoT network-type inirastruc-
ture. Likewise, example process 1000 may, for example,
comprise or more aspects of example use case or scenario
900, such as discussed above with reference to FIG. 9. Thus,
one or more IoT devices of FIG. 10 may, for example,
correspond to and/or share common features with like or
similar IoT devices of FIG. 9. Again, claimed subject matter
1s not so limited. For example, one or more devices other
than those illustrated 1n FIGS. 9 and/or 10 may be employed
herein, 1n whole or 1n part.

As seen, a middlebox (MB-3), referenced at 1002, may
include, for example, a sensor update feature 1004, which
middlebox 1002 may use, at least 1n part, to push one or
more appropriate updates to a sensor (S-1), referenced at
1006, such as for an appropriate fee, as was indicated. As
also seen, middlebox 1002 may also include, for example, an
actuator update feature 1008, such as for purposes of push-
Ing one or more appropriate updates to an actuator A-2,
referenced at 1010. Even though not shown, such as for ease
of discussion, 1t should be noted that one or more operations
and/or techniques for wallet delegation 1n the context of an
actuator update may be implemented herein in a similar or
like fashion and/or without deviating from the scope of
claimed subject matter. As was indicated and as also seen,
middlebox 1002 may also comprise, for example, a del-
egated wallet (S-1W) for sensor 1006 and a delegated wallet
(A-2W) for actuator 1010, as well as i1ts own digital currency
wallet (MB-3W). Thus, as turther 1llustrated, a sensor update
may, for example, be facilitated and/or supported via an
exchange of appropriate messages between middlebox 1002
and sensor 1006, such as for an update push notification,
acknowledgment, update delivery, and installation, as ref-
erenced at 1012, 1014, 1016, and 1018, respectively. These
or like messages may, for example, be expressed as one or
more sensor update-related transactions, referenced at 1020,
such as captured via one or more applicable micropayments
and assembled in a candidate block 1n a suitable manner,
illustrated generally via (S_1, u$y). As referenced at 1022,
these or like transactions may, for example, be broadcasted
to applicable miners 1024, such as for proof of work, proof
of stake, algorithmically chosen random verifiers, etc.

A particular miner, such as M-7, for this example, having
solved a delegation-related candidate block, as referenced at
1026, may write a new Block Q on a blockchain 1028 and
may record one or more delegation-related transactions
captured via respective micropayments u$, and u$,, as
illustrated generally via 1030 and 1032. Micropayment u$,

may comprise, for example, an update or like fee paid by
middlebox 1002 on behalf of sensor 1006 out of delegated

wallet (S-1W) to wallet (MB-3W) of middlebox 1002, such
as for delegation services, as referenced at 1034. Micropay-
ment u$, may comprise, for example, a reward or like fee
paid by middlebox 1002 on behalf of sensor 1006 out of
delegated wallet (S-1W) to wallet (M-7W) of a winning
miner M-7, such as for solving a delegation-related candi-
date block, as referenced at 1036. As illustrated at 1038,
these or like electronic transactions may, for example, be
time-stamped 1n a suitable manner, such as upon solving a
blockchain puzzle, recording a block, etc. As also referenced
via 1040, 1n some instances, there may be a record of one or
more other transactions encapsulated 1n Block Q, such as a
record pertaining to a smart contract (SC) 1042, for
example, that may accompany applicable delegation data for
legal, regulatory, or other purposes, as was also indicated. In
some 1nstances, a smart contract may also control context 1n
which delegation may be permitted and/or when delegation
may be prohibited. Thus, again, blockchain 1028 may com-
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prise, for example, a complete secure audit trail that may be
inspected for anomalous behavior, 1 and/or as needed.
Again, 1t should be noted that claimed subject matter 1s not
limited to a particular use case or scenario, IoT device,
electronic transaction, etc. shown.

As was also discussed, at times, certain IoT devices, such
as edge or peripheral IoT devices, for example, may com-
prise peer devices capable of commumicating with each
other directly, such as via peer-to-peer-type communications
and/or without being intermediated by a middlebox or like
device (e.g., via operating environment 200 of FIG. 2, etfc.).
For example, peer IoT devices on a communications net-
work may be involved 1n local exchanges of small amounts
of information, where a number of network hops may be
measured by a degree of locality. Communications networks
may already have bult-in a number of different devices,
such as heartbeats, keep-alive and/or watchdog timers, and/
or other occasional small bits of protocol and/or manage-
ment 1nformation exchanged between them. As one
example, IoT devices may be connected as peers 1n a mesh
network, thus, multicasting their information among mem-
bers of a group that, at times, may include a central hub,
though claimed subject matter 1s not so limited. Even
transactions containing encrypted data may, for example,
have metadata exposed to their local peers on a shared
medium, such as one or more applicable wireless links.

In some instances, these or like peer-to-peer-type com-
munications may, for example, be used, at least 1n part, by
one or more IoT devices to monitor one or more other IoT
devices, such as to detect potential problems and/or anoma-
lies, as was also 1indicated. For example, if peer Io'T devices
see a local 1ssue amongst themselves in the course of
validating one or more electronic transactions that may be
candidates for addition to a blockchain, which they may be
doing anyway 1f they are mining, then they may signal
problems before completing a particular block. In addition,
peer Io'T devices may have another chance to correlate local
patterns indicating a problem while transactions are aggre-
gated mto a new block for mining. As such, one or more
streams ol transactions passing through monitoring IoT
devices, 1n real time or otherwise, may, for example, enable
anomaly detection based, at least 1n part, on a priori baseline
behaviors and/or as ofiline scanning of a blockchain. In
some 1nstances, since local iformation may often cluster
together and may be used, at least in part, by a particular
device to momtor other devices, these clusters may, for
example, be given local network or “group” labels in a
transaction log, one or more members of which may monitor
one another by generating transactions that may be indexed
by group ID in a blockchain log. At times, these or like
transactions may function as inputs to a secondary consen-
sus mechanism, such as 1n addition to an applicable block-
chain miner consensus protocol, for example, so as to come
to an agreement among peers that an anomaly was 1n fact
reliably observed. As 1n a blockchain consensus case there
may be several options to achieve agreement among peers,
which may include one or more variations of Byzantine
agreement or Paxos. A consensus algorithm may, for
example, at least partially be implemented and/or enforced
through a smart contract.

A particular implementation of an example use case or
scenario 1100 for peer anomaly detection that may be used,
in whole or 1n part, to facilitate and/or support one or more
operations and/or techniques for a blockchain for securing
and/or managing IoT network-type infrastructure is 1llus-
trated 1n FIG. 11. As seen, here, a smart contract (SC),
referenced at 1102, may, for example, be maintained 1n a
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suitable manner, such as on a middlebox 1104, as one
possible example, and may be distributed to a number of
peer IoT devices capable of monitoring one another, as
illustrated generally via a communication link at 1106. Thus,
peer IoT devices, such as a Sensor 2, a Sensor 3, and an
Actuator 1, for example, while monitoring traflic associated
with a local IoT network may detect that a particular IoT
device, such as a Sensor 1 1s attempting to make an
unauthorized direct connection (!) 1108 to a network 1110

(e.g., the Internet, etc.), such as 1n violation of smart contract
1102.

Here, Sensor 1 may, for example, be penalized for such
illicit behavior by having to pay fines to 1ts peers that
detected such a spurious event, such as illustrated wvia
micropayments u$,, (e.g., to Actuator 1), u$,, (e.g., to
Sensor 2), and u$,, (e.g., to Sensor 3). As seen, micropay-
ment u$,, may, for example, be paid to a winning miner
M-9, among participating miners 1112, such as for solving
a candidate block with one or more applicable transactions,
such as 1n a similar fashion. Accordingly, Sensor 1 may, for
example, elffectively run out of funds comprising its digital
currency wallet and, as such, may need to de-prioritize 1ts
tasks, seek a loan, or otherwise cease 1ts activity altogether.
This may, for example, put a stop to its malicious behavior
in a timely manner (e.g., rather than after the fact, etc.). This
may also create disincentives to engage in such 1illicit
behaviors, may create incentives to avoid error-prone behav-
iors, or the like. Further, peers detecting potential misbe-
havior may be given incentives to expend their resources to
detect a problem. As also 1llustrated generally at 1114, 1116,
1118, 1120, and 1122 these or like micropayments, such as
along with smart contract 1102, if applicable, may, for
example, be recorded 1n a blockchain 1124 (e.g., 1n a Block
R, etc.) mn a like fashion, such as in connection with
corresponding transactions, which may also be time-
stamped.

FIG. 12 1s a conceptual state diagram illustrating an
implementation of an example peer anomaly process 1200
that may be used, 1n whole or 1 part, to facilitate and/or
support one or more operations and/or techniques for a
blockchain for securing and/or managing IoT network-type
infrastructure. Likewise, example process 1200 may, for
example, comprise or more aspects ol example use case or
scenario 1100, such as discussed above with reference to
FIG. 11. Thus, one or more IoT devices of FIG. 12 may, for
example, correspond to and/or share common features with
like or similar IoT devices of FIG. 11. Again, claimed
subject matter 1s not so limited. For example, one or more
devices other than those illustrated 1n FIGS. 11 and/or 12
may be employed herein, in whole or 1n part.

Thus, as illustrated at 1202, a Sensor (S-1), referenced at
1204, 1n violation of a smart contract 1206 may, for
example, attempt to make an 1llicit direct connection to a
network 1208, which may be visible to its peers, sensors
(S-2) and (S-3), referenced at 1210 and 1212, and an
actuator (A-1), referenced at 1214. As was indicated, smart
contract 1206 may, for example, be distributed from a
middlebox (MB-2) 1216 and may run locally on applicable
IoT devices, and/or monitored centrally on middlebox 1216,
such as based, at least 1n part, on inputs from these devices.
As also seen, one or more applicable transactions, such as
captured via micropayments u$,,, and pu$, ., and p$,,, for
example, illustrated herein generally as (S-2, u$,,), (A-1,
u$,,), and (S-3, u$,,) at 1218, 1220, and 1222, respectively,
may be assembled 1n a candidate block and broadcast to
participating miners 1224, as referenced generally at 1226.
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A candidate block may, for example, be solved (Block R
Solved!), such as by a winning miner M-2, 1n this example,
and may be recorded in a blockchain 1224 (e.g., 1n a Block
R, etc.), such as to comprise an audit trail of recorded
clectronic transactions, as illustrated generally at 1227,
1228, and 1230, which may also be timestamped, if appro-
priate, as referenced at 1232. As also seen, sensor 1204 may,
for example, pay fines to all the anomaly detectors, such as
sensors 1210 and 1212 as well as actuator 1214, including
to winning miner M-2 for solving an applicable blockchain
puzzle. As also illustrated and as previously discussed, smart
contract 1206 may also be recorded in blockchain 1224,
such as 1n certain example implementations. Again, it should
be noted that claimed subject matter 1s not limited to a
particular use case or scenario, IoT device, electronic trans-
action, etc. shown.

As was also 1indicated, in some instances, 1t may be useful,
for example, to improve and/or optimize information propa-
gation and/or consumption of different resources associated
with an IoT network. For example, with a cost-eflective
integrated metric, such as a micropayment supporting elec-
tronic transactions, it may be possible to dynamically
change a value of resource access to eflectively prioritize
requests based, at least 1n part, on a demand-side model,
such as utilizing dynamic pricing. As such, again, an inte-
grated cost metric for centrally coordinated, fully distrib-
uted, or like cost-based services may, for example, be
advantageously employed, 1n whole or 1n part, so as gain a
“free-market” for resource allocation, which, at times, may
be representative of Quality of Service (QoS).

Thus, as discussed below, at times, dynamic pricing may,
for example, be implemented via the same or similar infra-
structure, such as discussed herein 1n connection with one or
more operations and/or techniques for a blockchain for
securing and/or managing Io'T network-type infrastructure.
If multiple simultaneous resource requests cannot be suil-
ciently satisfied, for example, in some instances, an arbitra-
tion mechanism may be implemented, such as to prioritize
among these requests. Thus, even though a micropayment
value discussed herein may be determined, at least in part,
experimentally and may be pre-defined and/or configured
(e.g., arbitrarily, etc.) via relatively small tracking micro-
payments, for example, at times, prices may also retlect
relative value. For example, 11 multiple requests are com-
peting for access to a particular resource, it may be possible
to eflectively create a framework for resource allocation use,
which, 1n some instances, may include auctions or other
forms of price negotiation, such as along with price supports
and/or subsidies to make sure that essential services may be
delivered 1n accordance with an applicable network policy.
Policies for allocation according to price may be imple-
mented, 1n whole or 1n part, in distributed manner across
nodes using smart contracts, such as to make one or more
local decisions, for example, which may or may not be
globally coordinated (e.g. among peers) rather than depend-
ing upon a trusted central authority. Again, as 1n the previous
peer-to-peer case, pricing and/or allocation may, for
example, be dynamically adjustable using a second bid
selection consensus algorithm, such as 1n addition to and/or
distinct from a consensus algorithm at least partially used to
determine which block to validate for addition to a block-
chain.

A node, whether it be sensor, actuator, middlebox, miner,
etc. may participate 1n these or like decisions depending
upon their own resource constraints. Participants in the
decision may, for example, have separate additional trans-
actions with their own incentives awarded for their partici-
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pation 1n the decision-making processes, such as mirroring,
a mechanism for block additions. A degenerate case of a
middlebox making a decision for one or more sensors and/or
actuators i1t coordinates and/or protects may amount to a
consensus algorithm of one, and, therefore, may be espe-
cially trusted and/or hardened against one or more failures.

FIG. 13 1illustrates a particular implementation of an
example use case or scenario 1300 for dynamic pricing that
may be used, in whole or 1n part, to facilitate and/or support
one or more operations and/or techmques for a blockchain
for securing and/or managing IoT network-type infrastruc-
ture. As seen, competing IoT devices, such as a sensor/miner
1, referenced at 1302, and a sensor/miner 2, referenced at
1304, may, for example, make respective bids for a com-
munication channel with a higher data transter rate all the
way to a network 1306 (e.g., the Internet, etc.). As shown in
this example, a particular bid may comprise, for example, a
number of transactions comprising separate pricing (e.g.,
sub-bids, etc.) for a channel to a middlebox 1308 and for a
channel to network 1306, such as captured via respective
micropayments. For example, sensor/miner 1302 may make
a bid for a larger “pipe” to network 1306 comprising a
micropayment u$, . for an S link 1311 (e.g., to middlebox
1308) and a micropayment u$, , foran I link 1312 (e.g., from
middlebox 1308 to network 1306).

Similarly, sensor/miner 1304 may, for example, make a
bid comprising a micropayment u$,. for a link 1310 (e.g., to
middlebox 1308) and a micropayment u$,, for I link 1312
(e.g., from middlebox 1308 to network 1306). In some
instances, a particular IoT device, such as middlebox 1308,
for example, may act as an auctioneer conducting an auction
in accordance with terms of a particular service-level or like
agreement, such as a bandwidth smart contract, as one
example, referenced herein at 1314. Or a collection of active
nodes, may separately validate one or more broadcasted
bids, for example, and may form a consensus as to which
bids are best or suitable, generally the highest proposed
payment, and once this consensus i1s reached, it may be
wrapped 1n a smart contract protected authorization trans-
action added to a blockchain or to a sidechain.

A candidate block comprising, for example, electronic
transactions captured via micropayments for a winning bid
(e.g., u$,s+u$, ) may be broadcasted to miners 1316 and
may be subsequently solved, such as by a miner M-1, 1n this
example. Consequently, as referenced at 1318 and 1320,
appropriate funds may be deducted from a wallet of winning
sensor/miner 1302 and paid to appropnate parties, such as to
middlebox 1308 for providing appropriate communication
channels (e.g., via micropayments pu$, .+u$, ), for example,
and to winning miner M-1 for solving an applicable puzzle
(e.g., via a micropayment u$,,). As also seen, applicable
transactions may, for example, be timestamped, 11 appropri-
ate, and may be recorded in Block T of a blockchain 1322
in a suitable manner, such as along with terms of bandwidth
smart contract 1314, for example, 1n a like fashion. Over
time, middlebox 1308 may, for example be capable of
adjusting price floors and/or bounds on bids, which may also
be governed by bandwidth smart contract 1314 and/or a
separate smart contract (not shown).

FIG. 14 1s a conceptual state diagram illustrating an
implementation of an example dynamic process 1400 that
may be used, in whole or in part, to facilitate and/or support
one or more operations and/or techmques for a blockchain
for securing and/or managing IoT network-type infrastruc-
ture. Similarly, here, example process 1400 may, for
example, comprise or more aspects of example use case or
scenario 1300, such as discussed above with reference to
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FIG. 13. Thus, one or more IoT devices of FIG. 14 may, for
example, correspond to and/or share common features with
like or similar IoT devices of FIG. 13. Again, claimed
subject matter 1s not so limited. For example, one or more
devices other than those illustrated 1n FIGS. 13 and/or 14
may be employed herein, in whole or 1n part.

As 1llustrated 1n this particular example, two IoT devices,
such as a sensor/miner (S-1), referenced at 1402, and a
sensor/miner (S-2), referenced at 1404, may, for example,
compete for a higher bandwidth communication channel to
a network 1406, such as via making respective bids to a
middlebox 1408. As alluded to previously, these or like bids
may, for example, be expressed via electronic transactions
captured via corresponding micropayments, here, (S-1,
Su$, )+(Internet, Iu$,,) by sensor/miner 1402, and (S-2,
Su$, o )+(Internet, Iu$,-) by sensor/miner 1404. Middlebox
1408, such as utilizing terms of a bandwidth smart contract
1410, for example, may determine a winning bid (e.g., (S-1,
Su$, -)+(Internet, In$, ) by sensor/miner 1402), which may
be broadcasted to miners 1412 as part of a candidate block,
as referenced at 1414. As referenced at 1416, a particular
miner, such as a miner M-1, for this example, may solve an
applicable puzzle, for example, and may record a candidate
block as a new block T in a blockchain 1418. As also
illustrated, applicable transactions that may be recorded 1n
blockchain 1418 may include, for example, a winning bid
(e.g., (S-1, Su$,)+(Internet, Iu$, ) by sensor/miner 1402
and a coinbase/miner reward transaction (Rewards, u$,,),
which may be timestamped 1n a suitable manner, as refer-
enced at 1420. Likewise, here, sensor/miner 1402 may pay
from its wallet (W-150) to a wallet (M-1W) of winning
miner M-1, referenced at 1422, as well as to a wallet
(W-350) of middlebox 1408 for providing auction services,
as referenced at 1428.

As referenced at 1430, 1n some 1nstances, middlebox 1408
may, for example, pay from i1ts own wallet (W-350) to a
wallet (W-450) of an approprate external device on network
1406, such as for bandwidth-related services, if applicable.
These or like payments may, for example, be a variant of a
delegation use case or scenario, such as discussed above
with reference to FIG. 9, for example. As also seen, terms of
bandwidth smart contract 1410 may, for example, also be
encapsulated 1n Block T and may be used, at least 1n part, as
a forensics tool for audit, legal and/or regulatory compli-
ance, or the like. Again, it should be noted that claimed
subject matter 1s not limited to a particular use case or
scenario, IoT device, electronic transaction, etc. shown.

Accordingly, as discussed herein, a blockchain for secur-
ing and/or managing IoT network-type inirastructure may
provide benefits. For example, IoT devices with access to a
blockchain’s communications network may mine for new
digital currencies (e.g., Bitcoin, etc.) and/or alternative digi-
tal currencies (e.g., Ripple, Bitcoin-NG, etc.), as well as
spend digital currencies for services they may consume. As
discussed herein, a particular IoT device may, for example,
hold and/or delegate to a wallet of digital assets that 1t may
{111 based, at least in part, on work done and/or empty based,
at least in part, on resources needed and/or requested. A
blockchain shared among IoT devices on a network (e.g.,
public, private, etc.) may, for example, hold electronic
transactions as well as those of networked peers. Such an
inirastructure, thus, may be advantageously used, at least 1n
part, at micro-credit and/or micro-debit granularity, such as
to regulate behavior of a variety of devices, systems, appli-
cations, or the like. At times, it may also extend a market
incentives model for good behavior beyond that of block-
chain miners themselves, for example. In some 1nstances, a




US 11,924,322 B2

27

blockchain for securing and/or managing IoT network-type
infrastructure may also be implemented 1n connection with
suitable processors, higher-level software, etc. such embed-
ded via one or more appropriate functionalities, for example,
for tracking IoT or like network-related activities via a
wallet to record digital assets earned and/or spent, as well as
“publishing” that record in the form of a distributed block-
chain for purposes of validation and/or audit.

As was also discussed, digital currency may, for example,
be reallocated from power rich sources (e.g. an IoT gateway
with a direct connection to a power grid, etc.) to power-
constrained devices, such as an IoT sensor and/or actuator.
As such, another benefit may be that by controlling transters
and/or monitoring expenditures 1t may, for example, be
possible to create an enforceable policy-based access to
other resources. A particular IoT device may, for example,
be granted restricted access to resources 1f 1t can’t pay for
them based, at least 1n part, on 1ts budget or allowance of
digital currency and/or a current price. It may overspend 1ts
allowance if 1t has been granted “credit”, for example, but
that may flag a security system to be more observant and
such a device may be required to “pay back™ such a loan,
which may be based, at least 1n part, on future revenues.
Accordingly, 1n some 1nstances, such an infrastructure may
act as a monitoring system, for example, 1n which one or
more excessive transactions may be evidence of a security
compromise. Security, thus, may become a unified distrib-
uted computing service, for example, in that 1t may be
peer-to-peer, centralized, decentralized, etc., such as
depending on where applicable authorizations may be set
and/or enforced. In some instances, wallets may, for
example, be implemented, in whole or in part, 1n one or more
special hardware protected trusted execution environments
(TEE) and/or enclaves to securely segregate their actions
form other processes running on a device. There may be
multiple such TEE/enclaves running simultaneously on a
single device’s computer processor.

As was also indicated, otherwise “idle” cycles used, 1n
whole or in part, by capable IoT devices for mining may, for
example, earn digital currencies that may be banked (e.g., 1n
local wallets, etc.) and may be expended as one or more
electronic transactions. In some 1nstances, these transactions
may, for example, enable optimized fine-grained resource
use and/or tracking of costs to deploy and/or run one or more
applicable services via a use ol a single integrated cost
metric, such as a digital currency micropayment. For
example, a higher-level IoT device, such as a middlebox
may churn away validating transactions 1f one or more
associated sensors and/or actuators are quiet, occasionally
being first to validate a block and thereby earning a reward
that the middlebox may hold 1n 1ts wallet. It may then turn
around and transier a fraction of the balance in 1ts wallet to
1ts one or more constituent sensors and/or actuators, for
example, while reserving some for its own use. Unlike
conventional blockchains, a size of a reward may, for
example, be tied, at least in part, to maintaining a fairly
constant average balance across an infrastructure being
monitored.

Further, with a cost-eflective digital currency supporting
clectronic transactions, at times, it may be possible to
change a value of resource access, such as to more ellec-
tively prioritize requests, for example, based, at least 1n part,
on a demand-side economic model. As such, again, an
integrated cost metric for centrally coordinated, fully dis-
tributed, or like cost-based services may, for example, be
advantageously employed, in whole or 1n part, so as gain a
“free-market” for resource allocation, which, at times, may
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be representative of Quality of Service (QoS). In addition,
security analytics may, for example, be applied to both new
transactions 1n thght to eliminate those that do not satisiy
local requirements early, as well as transactions already
added to blocks that are being validated by comparing to a
historical record of a blockchain. This may also facilitate
and/or support point-oi-sale and/or post-purchase fraud
detection 1n credit card, banking, or like systems, but with
advantages of being highly distributed and/or resilient. Of
course, such a description of certain aspects of a blockchain
for securing and/or managing IoT network-type infrastruc-
ture and 1ts benefits 1s merely an example, and claimed
subject matter 1s not so limited.

In the context of the present disclosure, the term “con-
nection,” the term “component” and/or similar terms are
intended to be physical, but are not necessarily always
tangible. Whether or not these terms refer to tangible subject
matter, thus, may vary 1n a particular context of usage. As an
example, a tangible connection and/or tangible connection
path may be made, such as by a tangible, electrical connec-
tion, such as an electrically conductive path comprising
metal or other electrical conductor, that 1s able to conduct
clectrical current between two tangible components. Like-
wise, a tangible connection path may be at least partially
aflected and/or controlled, such that, as 1s typical, a tangible
connection path may be open or closed, at times resulting
from 1intluence of one or more externally derived signals,
such as external currents and/or voltages, such as for an
clectrical switch. Non-limiting 1llustrations of an electrical
switch include a transistor, a diode, etc. However, a “con-
nection” and/or “component,” 1 a particular context of
usage, likewise, although physical, can also be non-tangible,
such as a connection between a client and a server over a
network, which generally refers to the ability for the client
and server to transmit, receive, and/or exchange communi-
cations, as discussed in more detail later.

In a particular context of usage, such as a particular
context 1n which tangible components are being discussed,
therefore, the terms “coupled” and “connected” are used in
a manner so that the terms are not synonymous. Similar
terms may also be used 1n a manner 1 which a similar
intention 1s exhibited. Thus, “connected” 1s used to indicate
that two or more tangible components and/or the like, for
example, are tangibly 1n direct physical contact. Thus, using
the previous example, two tangible components that are
clectrically connected are physically connected via a tan-
gible electrical connection, as previously discussed. How-
ever, “‘coupled,” 1s used to mean that potentially two or more
tangible components are tangibly 1n direct physical contact.
Nonetheless, 1s also used to mean that two or more tangible
components and/or the like are not necessarily tangibly 1n
direct physical contact, but are able to co-operate, laise,
and/or interact, such as, for example, by being “optically
coupled.” Likewise, the term “coupled” may be understood
to mean indirectly connected in an appropriate context. It 1s
further noted, 1n the context of the present disclosure, the
term physical 11 used 1n relation to memory, such as memory
components or memory states, as examples, necessarily
implies that memory, such memory components and/or
memory states, continuing with the example, 1s tangible.

Additionally, in the present disclosure, 1 a particular
context of usage, such as a situation i which tangible
components (and/or similarly, tangible materials) are being
discussed, a distinction exists between being “on” and being
“over.” As an example, deposition of a substance “on” a
substrate refers to a deposition involving direct physical and
tangible contact without an intermediary, such as an inter-
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mediary substance (e.g., an mtermediary substance formed
during an 1ntervening process operation), between the sub-
stance deposited and the substrate 1n this latter example;
nonetheless, deposition “over” a substrate, while understood

to potentially include deposition “on” a substrate (since 3
being “on” may also accurately be described as being
“over”), 1s understood to include a situation 1n which one or
more intermediaries, such as one or more intermediary
substances, are present between the substance deposited and
the substrate so that the substance deposited 1s not neces- 10
sarily 1n direct physical and tangible contact with the sub-
strate.

A similar distinction 1s made 1n an appropriate particular
context of usage, such as in which tangible materials and/or
tangible components are discussed, between being 15
“beneath” and being “under.” While “beneath,” in such a
particular context of usage, 1s mtended to necessarily imply
physical and tangible contact (similar to “on,” as just
described), “under” potentially includes a situation 1n which
there 1s direct physical and tangible contact, but does not 20
necessarily imply direct physical and tangible contact, such
as 1f one or more ntermediaries, such as one or more
intermediary substances, are present. Thus, “on” 1s under-
stood to mean “immediately over” and “beneath™ 1s under-
stood to mean “immediately under.” 25

It 1s likewise appreciated that terms such as “over” and
“under” are understood 1n a similar manner as the terms
“up,” “down,” “top,” “bottom,” and so on, previously men-
tioned. These terms may be used to facilitate discussion, but
are not intended to necessarily restrict scope of claimed 30
subject matter. For example, the term “over,” as an example,
1s not meant to suggest that claim scope 1s limited to only
situations in which an embodiment 1s right side up, such as
in comparison with the embodiment being upside down, for
example. An example includes a tlip chip, as one illustration, 35
in which, for example, orientation at various times (e.g.,
during fabrication) may not necessarily correspond to ori-
entation of a final product. Thus, 1f an object, as an example,
1s within applicable claim scope 1n a particular orientation,
such as upside down, as one example, likewise, it 1s intended 40
that the latter also be interpreted to be included within
applicable claim scope 1n another orientation, such as right
side up, again, as an example, and vice-versa, even if
applicable literal claim language has the potential to be
interpreted otherwise. Of course, again, as always has been 45
the case 1n the specification of a patent application, particu-
lar context of description and/or usage provides helpiul
guidance regarding reasonable inferences to be drawn.

Unless otherwise indicated, 1n the context of the present
disclosure, the term “or” 1f used to associate a list, such as 50
A, B, or C, 1s intended to mean A, B, and C, here used 1n the
inclusive sense, as well as A, B, or C, here used 1n the
exclusive sense. With this understanding, “and” 1s used 1n
the inclusive sense and intended to mean A, B, and C;
whereas “and/or” can be used in an abundance of caution to 55
make clear that all of the foregoing meanings are intended,
although such usage i1s not required. In addition, the term
“one or more” and/or similar terms 1s used to describe any
feature, structure, characteristic, and/or the like in the sin-
gular, “and/or” 1s also used to describe a plurality and/or 60
some other combination of features, structures, characteris-
tics, and/or the like. Furthermore, the terms “first,” “second”
“thard,” and the like are used to distinguish different aspects,
such as different components, as one example, rather than
supplying a numerical limit or suggesting a particular order, 65
unless expressly indicated otherwise. Likewise, the term
“based on” and/or similar terms are understood as not
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necessarily itending to convey an exhaustive list of factors,
but to allow for existence of additional factors not neces-
sarily expressly described.

Furthermore, 1t 1s intended, for a situation that relates to
implementation of claimed subject matter and 1s subject to
testing, measurement, and/or specification regarding degree,
to be understood 1n the following manner. As an example, in
a given situation, assume a value of a physical property 1s to
be measured. If alternatively reasonable approaches to test-
ing, measurement, and/or specification regarding degree, at
least with respect to the property, continuing with the
example, 1s reasonably likely to occur to one of ordinary
skill, at least for implementation purposes, claimed subject
matter 1s intended to cover those alternatively reasonable
approaches unless otherwise expressly indicated. As an
example, i a plot of measurements over a region 1s produced
and i1mplementation of claimed subject matter refers to
employing a measurement of slope over the region, but a
variety ol reasonable and alternative techniques to estimate
the slope over that region exist, claamed subject matter 1s
intended to cover those reasonable alternative techniques,
even 11 those reasonable alternative techniques do not pro-
vide i1dentical values, i1dentical measurements or identical
results, unless otherwise expressly indicated.

It 1s further noted that the terms “type” and/or “like,” 1f
used, such as with a feature, structure, characteristic, and/or
the like, using “optical” or “electrical” as simple examples,
means at least partially of and/or relating to the feature,
structure, characteristic, and/or the like in such a way that
presence of minor variations, even variations that might
otherwise not be considered fully consistent with the feature,
structure, characteristic, and/or the like, do not 1n general
prevent the feature, structure, characteristic, and/or the like
from being of a “type” and/or being “like,” (such as being
an “optical-type” or being “optical-like,” for example) 11 the
minor variations are suiliciently minor so that the feature,
structure, characteristic, and/or the like would still be con-
sidered to be predominantly present with such varations
also present. Thus, continuing with this example, the terms
optical-type and/or optical-like properties are necessarily
intended to include optical properties. Likewise, the terms
clectrical-type and/or electrical-like properties, as another
example, are necessarily intended to include electrical prop-
erties. It should be noted that the specification of the present
disclosure merely provides one or more illustrative
examples and claimed subject matter 1s intended to not be
limited to one or more illustrative examples; however, again,
as has always been the case with respect to the specification
of a patent application, particular context ol description
and/or usage provides helpful guidance regarding reason-
able inferences to be drawn.

With advances in technology, 1t has become more typical
to employ distributed computing and/or communication
approaches in which portions of a process, such as signal
processing of signal samples, for example, may be allocated
among various devices, including one or more client
devices, one or more server devices and/or one or more
peer-to-peer devices, via a computing and/or communica-
tions network, for example. A network may comprise two or
more devices, such as network devices and/or computing
devices, and/or may couple devices, such as network devices
and/or computing devices, so that signal communications,
such as 1n the form of signal packets and/or signal frames
(e.g., comprising one or more signal samples), for example,
may be exchanged, such as between a server device, a client
device and/or a peer-to-peer device, as well as other types of
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devices, including between wired and/or wireless devices
coupled via a wired and/or wireless network, for example.

An example of a distributed computing system comprises
the so-called Hadoop distributed computing system, which
employs a map-reduce type of architecture. In the context of
the present disclosure, the terms map-reduce architecture
and/or similar terms are intended to refer to a distributed
computing system implementation and/or embodiment for
processing and/or for generating larger sets of signal
samples employing map and/or reduce operations for a
parallel, distributed process performed over a network of
devices. A map operation and/or similar terms refer to
processing of signals (e.g., signal samples) to generate one
or more key-value pairs and to distribute the one or more
pairs to one or more devices of the system (e.g., network).
A reduce operation and/or similar terms refer to processing
of signals (e.g., signal samples) via a summary operation
(e.g., such as counting the number of students in a queue,
yielding name frequencies, etc.). A system may employ such
an architecture, such as by marshaling distributed server
devices, executing various tasks 1n parallel, and/or managing
communications, such as signal transfers, between various
parts of the system (e.g., network), in an embodiment. As
mentioned, one non-limiting, but well-known, example
comprises the Hadoop distributed computing system. It
refers to an open source implementation and/or embodiment
of a map-reduce type architecture (available from the
Apache Software Foundation, 1901 Munsey Drive, Forrest
Hill, MD, 21050-2747), but may include other aspects, such
as the Hadoop distributed file system (HDFS) (available
from the Apache Software Foundation, 1901 Munsey Drive,
Forrest Hill, MD, 21050-2747). In general, therefore,
“Hadoop™ and/or similar terms (e.g., “Hadoop-type,” etc.)
refer to an 1implementation and/or embodiment of a sched-
uler for executing larger processing jobs using a map-reduce
architecture over a distributed system. Furthermore, in the
context of the present disclosure, use of the term “Hadoop™
1s intended to include versions, presently known and/or to be
later developed.

In the context of the present disclosure, the term “network
device” refers to any device capable of communicating via
and/or as part of a network and may comprise a computing
device. While network devices may be capable of commu-
nicating signals (e.g., signal packets and/or frames), such as
via a wired and/or wireless network, they may also be
capable of performing operations associated with a comput-
ing device, such as arithmetic and/or logic operations,
processing and/or storing operations (e.g., storing signal
samples), such as 1n a non-transitory memory as tangible,
physical memory states, and/or may, for example, operate as
a server device and/or a client device 1n various embodi-
ments. Network devices capable of operating as a server
device, a client device and/or otherwise, may include, as
examples, dedicated rack-mounted servers, desktop comput-
ers, laptop computers, set top boxes, tablets, netbooks, smart
phones, wearable devices, integrated devices combining two
or more features of the foregoing devices, and/or the like, or
any combination thereof. As mentioned, signal packets
and/or frames, for example, may be exchanged, such as
between a server device and/or a client device, as well as
other types of devices, including between wired and/or
wireless devices coupled via a wired and/or wireless net-
work, for example, or any combination thereof. It 1s noted
that the terms, server, server device, server computing
device, server computing platform and/or similar terms are
used interchangeably. Similarly, the terms client, client
device, client computing device, client computing platform
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and/or stmilar terms are also used interchangeably. While 1n
some 1nstances, for ease of description, these terms may be
used in the singular, such as by referring to a “client device”
or a “server device,” the description 1s intended to encom-
pass one or more client devices and/or one or more server
devices, as appropriate. Along similar lines, references to a
“database” are understood to mean, one or more databases
and/or portions thereof, as appropriate.

It should be understood that for ease of description, a
network device (also referred to as a networking device)
may be embodied and/or described 1n terms of a computing
device and vice-versa. However, it should further be under-
stood that this description should 1n no way be construed so
that claimed subject matter 1s limited to one embodiment,
such as only a computing device and/or only a network
device, but, instead, may be embodied as a variety of devices
or combinations thereof, including, for example, one or
more illustrative examples.

A network may also include now known, and/or to be later
developed arrangements, dertvatives, and/or improvements,
including, for example, past, present and/or future mass
storage, such as network attached storage (NAS), a storage
area network (SAN), and/or other forms of device readable
media, for example. A network may include a portion of the
Internet, one or more local area networks (LANSs), one or
more wide area networks (WANSs), wire-line type connec-
tions, wireless type connections, other connections, or any
combination thereod. Thus, a network may be worldwide 1n
scope and/or extent. Likewise, sub-networks, such as may
employ differing architectures and/or may be substantially
compliant and/or substantially compatible with differing
protocols, such as network computing and/or communica-
tions protocols (e.g., network protocols), may interoperate
within a larger network.

In the context of the present disclosure, the term sub-
network and/or similar terms, 11 used, for example, with
respect to a network, refers to the network and/or a part
thereof. Sub-networks may also comprise links, such as
physical links, connecting and/or coupling nodes, so as to be
capable to communicate signal packets and/or frames
between devices of particular nodes, including via wired
links, wireless links, or combinations thereotf. Various types
of devices, such as network devices and/or computing
devices, may be made available so that device interoper-
ability 1s enabled and/or, 1n at least some instances, may be
transparent. In the context of the present disclosure, the term
“transparent,” 11 used with respect to particular communi-
cating devices of a network, refers to the devices commu-
nicating via the network in which the devices are able to
communicate via one or more intermediate devices, such as
of one or more intermediate nodes, but without the commu-
nicating devices necessarily specifying the one or more
intermediate nodes and/or the one or more intermediate
devices of the one or more intermediate nodes. Thus, a
network may include the one or more mmtermediate nodes
and/or the one or more intermediate devices of the one or
more intermediate nodes 1n communications and the net-
work may engage in communications via the one or more
intermediate nodes and/or the one or more intermediate
devices of the one or more intermediate nodes, but the
network may operate as if such itermediate nodes and/or
intermediate devices are not necessarily mvolved 1n com-
munications between the particular communicating devices.
For example, a router may provide a link and/or connection
between otherwise separate and/or independent LANSs.

In the context of the present disclosure, a “private net-
work™ refers to a particular, limited set of devices, such as
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network devices and/or computing devices, able to commu-
nicate with other devices, such as network devices and/or
computing devices, 1n the particular, limited set, such as via
signal packet and/or signal frame communications, for
example, without a need for re-routing and/or redirecting
signal communications. A private network may comprise a
stand-alone network; however, a private network may also
comprise a subset of a larger network, such as, for example,
without limitation, all or a portion of the Internet. Thus, for
example, a private network “in the cloud” may refer to a
private network that comprises a subset of the Internet.
Although signal packet and/or frame communications (e.g.
signal communications) may employ intermediate devices
of intermediate nodes to exchange signal packets and/or
signal frames, those intermediate devices may not necessar-
1ly be included 1n the private network by not being a source
or designated destination for one or more signal packets
and/or signal frames, for example. It 1s understood 1n the
context of the present disclosure that a private network may
direct outgoing signal communications to devices not in the
private network, but devices outside the private network
may not necessarily be able to direct inbound signal com-
munications to devices included in the private network.

The Internet refers to a decentralized global network of
interoperable networks that comply with the Internet Proto-
col (IP). It 1s noted that there are several versions of the
Internet Protocol. The term Internet Protocol, IP, and/or
similar terms are intended to refer to any version, now
known and/or to be later developed. The Internet includes
local area networks (LANs), wide area networks (WANs),
wireless networks, and/or long haul networks that, for
example, may allow signal packets and/or frames to be
communicated between LANs. The term World Wide Web
(WWW or Web) and/or similar terms may also be used,
although it refers to a part of the Internet that complies with
the Hypertext Transfer Protocol (HTTP). For example, net-
work devices may engage mn an HTTP session through an
exchange of approprately substantially compatible and/or
substantially compliant signal packets and/or frames. It 1s
noted that there are several versions of the Hypertext Trans-
ter Protocol. The term Hypertext Transier Protocol, HTTP,
and/or similar terms are itended to refer to any version,
now known and/or to be later developed. It 1s likewise noted
that 1n various places in this document substitution of the
term Internet with the term World Wide Web (“Web”) may
be made without a significant departure 1n meaning and may,
therefore, also be understood 1n that manner 1f the statement
would remain correct with such a substitution.

Although claimed subject matter 1s not in particular
limited 1n scope to the Internet and/or to the Web; nonethe-
less, the Internet and/or the Web may without limitation
provide a useful example of an embodiment at least for
purposes of illustration. As indicated, the Internet and/or the
Web may comprise a worldwide system of interoperable
networks, including interoperable devices within those net-
works. The Internet and/or Web has evolved to a sell-
sustaining facility accessible to potentially billions of people
or more worldwide. Also, 1n an embodiment, and as men-
tioned above, the terms “WWW” and/or “Web” refer to a
part of the Internet that complies with the Hypertext Transier
Protocol. The Internet and/or the Web, therefore, in the
context of the present disclosure, may comprise a service
that organizes stored digital content, such as, for example,
text, images, video, etc., through the use of hypermedia, for
example. It 1s noted that a network, such as the Internet
and/or Web, may be employed to store electronic files and/or
clectronic documents.
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The term “electronic file” and/or the term “electronic
document” or the like are used throughout this document to
refer to a set of stored memory states and/or a set of physical
signals associated 1n a manner so as to thereby at least
logically form a file (e.g., electronic) and/or an electronic
document. That 1s, 1t 1s not meant to 1mplicitly reference a
particular syntax, format and/or approach used, for example,
with respect to a set of associated memory states and/or a set
ol associated physical signals. If a particular type of file
storage format and/or syntax, for example, 1s intended, it 1s
referenced expressly. It 1s further noted an association of
memory states, for example, may be 1n a logical sense and
not necessarily 1n a tangible, physical sense. Thus, although
signal and/or state components of a file and/or an electronic
document, for example, are to be associated logically, stor-
age thereol, for example, may reside 1n one or more difierent
places 1n a tangible, physical memory, 1n an embodiment.

A Hyper Text Markup Language (“HTML”), for example,
may be utilized to specily digital content and/or to specily
a format thereof, such as in the form of an electronic file
and/or an electronic document, such as a Web page, Web
site, etc., for example. An Extensible Markup Language
(“XML”) may also be utilized to specily digital content
and/or to specily a format thereof, such as in the form of an
electronic file and/or an electronic document, such as a Web
page, Web site, etc., in an embodiment. Of course, HIML
and/or XML are merely examples of “markup” languages,
provided as non-limiting illustrations. Furthermore, HIML
and/or XML are intended to refer to any version, now known
and/or to be later developed, of these languages. Likewise,
claimed subject matter are not imtended to be limited to
examples provided as illustrations, of course.

In the context of the present disclosure, the term “Web
site” and/or similar terms refer to Web pages that are
associated electronically to form a particular collection
thereol. Also, 1n the context of the present disclosure, “Web
page” and/or similar terms refer to an electronic file and/or
an electronic document accessible via a network, imncluding
by specilying a uniform resource locator (URL) for acces-
sibility via the Web, 1n an example embodiment. As alluded
to above, 1n one or more embodiments, a Web page may
comprise digital content coded (e.g., via computer instruc-
tions) using one or more languages, such as, for example,
markup languages, including HITML and/or XML, although
claimed subject matter 1s not limited 1n scope 1n this respect.
Also, 1n one or more embodiments, application developers
may write code (e.g., computer instructions) in the form of
JavaScript (or other programming languages), for example,
executable by a computing device to provide digital content
to populate an electronic document and/or an electronic file
in an appropriate format, such as for use in a particular
application, for example. Use of the term “JavaScript”
and/or similar terms intended to refer to one or more
particular programming languages are intended to refer to
any version of the one or more programming languages
identified, now known and/or to be later developed. Thus,
JavaScript 1s merely an example programming language. As
was mentioned, claimed subject matter 1s not intended to be
limited to examples and/or illustrations.

As was mdicated, 1n the context of the present disclosure,
the terms “entry,” “electronic entry,” “document,” “elec-
tronic document,” “content,”, “digital content,” “1tem,” and/
or similar terms are meant to refer to signals and/or states 1n
a physical format, such as a digital signal and/or digital state
format, e.g., that may be perceived by a user 11 displayed,
played, tactilely generated, etc. and/or otherwise executed
by a device, such as a digital device, including, for example,
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a computing device, but otherwise might not necessarily be
readily perceivable by humans (e.g., 1f 1n a digital format).
Likewise, 1in the context of the present disclosure, digital
content provided to a user 1n a form so that the user 1s able
to readily perceive the underlying content itself (e.g., con-
tent presented in a form consumable by a human, such as
hearing audio, feeling tactile sensations and/or seeing
images, as examples) 1s referred to, with respect to the user,
as “consuming’ digital content, “consumption” of digital
content, “consumable” digital content and/or similar terms.
For one or more embodiments, an electronic document
and/or an electronic file may comprise a Web page of code
(e.g., computer mstructions) in a markup language executed
or to be executed by a computing and/or networking device,
for example. In another embodiment, an electronic docu-
ment and/or electronic file may comprise a portion and/or a
region of a Web page. However, claimed subject matter 1s
not intended to be limited 1n these respects.

Also, for one or more embodiments, an electronic docu-
ment and/or electronic file may comprise a number of
components. As previously indicated, in the context of the
present disclosure, a component 1s physical, but 1s not
necessarily tangible. As an example, components with ref-
erence to an electronic document and/or electronic file, in
one or more embodiments, may comprise text, for example,
in the form of physical signals and/or physical states (e.g.,
capable of being physically displayed and/or maintained as
a memory state 1n a tangible memory). Typically, memory
states, for example, comprise tangible components, whereas
physical signals are not necessarily tangible, although sig-
nals may become (e.g., be made) tangible, such as if
appearing on a tangible display, for example, as 1s not
uncommon. Also, for one or more embodiments, compo-
nents with reference to an electronic document and/or elec-
tronic file may comprise a graphical object, such as, for
example, an 1mage, such as a digital 1image, and/or sub-
objects, including attributes thereof, which, again, comprise
physical signals and/or physical states (e.g., capable of being,
tangibly displayed and/or maintained as a memory state 1n a
tangible memory). In an embodiment, digital content may
comprise, for example, text, images, audio, video, haptic
content and/or other types of electronic documents and/or
clectronic files, including portions thereof, for example.

Also, 1 the context of the present disclosure, the term
parameters (e.g., one or more parameters) refer to material
descriptive of a collection of signal samples, such as one or
more electronic documents and/or electronic files, and exist
in the form of physical signals and/or physical states, such
as memory states. For example, one or more parameters,
such as referring to an electronic document and/or an
clectronic file comprising an image, may include, as
examples, time of day at which an 1mage was captured,
latitude and longitude of an 1image capture device, such as a
camera, for example, etc. In another example, one or more
parameters relevant to digital content, such as digital content
comprising a technical article, as an example, may include
one or more authors, for example. Claimed subject matter 1s
intended to embrace meaningiul, descriptive parameters 1n
any format, so long as the one or more parameters comprise
physical signals and/or states, which may include, as param-
cter examples, collection name (e.g., electronic file and/or
clectronic document identifier name), techmque of creation,
purpose of creation, time and date of creation, logical path
if stored, coding formats (e.g., type ol computer instructions,
such as a markup language) and/or standards and/or speci-
fications used so as to be protocol compliant (e.g., meaning
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substantially compliant and/or substantially compatible) for
one or more uses, and so forth.

Si1gnal packet communications and/or signal frame com-
munications, also referred to as signal packet transmissions
and/or signal frame transmissions (or merely “signal pack-
ets” or “signal frames™), may be communicated between
nodes of a network, where a node may comprise one or more
network devices and/or one or more computing devices, for
example. As an illustrative example, but without limitation,
a node may comprise one or more sites employing a local
network address, such as in a local network address space.
[Likewise, a device, such as a network device and/or a
computing device, may be associated with that node. It 1s
also noted that in the context of this disclosure, the term
“transmission” 1s intended as another term for a type of
signal communication that may occur 1n any one of a variety
of situations. Thus, 1t 1s not mtended to 1imply a particular
directionality of communication and/or a particular initiat-
ing end of a commumcation path for the “transmission”
communication. For example, the mere use of the term 1n
and of itself 1s not intended, 1n the context of the present
disclosure, to have particular implications with respect to the
one or more signals being communicated, such as, for
example, whether the signals are being communicated “to”
a particular device, whether the signals are being commu-
nicated “from” a particular device, and/or regarding which
end of a communication path may be 1nitiating communi-
cation, such as, for example, in a “push type” of signal
transier or 1 a “pull type” of signal transfer. In the context
of the present disclosure, push and/or pull type signal
transiers are distinguished by which end of a communica-
tions path initiates signal transfer.

Thus, a signal packet and/or frame may, as an example, be
communicated via a communication channel and/or a com-
munication path, such as comprising a portion of the Internet
and/or the Web, from a site via an access node coupled to the
Internet or vice-versa. Likewise, a signal packet and/or
frame may be forwarded via network nodes to a target site
coupled to a local network, for example. A signal packet
and/or frame communicated via the Internet and/or the Web,
for example, may be routed via a path, such as either being
“pushed” or “pulled,” comprising one or more gateways,
servers, etc. that may, for example, route a signal packet
and/or frame, such as, for example, substantially in accor-
dance with a target and/or destination address and availabil-
ity of a network path of network nodes to the target and/or
destination address. Although the Internet and/or the Web
comprise a network of interoperable networks, not all of
those 1nteroperable networks are necessarily available and/
or accessible to the public.

In the context of the particular disclosure, a network
protocol, such as for communicating between devices of a
network, may be characterized, at least in part, substantially
in accordance with a layered description, such as the so-
called Open Systems Interconnection (OSI) seven layer type
ol approach and/or description. A network computing and/or
communications protocol (also referred to as a network
protocol) refers to a set of signaling conventions, such as for
communication transmissions, for example, as may take
place between and/or among devices 1n a network. In the
context of the present disclosure, the term “between” and/or
similar terms are understood to include “among” 1f appro-
priate for the particular usage and vice-versa. Likewise, 1n
the context of the present disclosure, the terms “compatible
with,” “comply with” and/or similar terms are understood to
respectively include substantial compatibility and/or sub-
stantial compliance.
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A network protocol, such as protocols characterized sub-
stantially 1n accordance with the aforementioned OSI
description, has several layers. These layers are referred to
as a network stack. Various types of communications (e.g.,
transmissions ), such as network communications, may occur
across various layers. A lowest level layer in a network
stack, such as the so-called physical layer, may characterize
how symbols (e.g., bits and/or bytes) are communicated as
one or more signals (and/or signal samples) via a physical
medium (e.g., twisted pair copper wire, coaxial cable, fiber
optic cable, wireless air interface, combinations thereof,
etc.). Progressing to higher-level layers 1n a network proto-
col stack, additional operations and/or features may be
available via engaging in communications that are substan-
tially compatible and/or substantially compliant with a par-
ticular network protocol at these higher-level layers. For
example, higher-level layers of a network protocol may, for
example, affect device permissions, user permissions, etc.

A network and/or sub-network, in an embodiment, may
communicate via signal packets and/or signal frames, such
via participating digital devices and may be substantially
compliant and/or substantially compatible with, but 1s not
limited to, now known and/or to be developed, versions of
any of the following network protocol stacks: ARCNET,
AppleTalk, ATM, Bluetooth, DECnet, Ethernet, FDDI,
Frame Relay, HIPPI, IEEE 1394, IEEE 802.11, IEEE-488,
Internet Protocol Suite, IPX, Myrinet, OSI Protocol Suite,
QsNet, RS-232, SPX, System Network Architecture, Token
Ring, USB, and/or X.25. A network and/or sub-network may
employ, for example, a version, now known and/or later to
be developed, of the following: TCP/IP, UDP, DEChnet,
NetBEUI, IPX, AppleTalk and/or the like. Versions of the
Internet Protocol (IP) may include IPv4, IPv6, and/or other
later to be developed versions.

Regarding aspects related to a network, including a com-
munications and/or computing network, a wireless network
may couple devices, including client devices, with the
network. A wireless network may employ stand-alone, ad-
hoc networks, mesh networks, Wireless LAN (WLAN)
networks, cellular networks, and/or the like. A wireless
network may further include a system of terminals, gate-
ways, routers, and/or the like coupled by wireless radio
links, and/or the like, which may move freely, randomly
and/or organize themselves arbitrarily, such that network
topology may change, at times even rapidly. A wireless
network may further employ a plurality of network access
technologies, including a version of Long Term Evolution
(LTE), WLAN, Wireless Router (WR) mesh, 2nd, 3rd, 47,
or Sth generation (2G, 3G, 4G, or 3G) cellular technology
and/or the like, whether currently known and/or to be later
developed. Network access technologies may enable wide
area coverage for devices, such as computing devices and/or
network devices, with varying degrees of mobility, for
example.

A network may enable radio frequency and/or other
wireless type communications via a wireless network access
technology and/or air interface, such as Global System for
Mobile communication (GSM), Universal Mobile Telecom-
munications System (UMTS), General Packet Radio Ser-
vices (GPRS), Enhanced Data GSM Environment (EDGE),
3GPP Long Term Evolution (LTE), LTE Advanced, Wide-
band Code Division Multiple Access (WCDMA), Bluetooth,
ultra-wideband (UWB), IEEE 802.11 (including, but not
limited to, IEEE 802.11b/g/n), and/or the like. A wireless
network may include virtually any type of now known
and/or to be developed wireless communication mechanism
and/or wireless communications protocol by which signals
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may be communicated between devices, between networks,
within a network, and/or the like, including the foregoing, of
course. For example, 1n some 1instances, a network may
comprise an IoT centric network, such as discussed above.

In one example embodiment, as shown in FIG. 15, a
system embodiment may comprise a local network (e.g., a
second device 1504 and a computer-readable medium 1540)
and/or another type of network, such as a computing and/or
communications network. For purposes of illustration,
therefore, FIG. 15 shows an embodiment 1500 of a system
that may be employed to implement either type or both types
of networks, such as in connection with one or more
operations and/or techniques for a blockchain for securing
and/or managing IoT network-type infrastructure. Network
1508 may comprise one or more network connections, links,
processes, services, applications, and/or resources to facili-
tate and/or support communications, such as an exchange of
communication signals, for example, between a computing
device, such as 1502, and another computing device, such as
1506, which may, for example, comprise one or more client
computing devices and/or one or more server computing
device. By way of example, but not limitation, network 1508
may comprise wireless and/or wired communication links,
telephone and/or telecommunications systems, Wi-F1 net-
works, Wi-MAX networks, the Internet, a local area network
(LAN), a wide area network (WAN), an IoT centric network
and/or protocol, or any combinations thereof. Again, par-
ticular examples of 10T centric wireless networks and pro-
tocols were discussed above.

Example devices i FIG. 15 may comprise features, for
example, of a client computing device and/or a server
computing device, in an embodiment. It 1s further noted that
the term computing device, in general, whether employed as
a client and/or as a server, or otherwise, refers at least to a
processor and a memory connected by a communication
bus. Likewise, in the context of the present disclosure at

least, this 1s understood to refer to suflicient structure within
the meaning of 35 § USC 112 (1) so that 1t 1s specifically

intended that 35 § USC 112 (1) not be implicated by use of
the term “computing device” and/or similar terms; however,
if 1t 1s determined, for some reason not immediately appar-
ent, that the foregoing understanding cannot stand and that
35 § USC 112 (1) therefore, necessarily 1s implicated by the
use of the term “computing device” and/or similar terms,
then, 1t 1s mtended, pursuant to that statutory section, that
corresponding structure, material and/or acts for performing
one or more functions be understood and be interpreted to be
described at least 1n FIGS. 1-3, 5, 7, 9, 11, and 13, and the
corresponding description in the present disclosure.

As further 1llustrated 1in FIG. 15, 1n an embodiment, first
and third devices 1502 and 1506 may be capable of render-
ing a graphical user imterface (GUI) for a network device
and/or a computing device, for example, so that a user-
operator may engage 1n system use. Device 1504 may
potentially serve a similar function in this i1llustration. Like-
wise, 1 FIG. 15, computing device 1502 (“first device’ in
figure) may interface with computing device 1504 (‘second
device’ 1n figure), which may, for example, also comprise
features of a client computing device and/or a server com-
puting device, in an embodiment. Processor (e.g., processing
device) 1520 and memory 1522, which may comprise pri-
mary memory 1524 and secondary memory 1526, may
communicate by way ol a communication bus 1515, for
example. The term “computing device,” in the context of the
present disclosure, refers to a system and/or a device, such
as a computing apparatus, that includes a capability to
process (e.g., perform computations) and/or store digital
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content, such as electronic files, electronic documents, mea-
surements, text, images, video, audio, etc. in the form of
signals and/or states. Thus, a computing device, in the
context of the present disclosure, may comprise hardware,
soltware, firmware, or any combination thereof (other than
software per se). Computing device 1504, as depicted 1n
FIG. 15, 1s merely one example, and claimed subject matter
1s not limited in scope to this particular example.

For one or more embodiments, a computing device may
comprise, for example, any of a wide range of digital
clectronic devices, including, but not limited to, desktop
and/or notebook computers, high-definition televisions,
digital versatile disc (DVD) and/or other optical disc players
and/or recorders, game consoles, satellite television receiv-
ers, cellular telephones, tablet devices, wearable devices,
personal digital assistants, mobile audio and/or video play-
back and/or recording devices, or any combination of the
foregoing. Further, unless specifically stated otherwise, a
process as described, such as with reference to flow dia-
grams and/or otherwise, may also be executed and/or
aflected, 1n whole or 1n part, by a computing device and/or
a network device. A device, such as a computing device
and/or network device, may vary in terms of capabilities
and/or features. Claimed subject matter 1s intended to cover
a wide range of potential variations. For example, a device
may include a numeric keypad and/or other display of
limited functionality, such as a monochrome liquid crystal
display (LLCD) for displaying text, for example. In contrast,
however, as another example, a web-enabled device may
include a physical and/or a virtual keyboard, mass storage,
one or more accelerometers, one or more gyroscopes, global
positioning system (GPS) and/or other location-identifying
type capability, and/or a display with a higher degree of
functionality, such as a touch-sensitive color 2D or 3D
display, for example.

As suggested previously, communications between a
computing device and/or a network device and a wireless
network may be in accordance with known and/or to be
developed network protocols including, for example, global
system for mobile communications (GSM), enhanced data
rate for GSM evolution (EDGE), 802.11b/g/n/h, etc., and/or
worldwide interoperability for microwave  access
(WiIMAX). A computing device and/or a networking device
may also have a subscriber i1dentity module (SIM) card,
which, for example, may comprise a detachable or embed-
ded smart card that 1s able to store subscription content of a
user, and/or 1s also able to store a contact list. As also
discussed, a computing device and/or a networking device
may also have other identities. A user may own the com-
puting device and/or network device or may otherwise be a
user, such as a primary user, for example. A device may be
assigned an address by a wireless network operator, a wired
network operator, and/or an Internet Service Provider (ISP).
For example, an address may comprise a domestic or
international telephone number, an Internet Protocol (IP)
address, and/or one or more other identifiers. In other
embodiments, a computing and/or communications network
may be embodied as a wired network, wireless network, or
any combinations thereof.

A computing and/or network device may include and/or
may execute a variety of now known and/or to be developed
operating systems, derivatives and/or versions thereof,
including computer operating systems, such as Windows,
10S, Linux, a mobile operating system, such as 1085,
Android, Windows Mobile, and/or the like. A computing
device and/or network device may include and/or may
execute a variety of possible applications, such as a client
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soltware application enabling communication with other
devices. For example, one or more messages (e.g., content)
may be communicated, such as via one or more protocols,
now known and/or later to be developed, suitable for com-
munication of email, short message service (SMS), and/or
multimedia message service (MMS), including via a net-
work, such as a social network, formed at least 1n part by a
portion of a computing and/or communications network,
including, but not limited to, Facebook, LinkedIn, Twitter,
Flickr, and/or Google+, to provide only a few examples. A
computing and/or network device may also include execut-
able computer instructions to process and/or communicate
digital content, such as, for example, textual content, digital
multimedia content, and/or the like. A computing and/or
network device may also include executable computer
instructions to perform a variety of possible tasks, such as
browsing, searching, playing various forms of digital con-
tent, including locally stored and/or streamed video, and/or
games such as, but not limited to, fantasy sports leagues. The
foregoing 1s provided merely to illustrate that claimed
subject matter 1s intended to include a wide range of possible
features and/or capabilities.

In FIG. 15, computing device 1502 may provide one or
more sources ol executable computer instructions in the
form physical states and/or signals (e.g., stored 1n memory
states), for example. Computing device 1502 may commu-
nicate with computing device 1504 by way of a network
connection, such as via network 1508, for example. As
previously mentioned, a connection, while physical, may not
necessarily be tangible. Although computing device 1504 of
FIG. 15 shows wvarious tangible, physical components,
claimed subject matter 1s not limited to computing devices
having only these tangible components as other implemen-
tations and/or embodiments may include alternative
arrangements that may comprise additional tangible com-
ponents or fewer tangible components, for example, that
function differently while achieving similar results. Rather,
examples are provided merely as illustrations. It 1s not
intended that claimed subject matter be limited 1n scope to
illustrative examples.

Memory 1522 may comprise any non-transitory storage
mechanism. Memory 1522 may comprise, for example,
primary memory 1524 and secondary memory 1526, addi-
tional memory circuits, mechanisms, or combinations
thereol may be used. Memory 1522 may comprise, for
example, random access memory, read only memory, etc.,
such as 1n the form of one or more storage devices and/or
systems, such as, for example, a disk drive including an
optical disc drive, a tape drive, a solid-state memory drive,
etc., just to name a few examples.

Memory 1522 may be utilized to store a program of
executable computer instructions. For example, processor
1520 may fetch executable instructions from memory and
proceed to execute the fetched instructions. Memory 1522
may also comprise a memory controller for accessing device
readable-medium 1540 that may carry and/or make acces-
sible digital content, which may include code, and/or
istructions, for example, executable by processor 1520
and/or some other device, such as a controller, as one
example, capable of executing computer instructions, for
example. Under direction of processor 1520, a non-transi-
tory memory, such as memory cells storing physical states
(e.g., memory states), comprising, for example, a program of
executable computer instructions, may be executed by pro-
cessor 1520 and able to generate signals to be communicated
via a network, for example, as previously described.
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Thus, 1n some 1nstances, processor 1520 may facilitate
and/or support, such as via a communication interface 1530,
for example, communicating electronically regarding one or
more electronic transactions of one or more Internet of
Things (IoT) devices on a network, at least some of the one
or more IoT devices comprising at least one of the follow-
Ing: a sensor; an actuator; a middlebox; or any combination
thereol, and wherein the one or more electronic transactions
occurring substantially in accordance with one or more
consensus rules of a blockchain through use of an integrated
cost metric. Generated signals may also be stored in
memory, also previously suggested. As was also discussed,
in some istances, second device 1504 may comprise one or
more cryptographic hash accelerators, which may or may
not be part of processor 1520. It should be noted that any
suitable types of cryptographic accelerators may be utilized
herein. For example, 1n some instances, one or more key
generators seeded by random number generators, such as for
public key based authentication (e.g. RSA, etc.) and/or block
encryption (e.g. AES, etc.) for data protection, at rest (e.g.,
stored as one or more signals and/or states 1n memory 1522)
or networked.

Memory 1522 may store electronic files and/or electronic
documents, such as relating to one or more users, and may
also comprise a device-readable medium that may carry
and/or make accessible content, including code and/or
instructions, for example, executable by processor 1520
and/or some other device, such as a controller, as one
example, capable of executing computer instructions, for
example. As previously mentioned, the term electronic file
and/or the term electronic document are used throughout this
document to refer to a set of stored memory states and/or a
set of physical signals associated 1n a manner so as to
thereby form an electronic file and/or an electronic docu-
ment. That 1s, 1t 1s not meant to mmplicitly reference a
particular syntax, format and/or approach used, for example,
with respect to a set of associated memory states and/or a set
ol associated physical signals. It 1s further noted an asso-
ciation of memory states, for example, may be 1 a logical
sense and not necessarily 1n a tangible, physical sense. Thus,
although signal and/or state components of an electronic file
and/or electronic document, are to be associated logically,
storage thereof, for example, may reside in one or more
different places in a tangible, physical memory, in an
embodiment.

Algorithmic descriptions and/or symbolic representations
are examples of techniques used by those of ordinary skill 1n
the signal processing and/or related arts to convey the
substance of their work to others skilled in the art. An
algorithm 1s, 1 the context of the present disclosure, and
generally, 1s considered to be a seli-consistent sequence of
operations and/or similar signal processing leading to a
desired result. In the context of the present disclosure,
operations and/or processing involve physical mampulation
of physical quantities. Typically, although not necessarily,
such quantities may take the form of electrical and/or
magnetic signals and/or states capable of being stored,
transterred, combined, compared, processed and/or other-
wise manipulated, for example, as electronic signals and/or
states making up components of various forms of digital
content, such as signal measurements, text, 1images, video,
audio, etc.

It has proven convenient at times, principally for reasons
of common usage, to refer to such physical signals and/or
physical states as bits, values, elements, parameters, sym-
bols, characters, terms, numbers, numerals, measurements,
content and/or the like. It should be understood, however,
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that all of these and/or similar terms are to be associated with
appropriate physical quantities and are merely convenient
labels. Unless specifically stated otherwise, as apparent from
the preceding discussion, it 1s appreciated that throughout
this specification discussions utilizing terms such as “pro-
cessing,” “‘computing,” “‘calculating,” “determimng”,
“establishing”, “obtaimng”, “identifying”, “selecting”,
“generating”’, and/or the like may refer to actions and/or
processes of a specific apparatus, such as a special purpose
computer and/or a similar special purpose computing and/or
network device. In the context of this specification, there-
fore, a special purpose computer and/or a similar special
purpose computing and/or network device 1s capable of
processing, manipulating and/or transforming signals and/or
states, typically in the form of physical electronic and/or
magnetic quantities, within memories, registers, and/or other
storage devices, processing devices, and/or display devices
of the special purpose computer and/or similar special
purpose computing and/or network device. In the context of
this particular disclosure, as mentioned, the term “specific
apparatus” therefore includes a general purpose computing
and/or network device, such as a general purpose computer,
once 1t 1s programmed to perform particular functions, such
as pursuant to program soiftware instructions.

In some circumstances, operation ol a memory device,
such as a change 1n state from a binary one to a binary zero
or vice-versa, for example, may comprise a transiformation,
such as a physical transformation. With particular types of
memory devices, such a physical transformation may com-
prise a physical transformation of an article to a diflerent
state or thing. For example, but without limitation, for some
types ol memory devices, a change in state may involve an
accumulation and/or storage of charge or a release of stored
charge. Likewise, in other memory devices, a change of state
may comprise a physical change, such as a transformation in
magnetic orientation. Likewise, a physical change may
comprise a transiformation 1 molecular structure, such as
from crystalline form to amorphous form or vice-versa. In
still other memory devices, a change 1n physical state may
involve quantum mechanical phenomena, such as, superpo-
sition, entanglement, and/or the like, which may involve
quantum bits (qubits), for example. The foregoing 1s not
intended to be an exhaustive list of all examples 1n which a
change in state from a binary one to a binary zero or
vice-versa 1n a memory device may comprise a transforma-
tion, such as a physical, but non-transitory, transformation.
Rather, the foregoing 1s intended as illustrative examples.

Continuing with FIG. 15, processor 1520 may comprise
one or more circuits, such as digital circuits, to perform at
least a portion of a computing procedure and/or process. By
way ol example, but not limitation, processor 1520 may
comprise one or more processors, such as controllers, micro-
processors, microcontrollers, application specific integrated
circuits, digital signal processors, programmable logic
devices, field programmable gate arrays, the like, or any
combination thereof. In various implementations and/or
embodiments, processor 1520 may perform signal process-
ing, typically substantially in accordance with fetched
executable computer instructions, such as to manipulate
signals and/or states, to construct signals and/or states, etc.,
with signals and/or states generated in such a manner to be
communicated and/or stored in memory, for example.

FIG. 15 also illustrates device 1504 as including a com-
ponent 1532 operable with 1put/output devices, {for
example, so that signals and/or states may be appropnately
communicated between devices, such as device 1504 and an
input device and/or device 1504 and an output device. A user
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may make use of an input device, such as a computer mouse,
stylus, track ball, keyboard, and/or any other similar device
capable of recerving user actions and/or motions as 1nput
signals. Likewise, a user may make use of an output device,
such as a display, a printer, etc., and/or any other device
capable of providing signals and/or generating stimul1 for a
user, such as visual stimuli, audio stimuli and/or other
similar stimuli.

In the preceding description, various aspects of claimed
subject matter have been described. For purposes of expla-
nation, specifics, such as amounts, systems and/or configu-
rations, as examples, were set forth. In other instances,
well-known features were omitted and/or simplified so as
not to obscure claimed subject matter. While certain features
have been 1llustrated and/or described herein, many modi-
fications, substitutions, changes and/or equivalents will now
occur to those skilled in the art. It 1s, therefore, to be
understood that the appended claims are intended to cover
all modifications and/or changes as fall within claimed
subject matter.

What 1s claimed 1s:

1. A method comprising:

communicating electronically messages descriptive of

one or more digital currency micropayments of one or
more devices on a network, at least some of said one or
more devices comprising: a sensor; an actuator; or a
middlebox, or a combination thereof,

said one or more digital currency micropayments occur-

ring 1n accordance with one or more rules of a block-
chain; and

monitoring traiflic associated with the one or more devices

for conformance with a smart contract and, in response
to detecting an attempt by a violating device to make an
unauthorized connection i violation of the smart con-
tract, broadcasting at least one digital currency trans-
action configured to, upon successiul validation, trans-
fer an amount of digital currency from a digital
currency wallet associated with the violating device to
at least one other device of the one or more devices.

2. The method of claim 1, wherein:

said one or more digital currency micropayments facili-

tate one or more electronic transactions; and

said one or more electronic transactions comprise: an

authentication-related transaction; an authorization-re-
lated transaction; a resource allocation-related transac-
tion; a delegation-related transaction; a peer anomaly
detection-related transaction; a dynamic pricing-related
transaction or a miner reward-related transaction, or a
combination thereof.

3. The method of claim 2, wherein at least one of said one
or more electronic transactions 1s authorized based, at least
in part, on a smart contract-related restriction; or a digital
currency budget-related restriction, or a combination
thereof.

4. The method of claim 1, wherein said one or more rules
of said blockchain defining transaction validity comprise: a
two-party consensus rule; a proof-of-work-type consensus
rule; a proot-of-stake-type consensus rule or an algorithmi-
cally-determined-randomly-chosen verifiers rule, or a com-
bination thereof.

5. The method of claim 1, wherein said one or more rules
of said blockchain defining transaction validity are imple-
mented by at least some of said one or more devices.

6. The method of claim 1, wherein said network com-
prises: a peer-to-peer-type network; a cellular network; a
distributed network:; a decentralized network; a wireless
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communications network or a wired communications net-
work, or a combination thereof.

7. The method of claim 1, wherein said blockchain
comprises: a public blockchain or a private blockchain, or a
combination thereof.

8. The method of claim 1, wherein said blockchain
comprises at least one sidechain blockchain.

9. The method of claim 1, wherein said one or more rules
of said blockchain defining transaction validity are imple-
mented substantially during idle cycles of respective pro-
cessing units of said one or more devices.

10. The method of claim 1, wherein at least one of said
one or more digital currency micropayments 1S commensu-
rate with: an identity of a particular device of said one or
more devices or a function of a particular device of said one
or more devices, or a combination thereof.

11. The method of claim 1, wherein said one or more
devices comprise one or more Internet of Things (IoT)
devices.

12. An apparatus comprising;:

one or more processors coupled to a memory to:

communicate electronically messages descriptive of
one or more digital currency micropayments of one
or more devices on a network, at least some of said
one or more devices to comprise one or more of: a
sensor; an actuator; or a middlebox,

said one or more digital currency micropayments to
occur 1n accordance with one or more rules of a
blockchain to define transaction validity through use
ol an electronic payment; and

monitor traflic associated with the one or more devices
for conformance with a smart contract and, 1n
response to detection of an attempt by a violating
device to make an unauthorized connection 1n vio-
lation of the smart contract, broadcast at least one
digital currency transaction configured to, upon suc-
cesstul validation, transifer an amount of digital
currency Ifrom a digital currency wallet associated
with the violating device to at least one other device
of the one or more devices.

13. The apparatus of claim 12, wherein at least one of said
one or more digital currency micropayments 1s to be com-
mensurate with: an identity of a particular device of said one
or more devices; or a function of a particular device of said
one or more devices, or a combination thereof.

14. The apparatus of claim 12, wherein:

said one or more digital currency micropayments facili-

tate one or more electronic transactions; and

said one or more electronic transactions to comprise: an

authentication-related transaction; an authorization-re-
lated transaction; a resource allocation-related transac-
tion; a delegation-related transaction; a peer anomaly
detection-related transaction; a dynamic pricing-related
transaction or a miner reward-related transaction, or a
combination thereof.

15. The apparatus of claim 14, wherein at least one of said
one or more electronic transactions 1s authorized based, at
least 1n part, on a smart contract-related restriction or a
digital currency budget-related restriction, or a combination
thereof.

16. The apparatus of claim 12, wherein said network to
comprise: a peer-to-peer-type network; a cellular network; a
distributed network; a decentralized network; a wireless
communications network or a wired communications net-
work, or a combination thereof.
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17. An article comprising;:
a non-transitory storage medium having instructions
stored thereon executable by a special purpose com-

puting platform to:
communicate e¢lectronically messages descriptive of 5

one or more digital currency micropayments of one
or more devices on a network, at least some of said

one or more devices to comprise: a sensor; an
actuator; or a middlebox, or a combination thereof,

said one or more digital currency micropayments to

occur 1n accordance with one or more rules of a
blockchain to define transaction validity through use
ol an electronic payment; and

"y

monitor tra

1c assocliated with the one or more devices

for conformance with a smart contract and, 1n
response to detection an attempt by a violating
device to make an unauthorized connection 1n vio-
lation of the smart contract, broadcast at least one
digital currency transaction configured to, upon suc-
cessful validation, transfer an amount of digital
currency from a digital currency wallet associated
with the violating device to at least one other device
of the one or more devices.
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