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FIG. 3

ROUTER ASSOCIATED WITH A SERVER IN
A GIVEN DATACENTER RECEIVES A FRAME
ROUTER RETRIEVES THE DMAC INCLUDED 302
IN THE FRAME

' 303

IS THE DMAC THE
SAME AS THE BIA OF THE
ROUTER?

300

YES

IS THE
DMAC THE SAME AS

THE BIA OF ONE OF THE
SERVERS ASSOCIATED WITH

THE ROUTER?

ROUTER ROUTES
THE FRAME TO THE
APPROPRIATE SERVER
WITHIN THE
DATACENTER

DMAC THE SAME AS
THE MAC OF THE HSRP OR VRRP
GROUP TO WHICH THE ROUTER
BELONGS?

IS THE
DMAC THE SAME AS

THE MAC OF THE HSRP OR VRRP GROUP
OF THE SUBNET TO WHICH THE
ROUTER IS HOST?

ROUTER FORWARDS THE FRAME TO A
REMOTE DATACENTER VIA A TUNNELING 310
MODULE
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FIG. 4 o

VIRTUAL MACHINE MIGRATES FROM A HOME SUBNET
A TO A REMOTE HOST SUBNET B

402

VIRTUAL MACHINE SENDS OUT A GRATUITOUS ARP
MESSAGE FROM ITS NEW LOCATION IN SUBNET B

!

ARP CACHE TABLES IN
ROUTERS AND SERVERS OF ™. 404
SUBNET A ARE UPDATED TO
INDICATE THE MIGRATION
OF THE VIRTUAL MACHINE

r 406
SVI OF HOST SUBNET B DETECTS THE GRATUITOUS
ARP MESSAGE
408

!

GATEWAY ROUTER OF HOST SUBNET B ALLOWS
ACCESS OT GRATUITOUS ARP MESSAGE AND LEARNS
THAT THE VIRTUAL MACHINE IS A GUEST IN SUBNET B

410

GATEWAY ROUTER OF HOST SUBNET B SENDS AN
ARP MESSAGE TO THE IP ADDRESS OF THE GUEST

VIRTUAL MACHINE

| 412

VIRTUAL MACHINE PROVIDES A RESPONSE INCLUDING
AS ITS DESTINATION MAC ADDRESS THE MAC ADDRESS
OF THE GATEWAY ROUTER IN THE HOME SUBNET A

| 414

GATEWAY ROUTER OF HOST SUBNET B INTERCEPTS
THE RESPONSE AND VALIDATES THE PRESENCE OF THE
VIRTUAL MACHINE AS A GUEST IN HOST SUBNET B

| 416

HOST SUBNET B NOTIFIES THE ROUTED CONNECTION OF A /32
ROUTE FOR ACCESSING THE GUEST VIRTUAL MACHINE
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EXTENDED SUBNETS

TECHNICAL FIELD

[0001] The present disclosure relates generally to methods
and systems for routing data 1n networks including multiple
datacenters.

BACKGROUND OF THE INVENTION

[0002] Many enterprises have networks which include mul-
tiple datacenters, each datacenter including a plurality of
servers and a Virtual Local Area Network (VL AN) connect-
ing those servers. Oftentimes, servers in different ones of the
datacenters need to communicate with one another. There-
fore, routable communication between datacenters 1s desir-
able 1n such networks. Additionally, 1n such networks, 1t may
be beneficial to allow communication between servers
belonging to a single high availability cluster which are
located 1n different datacenters as well as server virtualization
and virtual machine migration.

[0003] The invention will be more fully understood from

the following detailed description of embodiments thereof,
taken together with the drawings 1n which:

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1 1s asimplified drawing illustrating a commu-
nications network including a plurality of datacenters, in
accordance with an embodiment of the invention, 1n the con-
text of application failover between datacenters;

[0005] FIG. 2 1s asimplified drawing illustrating a commu-
nications network including a plurality of datacenters, in
accordance with an embodiment of the invention, 1n the con-
text of lugh availability clusters spanning multiple data-
centers,

[0006] FIG. 3 1s a simplified flowchart that schematically
illustrates one example of traffic forwarding logic useful 1n
the communications networks of FIGS. 1 and 2; and

[0007] FIG. 4 1s a simplified flowchart that schematically

illustrates the operation of a migration detection and notifi-

cation module and of a routing module 1included 1n the com-
munications networks of FIGS. 1 and 2.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

[0008] Embodiments of the invention provide methods and
systems for routing data in networks including multiple data-
centers, particularly when direct communication between
servers located 1n two different datacenters 1s desired.

[0009] In some embodiments, a tunneling module 1is
tormed, connecting VLLANSs of different datacenters included
in the network. In accordance with some embodiments a
datacenter includes a router which comprises a frame receiv-
ing module operative to receive a traific frame including a
Destination Media Access Control (DMAC) address and a
frame forwarding module operative to forward the recerved
traffic frame to a second router 1n a second datacenter via the
tunneling module if the DMAC address included in the
received traific frame 1s different from all of the following:

[0010] a Burned in Address of the router;

[0011] aBurnedin Address of at least one server associated
with the router;
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[0012] a Media Access Control (IMAC) address of one of a
Hot Standby Routing Protocol (HSRP) group and a Virtual
Router Redundancy Protocol (VRRP) group of the router;
and

[0013] aMAC address of one of a HSRP group and aVRRP
group of a subnet hosted by the router.

[0014] In other embodiments, a tunneling module 1is
formed, connecting VLLANSs of different datacenters included
in the network. A given datacenter detects the presence of a
foreign virtual address, which has migrated to the given data-
center from another via the tunneling module, by receiving a
gratuitous Address Resolution Protocol (ARP) message or a
reverse ARP message from the migrated virtual address. The
given datacenter employs the received message to determine
the presence of the virtual address 1n given datacenter and
validates such presence. The given datacenter notifies other
datacenters i1n the network of the presence therein of the
foreign virtual address, and subsequently the other data-
centers direct requests for the virtual address directly to 1ts
current location 1n the given datacenter.

[0015] In additional embodiments, the tunneling module
enables direct communication between servers belonging to a
single high availability cluster, even 1f these servers are
located 1n different datacenters.

[0016] Itis appreciated that in the context of the invention,
the term ‘virtual address’ 1s interpreted broadly and includes
a virtual machine address and a cluster virtual IP address or
any server IP address that i1s susceptible to migration.

[0017] It 1s further appreciated that in the context of the
present application, the term gratuitous ARP refers to a
request packet 1n which the source IP address and the desti-
nation IP address are both set to the IP address of the machine
1ssuing the packet, and the destination Media Access Control
(MAC) address 1s set to be the broadcast address. A gratuitous
ARP request and reply are used to inform network neighbors
of changes in the MAC address associated with a given IP
address, thereby enabling machines recerving the gratuitous
ARP packet to update their ARP tables with the new MAC
address of the given IP address.

[0018] The methods and systems described herein can be
used 1n various network devices, such as Shared Port Adapt-
ers (SPAs) Interface Processor cards including for example
SIP400 and SIP600 available from Cisco, which include tun-
neling techniques. Additionally, the methods and systems
described herein may be used with a Server Virtualization
Switching (SVS) system, an Internet Operating System

(I0S), and a Nexus Operating System (NXOS).

Example Embodiments

[0019] Retference 1s now made to FIG. 1, which 1s a simpli-
fied drawing 1llustrating a communications network includ-
ing a plurality of datacenters, in accordance with an embodi-
ment of the invention, 1n the context of application failover
between datacenters.

[0020] As seen 1 FIG. 1, a routed connectivity network
interconnects a plurality of datacenters, such as a Wide Area
Network (WAN) 100, including datacenter 102 and data-
center 104, as well as client computers 106 and 108. As seen,
datacenter 102 includes servers 110 and 112, which are com-
municably connected to each other via a Virtual Local Area
Network (VLAN) 114, thereby defining a first subnet. A

router 116, having associated therewith a routing module 117,
connects datacenter 102 with the WAN 100. Datacenter 102

additionally includes two redundant routers 118 and 120,
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which function as default gateways for servers 110 and 112,
and connectthe VL AN 114 with the WAN 100 via router 116.
However, 1t 1s appreciated that the datacenter may include
only one of routers 118 and 120.

[0021] It 1s appreciated that the connection of redundant
routers 118 and 120 to the WAN 100, via router 116, allows

for summarization of servers 110 and 112, by enabling the
display to the WAN 100 of an aggregated IP address subnet,

which includes the first subnet, for accessing both servers 110
and 112.

[0022] Inasimilar manner, datacenter 104 includes a server
122, which 1s connected to a VL AN 124, thereby defining a
second subnet. A router 126, having associated therewith a
routing module 127, connects datacenter 104 with the WAN
100. Datacenter 104 additionally includes two redundant
routers 128 and 130, which function as default gateways for
server 122, and connect the VL AN 124 with the WAN 100 via
router 126. However, 1t 1s appreciated that the datacenter may
include only one of routers 128 and 130.

[0023] It 1s appreciated that routers 118 and 120 define a
first group 1n accordance with the Hot Standby Router Pro-
tocol (HSRP), which 1s described in RFC 2281, or in accor-
dance with the Virtual Router Redundancy Protocol (VRPP),
which 1s described 1n RFC 2338 which are hereby incorpo-
rated by reference. Similarly, routers 128 and 130 define a

second HSRP or VRRP group.

[0024] As seen, a tunneling module 132 communicably
connects VLAN 114 and VLAN 124, thereby enabling com-
munication between the first and second subnets and between
servers 112, 122 and 110, and failover of virtual addresses
from one datacenter to another. The tunneling module 132
may employ any existing tunneling mechanism or optical
transport technology, such as Layer 2 Tunneling Protocol
version 3 (L2TPv3), Ethermnet over Multiprotocol Label
Switching (EoOMPLS), Virtual Private LAN Service (VPLS),
Ethernet over Multiprotocol Label Switching over General
Routing Encapsulation (EoMPLSoGRE) and Wavelength
Division Multiplex (WDM) technology.

[0025] In the illustrated embodiment, a virtual machine A,
which normally resides in server 112 1n datacenter 102, failed
over to datacenter 104, and currently resides 1n server 122. In
the following description, server 112 and datacenter 102 wall
be referred to respectively as the home server and datacenter
for virtual machine A. Similarly, server 122 and datacenter
104 will be reterred to as host server and datacenter for virtual
machine A, and virtual machine A will be considered a guest
on 1ts host server and datacenter.

[0026] As described 1n further detail hereinbelow with ret-
erence to FIG. 4, the migration of virtual machine A from
server 112 to server 122 1s detected by elements of datacenter
102 and of datacenter 104. Detection of the migration of
virtual machine

[0027] A from server 112 to server 122 1s initialized by the
virtual machine A sending out a gratuitous Address Resolu-
tion Protocol (ARP) message or a reverse ARP message,
indicated by reference numeral 136, from 1ts new location 1n
server 122, which gratuitous ARP may be felt in the data-
centers 102 and 104, as indicated by a dotted line. Subse-
quently, the ARP cache tables 1n the routers and servers of
datacenter 102 are updated to indicate the migration of the
virtual machine.
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[0028] The routers of datacenter 104, which are appropri-
ately configured, allow access to the gratuitous ARP message,
thus allowing datacenter 104 to learn that the virtual machine
A 1s currently a guest therein.

[0029] Subsequently, a router 1n datacenter 104, such as
router 130 notifies router 126 of a host route, which 1s pret-
erably a /32 route, for accessing the virtual machine which 1s
hosted 1n datacenter 104. This may be done 1n any suitable
way known 1n the art, such as in a similar manner to the
operation of Route Health Injection or Local Area Mobility,
which are described hereinabove in the Background Of The
Invention.

[0030] Itisappreciatedthat following notification of the /32
route for the migrated virtual machine, communication
between servers 1n the datacenter 102 and the migrated virtual
machine which 1s hosted in datacenter 104 continues simi-

larly to the way 1t proceeded prior to migration of the virtual
machine.

[0031] Requests for virtual machine A, received from client
computers 106 and 108 prior to establishment by routing
modules 117 and 127 of the new location of virtual machine
A, are mitially transmitted via router 116 and VLAN 114 to
server 112, at which virtual machine A normally resides, and
following establishment that virtual machine A has failed
over to server 122 1n datacenter 104, the request 1s forwarded
to server 122 via tunneling module 132, as indicated by

dashed line 140.

[0032] Itis aparticular feature of the invention that follow-
ing establishment by routing modules 117 and 127 of the new
location of virtual machine A, requests for virtual machine A
are forwarded directly to gateway router 126 and therefrom to

server 122, at which the virtual machine A currently resides,
as indicated by dashed-dotted line 150.

[0033] Thelogic for forwarding traific from one datacenter
to another via the tunneling module 132 1s described 1n detail
hereinbelow with reference to FIG. 3.

[0034] It is appreciated that the tunneling module 132 may
provide a full communication connection between VLAN
114 and VLAN 124, such that all broadcasts generated 1n
VLAN 114 are visible in VL AN 124, and vice versa. Alter-
nately, tunneling module 132 may include multiple second-
ary tunnels (not shown), each of the secondary tunnels allow-
ing communication only between servers, located the two
datacenters 104 and 102, but which servers belong to a given
group, such as a high availability cluster.

[0035] It 1s further appreciated that routers 130 and 128 1n
datacenter 104 and routers 120 and 118 1n datacenter 102 may
be configured for functioning with the tunneling module 132
by including a definition of remote datacenters and subnets.
In the embodiment of FIG. 1, routers 128 and 130 include a
definition of the IP address of datacenter 104, and routers 120
and 118 include a definition of the IP address of datacenter
102.

[0036] Itis appreciated that though the description of FIG.
1 relates to two datacenters, the system would function 1n the
same manner 1f three or more datacenters were included
therein. In such a case, a virtual address would have a single
home subnet and server, and could be hosted in multiple
subnets.

[0037] Reference 1s now made to FIG. 2, which 1s a simpli-
fied illustrative drawing illustrating a communications net-
work including a plurality of datacenters, constructed and
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operative 1n accordance with an embodiment of the invention,
in the context of high availability clusters spanming multiple
datacenters.

[0038] As seen mn FIG. 2, routed connectivity network
interconnects a plurality of datacenters, such as a WAN 200,
including datacenter 202 and datacenter 204, as well as client
computers 206 and 208. As seen, datacenter 202 includes
servers 210 and 212, which are communicably connected to
cach other via a VLAN 214, thereby defining a first subnet. A
router 216, having associated therewith arouting module 218,
connects datacenter 202 with the WAN 200. Datacenter 202
additionally includes two redundant routers 220 and 222,
which function as default gateways for servers 210 and 212
and connectthe VL AN 214 with the WAN 200 via router 216.
However, 1t 1s appreciated that the datacenter may include
only one of routers 220 and 222.

[0039] It 1s appreciated that the connection of redundant
routers 220 and 222 to the WAN 200 via router 216, allows for
summarization of servers 210 and 212, by enabling the dis-

play to the WAN 200 of a range of IP addresses which
includes the first subnet.

[0040] Inasimilar manner, datacenter 204 includes servers
224 and 226, which are connected to a VLAN 230, thereby
defining a second subnet. A router 232, having associated
therewith a routing module 234 connects datacenter 204 with
the WAN 200. Datacenter 204 additionally includes two
redundant routers 236 and 238 which function as default
gateways for servers 224 and 226 and connect the VLAN 230
with the WAN 200 via router 232. However, 1t 1s appreciated
that the datacenter may include only one of routers 236 and

238.

[0041] It 1s appreciated that the connection of redundant
routers 236 and 238 to the WAN 200 via gateway router 232,
allows for summarization of servers 236 and 238, by enabling
the display to the WAN 200 of a single IP address range,
which includes the second subnet.

[0042] It 1s further appreciated that routers 220 and 222
define a first HSRP or VRRP group and routers 236 and 238
define a second HSRP or VRRP group.

[0043] As seen, a tunneling module 240 communicably
connects VLAN 214 and VLAN 230, thereby enabling com-

munication between the first and second subnets and between
servers 212 and 226 which belong to high availability cluster
A, and between servers 210 and 224 which belong to high
availability cluster B. This 1s particularly important for pro-
viding communication between servers located in different
datacenters, which servers belong to a single high availability
cluster, such as cluster A and cluster B in the illustrated
example. The tunneling module 240 may employ any existing
tunneling mechanism or optical transport technology, such as
Layer 2 Tunneling Protocol version 3 (L2TPv3), Ethernet
over Multiprotocol Label Switching (EoMPLS), Virtual Pri-
vate LAN Service (VPLS), Ethernet over Multiprotocol
Label Switching over General Routing Encapsulation (EoM-
PLSoGRE) and Wavelength Division Multiplex (WDM)

technology.

[0044] In the 1llustrated embodiment, servers 212 and 226
belong to high availability cluster A and servers 210 and 224

belong to high availability cluster B. Servers 212 and 226,
communicate with each other directly, via VLAN 214, tun-

neling module 240, and VL AN 230, as indicated by dashed
line 250.

[0045] It is appreciated that the tunneling module 240 may
provide a full communication connection between VLAN
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214 and VLAN 230, such that all broadcasts generated 1n
VLAN 214 are VlSlble in VLAN 230, and vice versa. Alter-
nately, tunneling module 240 may 1nclude multiple second-
ary tunnels (not shown), each of the secondary tunnels allow-
ing communication only between servers, located 1n different
datacenters, but which servers belong to a given group, such
as a high availability cluster.

[0046] It 1s further appreciated that routers 236, 238, 220,
and 222 are configured for functioming with the tunneling
module 240, by including a definition of remote datacenters
and subnets. In the embodiment of FIG. 2, routers 220 and
222 include a definition of the IP address of datacenter 204,
and routers 236 and 238 include a definition of the IP address
ol datacenter 202.

[0047] Thelogic for forwarding traific from one datacenter
to another via the tunneling module 240 1s described 1n detail
hereinbelow, with reference to FIG. 3.

[0048] It is appreciated that though the description of FIG.
2 relates to two datacenters, the system would function in the
same manner 1f three or more datacenters were included
therein. In such a case, a high availability cluster may include
servers located 1n three or more datacenters, and all the serv-
ers of the high availability cluster would communicate via the
tunneling module.

[0049] Reference 1s now made to FIG. 3, which 1s a simpli-
fied flowchart that schematically illustrates one example of
traffic forwarding logic useful in the communications net-
works of FIGS. 1 and 2.

[0050] As seen i FIG. 3, a frame, which includes 1n 1t a
Destination Media Access Control (DMAC) address, 1s
received at a router, associated with a server 1n a given data-
center, such as router 118 associated with server 110 1n data-
center 102 (FIG. 1), as seen 1n step 300, and the router
retrieves the DMAC address from the frame in step 302.
[0051] The router checks whether the DMAC address
included 1n the frame 1s different from 1ts own Burned In
Address (BIA), as seen at decision step 303. If the DMAC
address 1s different from the BIA of the router, the router
proceeds to check whether the DMAC address included 1n the
frame 1s different from the BIA of one of the servers associ-
ated therewith, as seen at decision step 304.

[0052] If in step 304 the DMAC address 1s different from
the BIA of the server, the router proceeds to check whether the
DMAC address included 1n the received frame 1s different
from the Media Access Control (MAC) address of the HSRP
or VRRP group to which it belongs, at decision step 306. If 1n
step 306 the DMAC address 1s different from the MAC
address of the HSRP or VRRP group to which the router
belongs, the router proceeds to check whether the DMAC
address 1included 1n the recerved frame 1s different from the
MAC address of the HSRP or VRRP group of the subnet to

which the router 1s a host, at decision step 308.

[0053] As seen in step 310, 11 all the conditions checked 1n
decision steps 303, 304, 306 and 308 are not fulfilled, and the
DMAC address 1s different from the MAC address of the
HSRP or VRRP group of the subnet which 1s hosted by the
router, the frame 1s forwarded to a remote datacenter, such as
datacenter 104 (FIG. 1) via a tunneling module, such as

tunneling module 132 (FIG. 1).

[0054] Otherwise, 11 the DMAC address of the frame 1s the
same as the BIA of the router or the same as the BIA of one of

the servers associated with the router receiving the frame, or
if the DMAC address of the frame 1s the same as the MAC

address ol the HSRP or VRRP group including the router or of
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the HSRP or VRRP group of the subnet hosted by the router,
the frame 1s routed to the server within the given datacenter or
to the WAN as required by the routing table, and i1s not
forwarded to a remote datacenter, as seen 1n step 312.

[0055] Thus, frames are forwarded in the tunnel only 1f they
are actually intended for a MAC address which 1s not associ-
ated with the home or host router HSRP or VRRP group at
which the frames were received, and traffic which 1s intended
for the given datacenter or HSRP or VRRP group remains
local.

[0056] Additionally, rules are imposed on the WAN, rout-
ing functionalities, and HSRP or VRRP groups, in order to
ensure that all traffic 1n a given datacenter does not unneces-
sarily get bridged over to a remote datacenter via the tunnel-
ing module 132.

[0057] Reference 1s now made to FIG. 4, which 1s a simpli-
fied tlowchart that schematically 1llustrates the operation of a
migration detection and notification module and of a routing,
module imncluded 1n the communications networks of FIGS. 1
and 2, 1n accordance with an embodiment of the invention.
[0058] As seen in step 400 of FIG. 4, a virtual machine
initially migrates from a home subnet A, such as the subnet of
datacenter 102 (FIG. 1), to a remote subnet B, such as the
subnet of datacenter 104 (FIG. 1), which remote subnet B
functions as a host subnet for the virtual machine. The virtual
machine 1s considered a guest on remote subnet B.

[0059] As seen in step 402, the virtual machine sends out a
gratuitous Address Resolution Protocol (ARP) message or a
reverse ARP message, from 1ts new location in subnet B. The
gratuitous ARP may be felt in the home subnet and in the host
subnet. Subsequently, the ARP cache tables 1n the routers and
servers of subnet A are updated to indicate the migration of
the virtual machine, as seen 1n step 404.

[0060] Instep 406, the Switch Virtual Interface (SVI) of the
host subnet, subnet B, detects the gratuitous ARP message
which 1s received from a virtual machine which normally
does not belong to subnet B and 1s foreign thereto. Due to
appropriate configuring of routers, such as routers 128 and
130 (FIG. 1), connecting subnet B to a main subnet router,
such as router 126 (FIG. 1), the routers allow access to the
gratuitous ARP message, thereby learning that a wvirtual
machine 1s currently a guest in subnet B, as seen 1n step 408.
[0061] Preferably, the routers, such as routers 130 and/or
128 (FIG. 1) validate the presence of the virtual machine 1n
subnet B by sending an ARP message to the IP address of the
guest virtual machine, as seen in step 410. Typically, this ARP
message icludes as 1ts source address the IP address of the
SVI1 of subnet A, which 1s the home subnet for the virtual
machine, such that the virtual machine can respond to the
ARP message.

[0062] As seen in step 412, the virtual machine which 1s a
guest 1n subnet B provides a response to the ARP message
which includes as its destination MAC address the MAC

address of the gateway router 1n 1ts home subnet, subnet A.

[0063] In accordance with the forwarding logic described
heremnabove with reference to FIG. 3, the response 1s not
torwarded to the home subnet of the virtual machine. How-
ever, the presence 1n subnet B of a guest virtual machine,
which normally resides 1n subnet A, 1s now established, as
seen at step 414.

[0064] Subsequently, as seen at step 416, a router on the
host subnet, such as router 130 or 128 (FIG. 1), notifies a
central router of the subnet, such as router 126 (FIG. 1), and
thereby notifies the routed connection 1n which the central
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router of the subnet i1s included, such as WAN 100 (FIG. 1), of
a host route, which 1s preferably a /32 route, for accessing the
virtual machine which the router 1s hosting. This may be done
in any suitable way known 1n the art, such as 1n a similar
manner to the operation of Route Health Injection or Local
Area Mobility, which are described hereinabove 1n the Back-
ground Of The Invention.

[0065] Itisappreciatedthat following notification of the /32
route for the migrated virtual machine, communication
between servers in the home subnet and the migrated virtual
machine which 1s hosted on subnet B continues to similarly to
the way 1t proceeded prior to migration of the virtual machine.
[0066] Specifically, if a server 1n the home subnet, such as
server 112 in datacenter 102, needs to communicate with the
migrated virtual machine, 1t sends an ARP request for the
virtual machine. The ARP request and response typically
travel through the tunneling module, as 1llustrated 1n FIG. 2.
[0067] It will be appreciated by persons skilled 1n the art
that the invention 1s not limited to what has been particularly
shown and described heremnabove. Rather the scope of the
invention includes both combinations and subcombinations
ol various features described hereinabove as well as modifi-
cations of such features which would occur to a person of
ordinary skill in the art upon reading the foregoing descrip-
tion and which are not 1n the prior art.

1. A router for use 1n a datacenter, comprising:

a frame recerving module operative to receive a traffic
frame including a Destination Media Access Control
(DMAC) address; and

a frame forwarding module operative to forward said traffic
frame to a second router 1n a second datacenter 1t said

DMAC address 1s different from all of the following;:

a Burned 1n Address of said router;

a Burned 1 Address of at least one server associated
with said router;

a Media Access Control (MAC) address of one of a Hot
Standby Routing Protocol (HSRP) group and a Vir-
tual Router Redundancy Protocol (VRRP) group of
said router; and

a MAC address of one of a HSRP group and a VRRP
group ol a subnet hosted by said router.

2. A router according to claim 1 and wherein said frame
forwarding module 1s operatwe to forward said traific frame
to said second router via a tunneling module connecting said
datacenter with said second datacenter.

3. A router according to claim 1 and wherein said frame
forwarding module 1s operative to not forward said tratfic
frame to said second router 1f said DMAC address 1s the same
as one of the following:

a Burned 1n Address of said router;

a Burned 1n Address of at least one server associated with

said router;

a Media Access Control (IMAC) address of one of a Hot

Standby Routing Protocol (HSRP) group and a Virtual

Router Redundancy Protocol (VRRP) group of said
router; and

a MAC address of one of a HSRP group and a VRRP group
of a subnet hosted by said router.

4. A router according to claim 3 and wherein said frame
forwarding module 1s associated with a routing table indicat-
ing a destination, and 1s operative, when not forwarding said
traffic frame to said second router, to forward said tratffic

frame to said destination indicated in said routing table.
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5. A router according to claim 1 and also comprising a
detection module operative to detect migration of a virtual
address from said datacenter to another datacenter by detect-
ing at least one of a gratuitous Address Resolution Protocol
(ARP) message and a reverse ARP message, sent by said
virtual address.

6. A router according to claim 3, and also comprising;:

an ARP cache table; and

an ARP cache table updating module which 1s operative to

receive from said detection module at least one migra-
tion detection mput and to update said ARP cache table
based on said mput.

7. A router for use 1n a datacenter, comprising:

detection means for detecting at least one of a gratuitous

Address Resolution Protocol (ARP) message and a
reverse ARP message, sent by a virtual address which
migrated from another datacenter to said datacenter and
1s Toreign thereto;

validation means for validating the presence of said virtual

address by sending an ARP message to said virtual
address and by recerving a response message from said
virtual address which response includes as a destination
address a Media Access Control (MAC) address of a
router 1n said another datacenter.

8. A router according to claim 7 and also comprising noti-
fication means operative to notily at least one other router of
a host route for accessing said virtual address.

9. A router according to claim 8 and wherein said host route
comprises a /32 route.

10. A router according to claim 8 and wherein said at least
one other router comprises another router 1n said datacenter.

11. A router according to claim 8 and wherein said at least
one other router comprises a router 1n at least one other
datacenter.

12. A method for transmitting data in a communications
system including a plurality of datacenters, the method com-
prising;:

connecting Virtual Local Area Networks (VLANSs) of the

plurality of datacenters using a tunneling module;

in a first datacenter, detecting the presence of virtual

address which normally resides 1n a second datacenter

but has migrated to said first datacenter, said detecting

including;

at said first datacenter, recerving from said virtual
address at least one of a gratuitous Address Resolu-
tion Protocol (ARP) message and a reverse ARP mes-
sage;

employing said at least one of a gratuitous ARP message
and a reverse ARP message to determine the presence
of said virtual address 1n said first datacenter; and

validating the presence of said virtual address 1n said
first datacenter;

notifying said plurality of datacenters of the presence of

said virtual machine 1n said first datacenter; and
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following said notifying, at each of said plurality of data-
centers, directing requests for said virtual address
directly to second server 1n said second datacenter.

13. A method according to claim 12 and wherein said

validating comprises:

sending from said first datacenter an ARP message to said
virtual address; and

at said first datacenter, recerving a response from said vir-

tual address including a Media Access Control (MAC)
address belonging to said second datacenter.

14. A method according to claim 13 and wherein said
sending comprises sending an ARP message, including, as 1ts
source address, an IP address of a Switch Virtual Interface
(SVI) associated with said second datacenter.

15. A method according to claim 12 and wherein said
notifying comprises providing a notification of a host route
for accessing said virtual address from said first datacenter to
said plurality of datacenters via a routed connection intercon-
necting said plurality of datacenters.

16. A method according to claim 15 and wherein said host
route comprises a /32 route.

17. A method according to claim 12 and also comprising:

at said second datacenter, recetving said at least one of a

gratuitous ARP message and a reverse ARP message;

and

updating at least one ARP cache table 1n said second data-

center to indicate the migration of said virtual address.

18. A method according to claim 12 and wherein said
detecting 1s carried out by a Switch Virtual Interface (SVI)
associated with said first datacenter.

19. A method according to claim 12 and wherein said
directing comprises:

at a given router 1n one of said plurality of datacenters,

receiving a traffic frame designating said virtual address;

and

forwarding said traific frame to a router in said second

datacenter via said tunneling module 1f a Destination

Media Access Control (DMAC) address included 1n said

frame 1s different from all of the following:

a Burned 1n Address of said given router;

a Burned in Address of at least one server associated
with said given router;

a Media Access Control (MAC) address of one of a Hot
Standby Routing Protocol (HSRP) group and a Vir-
tual Router Redundancy Protocol (VRRP) group of
said given router; and

a MAC address of one of a HSRP group and a VRRP
group of a subnet hosted by said given router.

20. A method according to claim 12, and also comprising,
employing said tunneling module for providing communica-
tion between servers, which reside 1n different ones of said
plurality of datacenters, but which belong to a single high
availability cluster.
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