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A particular networked machine broadcasts packets from its
interfaces resulting in patterns of returned copies of the sent
broadcast packets received on 1ts interfaces. Based on these
patterns, a determination 1s made to identify groupings of one
or more ol the interfaces that are considered by remote
devices as being grouped together, as a broadcast packet
transmitted from an interface belonging to a grouping will be
received on, and only on, a single interface in each of the other
groupings, with a grouping being one or more interfaces. In
one 1implementation, a grouping 1s defined as a single inde-
pendent interface, or an aggregation of two or more interfaces
combined into a single logical interface, such as, but not
limited to that of a PortChannel.
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AUTOMATIC DETERMINATION OF
GROUPINGS OF COMMUNICATIONS
INTERFACES

TECHNICAL FIELD

[0001] The present disclosure relates generally to commu-
nications systems.

BACKGROUND

[0002] Thecommumnications industry 1s rapidly changing to
adjust to emerging technologies and ever increasing customer
demand. This customer demand for new applications and
increased performance of existing applications 1s driving
communications network and system providers to employ
networks and systems having greater speed and capacity
(e.g., greater bandwidth). In trying to achieve these goals, a
common approach taken by many communications providers
1s to use packet switching technology.

[0003] A communications device typically includes mul-
tiple interfaces for communication with other devices.
PortChannel 1s a technology that aggregates multiple inter-
faces mto a single logical interface, and thus provides, inter
alia, aggregate bandwidth and load balancing capabilities,
and appears to higher-level protocols as a single logical inter-
face. It 1s important that each side of a link that 1s part of a
PortChannel 1s configured to act accordingly.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The appended claims set forth the features of the
invention with particularity. The invention, together with 1ts
advantages, may be best understood from the following
detailed description taken 1n conjunction with the accompa-
nying drawings ol which:

[0005] FIG. 1 illustrates an example network operating
according to one embodiment;

[0006] FIG. 2 illustrates an example system or component
thereof used 1n one embodiment;

[0007] FIGS. 3A-E illustrate a process performed 1n one
embodiment;
[0008] FIGS. 4A-C illustrate data structures used 1n one

embodiment; and
[0009] FIGS. SA-C 1illustrate a process performed 1n one
embodiment.

DESCRIPTION OF EXAMPLE EMBODIMENTS

1. Overview

[0010] Disclosed are, inter alia, methods, apparatus, com-
puter-storage media, mechanisms, and means associated with
automatically determining groupings of communications
interfaces. One embodiment performs a method, comprising:
transmitting, by a networked particular machine including a
plurality of interfaces with each configured for sending and
receiving packets over a communications link, a broadcast
packet from each of an exercised plurality of interfaces of the
plurality of interfaces; and receiving each of the transmitted
broadcast packets on one or more of the plurality of inter-
faces; wherein the plurality of interfaces includes the exer-
cised plurality of interfaces; analyzing the patterns of each
particular broadcast packet transmitted from one of the exer-
cised plurality of interfaces and on which of the plurality of
interfaces said particular broadcast packet was recerved 1n
order to determine a plurality of groupings of one or more of
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the plurality of interfaces; wherein a broadcast packet trans-
mitted from an interface belonging to a grouping will be
received on, and only on, a single interface in each of the other
plurality of groupings.

[0011] Inoneembodiment, a grouping 1s defined as a single
independent interface, or an aggregation of two or more inter-
faces combined into a single logical interface, such as, but not
limited to that of a PortChannel. One embodiment 1includes
transmitting, by the networked particular machine, an addi-
tional broadcast packet from a particular one of the exercised
plurality of interfaces, wherein the additional broadcast
packet contains imnformation designed to cause the broadcast
packet to be received on a different one of the plurality of
interfaces of one of the plurality of groupings than that result-
ing from a previous broadcast packet said transmitted on the
particular one of the exercised plurality of interfaces; and
wherein said analyzed patterns includes the particular one of
the exercised plurality of interfaces and one or more of the
plurality of interfaces on which the additional broadcast
packet was recerved based on 1ts said transmission. One
embodiment includes: comparing said determined plurality
of groupings with a predefined configuration; and providing a
notification of whether the predefined configuration matches
said determined plurality of groupings. In one embodiment,
the exercised plurality of interfaces includes all of the plural-
ity of interfaces. In one embodiment, said broadcast packets
are Layer-2 frames.

2. Description

[0012] Daisclosed are, inter alia, methods, apparatus, com-
puter-storage media, mechanisms, and means associated with
automatically determining groupings ol communications
interfaces. A particular networked machine broadcasts pack-
cts from 1ts interfaces resulting 1n patterns of returned copies
ol the sent broadcast packets received on its interfaces. Based
on these patterns, a determination 1s made to 1dentily group-
ings ol one or more of the interfaces that are considered by
remote devices as being grouped together, as a broadcast
packet transmitted from an interface belonging to a grouping
will be recerved on, and only on, a single interface 1n each of
the other groupings, with a grouping being one or more inter-
faces. In one implementation, a grouping i1s defined as a single
independent interface, or an aggregation of two or more inter-
faces combined into a single logical interface, such as, but not
limited to that of a PortChannel.

[0013] Embodiments described herein include various ele-
ments and limitations, with no one element or limitation
contemplated as being a critical element or limitation. Each of
the claims individually recites an aspect of the invention 1n its
entirety. Moreover, some embodiments described may
include, but are not limited to, inter alia, systems, networks,
integrated circuit chips, embedded processing eclements,
ASICs, methods, and computer-readable media contaiming
instructions. The embodiments described hereinatter embody
various aspects and configurations within the scope and spirit
of the invention, with the figures illustrating exemplary and
non-limiting configurations. Note, computer-readable media
and means for performing methods and processing block
operations are disclosed and are 1n keeping with the exten-
sible scope and spirit of the mvention.

[0014] Note, the steps, connections, and processing of sig-
nals and information illustrated 1n the figures, including, but
not limited to any block and flow diagrams and message
sequence charts, may typically be performed in the same or 1n
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a different serial or parallel ordering and/or by different com-
ponents and/or processes, threads, etc., and/or over different
connections and be combined with other functions i other
embodiments, unless this disables the embodiment or a
sequence 1s explicitly or implicitly required (e.g., for a
sequence of read the value, process said read value—the
value must be obtained prior to processing it, although some
ol the associated processing may be performed prior to, con-
currently with, and/or after the read operation).

[0015] The term “one embodiment™ 1s used herein to refer-
ence a particular embodiment, wherein each reference to “one
embodiment” may refer to a different embodiment, and the
use of the term repeatedly herein in describing associated
features, elements and/or limitations does not establish a
cumulative set of associated features, elements and/or limi-
tations that each and every embodiment must include,
although any embodiment may include some, all or none of
the features, elements and/or limitations described 1n relation
to a particular different one embodiment. In addition, the
terms “first,” “second,” etc. are typically used herein to denote
different units (e.g., a first element, a second element). The
use of these terms herein does not necessarily connote an
ordering such as one unit or event occurring or coming before
another, but rather provides a mechanism to distinguish
between particular units. Moreover, the phrases “based on x”
and “in response to X are used to indicate a minimum set of
items “xX” from which something 1s derived or caused,
wherein “x” 1s extensible and does not necessarily describe a
complete list of items on which the operation 1s performed,
etc. Additionally, the phrase “coupled to™ 1s used to indicate
some level of direct or indirect connection between two ele-
ments or devices, with the coupling device or devices modi-
tying or not modifying the coupled signal or communicated
information. Moreover, the term “or” 1s used herein to i1den-
tify a selection of one or more, including all, of the conjunc-
tive items. Additionally, the transitional term “comprising,”
which 1s synonymous with “including,” “containing,” or
“characterized by,” 1s inclusive or open-ended and does not
exclude additional, unrecited elements or method steps. Note,
nothing described or referenced in this document 1s admitted

as prior art to this application unless explicitly so stated.

[0016] One embodiment includes a method, including:
transmitting, by a networked particular machine including a
plurality of mterfaces with each configured for sending and
receiving packets over a communications link, a broadcast
packet from each of an exercised plurality of interfaces of the
plurality of interfaces; and receiving each of the transmitted
broadcast packets on one or more of the plurality of inter-
faces; wherein the plurality of interfaces includes the exer-
cised plurality of interfaces; analyzing the patterns of each
particular broadcast packet transmitted from one of the exer-
cised plurality of interfaces and on which of the plurality of
interfaces said particular broadcast packet was recerved 1n
order to determine a plurality of groupings of one or more of
the plurality of interfaces; wherein a broadcast packet trans-
mitted from an interface belonging to a grouping will be
received on, and only on, a single interface in each of the other
plurality of groupings.

[0017] In one embodiment, said grouping 1s defined as a
single independent interface, or an aggregation of two or
more nterfaces combined into a single logical interface. One
embodiment includes transmitting, by the networked particu-
lar machine, an additional broadcast packet from a particular
one of the exercised plurality of interfaces, wherein the addi-
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tional broadcast packet contains mmformation designed to
cause the broadcast packet to be recerved on a different one of
the plurality of interfaces of one of the plurality of groupings
than that resulting from a previous broadcast packet said
transmitted on the particular one of the exercised plurality of
interfaces; and wherein said analyzed patterns includes the
particular one of the exercised plurality of interfaces and one
or more of the plurality of interfaces on which the additional
broadcast packet was received based on 1ts said transmaission.
One embodiment includes: comparing said determined plu-
rality of groupings with a predefined configuration; and pro-
viding a notification of whether the predefined configuration
matches said determined plurality of groupings. In one
embodiment, the exercised plurality of interfaces includes all
of the plurality of interfaces. In one embodiment, said broad-
cast packets are Layer-2 frames.

[0018] One embodiment includes an apparatus, compris-
ing: a plurality of network interfaces with each configured for
sending and receiving packets over a communications link;
and one or more processors with corresponding one or more
memories configured to cause a broadcast packet to be trans-
mitted from each of an exercised plurality of interfaces of the
plurality of interfaces with said each of the transmitted broad-
cast packets to be recetved on one or more of the plurality of
interfaces; wherein the plurality of interfaces includes the
exercised plurality of interfaces; and wherein said one or
more processors with corresponding one or more memories
are configured to analyze the patterns of each particular
broadcast packet transmitted from one of the exercised plu-
rality of interfaces and on which of the plurality of interfaces
said particular broadcast packet was recerved 1n order to
determine a plurality of groupings of one or more of the
plurality of interfaces; wherein a broadcast packet transmit-
ted from an interface belonging to a grouping will be recerved
on, and only on, a single interface 1n each of the other plurality
of groupings.

[0019] In one embodiment, said grouping 1s defined as a
single independent interface, or an aggregation of two or
more 1mterfaces combined into a single logical interface. In
one embodiment, said one or more processors with corre-
sponding one or more memories are configured to cause the
transmission of an additional broadcast packet from a par-
ticular one of the exercised plurality of interfaces, wherein the
additional broadcast packet contains information designed to
cause the broadcast packet to be recerved on a different one of
the plurality of interfaces of one of the plurality of groupings
than that resulting from a previous broadcast packet said
transmitted on the particular one of the exercised plurality of
interfaces; and wherein said analyzed patterns includes the
particular one of the exercised plurality of interfaces and one
or more of the plurality of interfaces on which the additional
broadcast packet was received based on its said transmission.
In one embodiment, said one or more processors with corre-
sponding one or more memories are configured to compare
said determined plurality of groupings with a predefined con-
figuration, and to cause notification of whether the predefined
configuration matches said determined plurality of group-
ings. In one embodiment, the exercised plurality of interfaces
includes all of the plurality of interfaces. In one embodiment,
said broadcast packets are Layer-2 frames.

[0020] One embodiment includes a networked system,
comprising: a first network node, including a plurality of
interfaces with each configured for sending and receiving
packets over a communications link, configured to perform
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operations including: transmitting a broadcast packet from
cach of an exercised plurality of interfaces of the plurality of
interfaces; and recerving each of the transmitted broadcast
packets on one or more of the plurality of interfaces; wherein
the plurality of interfaces includes the exercised plurality of
interfaces; wherein a broadcast packet transmitted from an
interface belonging to a grouping will be received on, and
only on, a single interface 1n each of the other plurality of
groupings; one or more second nodes collectively including a
plurality of particular network interfaces communicatively
coupled to said links coupled to the exercised plurality of
interfaces of the first node; wherein each particular second
node of said one or more second nodes 1s configured to
receive an 1dentifiable broadcast packet and to forward said
received 1dentifiable broadcast packet from a single interface
of the plurality of particular network interfaces of each group-
ing configured on said particular second node, not including
the grouping corresponding to the interface on which the
identifiable broadcast packet was received; and the first node,
a second node of said one or more second nodes, or a third
node configured to analyze the patterns of each particular
broadcast packet transmitted from one of the exercised plu-
rality of interfaces of the first node and on which of the
plurality of interfaces of the first node said particular broad-
cast packet was received 1n order to determine a plurality of
groupings ol one or more of the plurality of interfaces.

[0021] Expressly turning to the figures, FI1G. 1 illustrates an
example network 100 operating according to one embodi-
ment. Particular networked machine 110 includes multiple
interfaces 111-119, which are communicatively coupled to
communication links 115, and to upstream switches 121-129.
Upstream switches 121-129 are typically communicatively
coupled, such as via network 130, and typically when tech-
nology 1s used that allows a grouping of interfaces of a com-
munications device (e.g., particular networked machine 110)
over which communication 1s performed with multiple com-
munications devices (e.g., different upstream switches 121-
129).

[0022] Interfaces 111-119 of particular networked machine
110 can be considered to be independent, or part of an aggre-
gation of two or more interfaces combined into a single logi-
cal interface. (Note, 11 one considers all interfaces as an aggre-
gation of one or more terfaces combined to a single
logical interface, then the teachings presented herein are still
applicable). A particular interface can only be aggregated into

a single logical interface (e.g., not be part of multiple
PortChannels).

[0023] When interfaces are aggregated into a single logical
interface, upper-layer protocols treat them as single interface,
and a packet sent from the logical interface will result 1n one
packet being sent over one of the aggregated links (in contrast
to the packet being sent over multiple of the aggregative
links). Thus, 1n normal operation of an upstream switch 121-
129, when a broadcast packet (e.g., Layer-2 frame) 1s received
on one of its interfaces, the broadcast packet will be sent out:
cach other independent interface, and (b) each other logical
interface (e.g., meaning being sent out one of the aggregated
interfaces ol each logical interface). Note, the broadcast
packet will not be sent out an interface (independent or aggre-
gate) on which 1t was recerved.

[0024] Particular networked machine 110 1s configured to
send out broadcast packets out i1ts interfaces (possibly all
interfaces including each interface even though it 1s aggre-
gated) and collect data on which interfaces the sent broadcast
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packet is recerved by particular networked machine 110. This
collected data can then be analyzed, by particular networked
machine 110 or another device with processing capability
(e.g., a processor, blade, computer) to determine the different
groupings of one or more mterfaces, wherein a grouping may
be a single, independent interface, or the interfaces that are
aggregated into a single, logical interface. Based on these
patterns of sent and received broadcast packets (e.g., Layer-2
frames have a destination broadcast address, and source
address of a MAC address of the outbound interface of par-
ticular networked machine 110), the groupings of interfaces
1s determined based on the configuration of upstream
switches 121-129 (e.g., what they consider corresponding
independent and aggregated interfaces). This information
can, for example, be displayed or otherwise provided to a
network manager. Also, the configuration of the interfaces of
particular networked switch 110 can be compared with the
determined groupings with this comparison result, for
example, be displayed or otherwise provided to a network
manager. Thus, by automatically determining these group-
ings, a networked device can identity how the interfaces of
peer communications systems communicatively coupled to
its interfaces are configured, and whether the configurations
are compatible or there 1s a configuration error.

[0025] In one embodiment, network 100 includes a third
network node 140, which 1s configured to analyze the patterns
of sent and received broadcast packets to determine the
grouping (e.g., rather than first node 110 or one or more
second nodes 121-129). Thus, this analysis can be oftloaded
from a switch to another device (e.g., computer, network
management system, etc.).

[0026] FIG. 2 1s block diagram of an apparatus or compo-
nent 200 used 1n one embodiment associated with automati-
cally determining groupings of communications interfaces.
In one embodiment, apparatus or component 200 performs
one or more processes corresponding to one of the flow dia-
grams 1llustrated or otherwise described herein.

[0027] In one embodiment, apparatus or component 200
includes one or more processing elements 201, memory 202,
storage device(s) 203, specialized component(s) 205 (e.g.
optimized hardware such as for performing data analysis,
etc.), and interface(s) 207 for communicating information
(e.g., sending and receiving packets, user-interfaces, display-
ing information, etc.), which are typically communicatively
coupled via one or more communications mechanisms 209,
with the communications paths typically tailored to meet the
needs of the application. In one embodiment apparatus or
component 200 corresponds to, or 1s part of, one or more
particular networked machines, upstream switches, comput-
ing devices, communications devices, or other devices
described herein.

[0028] Various embodiments of apparatus or component
200 may include more or less elements. The operation of
apparatus or component 200 1s typically controlled by pro-
cessing element(s) 201 using memory 202 and storage device
(s) 203 to perform one or more tasks or processes. Memory
202 1s one type ol computer-readable/computer-storage
medium, and typically comprises random access memory
(RAM), read only memory (ROM), flash memory, integrated
circuits, and/or other memory components. Memory 202
typically stores computer-executable instructions to be
executed by processing element(s) 201 and/or data which 1s
mampulated by processing element(s) 201 for implementing,
functionality in accordance with an embodiment. Storage
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device(s) 203 are another type of computer-readable medium,
and typically comprise solid state storage media, disk drives,
diskettes, networked services, tape drives, and other storage
devices. Storage device(s) 203 typically store computer-ex-
ecutable mstructions to be executed by processing element(s)
201 and/or data which 1s manipulated by processing element
(s) 201 for implementing functionality 1n accordance with an
embodiment.

[0029] FIGS. 3A-E illustrate a process performed 1n one
embodiment, and will be explained 1n terms of an example
wherein a particular networked machine has four interfaces
(A, B, C, and D) communicatively coupled to remote devices.
In order to determine the configuration of these remote
devices (e.g., their ports and whether they are independent or
aggregated), the particular networked machine will send
broadcast packets from one or more of its mdividual inter-
faces (1.e., regardless of whether they are configured as an
independent or aggregated interface).

[0030] Inthis example, a broadcast packet 1s sent out inter-
tace A with a single copy of the broadcast packet recerved on
interface B. First, 1t 1s known that there are P groupings,
where P 1s one more than the number of received broadcast
packets. In other words, P 1s one (as one packet 1s sent from a
different grouping than recerved on) plus one grouping for
cach packet recetved (as one packet 1s recerved 1n each group-
ing other than the sending grouping). Remember, a remote
switch will not forward a broadcast packet on a same interface
ol a grouping on which 1t was received, and will forward a
single packet out each other grouping of interfaces. Thus, 1n
this example, 1t 1s known that there are two groupings of
interfaces (1.e., as one broadcast packet was received, and one
plus one 1s two). Also, because i1t was sent on interface A and
received on interface D, then A and D must be in different
groupings.

[0031] This information 1s reflected 1n FIG. 3A. Shown 1s
matrix 300, created and populated after sending the broadcast
packet from interface A and receiving on interface D. The
columns of matrix 301 are each of the four interfaces; and the
rows ol matrix 302 are the different groupings, which are two
in number 1 our example based on the initial number of
packets received in response to sending the broadcast packet
out interface A. Further, known 1s that A and D are 1n different
groupings, so each of them 1s marked as being in a different
single grouping. (Note, a ‘Y’ represents 1n the grouping, and
‘X’ 1indicates not 1n the grouping). At this point there 1s noth-
ing in the To Be Determined (TBD) data structure 303.

[0032] Next, with reference to FIG. 3B, 1 our example, a
broadcast packet 1s sent out mterface B, with the broadcast
packet being received on interface C. Therefore, known 1s that
B and C are in different groupings. However, there 1s not
enough 1nformation yet to know 1n which grouping (1, 2)
either B or C should be placed. Therefore, an entry 1s added 1n
TBD data structure 303 of interfaces B and C as well as which
groupings they may be placed, which are 1 and 2 1n this
example. (Note, the interfaces are also included as when there
are more groupings, some of the groupings may be eliminated
from placing one of the listed interfaces). Thus, TBD data
structure 303 reflects that B and C are part of different group-
ings of 1 and 2, but 1t 1s not known which grouping (1, 2)
contains which interface (A, B).

[0033] Next, with reference to FIG. 3C, 1 our example, a
broadcast packet 1s sent out mterface C, with the broadcast
packet being recerved on interface A. Therefore, know 1s that
A and C are 1n different groupings. Since matrix 300 already
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reflects that interface A 1s in grouping 1, then C must be 1n
grouping 3, which 1s retlected 1n FIG. 3C.

[0034] One embodiment continues to send out a broadcast
packet out all other interfaces before processing TBD data
structure 303; while 1n one embodiment, TBD data structure
303 1s now processed such as 1n our example, retlected 1n FI1G.
3D. From the previous operation, and as reflected 1n matrix
300 in FIG. 3C, 1t 1s known that iterface C 1s 1 group 2.
Therefore, the entries(s) of TBD data structure 303 can be
updated to remove C and 2 from them. If this results 1n a single
interface (and hence a single grouping), then matrix 300 1s
updated accordingly, such as illustrated in FIG. 3E 1n our
example as 1t 1s now know that interface B 1s part of grouping
1, and remove the entry from TBD data structure 303. There-
fore, looking at matrix 300 1n FI1G. 3E, 1t has been determined
that interfaces A and B are 1n a {irst grouping (e.g., 1n a same
PortChannel), and interfaces C and D are 1n a second group-
ing—according to the configuration of the remote switches.
In one embodiment, this information 1s compared to the con-
figuration of the device that sent the broadcast packets to
determine whether or not 1t 1s also configured 1n this manner.
If one or more differences are detected, corrective action such
as error notification or automatic correction of the network
configuration can be performed.

[0035] Note, 1n some configurations and based on the hash-
ing algorithms of the remote switches 1n determining which
interface of a grouping of multiple interfaces to send a packet,
complete information may not be obtained by sending a
single packet from each interface. Returming to the previous
example, 1f the interfaces <sent from, received on> were:
<A,D>, <B,C>, <C,B>, and <D,A>, 1t can be determined that
there are two groupings, with A and D 1n different groupings,
and B and C in different groupings. However, this information
(e.g., based on the symmetric responses of the groupings)
does not 1dentity whether A 1s 1n a same grouping as B or C,
or whether D 1s 1n a same grouping as B or C. In order to
determine this, one embodiment performs remedial action,
such as by, but not limited to: using another technology such
as Cisco Discovery Protocol (CDP) or Link Aggregation
Control Protocol (LACP) to gain additional information; and/
or by sending one or more broadcast packets out an interface
with these packets contaiming a pattern to cause 1t to be
returned on a different interface of a grouping. (Note,
PortChannels typically have a hashing function that load bal-
ances trallic among 1ts 1nterfaces and corresponding links;
thus, 1t 1s possible to leverage the load balancing algorithm to
generate additional information for determining the group-
ngs. )

[0036] FIGS. 4A-C 1llustrates data structures and FIGS.
5A-C 1illustrates a process performed 1n one embodiment
associated with automatically determining groupings of com-
munications interfaces. Note, many different data structures,
such as lists, linked lists, arrays, matrices, tables, etc., can be
used 1in one embodiment; with the type used typically selected
based on a subjective preference of the implementer of the
embodiment. Similarly, there are many different variations of
the embodiments possible that determine the groupings based
on the patterns of sent and received broadcast packets.

[0037] FIG. 4A 1llustrates a non-same grouping data struc-
ture 400 tracking corresponding sent and recerved interfaces
for broadcast packets. For example, one embodiment (e.g.,
reflected 1n FIG. 5A) sends a broadcast packet out each inter-
face and collects information for subsequent analysis (e.g.,
reflected in FIGS. 5B-C). Thus, 1n one embodiment, non-
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same grouping data structure 400 has one row 401 for each of
the N interfaces, with P columns 402, with P being the num-
ber of groupings (e.g., determined based on the number of
broadcast packets received 1n response to a sent broadcast
packet). Each row 401 stores P interfaces from which a broad-
cast packet was sent and on which the broadcast packet was
received.

[0038] FIG. 4B llustrates data structure 410 for storing sets
of interfaces 1n each of the P groupings. A set 1s simply one
type of data structure that can be used 1n an embodiment, with
the previous example using a matrix as another example of a
data structure that can be used 1n one embodiment. Each of the
P rows 411 stores a list/set of interfaces in the particular
grouping (e.g., rather than storing an indication that an inter-
face 1s part, not part, or unknown as in the matrix used the
previous example).

[0039] FIG. 4C illustrates a data structure 410 for storing a
list/set of 1dentified groups and interfaces that have yet to be
resolved. Data structure 410 corresponds to the To Be Deter-
mined data structure illustrated 1n the previous example.

[0040] Turning to the processing of FIGS. 5A-B, process-
ing begins with process block 500 of FIG. SA. Note, 1n FIG.
5A, a broadcast packet 1s sent out each of the interfaces, with
the results stored for subsequent analysis, such as in, but not
limited to, non-same grouping data structure 400 of FIG. 4A.
In process block 502, an mitialization step 1s performed to
select a first particular interface and to 1mitialize the non-same
group data structure. In process block 504, a broadcast packet
(e.g., L2 broadcast frame) 1s sent out of the particular inter-
tace, with copies recerved on P-1 interfaces. In process block
506, the non-same grouping data structure 1s updated to
reflect the sending and recerving interfaces of the broadcast
packet. As determined 1n process block 507, if there are more
interfaces remaining to send from, then 1n process block 508,
selected 1s a next particular interface from which a broadcast
packet has not yet been sent. When a broadcast packet has
been sent from each interface as determined in process block
507, processing continues to FIG. 5B as indicated by connec-

tor A 509,

[0041] In a nutshell, the process illustrated in FIG. 5B 1ni-
tializes the data structures and first allocates interfaces from
the first entry of the non-same groupings to each of the dif-
terent groupings (as they are known to be in different group-
ings, so each one 1s added to a different one of the empty sets).
From there, the list of non-same groupings 1s sequenced
through, and those interfaces for which there 1s enough 1nfor-
mation 1s added to a grouping set. I there 1s not enough
information to add all of these interfaces to a grouping set,
then the interfaces and sets for which there 1s not enough
information are listed in an entry added to TMP_NODE list
tfor later processing (e.g., by that of F1G. 5C). Note, when all
interfaces have been allocated to a grouping set, then process-
ing 1s complete.

[0042] Expressly turning to FIG. 5B and proceeding from
connector A 509, processing continues to process block 530,
wherein P empty sets are created (e.g., corresponding to data
structure 410 of F1G. 4B) wherein P 1s the number of different
groupings, known from P-1 packets being received from a
sent broadcast packet. Note, 11 a different number of packets
1s returned for a sent broadcast packet, error processing 1s
performed, which may include starting over, notifying a net-
work manager, etc. Additionally, the TMP_NODE list 1s 1ni-
tialized to null (corresponding to data structure 420 of FIG.
4C). In process block 332, a first entry of the list of non-same
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groupings 1s removed, and each interface 1dentified therein 1s
placed 1n a different one of the grouping sets (as 1t 1s known
that each interface 1s in a different grouping, so they just need
to go 1nto different groupings).

[0043] As determined 1n process block 533, when all inter-
faces are 1n a grouping set, then the analysis 1s complete, and
processing proceeds to process block 548, wherein a list of
groupings (e.g., the grouped interfaces) 1s generated, and/or
displayed, and/or compared to a configuration of the particu-
lar networked machine, with the correctness or any differ-
ences displayed or otherwise communicated to a network
manager or operating system. Processing of the flow dia-

grams ol FIGS. 5A-C 1s complete as indicated by process
block 549.

[0044] Otherwise, as determined in process block 535,
while there are more entries 1n the list ol non-same groupings,
one entry 1s removed 1n process block 536. As determined 1n
process block 537, 11 all of the interfaces listed in the entry are
already 1n a grouping set, then processing returns to process
block 533. Otherwise, as determined 1n process block 539, 11
all but one of the interfaces listed 1n the entry are already 1n a
grouping set, then 1n process block 550, that one interface 1s
added to the grouping set that does not contain one of the
other listed interfaces; and processing returns to process
block 333. Otherwise, 1 process block 339, a TMP_NODE
entry 1s added to the list of TMP_NODES, with this entry
identifving each grouping set that does not contain one of the
listed interfaces and each of the interfaces not currently 1n one
of the grouping sets (e.g., as described in relation to the To Be
Determined list of FIGS. 3A-E); and processing returns to
process block 533. When there are no more entries 1n the list
ol non-same groupings, processing continues to FIG. 5C as
indicated by connector B 555. Note, from the decision of
process block 533, it 1s known that not all interfaces have been
placed 1n a grouping set, and from process block 335, 1t 1s
known that there are no more entries 1n the non-same group-
ing data structure to process, so the entries 1 the TMP_
NODE data structure are processed.

[0045] In a nutshell, the process illustrated in FIG. 5C
sequences through the TMP_NODE entries, and removes any
known interfaces and their assigned groupings from each
entry. The TMP_NODE node entry 1s removed 11 it becomes
empty. IT this elimination processing removes all but one
interface and one grouping, that interface 1s assigned to that
grouping and the CHG_FLAG is set to indicate that a group-
ing has changed, so resequencing through the TMP_NODE
list might be fruitful. When all interfaces have been assigned
to a grouping, the processing 1s done. Also, 1f sequencing
through TMP_NODES list leaves unknown assignments
(e.g., as previously discussed herein), remedial action (e.g.,
sending out additional packets to manipulate the hashing of
one or more of the PortChannels) 1s performed to get more
information to complete the assignment of interfaces to
groupings.

[0046] Expressly turning to FIG. 3C and proceeding from
connector B 5355, processing continues to process block 560,
wherein a first particular TMP_NODE entry 1s selected.

[0047] In process block 562, CHG_FLAG 1s set to false
(1ndicating no new assignment of interfaces to groupings).

[0048] In process block 564, each already assigned inter-
face and its corresponding grouping 1s removed from the
particular TMP_NODE entry. As determined in process block
563, 11 there 1s only one 1nterface remaiming 1n the particular
TMP_NODE entry, then in process block 566, this interface 1s
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added to the grouping identified 1n the particular TMP_N-
ODE entry. As determined in process block 567, if all inter-
faces have been assigned to a grouping set, then processing
returns to connector C 547 in FIG. 5B, and then to process

block 548. Otherwise, 1n process block 570, the particular
TMP_NODE entry 1s removed from the TMP_NODE list;
and processmg continues to process block 571. Otherwise, as
determined 1n process block 569, 1f the particular TMP_

NODE entry 1s now empty aiter the processing of process
block 564, then 1n process block 570, the particular TMP_

NODE entry 1s removed from the TMP_NODE list; and pro-
cessing continues to process block 571. As determined 1n
process block 571, 1 there are more TMP_NODE entries that
have not been processed 1n this round (e.g., the list sequenced
through entirely), then 1n process block 572, a next particular

TMP_NODE entry 1s selected, and processing returns to pro-
cess block 564.

[0049] Otherwise, the entire TMP_NODE Ilist has been
sequenced through since last setting the CHG_FLAG to false
in process block 562. As determined 1n process block 573. 1f
the CHG_FLAG 1s true (indicating one or additional assign-
ments of interfaces to a grouping which may provide infor-
mation for resolving additional interface assignments to be
done as reflected in TMP_NODE list), then as determined 1n
process block 574, 11 all interfaces have not been assigned to
a grouping set, then processing returns to process block 562 to
sequence through the TMP_NODE list again. Otherwise,
processing returns to connector C 547 i FIG. SB. Otherwise,
as determined 1n process block 573, if CHG_FLAG 1s false,
the processing proceeds to process block 575. As determined
therein, 1f all interfaces have been assigned to a grouping set,
then processing returns to connector C 347 in FIG. 5B. Oth-
erwise, 1n process block 576, 1n order to determine more
information and assign the remaining interfaces to a grouping
set, remedial action 1s taken, such as by, but not limited to:
using another technology such as Cisco Discovery Protocol
(CDP) or Link Aggregation Control Protocol (LACP) to gain
additional information; and/or by sending one or more broad-
cast packets out an interface with these packets containing a
pattern to cause it to be returned on a different interface of a
grouping. (Note, PortChannels typically have a hashing func-
tion that load balances traffic among 1ts interfaces and corre-
sponding links; thus, 1t 1s possible to leverage the load bal-
ancing algorithm to cause the broadcast packet to be returned
on a different interface of a PortChannel, thus generating
additional information for determining the groupings.) Pro-
cessing then returns to connector C 547 in FIG. 5B, as all
interfaces have been assigned to a grouping.

[0050] Inview of the many possible embodiments to which
the principles of our invention may be applied, 1t will be
appreciated that the embodiments and aspects thereof
described herein with respect to the drawings/figures are only
illustrative and should not be taken as limiting the scope of the
invention. For example, and as would be apparent to one
skilled 1n the art, many of the process block operations can be
re-ordered to be performed before, after, or substantially con-
current with other operations. Also, many different forms of
data structures could be used 1n various embodiments. The
invention as described herein contemplates all such embodi-
ments as may come within the scope of the following claims
and equivalents thereof.
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What 1s claimed 1s:
1. A method, comprising:

transmitting, by a networked particular machine including
a plurality of interfaces with each configured for sending,
and receiving packets over a communications link, a
broadcast packet from each of an exercised plurality of
interfaces of the plurality of interfaces; and receiving
cach of the transmitted broadcast packets on one or more
of the plurality of interfaces; wherein the plurality of
interfaces includes the exercised plurality of interfaces;

analyzing the patterns of each particular broadcast packet
transmitted from one of the exercised plurality of inter-
faces and on which of the plurality of interfaces said
particular broadcast packet was received 1 order to
determine a plurality of groupings of one or more of the
plurality of interfaces;

wherein a broadcast packet transmitted from an interface
belonging to a grouping will be rece1ved on, and only on,
a single 1interface 1 each of the other plurality of group-
1ngs.
2. The method of claim 1, wherein said grouping 1s defined
as a single independent interface, or an aggregation of two or
more interfaces combined into a single logical interface.

3. The method of claim 2, including transmitting, by the
networked particular machine, an additional broadcast packet
from a particular one of the exercised plurality of interfaces,
wherein the additional broadcast packet contains information
designed to cause the broadcast packet to be recerved on a
different one of the plurality of interfaces of one of the plu-
rality of groupings than that resulting from a previous broad-
cast packet said transmitted on the particular one of the exer-
cised plurality of interfaces; and wherein said analyzed
patterns includes the particular one of the exercised plurality
of interfaces and one or more of the plurality of interfaces on
which the additional broadcast packet was recerved based on
its said transmission.

4. The method of claim 2, comprising: comparing said
determined plurality of groupings with a predefined configu-
ration; and providing a notification of whether the predefined
configuration matches said determined plurality of group-
ngs.

5. The method of claim 2, wherein the exercised plurality of
interfaces includes all of the plurality of interfaces.

6. The method of claim 2, wherein said broadcast packets
are Layer-2 frames.

7. The method of claim 1, including transmitting, by the
networked particular machine, an additional broadcast packet
from a particular one of the exercised plurality of interfaces,
wherein the additional broadcast packet contains an informa-
tion pattern designed to cause the broadcast packet to be
received on a different one of the plurality of interfaces of one
of the plurality of groupings than that resulting from a previ-
ous broadcast packet said transmitted on the particular one of
the exercised plurality of interfaces.

8. The method of claim 1, comprising: comparing said
determined plurality of groupings with a predefined configu-
ration; and providing a notification of whether the predefined
configuration matches said determined plurality of group-
ngs.

9. The method of claim 1, wherein the exercised plurality of
interfaces includes all of the plurality of interfaces.

10. The method of claim 1, wherein said broadcast packets
are Layer-2 frames.
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11. An apparatus, comprising:

a plurality of network interfaces with each configured for
sending and recerving packets over a communications
link; and

one or more processors with corresponding one or more
memories configured to cause a broadcast packet to be
transmitted from each of an exercised plurality of inter-
faces of the plurality of interfaces with said each of the
transmitted broadcast packets to be received on one or
more of the plurality of interfaces; wherein the plurality
of interfaces includes the exercised plurality of inter-
faces; and wherein said one or more processors with
corresponding one or more memories are configured to
analyze the patterns of each particular broadcast packet
transmitted from one of the exercised plurality of inter-
faces and on which of the plurality of interfaces said
particular broadcast packet was received 1 order to
determine a plurality of groupings of one or more of the
plurality of interfaces;

wherein a broadcast packet transmitted from an interface
belonging to a grouping will be recetved on, and only on,
a single 1nterface i each of the other plurality of group-
1ngs.

12. The apparatus of claim 11, wherein said grouping 1s
defined as a single independent interface, or an aggregation of
two or more 1nterfaces combined 1nto a single logical inter-
face.

13. The apparatus of claim 12, wherein said one or more
processors with corresponding one or more memories are
configured to cause the transmission of an additional broad-
cast packet from a particular one of the exercised plurality of
interfaces, wherein the additional broadcast packet contains
information designed to cause the broadcast packet to be
received on a different one of the plurality of interfaces of one
of the plurality of groupings than that resulting from a previ-
ous broadcast packet said transmitted on the particular one of
the exercised plurality of interfaces; and wherein said ana-
lyzed patterns includes the particular one of the exercised
plurality of interfaces and one or more of the plurality of
interfaces on which the additional broadcast packet was
received based on 1ts said transmission.

14. The apparatus of claim 12, wherein said one or more
processors with corresponding one or more memories are
configured to compare said determined plurality of groupings
with a predefined configuration, and to cause notification of
whether the predefined configuration matches said deter-
mined plurality of groupings.

15. The apparatus of claim 12, wherein the exercised plu-
rality of interfaces includes all of the plurality of interfaces.

16. The apparatus of claim 12, wherein said broadcast
packets are Layer-2 frames.

17. The apparatus of claim 11, wherein said one or more
processors with corresponding one or more memories are
configured to cause the transmission of an additional broad-
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cast packet from a particular one of the exercised plurality of
interfaces, wherein the additional broadcast packet contains
information designed to cause the broadcast packet to be
received on a different one of the plurality of interfaces of one
of the plurality of groupings than that resulting from a previ-
ous broadcast packet said transmitted on the particular one of
the exercised plurality of interfaces; and wherein said ana-
lyzed patterns includes the particular one of the exercised
plurality of interfaces and one or more of the plurality of
interfaces on which the additional broadcast packet was
received based on 1ts said transmission.
18. The apparatus of claim 11, wherein said one or more
processors with corresponding one or more memories are
configured to compare said determined plurality of groupings
with a predefined configuration, and to cause notification of
whether the predefined configuration matches said deter-
mined plurality of groupings.
19. The apparatus of claim 11, wherein the exercised plu-
rality of interfaces includes all of the plurality of interfaces.
20. A networked system, comprising:
a first network node, including a plurality of interfaces with
cach configured for sending and receiving packets over
a communications link, configured to perform opera-
tions including: transmitting a broadcast packet from
cach of an exercised plurality of interfaces of the plural-
ity of interfaces; and receiving each of the transmitted
broadcast packets on one or more of the plurality of
interfaces; wherein the plurality of interfaces includes
the exercised plurality of interfaces; wherein a broadcast
packet transmitted from an interface belonging to a
grouping will be recerved on, and only on, a single
interface 1n each of the other plurality of groupings;

one or more second nodes collectively including a plurality
of particular network interfaces communicatively
coupled to said links coupled to the exercised plurality of
interfaces of the first node; wherein each particular sec-
ond node of said one or more second nodes 1s configured
to receive an identifiable broadcast packet and to for-
ward said received 1dentifiable broadcast packet from a
single interface of the plurality of particular network
intertaces of each grouping configured on said particular
second node, not including the grouping corresponding,
to the interface on which the identifiable broadcast
packet was received; and

the first node, a second node of said one or more second

nodes, or a third node configured to analyze the patterns
of each particular broadcast packet transmitted from one
of the exercised plurality of interfaces of the first node
and on which of the plurality of interfaces of the first
node said particular broadcast packet was recerved 1n
order to determine a plurality of groupings of one or
more of the plurality of interfaces.
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