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MEDICAL IMPLANT SOFTWARE SYSTEMS
AND METHODS

BACKGROUND

[0001] The use of drug delivery implants has reduced
required and/or repetitive surgeries, targeted specific areas
of the body, thereby increasing drug safety and ethicacy, and
cased the process of providing lifesaving medicine; such as
when, for example, surgery 1s deemed suboptimal and/or
less effective, like with chronic disease management and/or
when systemic/oral medicine dosing 1s meflective 1n cross-
ing a homeostatic cellular barrier (1.e. blood brain barrier)
and reaching the target organ or tissue. However existing
medical implants are limited 1n their ability to monitor and
control the implants’ various components by a number of
factors. Furthermore, existing medical implants 1n use
today—which are controlled wirelessly without any trans-
cutancous wiring (1.e. NeuroPace for brain epilepsy, cardiac
pacemakers for abnormal heartbeats, etc), must all be con-
trolled from a very close distance (1.e. within several inches)
via a close proximity transducer placed directly above one’s
scalp/skin.

[0002] First, medical implants have a heightened need for
security and robustness of firmware or software, as 1f a bug
were to occur or an unauthorized person were to gain access
to the medical implant there could be disastrous or even
lethal consequences to the patient. Second, there 1s a need to
reduce or eliminate the need to physically access the medical
implant for updating, controlling, or restoring compromised
components (1.e., change 1n function regarding pump-as-
sisted catheter flow, alter dosage adminmistration via a medi-
cine pump, etc), as physically accessing the device may
require the patient to undergo a risky, costly and potentially
dangerous surgery. For example, 1t 1s well known that for
cach skin-opening procedure near a medical implant, the risk
of infection drastically increases exponentially. In addition,
this 1nability to achieve smart, wireless, connectivity
increases the overall time 1t may take to see and respond to
urgent/emergent medical 1ssues, such as the potential for
overdosing/underdosing in instances of an acute change 1n
one’s medical status. For example, 11 a skull-embedded
medicine pump was 1n the daily process of treating a
malignant brain tumor via convection-enhanced delivery,
but the patient’s brain swelling increased suddenly due to
underlying disease progression and intracramal hyperten-
sion ensued, then the implanted device would need to have
the medicine flow emergently stopped to prevent life-threat-
enming herniation. However, in the current state-of-the-art,
implanted medical devices need to be 1n very close prox-
imity to the treating physician so that the transducer can be
just a few inches away from the scalp/skin—and thus, for
this scenario, the patient would most likely die i the
interim.

[0003] Third, there 1s a need to be able to remotely view
data, to allow healthcare providers and patients to adjust to
changing situations and better facilitate patient care. For
instance, 1 a patient had a skull-embedded medicine deliv-
ery device treating an underlying brain tumor, and a recent
imaging exam (1.e. MRI showed unexpected resolution of
disease with a complete response), then the doctor/surgeon
may want to stop and/or reduce the daily chemotherapy
treatment almost immediately given the change in his/her
oncological status; with the obvious reason being that there
1s no justification to deliver continuous, toxic brain tumor
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medicine 11 and when one’s brain tumor has shrunken and/or
gone 1nto remission. However, 1 the patient were to live 1n
a different state or country from the treating physician/
surgeon, then this type of important adjustment could be
impossible for several days, weeks or months—depending
on access to national or international travel (1.e., time factor,
financial 1mplications, family-social obstacles, etc). Thus,
unfortunately, many existing devices are not able to sufli-
ciently address these challenges, and therefore must greatly
limit their reliance on software or firmware, which decreases
the potential effectiveness of the device.

[0004] Additionally, there 1s an increasing trend of gov-
ernment regulations that strictly govern cybersecurity of
medical devices, and thus many existing devices do not have
the cybersecurity framework necessary to continue operat-
ing under these new guidelines.

SUMMARY

[0005] In some embodiments, a method for remotely
bonding a companion device to an implanted medical device
may be provided. The method may include, when no device
1s bonded to the implanted medical device, advertising a
periodic bonding signal containing an encrypted number
from the implanted medical device. The cryptographic key
associated with the implanted medical device may then be
provided to the companion device and the periodic bonding
signal from the implanted medical device may be received.
The encrypted number transmitted by the periodic bonding
signal data may then be decrypted using the cryptographic
key information, which may result 1n a decrypted number
and a response to the decrypted number may be created. The
companion device may encrypt the response to the
decrypted number. The encrypted response to the decrypted
number may be transmitted to the implanted medical device.
The implanted medical device may then validate the trans-
mitted response and establish a bonded connection between
the companion device and the implanted medical device.

[0006] In some embodiments a system for remotely bond-
ing a companion device to an implanted medical device may
be provided. The system may include an implanted medical
device that periodically determines 1f a companion device 1s
bonded to the implanted medical device. It may be deter-
mined no device 1s bonded to the implanted medical device
iI a return handshake 1s not detected after a predetermined
amount of time. If no device 1s bonded to the implanted
medical device, then the implanted medical device may
periodically advertise a signal containing an encrypted num-
ber that 1s encrypted by a cryptographic key associated with
the implanted medical device.

[0007] The system may further include a companion
device which may be provided with the cryptographic key
associated with the implanted medical device and which
may receive the periodic bonding signal from the implanted
medical device, determine a decrypted number by decrypt-
ing the encrypted number using the cryptographic key
information, create a response to the decrypted number,
encrypt the response to the decrypted number, and transmat
the encrypted response to the decrypted number to the
implanted medical device.

BRIEF DESCRIPTION OF THE FIGURES

[0008] Advantages of embodiments of the present inven-
tion will be apparent from the following detailed description
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of the exemplary embodiments. The following detailed
description should be considered 1n conjunction with the
accompanying figures in which:

[0009] Exemplary FIG. 1 1s an illustration of sub-systems
of an exemplary medical implant control system.

[0010] Exemplary FIG. 2 1s an exemplary prioritization
communication flowchart.

[0011] Exemplary FIG. 3 1s an exemplary illustration of
interactions between the medical device and related firm-
ware platforms.

[0012] Exemplary FIG. 4 1s an exemplary method for
restoring a broken or compromised companion device to a
medical implant.

DETAILED DESCRIPTION

[0013] Aspects of the mvention are disclosed in the fol-
lowing description and related drawings directed to specific
embodiments of the invention. Alternate embodiments may
be devised without departing from the spirit or the scope of
the invention. Additionally, well-known elements of exem-
plary embodiments of the invention will not be described 1n
detail or will be omitted so as not to obscure the relevant
details of the invention. Further, to facilitate an understand-
ing of the description discussion of several terms used herein
follows.

[0014] As used herein, the word “exemplary” means
“serving as an example, instance or illustration.” The
embodiments described herein are not limiting, but rather
are exemplary only. It should be understood that the
described embodiments are not necessarily to be construed
as preferred or advantageous over other embodiments.
Moreover, the terms “embodiments of the invention”,
“embodiments” or “imnvention” do not require that all
embodiments of the invention include the discussed feature,
advantage or mode of operation.

[0015] In one or more exemplary embodiment a medical
implant device may be provided. The medical implant may
be, for example but not limited to, a cranmial medical implant,
a knee implant, a spinal implant, etc. The medical implant
may perform the function of, for example but not limited to,
delivering medication, monitoring conditions of the body,
detecting medical emergencies with life-threatening conse-
quences, €lc.

[0016] In an exemplary embodiment firmware may be
implemented on a processor or microcontroller, which may
control the medical implant device. The medical implant
device and related firmware may be able to support various
forms of communication, including for example low energy
Bluetooth (BLE) wireless communication, Wi-Fi communi-
cation, device firmware over the air update (DFU OTA)
functionality, or any other communication methodology
known 1n the art. The firmware may support a variety of
functionalities, including but not limited to; controlling
wireless connections and communication; reading medical
implant sensors; controlling the medical implant to dispense
medication through, for example, pumps; data storage and
encryption; and/or safety and status reporting.

[0017] In an exemplary embodiment systems and methods
to securely retrieve and store data on the medical implant
may be provided. The firmware may be contained 1n one or
more sub systems, for example but not limited to, a com-
munication control sub-system (CCS), a sensors control
sub-system (SCS), a pump control sub-system (PCS), a data
storage sub-system (DSS), and/or a safety and status sub-
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system (SSS). Fach sub-system may perform a specific
action and/or collect data related to a specific action or
system, and may commumnicate through a message passing
system (MPS).

[0018] Referring now to FIG. 1, one or more exemplary
sub-systems of an exemplary medical implant control sys-
tem 100 may be described. The exemplary control system
100 may include a processor 102. The exemplary control
system may include the DSS 104 which may contain one or
more storage elements 106, such as, for example, an elec-
tronically erasable programmable read only memory (EE-
PROM) non-volatile storage. a ferroelectric RAM (FRAM),
a flash storage device, a trusted platform module (TPM) etc.
The processor 102 may send packet information to and may
receive storage information from the one or more storage
clements 106. The control system 100 may further include
the SCS 108. The SCS 108 may 1nclude status and configu-
ration information 110 such as, for example but not limited
to, sensor configuration and sensor state, the processor 102
may enable reading of the status and configuration informa-
tion 110 and may receirve, for example, sensor resolution and
reading frequency information from the status information
110. The SCS 108 may further include one or more periph-
eral sensors 112, which may include, but are not limited to,
accelerometer sensors (1.e. detecting local trauma), pressure
sensors (1.e. detecting a need to immediately lower a fluid
pump delivery rate), temperature sensors (1.€. excessive heat
may put the implanted drug-delivery device and medicinal
reservolr at risk of toxic byproduct degradation), fluid level
sensors (1.e. detecting a need to return to doctor’s office for
fill-up of an implanted, skull-embedded, brain medicine
delivery device), voltage levels (1.e. detecting a need to
wirelessly charge his/her implanted medical 1mplant),
received signal strength indicators (RSSI) (1.e. patient going,
into an environment with degraded wireless connectivity)
etc. The processor may send requests to poll the sensors 112
and may receive sensor data.

[0019] The control system 100 may further include the
CCS 114, which may control communication systems 116,
which may be, for example, BLE, Wi-F1, LoRaWAN, or any
other communication protocol. The processor 102 may
receive communication status from and may send packet
information to the communication system 116. The control
system 100 may further contain the PCS 118, which may
include a pump management system 120. The pump man-
agement system 120 may send pump status and pump data
to the processor 102 and may receive enable or disable
commands. It may be understood that 1n different embodi-
ments not all of the subsystems described may be utilized,
or additional subsystems may be utilized 1n addition to those
described above.

[0020] One or more of the exemplary subsystems may
now be explained in more detail.

[0021] The CCS may be responsible for overall connec-
tion and communication between the plurality of sub-sys-
tems and/or between the medical implant and one or more of
a companion device, which may be for example a tablet,
1Pad, or other mobile device, a base station, or another
computing element. The CCS functions may include, for
example but not limited to, controlling the intervals at which
to turn communication on and off, sending packets of data
based on priority 1 a connection to multiple devices 1s
established, receiving and processing commands from other
devices, sending angle of arrival (AoA) to another device
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such as the base station through the advertising interval,
handling multiple intervals of communication to multiple
other devices such as the companion device and/or base
station, and/or securing the wireless connection, such as
when bonding with another device such as the companion
device.

[0022] In an exemplary embodiment the CCS may deter-
mine when to turn on communication capabilities, for
example when to turn on BLE, and connect with other
devices, for example the companion device or the base
station. In an exemplary embodiment the CCS firmware may
not actively advertise a communication signal except during,
a specified transmission window, creating connection cycles
of on and ofl behavior, which may aid 1n preserving battery
life. The CCS may continue advertising during the specified
transmission window until a connection 1s established and/or
until a specified amount of time has passed. In some
embodiments the specified time for the transmission window
may be adjustable by external commands.

[0023] In an exemplary embodiment the CCS may be
responsible for sending packets of data, which may be
received from, for example the MPS. The packets of data
may include, but are not limited to, sensor data, medication
dispensing data, and/or safety and status data. The CCS may
receive the packets of data as encrypted packets, and may
send the encrypted packets to another device, for example
the companion device. If a connection to the companion
device 1s established, the packets of data may be sent to the
companion device, and the DSS or other storage may
additionally be quernied for any earlier-stored packets or
logging information that also need to be sent. In some
embodiments 11 the connection to the companion device
tails, or the communication advertising window closes, the
data packets may instead be passed to the DSS or another
storage element. Any communication marked for delivery
that 1s not successtully sent may be attempted to be sent
during the next connection cycle. In some embodiments 1f
communication fails to send multiple times the advertising
window may be progressively increased each cycle until the
communication 1s successiully received.

[0024] In some embodiments the CCS may also transmit
emergency packets, which may be packets that are created 1n
response to safety and/or security errors that are detected on
or by the device. When a safety or security error occurs the
CCS may bypass the normal transmission procedure and
may i1mmediately connect to the companion device and
transmit the emergency packets. If the CCS cannot connect
to the companion device, the CCS may modily the priority
of stored data and modily the transmission window fre-
quency and timeirame, for example the CCS may attempt to
re-transmit the information every minute or every five
minutes.

[0025] Insome embodiments the CCS may also be respon-
sible for processing commands from the companion device.
When the command 1s read the CCS may forward the
command to another sub-system, for example the MPS.

[0026] Insome embodiments the CCS may handle assign-
ing priority for sending or receiving ol data packets. Refer-
ring now to FIG. 2. an exemplary prioritization communi-
cation flowchart 200 may be shown and discussed. In a first
step 202 a connection may be established between the CCS
and the companion device, the connection may be, for
example, a BLE connection. In a next step 204 the CCS may
receive a command from the companion device. In a next
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step 206 the MPS may decrypt and validate the command.
In a next step 208 the MPS may send the command to one
or more of the other subsystems as relevant. In a next step
210 the CCS may check whether all commands have been
received, 1 more commands are waiting then the CCS may
return to 204, 1f all commands have been received then in a
next step 212 the current packet may be assigned as high
priority or low prionity. If the current packet 1s not high
priority the system may skip to step 218, 11 the current packe

1s high priority then in a next step 214 the MPS may encrypt
the current packet and pass 1t to the CCS, and 1n a next step
216 the CCS may send the current high priority packet to the
companion device. In a next step 218 the DSS may retrieve
unsent high priority packets from the high priority queue. In
a next step 220 the MPS may encrypt and pass the packets
received from the DSS to the CCS. In a next step 222 the
CCS may send the high priority packets. In a next step 224
the system may verify i1 all high priority packets have been
sent, 11 not then the system may return to step 218, 11 all high
priority packets have been sent then 1n a next step 226 1t may
be determined whether the current packet 1s low priority. I
the current packet 1s not low priority then the system may
skip to step 232, 1f the current packet i1s low priority then 1n
a next step 228 the MPS may encrypt the current packet and
pass it to the CCS. In a next step 230 the CCS may send the
current low priority packet to the companion device. In a
next step 232 the DSS may receive low priority packets from
the LOW prionty queue. In a next step 234 the MPS may
decrypt and pass the low priority packets to the CCS. In a
next step 236 the CCS may send the low priority packets. In
a next step 238 the system may determine whether all low
priority packets have been sent, 1f not then the system may
return to step 232, 11 all low priority packets have been sent

then the communication protocol may be finished 1n step
240.

[0027] In some embodiments the CCS may use multiple
advertising sets to communicate with multiple devices. For
example, a first advertising set may be used to communicate
with the companion device and a second advertising set may
be used to communicate with the base station. In other
embodiments more than two advertising sets may be used to
communicate with more than two other devices. In some
embodiments two or more advertising sets may be adver-
tised simultaneously.

[0028] In an exemplary embodiment the CCS may have
bonding capabilities with one or more external devices. In an
exemplary embodiment when the medical implant 1s first
powered 1t may advertise a bonding service periodically, for
example every 15 minutes or every hour. The bonding
service may contain an encrypted number. The companion
device may be programmed to listen for the advertising
request from a specific implant and may bond with that
implant 1n either a clinical or manufacturing setting. The
companion device may read the value from the bonding
characteristic, decrypt the encrypted number, and/or encrypt
a validation number 1n 1ts response. When the implant sends
a correct validating response, the implant may bond or pair
to the tablet. Once bonded the implant may switch to its
normal advertising interval as discussed above. If the com-
panion device fails to bond to the implant, or the connection
1s otherwise compromised, the bonding process may be
repeated 1n a connection cycle, which may allow for re-
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bonding. Failure to pair may be reported to another sub-
system such as the SSS, and may be reported as, for
example, a security incident.

[0029] In an exemplary embodiment the SCS may be
responsible for, for example, configuring and reading data
from sensors and/or passing on sensor or anomaly data. In
some embodiments sensor data may be stored in a data
structure of pre-allocated maximum size. When data 1s ready
for transmission, the data may be sent to the MPS to be
appended to a packet structure, and then either transierred to
the CCS for transmission or stored in the DSS 11 there 1s no
connection. The SCS may be configured to read sensors on
a certain frequency, which may be any time, for example
every second, every minute, or every 15 minutes. The
frequency at which the sensors are read may also be dynamic
or adjusted based on commands. In some embodiments the
SCS may have a separate set of logic to control the interval
of RSSI readings depending on the mode the implant 1s set
to, for example a first set of logic may be used for a tracking,
mode while a second set of logic 1s used for a charging
mode.

[0030] In an exemplary embodiment the PCS may be
responsible for, for example, controlling one or more medi-
cation dispensing mechanisms within the medical implant.
The PCS may ensure that the medication dispensing cycles
are controlled 1n accordance with a desired distribution or
flow rate, considering other implant and distribution system
parameters. The PCS may also send data related to the
medication dispensing system for inclusion in any external
communication, for example to the paiwred companion
device. The medication dispensing system data may be sent
to the MPS to be packaged into a packet structure, and then
either transterred to the CCS for transmission or stored in the
DSS 1if there 1s no connection.

[0031] In an exemplary embodiment the DSS may be
responsible for, for example, dealing with long-term storage
and retrieval of important device data, such as logs, packets,
and the current status of the software, firmware, or hardware
systems. The DSS may read and write logs and packets and
may be capable of doing bulk returns on these values. In
some embodiments some or all of the DSS data may be
encrypted. In some embodiments the DSS may use an
erasable programmable read-only memory chip (EEPROM)
to read and write data, and the data stored 1n the DSS may
be split according to different criteria or categories, for
example metadata, application state, emergency packets,
low priority packets, low priority logs, etc. In an exemplary
embodiment any failures related to storing or retrieving
information 1n the DSS may be reported as a safety 1ssue,
and any 1ssues with encryption and decryption may be
reported as a security 1ssue.

[0032] In an exemplary embodiment, if a critical battery
threshold 1s reached, the DSS may store the application state
of the implant and all sub-systems, and then disable some or
all of the sub-systems, for example the SCS battery and
RSSI measurement systems may be left enabled while all
other sub-systems are disabled. Any data may be transferred
to the DSS for storage and external communication may be
disabled. When a restore threshold 1s reached, the SSS may
trigger the restoration of the state saved by the DSS, and all
sub-systems may resume operation. In some embodiments
some sub-systems may be restored in a disabled state and
require re-enablement, for example the PCS may be restored
in a disabled state and require re-enablement from the CCS.
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The critical battery threshold and restore threshold may be
updated over time to, for example, account for performance
degradation of the battery, and may be updated based on, for
example, a known battery consumption model used by the
companion device and/or base station.

[0033] In an exemplary embodiment the SSS may be
responsible for the sate operation of the implantable medical
device, for flagging or recording abnormal behavior, han-
dling status information, and interpreting sensor values.
Flagging and/or recording abnormal behavior may include,
but 1s not limited to, detecting abnormalities, creating alerts
or errors, and/or elevating alerts or errors. In some embodi-
ments when a subsystem detects an anomaly it may inform
the SSS of the anomaly, and the SSS may categorize this
information 1mnto one of a plurality of categories. In some
embodiments the categories may be based on the cause
and/or severity of the anomaly, and categories may include,
but are not limited to, informational, performance, satety,
and/or security.

[0034] In an exemplary embodiment informational
anomalies may include, for example, single read failures,
low battery power, or mformational logs. When an infor-
mational anomaly 1s detected the SSS may send the anomaly
information to a connected companion device or base station
and/or may store the log information in the DSS. In some
embodiments informational anomalies may be observed and
tracked 1n order to identily trends.

[0035] In an exemplary embodiment performance anoma-
lies may include, for example, storage failures or sensor read
fallures. When a performance failure i1s detected the SSS
may update the appropnate bits 1n the status register for each
performance anomaly and send or store that information in
the DSS. In some embodiments, 1n response to a detected
performance anomaly a major response error protocol may
be mstituted, and/or an over the air update may be sent.

[0036] In an exemplary embodiment safety anomalies
may include, for example, rapid pressure changes, drug
measurement failures, or CCS failures. When a safety
anomaly 1s detected the SSS may send a separate emergency
packet immediately, or the companion device may institute
a security anomaly alert 1f the connection between the
companion device and implant 1s compromised. In some
embodiments, 1n response to a safety anomaly a critical error
response protocol may be implemented, which may include,
for example, re-implantation of the medical implant.

[0037] In an exemplary embodiment security anomalies
may include, for example, mnvalid command authentications.
When a security anomaly 1s detected the SSS may send a
separate emergency packet immediately to the DSS for
transmission. In some embodiments, 1n response to a secu-
rity anomaly a security event response protocol may be
implemented which may be, for example, monitoring.

[0038] In an exemplary embodiment the MPS may be
responsible for, for example but not limited to, handling
encryption and decryption of packets, serializing and dese-
rializing packets mnto byte arrays for communication or
storage, allocating data from each subsystem into packets,
processing and validating commands and letting subsystems
know of incoming commands, and/or determining if the
firmware 1s 1n tracking or charging mode. In some embodi-
ments the firmware may be built on a model that allows for
the subsystems to respond and perform functions indepen-
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dently. The MPS may help coordinate the operator of each
subsystem by handling communication between the subsys-
tems.

[0039] In an exemplary embodiment the logic of one or
more sub-systems may be abstracted to one or more timers.
For example, a first timer may read sensors (such as, for
example, pressure, temperature, volume, battery, and/or
RSSI sensors), a second timer may create data packets to
either be sent or stored, and a third timer may control a
medication delivery mechanism such as the pump. It may be
understood that 1n other embodiments more or fewer timers
may be used, and the sub-systems may be distributed
differently depending on the application.

[0040] In an exemplary embodiment the firmware may
operate ofl an embedded system clock. In some embodi-
ments a time synchronization method may be used 1n order
to correct the system clock as it becomes out-of-sync with
real world time. An exemplary time synchronization method
may involve the firmware receiving a baseline coordinated
universal time (UTC) upon communicating with a patient-
tacing application. Periodically, as defined by a time sync
interval, the companion device may post the current UTC,
and the firmware may adopt the posted time and synchronize
its internal counter to that time. The synchronization method
may particularly be used 1in power down scenarios where a
significant discrepancy may be introduced into the internal
clock while powered off. It may be understood that 1n some
embodiments all of the systems may be able to run on a timer
accurate to the nearest second, rather than requiring sub-
second accuracy. Therefore, periodic syncing of the method
described above may be suflicient to maintain an accurate
clock, and more power intensive methods of syncing may be
avoided.

[0041] In some embodiments one or more other software
platforms may interact with the medical implant. Referring
to FIG. 3 interactions between the medical device and
exemplary related software plattorms 300 may be shown.
The software platforms 300 may include, but are not limited
to, a medical implant 302, a companion device 304, a server
and database 306, a provider interface 308, a key manage-
ment system (KMS) 310, build machines 312, and/or visu-
alization tools 314.

[0042] In some embodiments the medical implant 302
may send status packets, logs and/or emergency packets to
the companion device 304 and may send constant tone
extension (CTE) signals to the base station 316. In some
embodiments the companion device 304 may send com-
mands, time sync data, and/or DFU OTA’s to the implant
302, and may send status packets, logs and/or emergency
packets to the server and database 306. In some embodi-
ments the server may send commands, DFU OTAs, and/or
alerts to the companion device 304, encrypted commands to
the provider interface 308, and/or implant-companion cryp-
tographic keys, certificates, and/or private keys to the build
machine 312.

[0043] In some embodiments the provider interface 308

may send commands to the server and database 306 and
ultimately to the KMS 310. The commands sent to the KMS

310 may then be encrypted by the KMS 310. In some
embodiments the KMS 310 may transier cryptographic keys
to the companion device either directly or via route of the
server and database 306. The KMS 310 may act as a proxy
to the server 306 for increased security. The KMS 310 may
send encrypted commands to the provider interface 308 and
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may send cryptographic keys, certificates, and/or private
keys to the build machine 312, both either directly or via
route of the sever and database 306. The build machine 312
may send code and cryptographic keys to the implant 302,
and code, certificates, and/or private keys to the companion
device 304. The build machine 312 may further send com-
panion device info and/or compamon device assignment
info to the server 306, and companion device and/or implant
umversal unique IDs (UUIDs) to the KMS 310 either

directly or via route of the server and database.

[0044] In some embodiments a tracking mode may be
used when, for example, the medical implant 1s attempting
to establish a connection with an external system, such as the
base station. While the advertising window 1s open, the
firmware may send Constant Tone Extension (CTE) signals
to the base station or other external system such as the base
station. When the window closes, the CCS may notily the
SCS through the MPS that a tracking mode has been entered,
and may read the RSSI to establish a baseline RSSI value.
After a pre-determined amount of time, for example 10
seconds, 15 seconds, a minute, etc, the SCS may read the
RSSI again to determine the value has increased relative to
the baseline RSSI value. If an increase 1s detected, the SCS
may notily the MPS that charging mode has been entered.
When the implant enters the charging mode the SCS may
periodically read the RSSI to determine whether the implant
1s being charged. If RSSI decreases below a predetermined
threshold, the implant may return to a default mode.

[0045] Inone or more embodiments a patient-facing appli-
cation may be included. The patient-facing application may
be installed on, for example, the companion device, and
may, for example, serve as a router that connects the medical
implant to a server, act as a processor that processes and
interprets implant data, and/or act as a patient interface for
the patient to interact with the medical implant. The com-
panion device may be enrolled with a device management
application that may restrict network connectivity, device
functionality, and/or device settings for security or compat-
ibility reasons. For example, in an exemplary embodiment
only basic accessibility preferences such as text size, bright-
ness, etc may be freely modified from the companion device.
In an exemplary embodiment network connectivity may be
limited to communication with allowed resources, such as
the medical implant and related resources, resources related
to application or device functionality, etc, and Bluetooth
and/or mternet connectivity setting may be set to always be

enabled.

[0046] The patient-facing application may have a plurality
of functionalities, including but not limited to, facilitating
communication between the implant and the server, process-
ing data received from the implant and the server, storing
data receirved from the implant and the server 11 a connection
1s disrupted or otherwise unavailable, and/or displaying
information to a user or patient. The patient-facing applica-
tion may include a plurality of architectural components
including, for example, a notification service, a client ser-
vice, an i1mplant connection management service, a key
service, a data processing service, a data reliability service,
and/or a plurality of Ul components.

[0047] In an exemplary embodiment, updates to the
patient-facing application may be applied using a mobile
device management application. While an update 1s being
applied 1t may be understood that the application may be
unable to recetve information from or send information to
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the implant. In order to mitigate these 1ssues, the implant’s
reliability functionality may ensure that packet loss 1s mini-
mized or eliminated, and further any commands sent to the
companion device may result 1n a response sent to the server
to confirm that the command was received. If the response
1s not received by the server, for example due to the updating
process, a recovery response may be initiated.

[0048] In an exemplary embodiment, the base station may
power the implant through object tracking and antenna
steering. The base station may have a plurality of operating
states, for example there may be a default mode, a tracking
mode, and/or a charging mode. The default mode may be
used when the medical implant 1s being used in normal
operation, and the AoA service may be set at the default
advertising window. The implant may start in a default mode
and may advertise to the base station to seek a connection at
set 1ntervals. The advertising window for the base station
may be separate and unrelated from the advertising window
for the companion device. When a connection between the
implant and the base station 1s established the implant may
enter a tracking mode, which may involve, for example,
sending CTE or another signal type which can be received
by a base station antenna array to determine relative posi-
tion. In some embodiments the base station firmware may
isolate the connectivity, tracking, and beam-steering com-
ponents of the system.

[0049] In an exemplary embodiment historical data on
devices and logs may be stored 1n a database. The database
may additionally help maintain the state of commands for
ongoing systems. In an exemplary embodiment a server may
provide a standard way to adjust database imnformation and
may act as a network bridge or an API retrieval source for
other software platforms, for example the patient-facing
application, provider interface, and/or dashboards or other
visualization tools. In some embodiments the server and
database may communicate on a shared virtual private
cloud, which may allow for local network connection. The
database may not be publicly accessible and may only
accept access from the server or server’s IP address. The
database may have two accounts, a root account, and an
account with read/write to table permissions, which may
operate the corresponding server instance.

[0050] In some embodiments the server may utilize inputs
to perform operations, the inputs may include, but are not
limited to, path parameters, request headers/data, and/or
query parameters. The operations that utilize the mputs may
include, but are not limited to, read operations, write opera-
tions, and update operations to the database. Database
operations within an endpoint may be bundled 1n transac-
tions, which may ensure that the transaction 1s an atomic
operation. Endpoints may return a response, including for
example a response code and/or potential data.

[0051] Inanexemplary embodiment the provider interface
may allow healthcare providers to adjust characteristics of
the medical implant without requiring physical access to the
device. The provider interface may be provided on a pro-
vider device, which may be, for example, a computer, tablet,
1Pad, etc. In some embodiments this may allow the implant
to be compatible with telehealth environments and may
assist 1n protecting the medical implant against physical
attacks from, for example, magnets or wands. Furthermore,
the implanted device may no longer need to be within a short
distance of the controlling system.
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[0052] The provider interface may be composed of several
sub-units, including but not limited to authentication, asso-
ciated patients, command 1ssuing, and/or real time command
statuses. In an exemplary embodiment command issuers
may be restricted to specific patient devices, as determined
by a central patient index. The imndex may be stored in the
server’s database and may only be alterable by specific
authorized systems. The central patient index may be
updated internally during, for example, the distribution of a
device to a patient and provider. In some embodiments there
may be a two-layer authentication system. The first layer
may be, for example, a device level authentication system,
where biometrics, pins, and/or passwords may be required to
access the device. The second layer may be, for example, a
VPN security layer, where 1n order to access the required
VPN a mult1 factor authentication system will need to be
used. Additionally, the provider may need to periodically
reauthenticate when using the device, for example authen-
ticating after login, and also before any command 1s sent,
and/or periodically based on time, e.g. every 5 or 10
minutes.

[0053] In an exemplary embodiment command issuers
may view and select their patients from the provider inter-
face. Restrictions on the server side may be applied so that
command 1ssuers are limited to viewing only their patients.
The provider may be able to view all of their patients
through a display, and based on permission may be able to
see Turther information on specific patients, for example but
not limited to, patient name, contact information, address,
and/or picture. Patient related alerts or requests for contact
may be available on one or both of the general patient
display or the specific patient display.

[0054] Inan exemplary embodiment the provider interface
may format commands to send to the server, encrypt com-
mands with the KMS, transmit commands to the server,
and/or update Ul elements when a command status 1is
updated. The provider interface may also i1ssue real-time
command statuses, as after sending a command, the com-
mand 1ssuer may need to know that the command was
successiully executed.

[0055] In an exemplary embodiment the KMS may per-
form key lifecycle management, which may include the
creation, destruction, storage, and/or distribution of crypto-
graphic material 1n order to support cybersecurity of the
medical implant and related systems. The KMS may be
implemented on multiple different systems. The KMS may
be divided 1nto two parts, one part may exist in a physical
device, such as a physical hardware security module (HSM),
while a second parts exists in a virtual space such as Amazon
Web Services or similar cloud environments. Less sensitive
matenal, for example the parts of the KMS that handle
cryptographic keys, or the compute logic servicing, may be
hosted 1n the virtual environment. More sensitive material,

for example root certification signing keys, may exist in the
HSM.

[0056] In an exemplary embodiment one or more build
machines may administer the 1imitial deployment and subse-
quent updating of the medical implant device and compan-
ion devices. The build machines may be a physical device
located 1 a secure location and may interface with the
physical and/or virtual aspects of the KMS to manage
certificates. In some embodiments the build machines may
handle the mmtial flashing, preparation, and configuration of
the medical implant boards before installation of the boards.
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The build machines may also communicate the creation of
the boards and their configurations to the server and may
pair the medical implant with a companion device, for
example by creating a QR code for the companion device to
use to retrieve the appropriate keys for communicating with
a specific medical implant board.

[0057] The build machines may also handle DFU pro-
cesses. The build machines may build the DFU package, get
the package signed by a DFU key, encrypt and store the
packages, and/or inform the server to notily the companion
device to retrieve the package to begin updating the medical
implant.

[0058] In some embodiments there may be one or more
separate companion device build machines for the compan-
ion device. The companion build machines may perform the
initial configuration of the companion device so the com-
panion device may have the necessary configuration profiles
and mobile device management systems installed. The com-
panion build machines may interface with a certificate
administration interface to create certificates for the com-
panion device. The 1mitial companion device provisionming,
process may require physical access to the companion
device. The companion build machines may also build
application packages and updates for the companion device.

[0059] In an exemplary embodiment one or more visual-
1zation tools may be used to visualize information about the
medical 1mplant. Visualization tools may include, for
example, a data dashboard, a fleet management system, a
server API client, etc. The visualization tools may include
information on, including but not limited to, alerts, summary
statistics, medical implant PCBs, medical implant or related
systems tests, diagnostics and statues, status and/or statuses
of commands or updates. These tools may access the server
in order to obtain information, and may be used by, for
example, engineers or developers 1n order to obtain general
information on the medical implant system operations. In
some embodiments the data may include averages, means,
statistical trends, standard deviations, or other aggregations
of a plurality of medical devices, or data related to a specific
device’s current state or earlier states.

[0060] In some embodiments, these tools may include a
GUI or other display which may visually show the data.
Some examples of data that may be recorded or shown
include, medical device fluid levels, battery charge or life-
time, medical implant fluid pressure, medical implant fluid
type, medical i1mplant i1mplantation location, disease
response, etc.

[0061] In an exemplary embodiment communication
between the companion device and the server may be
tacilitated using, for example, push notifications and/or
HTTP requests. The patient-facing application may receive
commands, keys, and other information via, for example,
push notifications. These notifications may be processed and
acted on using, for example, a notification service, which
may parse the notifications payload and perform the appro-
priate action via the corresponding function. The patient-
facing application may support multiple categories of push
notifications, such as callback requests where the server
sends a URL from which the patient-facing application can
request additional data from the server or alerts which may
trigger pop-ups, alarms, sounds, or other notifications of the
companion device. Callback requests may come 1n a variety
of forms, and may 1nclude payloads on the assigned patient,
the board assignment, on commands, on the device firmware

Dec. 28, 2023

update (DFU), or on storage erasure. In some embodiments
the patient-facing application may send and receive data
through a client service.

[0062] A notification with an assigned patient payload
may trigger a function that uses a Key Service, responsible
for handling any interactions with a secure storage system,
such as securely storing new patient information. Passing an
invalid action may result 1n no action being taken, and a
security event may be noted and reported to the server. A
notification with a board assignment payload may trigger a
function that uses the Key Service to save a new key and
board information to secure storage. A notification with a
command payload may trigger a function to store a com-
mand for later transmission to the implant, or to execute a
command on the companmion device.

[0063] A notification with a DFU payload may trigger a
function that stores the downloaded encrypted DFU firm-
ware executable to the application’s secure file system and
notifies the user on the Ul that a DFU update 1s pending. A
notification with an erase storage payload may trigger a
function to erase everything in some or all forms of persis-
tent storage—1{or example any persistent secure or unsecure
storage, and/or the file system.

[006d] In an exemplary embodiment communication
between the medical implant and the companion device may
be facilitated through an implant connection management
service (ICMS). In an embodiment, the ICMS may periodi-
cally listen for advertising from the implant in order to
connect to the implant. The ICMS for a particular patient-
facing application may be restricted to only looking for
advertisements from one or a specific subset of implants to
which 1t 1s assigned. The iitial assignment may be, for
example, during a registration process or through push
notifications.

[0065] In some embodiments the patient-facing applica-
tion may route OTA DFU’s or commands sent by the server
or another interface to the medical implant. When a con-
nection with the medical implant 1s made, the patient-facing,
application may check local storage for pending commands,
validate the command’s expiration date, reject and/or inform
the server of expired commands, and/or encrypt the com-
mand with a cryptographic key and transmit the command
over the data/command characteristics. In some embodi-
ments for over the air DFU’s a DFU firmware executable
may be received from the server, which the patient-facing
application may store in local storage. When a connection
with the medical implant 1s made, the patient-facing appli-
cation may retrieve the OTA DFU, decrypt 1t with a private
key, validate the update expirations date, and/or send the
firmware executable over the implant’s DFU characteristic.
In some embodiments the patient-facing application may
notily the user and/or server of the result of the update.

[0066] In an embodiment the implant may send packets
and logs to the companion device, which the patient-facing
application may route to the server. Packets may first be
decrypted and parsed before being sent. In some embodi-
ments, 11 a parsing failure 1s detected, the data may still be
sent as decrypted but unparsed, and a notification that the
data 1s unparsed may be included.

[0067] Insome embodiments parsing and interpretation of
data sent by the implant may be limited to the patient-facing
application, which may minimize logic duplication. The
server application logic may be restricted to, for example,
simple operations like unit conversion, and the companion




US 2023/0422041 Al

device may handle all other processing such as converting
raw values to readable values, determining alerts, etc. It the
patient-facing application’s logic determines that an alert
should be raised, it may trigger a UI alert notitying the user,
and/or may pass the parsed data up to the server with
information about the alerts triggered. The server may then
act 1n accordance with the patient-facing application’s deter-
mination of the alert.

[0068] In some embodiments if the parsing or decryption
on the patient-facing application fails, the patient-facing
application may send the unparsed or unencrypted data to
the server, along with an indication of the failure to parse or
encrypt as an error. The user may also be notified of the
tallure via the patient-facing application or other Ul ele-
ments.

[0069] In some embodiments operation of the implanted
medical device may involve functionality that occurs across
multiple software platiforms, for example via the transmis-
sion of status packets. The interaction between these mul-
tiple platforms may be understood as data flows, which may
include, but are not limited to, the sending and receiving of
status packets, commands, implant errors, DFU OTAs, cryp-
tographic material for implant—patient-facing application
communication, certificate update and replacement, over the
air update of the patient-facing application, flashing, and/or
defining device and manufacturing information. It may be
understood that in some embodiments certain platforms may
be restricted to sending or receiving data flows to specific
other platiforms.

[0070] In an exemplary embodiment status packets and
logs may originate in the implant, and may include, for
example but not limited to, pump data, sensor readings,
status data, and/or indication of time accuracy. The status
packets may then travel to the companion device and may be
decrypted and parsed. The patient-facing application may
use the status and most-recent sensor data to display data to
the patient. The rest of the data may be sent to the server to
be parsed and stored 1n separate models for each data entry.
The data may be analyzed by dashboards or other visual-
1zation tools.

[0071] In an exemplary embodiment commands may
originate from a physician or other authorized person, who
may, for example, enter the command information through
a GUI. The command may then be formatted and encrypted,
for example with an ephemeral symmetric key through
KMS. The provider interface may then be sent the encrypted
command and an encrypted ephemeral key. The encrypted
command and key may then then be sent to the server, the
server may verily or acknowledge receipt, for example by
sending the provider interface a code. The command may be
stored 1n the database and may have a corresponding status,
for example “server received” or “queued for transmission”.
The server may then communicate to the companion device
that a new command was 1ssued. The request may then be
approved by the patient or user through the patient-facing
application, in some embodiments the clinician or healthcare
provider may also be required to approve the request, for
example by mputting a umique numerical code. Once the
requisite approvals have been given the command may be
decrypted and stored 1n the patient-facing application’s local
filesystem. The next time a connection between the com-
panion device and the implant 1s established, the command
may be transmitted to the implant, decrypted by the implant,
and stituted.
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[0072] Inanexemplary embodiment, when an error occurs
on the implant, the error may be captured 1n the status, or as
a log. The status and/or log may be sent to the patient-facing
application and displayed as necessary and forwarded to the
server for processing. In some embodiments the errors may
trigger one or more alert systems, in accordance with an
error response protocol for the relevant error class.

[0073] In some embodiments the companion device may
be configured to give visual or auditory alerts based on
transmitted medical implant data. There may be a plurality
of predetermined or adjustable thresholds for the medical
implant based on a variety of factors, for example low
battery state, low medication 1n the medical implant, patient
abnormalities detected by the medical implant sensors, etc.
In some embodiments alerts may be tied to a determination
that the medical implant has been compromised. Determi-
nations that the implant has been compromised may include,
for example, detection of failed OTA cryptographic verifi-
cation, failled command cryptographic verification, com-
mands that pass verification but are repeats of previously
used commands (1.e. the ID number of the command 1s an
already used ID number), there 1s a mismatched firmware
signature, and/or there are decryption issues that might
indicate the cryptographic key has been compromised. In
some embodiments alerts may be tied to a determination that
the patient app has been compromised. Determination that
the patient app has been compromised may include, for
example, detecting failures 1n the app allowing someone to
access the app code and forge data and/or failure for the app
to pass a signature check on boot up. In some embodiments
the auditory or visual alerts may be given 1f the companion
device 1s not connected to the internet, and the alerts may
include beeps, buzzing, flashing lights, push notifications,
ctc. In some embodiments the alerts may be given continu-
ously or periodically until acknowledged by the user. The
relevant data may also be held by the companion device until
a connection with the iternet 1s reestablished, which may
happen automatically at the time an internet connection 1s
established. After the connection 1s reestablished, the com-
panion device may attempt to periodically fetch data from
the server.

[0074] Once the companion device connection to the
server 15 re-established, the server may then forward the
alerts and related data to healthcare providers or other
relevant personnel.

[0075] The bonding process of the companion device may
now be discussed 1n more detail.

[0076] In an exemplary embodiment the companion
device may be prepared using a build machine as discussed
above, during this process the patient-facing application
may be installed on the companion device as part of an
application bundle. Included in the application bundle may
be a general companion device certificate, which may be
restricted to be used only during imitial registration of the
application to establish a connection with the server and to
download the companion device’s specific certification.

[0077] Adter the patient-facing application 1s mnstalled on
the companion device, when the application opens for the
first time, a registration process may begin. The user may be
prompted to scan a QR code or other barcode 1n order to
register the companion device. The server may generate a
QR code to be used for the companion device to register
with the server, which may be triggered by the flashing
procedure mitiated by the build machine. Once the QR code
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1s scanned, the companion device may use 1ts general
certificate to communicate device-specific registration imnfor-
mation, which may include 1ts configuration, the name of the
device, and/or its serial number to the server using the
one-time username, password, and/or URL contained in the
QR code. Utilizing this information, the server may send a
push notification to the companion device with a URL from
which the patient-facing application can retrieve 1ts device-
specific certificate to be stored in the companion device’s
secure hardware for key storage, to use for all future
communications with the server.

[0078] In an exemplary embodiment, once the companion
device has been successiully registered a medical device
assignment process may begin. The patient-facing applica-
tion may indicate a successiul registration and may prompt
the user to scan a QR code to associate the companion
device with an implant. The QR code may contain, for
example, a one-time single-use link to obtain the implant’s
cryptographic key and any other implant device system
specific information, such as for example, battery configu-
ration, implant name, implant settings, etc. The code may be
generated by the server and the implant build machine when
the 1mplant 1s flashed. The patient-facing application may
then obtain a URL which may be used to obtain the above
information, which may be stored in the secure storage
and/or the implant file system. When the assignment process
1s completed, the implant and compamon device may be
registered with the server.

[0079] After a successiul assignment, the patient-facing
application may prompt the user to pair the companion
device with the implant. The companion device may need to
be within a certain proximity to the implant to be paired, for
example within the range of the Bluetooth signal emitted by
the implant. When pairing 1s initiated on the companion
device the companion device may continually search for an
advertised signal by the specified implant. When the implant
1s discovered the implant may respond to the companion
device signal, for example with an encrypted version of the
implant’s default bonding code, which may be modified
with, for example, an imndex. The patient-facing application
may then decrypt the responding message and send an
encrypted version of the code with an mcremented index.
Once the validation of the code and 1ndex 1s completed, the
implant may mitiate a bonding handshake, and the user may
be prompted to enter a passcode on the companion device.
If the passcode 1s correctly entered the bonding may be
completed and continuous or periodic communication
between the implant and the companion device may be
tacilitated.

[0080] Referring to FIG. 4, an exemplary method {for
restoring a broken or compromised companion device to a
medical implant 400 may be shown. In a first step 402 the
medical implant may detect that a connected companion
device has been compromised or that there was a device
fallure, for example by determining that the companion
device has not connected 1n a predetermined period of time,
based on an alert given by the patient, and/or based on
installed diagnostic tools or intrusion detection systems that
might, for example, monitor inbound traflic In a next step
404 the implant may break i1ts connection to the existing
paired device and continue saving all relevant data to the
implant’s internal storage. In a next step 406 a new com-
panion device may be fabricated. In a next step 408 the new
companion device may be given the cryptographic key
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associated with the implant, from, for example, the com-
panion build machine. The cryptographic key associated
with the implant may be obtained by the compamion build
machine from, for example, the KMS. In a next step 410 the
companion device may send data encrypted with a pre-
shared key to the implant. In a next step 412 the implant may
repeat the bonding process described above with the new
companion device, and may send all relevant data stored
during the duration where no companion device was con-
nected to the new companion device.

[0081] The foregoing description and accompanying fig-
ures illustrate the principles, preferred embodiments and
modes of operation of the mnvention. However, the invention
should not be construed as being limited to the particular
embodiments discussed above. Additional vanations of the
embodiments discussed above will be appreciated by those
skilled 1n the art.

[0082] Therefore, the above-described embodiments
should be regarded as illustrative rather than restrictive.
Accordingly, 1t should be appreciated that variations to those
embodiments can be made by those skilled 1n the art without
departing from the scope of the invention as defined by the
following claims.

1. A method for remotely bonding a companion device to
an 1mplanted medical device, comprising:

periodically determining 1 the companion device 1is

bonded to the implanted medical device, wheremn 1t 1s
determined no device 1s bonded to the implanted medi-
cal device 1f a return handshake 1s not detected after a
predetermined amount of time;

when no device 1s bonded to the implanted medical

device, advertising a periodic signal containing an
encrypted number from the implanted medical device,
wherein the encrypted number 1s encrypted by a cryp-
tographic key associated with the implanted medical
device;

recerving, by the companion device, the periodic bonding

signal from the implanted medical device,

decrypting, by the companion device, the encrypted num-

ber transmitted by the periodic bonding signal data
using the cryptographic key information, resulting in a
decrypted number;

creating, by the companion device, a response to the

decrypted number;

encrypting, by the companion device, the response to the

decrypted number;

transmitting the encrypted response to the decrypted

number to the implanted medical device;

validating, by the implanted medical device, the trans-

mitted response; and
triggering the implanted medical device to accept and
establishing new bonded connections between the com-
panion device and the implanted medical device;

wherein the cryptographic key information associated
with the implanted medical device 1s provided to the
companion device by a build machine at the time the
companion device 1s manufactured.

2. The method of remotely bonding of claim 1, wherein
the bonded connection between the companion device and
the implanted medical device 1s a short-range wireless
connection.

3. The method of remotely bonding of claim 1, wherein
the implanted medical device 1s physically 1naccessible.

4. (canceled)
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5. The method of remotely bonding of claim 1, wherein
the implanted medical device 1s a cranmial implant and the
companion device 1s a tablet.

6. The method of remotely bonding of claim 1, wherein
the implanted medical device 1s one of a spine implant or a
joint 1implant and the companion device 1s a tablet.

7. The method of remotely bonding of claim 5, further
comprising;

monitoring a patient’s health conditions with the
implanted medical device;

detecting a cause for concern;

sending, to the companion device through the bonded
connection, an alert about the cause for concern; and

relaying, from the companion device to a server, the alert
about the cause for concem.

8. The method of remotely bonding of claim 7, wherein
the cause for concern 1s that the implanted has less than a
predetermined amount of medication left.

9. The method of remotely bonding of claim 7, wherein
the cause for concern 1s that the implanted medical device
has been compromised.

10. The method of remotely bonding of claim 1, wherein
the implanted medical device decrypts the encrypted
response transmitted by the companion device and validates
authenticity through a signature check.

11. A system for remotely bonding a companion device to
an 1mplanted medical device, comprising;

the implanted medical device periodically determines 1t
the companion device 1s bonded to the implanted
medical device, wherein it 1s determined no device 1s
bonded to the implanted medical device 1f a return
handshake 1s not detected after a predetermined amount
of time, wherein 1f no device 1s bonded to the implanted
medical the mmplanted medical device periodically
advertises a signal containing an encrypted number that
1s encrypted by a cryptographic key associated with the
implanted medical device;

a companmon device which 1s provided with the crypto-
graphic key associated with the implanted medical
device and which receives the periodic bonding signal
from the implanted medical device, determines a
decrypted number by decrypting the encrypted number
using the cryptographic key information, creates a
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response to the decrypted number, encrypts the
response to the decrypted number, and transmits the
encrypted response to the decrypted number to the
implanted medical device; and

a build machine that provides the cryptographic key

information associated with the mmplanted medical
device to the companion at the time the companion
device 1s manufactured;

wherein the implanted medical device validates the trans-

mitted response and establishes a bonded connection
between the companion device and the implanted medi-
cal device.

12. The system for remotely bonding of claim 11, wherein
the bonded connection between the companion device and
the implanted medical device 1s a short-range wireless
connection.

13. The system for remotely bonding of claim 11, wherein
the implanted medical device 1s physically 1naccessible.

14. (canceled)

15. The system for remotely bonding of claim 11, wherein
the implanted medical device 1s a cranial implant and the
companion device 1s a tablet.

16. The system for remotely bonding of claim 11, wherein
the implanted medical device 1s one of a spine 1implant or a
joint implant and the companion device 1s a tablet.

17. The system for remotely bonding of claim 15, wherein
the implanted medical device monitors the patient’s health
conditions and detects causes for concerns, and

when a cause for concern 1s detected the implanted

medical device sends an alert to the compamon device
through the bonded connection with the companion
device.

18. The system for remotely bonding of claim 17, further
comprising a server, wherein the companion device relays
the alert to the server.

19. The system for remotely bonding of claim 17, wherein
the cause for concern 1s that the implanted medical device
has less than a predetermined amount of medication left.

20. The system for remotely bonding of claim 17, wherein
the cause for concern 1s that the implanted medical device
has been compromised.
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