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(57) ABSTRACT

Methods, non-transitory computer readable media, and plat-
form-as-a-service (PaaS) server devices are disclosed that
obtain commit metadata from a version control system
(VCS) via communication network(s). The VCS 1s located
on-premises and 1s associated with an enterprise and the
commit metadata comprises an indication of file(s) commiut-
ted to the VCS by enterprise user(s). A determination 1s
made that at least a portion of the indication for at least one
of the file(s) matches a stored pattern. The one of the file(s)
comprises a configuration file. Contents of the configuration
file are retrieved from the VCS wvia the communication
network(s). The contents comprise configuration data asso-
ciated with information technology infrastructure associated
with the enterprise. A database associated with an instance
of a platform 1s updated to include at least a portion of the
configuration data. The platform instance 1s associated with
the enterprise and hosted within a PaaS environment.

Platform-as-a-Service (PaaS)
infrastructure 102

PaaS Server Device 112

Wide Area :
 Network JU3 Configuration Database
s -.;;.:q-::::i:iéii:':':':i::::: ..... 1i4




US 2024/0053981 Al

Vil
aseqeie(] uoneIngiyuo))

= ll"l"l"l"lllllll"l"l"l"l"lll-. l..ll"l"l"l"lul.lllll.lulul"ll
lllllllllllllllllllll
llllllllllllllllll
llllllllllllllll
lllllll

Feb. 15, 2024 Sheet 1 of 6

C1 1 SdiAa(d 1BAlaS NEtd

701 2In3onseIluj
(Seed) TAIRS-B-SL-WI0]1B] ]

Patent Application Publication

BIIY SPIM

IO

811
A101150daYy

olid

911
BIBPRIOIN
JTUIWO )

0] W9ISAQ
[0NU0))
UOISIOA

llllllll
llllllllllllllllllllllllll
llllllllllllllllllllllll
lllllllllllllllllllllllllllllllllllllll
lllllllllllll
llllllllllllll
" il

..........

e
e
.......

astidiouyy

001



US 2024/0053981 Al

Feb. 15, 2024 Sheet 2 of 6

Patent Application Publication

¢ DA

H

707 90RLIU]
UONBITUNUWIULIO )

H

90¢

\\

00¢
($)10SS3001

717 Q[OPOIN SUISSID0IL] L

017 1utodpuy

Q0T WSn]d 1UdworuURA UOTIRINSIJUO))

0T ATOWwdIN

711 901A3(J JoAXS (SeR]) 901AIdG-B-SB-WIONIR]]




Patent Application Publication  Feb. 15, 2024 Sheet 3 of 6 US 2024/0053981 Al

— Obtain Commit Metadata From a Remote Version Control System 300
e N
- Pattern Match? 302 T

-

Retrieve Contents of a File Having the Matching Pattern from the Remote Version
Control System 304

. & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & { . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & . . & .

Parse, and Optionally Convert, the File Contents to Validate a Schema of the File and
Identify Field(s) 306

Update a Local Database by Populating Record(s) of Target Table(s) of the Local
Database Based on Data Associated with the Identified Field(s) 308

e Generate and Send Notification(s) Confirming the Local Database Update 310




Patent Application Publication  Feb. 15, 2024 Sheet 4 of 6 US 2024/0053981 Al

»
‘J
i
- h
.
..
hI.
- a
*
r
¥
'I-
-“.
¥
.-
-k
.
-
»
'I.
.'p.
r
.
C
‘.
.'J.
-J
.
‘-
.*I.
-J
*
.
L ]
l.'
'l*'
._
.*.
11
A
-
¥
*I.
'I‘I
. . - . .
-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-. L -.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.
r#################### .- ‘.-Lt4-#4-1-##1-##1-4#4-##1-##4-#41-#1
_-'4_ _'l-_i !- LA -
- - R : N oo R R
LT ¥ 'a N "l'---
et . .: et )
L - 't' ¥ "
“x TN ..':' " T
' ¥ -‘t- R .
i .|-|--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--\.--- - - - LRI R T - -
l!*' -.‘I.‘I-‘I.‘I.‘I.‘I.‘I.‘I-‘I.‘I.‘I-‘I.‘I.‘I.‘I.‘I.‘I-‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I-‘I.‘I.‘I.‘I.‘I.‘I-‘I.‘I.‘I-‘I.‘I.‘I.‘I.‘I.‘I-‘I.‘I.‘I.‘ L l‘h‘h‘l‘h‘h‘-‘L‘-‘L‘L‘L‘I.‘I.‘I.“-I.‘I-‘I.‘I.‘I.‘-‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I-‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I.‘I-‘I.‘I.‘I.‘l‘h‘h‘l‘h‘h‘l‘h“@b‘- * W
. LA . . . . . . . . . .~ e R A
. » . . . M - ‘.:.. . [
L] L T - L]
[ - ] .. ]
-"r L] ] [ ]
W .- e - L L
. “‘. '- - N “ - . ¥
1_u L 4 &+ -
TR F—— . N - - »
L B . L} * 4 '
L N R R RN R R N - -y ’ -
- . L LY "_ # " r
:. r -h.-l o "-I it "-I "-I "-I "-I "-I "-I .i"-l "-I - "-I o "-I t "-I "-I "-I "'.-‘ L]
- X
LY -
LT x
L 3
- - -
l- +
. -
] L
. .
T _rl'
." .,....
L L
. -
L] L 3
- -
LR _rl'_
- L
- -
" L 3
. . .
¥ ?.
- Lo _.- .
. .
K _..4-_#‘
. P L
P L . Foa
L} LN L |
- a
" LI B - -
. P -
et - '.‘i‘l o Ty
- u ]
. O et L R
n b L h ¥ a
" ll.l.l.l._l._l.l.l‘l.l.l.l.l.l.l.lll‘l* L L "-Il - ~nF YA "’.-'..". -?ll‘l'!lr . --“-
._..... - o - - - PR - e e T T "
'- - ot ". - .,.' . - 4 .“
!:" 'll - ] :l' ";i b L | - - -
- %) e -:-,- LR _5-3-' Gl
e A AT AL _*-..-,t. .-,.-!lr s,
¥ = - x - LI
- Bor oo s P - PR . N T
A - = ". . ...'. ‘ -
. 'Fj . "'%l.\.\.l.\.l‘h.l.\‘l.\ll.\.l.\‘l.\.l.'«.l.\.l.'a.l"a.l.\.l.\.l‘h.l.\.l.\.l.\.l.\‘l.\ll.\.ll\.l.\.l.\.ll\.l.\.llhll.\.l‘l*-* .- ..' F:- ﬁ '-.- -‘ ‘ ‘- .
i o P h - - - ,,. 33."-,. . :-: ..',, ‘. {-. .. & -
L ] -k - ] L] L] T - 1‘
- B oo -'m - - ., . Pl g C o, .
L) L [ » . L u’ i, .
L x - » C T - - e .
LD - ] P -
SERE 2 W . *.-, : T R
L . e e "t e *
2 TR ¥ torc o :fsi-
!l.-ll1_1-1_1_1_1_1_1-1_1_1-1_1_1_1_1_1__1l-r._ ': 'll-'. ‘l' L L 2E C a0 L) 1
L SR : et
:. '-*‘.; _ *,,'
=k . »
." . -‘. . _1. .
.l - EFoa L
iy . .."'. " wo
Lo -_‘.‘I. . ’...
coe =T e e e . il [
-| R N - . -_:1.'_'.-_
e e :
; A -
S 3
P -
.!J 'I'
-I- ___I‘_
I.I | J
- -
I- 'I'.
_!. ) ___I‘
: .ﬂ -
o 'ﬁ"-.
-" .
-IJ -
A x
-'- . ...l.
. X
l‘I ___I‘_
l.I | J
- . -
by 3
. ‘.. . -
l‘I ' .. .
.|J. 1'.'.'Ilh.hhhhhhhhhh-hhhhhhhhh.h-#l"#
N 22" ."'..'.
L 'r:" . e -
:" P 2 E "
': L Y
oy et - bt T
¥ - . - . . i r
-T. [ .
bt ) ". -\.hl
. L]
':Jl “-I- '-l
.‘r '-‘: ;.:l.,
‘. -"*- - . -
s -l-q-##########J###########l'
. B
] .
| [ 4
. -
LR -
- x
- L 3
- - -
L L J
L. -
] L
- .
T _rl'
1, -.-"-
- L
. -
L L 3
- -
.*n.' .,."
- L
- £l
. &
. m -
L L J
-
VT _rl'
L _rl'_
- a
-
L -
k' 8 1 8 % 8 N _§ % _ ¥4 8 8 5 8 _8_ 5 _ 8 _98_93
ny ) l.- -h #_l_#_l_l_#_l_l_#_l_i_-_l_l_#_l_1_1_1_1_1_1_# L] '-ll ;
o } 111.. . .
" -t .
- T\‘ ) L. . .
.hn. - - . - . ..‘ .
. ¥ .. . . '
r . - . . . -
.. 4 . . - .
. L e LI L I | ] E | L LI R | ]
L - L L] [ L} L] | ] [ J - -
. * 3*-':::, e v
‘. . ' - .'-T '.u '-.L.'t-"{ T e L *
- » - e e - - - »
" . : .-
. " -
L R r,
. e M
. R S S
. - [P i .
s L N J- L
" ) ] Llllll 4llllllllllllllll4l4‘-‘l *.*.*.*.*.*.*.*.* * ;
¥
. -.-
'I- ‘-
*
-I 'l"'
" ]
' -
L} ___l-_
.". .....
" [
-
l.r.- 'l'"
L ___ll_
-hlu - "- -
'-‘_ . ._-I:_-I.‘l Tt I|_-|l_-il,“_-il,m-l-__-l'_.-l'_-l'__-l'_.-ll,_-l_ul_-ll_.-l'__-l-_.'l-||_l,'_-|.‘-l,'_-l,'_l,._-l,'_l,'_i,._l,'_l,'_l,._-l,'_l,'_-l,._l,'_l,'_l,._i,'_l._l,._-l,'_-l,'_l,._i,'_l,'_l,._u‘. )
- o = "". .".
l-. .‘- -'
L} L ] *
- Tk ""' --I
L]
+* - -
. " x
L] LY K
.... ". -*
1 L] E
" . -
. 4 ¥
. m A
¥ - »
LN r rJ
" 4 ¥ o § '-"J
. . .,;,,.--.-..---.-.‘1..,,,. .
F . w TRl -
¥ ‘n . YA -
X AT : A o i
L] -’ l‘-b-l '.-l-ll"l' 4. v b ey
- 11 I-I-I#l*‘q"‘q'q‘ﬁ'j'.‘q-"*l#l.#lI g _.‘L.p------------..-----...‘*_'
- Ty . ¥ P »
- - O L
. L} ¥ - k-
L} T ™ » L
", ™ " o L
- ’ - LI | - . 1 4 ]
- L B L L I - - !'111'-1:1"'\- LI T
’ " ! P sdY e St ahuag
T - - w - '
. e '-'{.. .&E -'.*L * b onaE ey s op el bl e e e o
L] T - 4 - - - T
M . . . LTy
- - * el "'l i '.-. X " x
. [} x L] L
. -1'1, - - ¥ wia A B
L} L) - '
- L] ¥ "'_i - - r 4
b - [
g g X -1-'1-########################l"‘
'a .'q E R OF R %R R R % FF %R R R F R
. -
lrr 't-lt . -l*
L] L | 1w w 4'
S Ll ) l_q-‘-‘a-_a-‘i-'_a-_a-‘hi_# L
I'. .
".
."
-
-
[
'
.I.
-'I-
- -
-
¥
r
»
-Ti
'J
'
»
.'.
‘a
L

FIG. 4



US 2024/0053981 Al

Feb. 15, 2024 Sheet 5 of 6

i

iy
k.

TR

L
E
L

g

:

3
A2 R AR -

3

LN

25
VL)

7

W sinar

RN

i
Fr v

>
i

o
58 Anni

::
.

;.',_

]
]
S

SRR EEGRIOES

o

siness G

7

>
st
6t

..................

5

i

5

el
VoS
=

L omnert

Loy
oy

5
&3

W
1
R
'I.I-
b T
» -
b
YR
A
A
WAL
B R
X 3-'.'1"1: ' :
il-i::{?‘
v
* - .
': :-:
e .
i.—.'-
J-q-il
"&_’l#
‘e _
AW
e
et
o

Patent Application Publication

FIG. S



Patent Application Publication  Feb. 15, 2024 Sheet 6 of 6 US 2024/0053981 Al

600

B, w0
&:3-‘*-

FIG. 6



US 2024/0053981 Al

METHODS FOR AUTOMATED
CONFIGURATION MANAGEMENT IN
PLATFORM-AS-A-SERVICE
ENVIRONMENTS AND DEVICES THEREOF

FIELD

[0001] This technology generally relates to managing
information technology infrastructure and, more particu-
larly, to methods and devices for automated configuration
management in platform-as-a-service (PaaS) environments.

BACKGROUND

[0002] Applications and services are increasingly devel-
oped and delivered using cloud-based platforms hosted by
Platform-as-a-Service (PaaS) providers. PaaS providers
deliver software tools over the Internet, which are hosted on
their own hardware infrastructure. The resources of the
provided platforms can facilitate eflicient application devel-
opment and deployment in order to shorten the software
development lifecycle, provide improved visibility mnto pro-
duction environments, and reduce service costs and down-
time, among other advantages.

[0003] In one example, ServiceNow, Inc. of Santa Clara,
CA 1s a PaaS provider that hosts software and hardware
environments to enable enterprises to gain visibility across
infrastructure and application services, maintain service
health, and optimize cloud service delivery, among other
functions. ServiceNow™ provides a configuration manage-
ment database (CMDB) that brings together formerly siloed
data across an enterprise that 1s required to run information
technology (IT) infrastructure and services 1n order to pro-
vide I'T operations users improved insight with respect to all
the IT resources 1n the enterprise.

[0004] However, ingesting data into PaaS environments 1s
currently a cumbersome and ineflicient process. Maintaining
a registry of business services today requires a user to login
to the ServiceNow™ platform and enter data manually 1nto
various fields. More specifically, creating CMDB records 1s
a manual process that 1s time-consuming, susceptible to
error, and results 1n enterprises extracting reduced value
from CMDB solutions. Other types of platforms and pro-
vided solutions also suiler from ineilicient and/or inetlective
data ingestion that reduce the advantages for enterprises
utilizing PaaS environments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 1s a block diagram of an exemplary network
environment with a platform-as-a-service (PaaS) server
device;

[0006] FIG. 2 1s a block diagram of an exemplary PaaS
server device;
[0007] FIG. 3 1s a flowchart of an exemplary method for

automated configuration management in PaaS environ-
ments;

[0008] FIG. 4 1s a flow diagram of an exemplary method
for automated configuration management in PaaS environ-
ments;

[0009] FIG. 5 1s an exemplary configuration file; and

[0010] FIG. 6 1s an exemplary dependency map associated
with the configuration file of FIG. 5.

Feb. 15, 2024

DETAILED DESCRIPTION

[0011] Referring to FIG. 1, an exemplary network envi-
ronment 100 1s illustrated that includes Platform-as-a-Ser-
vice (PaaS) infrastructure 102 coupled, via wide area net-
work 104, to a version control system 106, which 1s coupled
via an enterprise network 108 to user devices 110(1)-110(z).
The network environment 100 may include other network
devices such as one or more routers, switches, firewall
devices, and/or mid-servers, for example, which are known
in the art and thus will not be described herein. This
technology provides a number of advantages including
methods, non-transitory computer readable media, and PaaS
server devices that facilitate eflicient, automated data inges-
tion (e.g., configuration data) in PaaS environments to
facilitate more robust information technology (IT) inira-
structure visibility and more effective I'T infrastructure man-
agement.

[0012] In this particular example, the PaaS infrastructure
102 includes a PaaS server device 112 and a configuration
database 114 and the version control system 106 includes
commit metadata 116 and a file repository 118, although the
PaaS infrastructure 102 and/or version control system 106
can include other types and/or another number of devices
and/or components 1 other examples. For example, the
PaaS infrastructure 102 could have a plurality of PaaS server
devices hosting a plurality of platform instances for any
number of enterprises.

[0013] The user devices 110(1)-110(»2), version control
system 106, and PasS server device 112 are disclosed 1n FIG.
1 as dedicated hardware devices. However, one or more of
the user devices 110(1)-110(z2), version control system 106,
or PasS server device 112 can also be implemented 1n
software within one or more other devices 1n the network
environment 100. As one example, the PaaS server device
112 can be implemented in software or as a virtual server
hosted by the same hardware device as the configuration
database 114, and many other permutations and types of
implementations can also be used in other examples.
[0014] Referring to FIGS. 1-2, the PaaS server device 112
of the network environment 100 may perform any number of
functions, 1ncluding hosting platform 1instances, provided
dashboards and portals for visibility into IT infrastructure,
and/or facilitating application and/or service development
and deployment, for example. The PaaS server device 112 1n
this example includes processor(s) 200, a memory 202, and
a communication interface 204, which are coupled together
by a bus 206, although the PaaS server device 112 can
include other types or numbers of elements in other con-
figurations.

[0015] The processor(s) 200 of the PaaS server device 112
may execute programmed nstructions stored in the memory
202 of the PaaS server device 112 for any number of the
functions described and illustrated herein (e.g., with refer-
ence to FIGS. 3-6). The processor(s) 200 may 1include one or
more central processing units (CPUs) or general purpose
processors with one or more processing cores, for example,
although other types of processor(s) can also be used.
[0016] The memory 202 of the PaaS server device 112
stores these programmed instructions for one or more
aspects of the present technology as described and 1llustrated
herein, although some or all of the programmed 1nstructions
could be stored elsewhere. A variety of diflerent types of
memory storage devices, such as random access memory

(RAM), read only memory (ROM), hard disk, solid state




US 2024/0053981 Al

drives, tlash memory, or other computer readable medium
which 1s read from and written to by a magnetic, optical, or
other reading and writing system that i1s coupled to the
processor(s) 200, can be used for the memory 202.

[0017] Accordingly, the memory 202 of the PaaS server
device 112 can store one or more applications that can
include computer executable instructions that, when
executed by the PaaS server device 112, cause the PaaS
server device 112 to perform actions, such as to transmit,
receive, or otherwise process network messages and
requests, for example, and to perform other actions
described and 1llustrated below with reference to FIGS. 3-6.
The application(s) can be implemented as components of
other applications, operating system extensions, and/or
plugins, for example.

[0018] Further, the application(s) may be operative in a
cloud-based computing environment. The application(s) can
be executed within or as virtual machine(s) or wvirtual
server(s) that may be managed in a cloud-based computing
environment. Also, the application(s), and even the PaaS
server device 112 itself, may be located 1n virtual server(s)
running 1n a cloud-based computing environment rather than
being tied to one or more specific physical network com-
puting devices. Also, the application(s) may be running in
one or more virtual machines (VMs) executing on the PaaS
server device 112. Additionally, 1n one or more examples of
this technology, virtual machine(s) running on the PaaS
server device 112 may be managed or supervised by a
hypervisor.

[0019] In this particular example, the memory 202 of the
PaaS server device 112 includes a configuration manage-
ment plugin 208 with an associated endpoint 210 and a file
processing module 212. The configuration management
plugin 208 1s linked to a particular platform instance (e.g.,
a ServiceNow™ 1nstance) hosted by the PaaS server device
112 and associated with the enterprise hosting the enterprise
network 108. The endpoint 210 has an associated Uniform
Resource Locator (URL), which can be used 1n a webhook
by the version control system 106 1n some examples. When
the webhook 1s triggered, the version control system 106
sends portion(s) of the commit metadata 116 to the endpoint
210, as described and illustrated 1n more detail later.

[0020] The file processing module 212 parses and ana-
lyzes configuration {files obtained from the file repository
118 of the version control system 106 that have an identifier
in the portion(s) of the commit metadata 116 recerved at the
endpoint 210 that matches a pattern stored by the configu-
ration management plugin 208. The file processing module
212 can be configured to confirm the schema and/or man-
datory fields of the configuration files, convert the configu-
ration files (e.g., to a JavaScript Object Notation (JSON)
format), extract configuration data from particular fields, and
store the extracted configuration data in mapped locations 1n
records of the configuration database 114.

[0021] The configuration database 114 (e.g., a Service-
Now™ CMDB) stores configuration and other data for IT
inirastructure associated with the enterprise associated with
the enterprise network 108 to provide visibility and other
utility for IT operations users. The configuration database
can be a Structured Query Language (SQL) or NoSQL
database 1n some examples, and other types of databases and
other repositories storing other types of data can also be used
in other examples. Additionally, the file processing module
212 can perform other functions in other examples, and the

Feb. 15, 2024

configuration management plugin 208 can also be 1mple-
mented as a module or component, or any other type of
soltware 1n other examples.

[0022] The communication mterface 204 of the PaaS
server device 112 operatively couples and communicates
between the PaaS server device 112 and version control
system 106, which are coupled together at least in part by the
wide area network (WAN) 104, although other types or
another number of communication networks or systems with
other types or numbers of connections or configurations to
other devices or elements can also be used. By way of
example only, the WAN 104 can use TCP/IP over Ethernet
and industry-standard protocols, although other types or
numbers of protocols or communication networks can be
used. The WAN 104 can include the Internet and can employ
any suitable interface mechamisms and network communi-
cation technologies including, for example, Ethernet-based

Packet Data Networks (PDNs).

[0023] While the PaaS server device 112 i1s illustrated 1n
this example as icluding a single device, the PaaS server
device 112 1n other examples can include a plurality of
devices each having one or more processors (each processor
with one or more processing cores) that implement one or
more steps of this technology. In these examples, one or
more of the devices can have a dedicated communication
interface or memory. Alternatively, one or more of the
devices can utilize the memory, communication interface, or
other hardware or software components of one or more other
devices included 1n the PaaS server device 112. Additionally,
one or more of the devices that together comprise the PaaS
server device 112 1n other examples can be standalone
devices or integrated with one or more other devices or
apparatuses.

[0024] The version control system 106 of the network
environment 100 tracks and manages changes to software
code (e.g., application and/or program files containing
source code) and other data, including configuration files 1n
this particular example. The software code 1s stored in the
file repository 118 and the commit metadata 116 stores
contextual information regarding changes made by users of
the user devices 110(1)-110(7) to the file repository 118. The
version control system can be a Git SCM available from
Software Freedom Conservancy, Inc. of Brooklyn, NY 1n
some examples, although any other type of version control
system can also be used.

[0025] The version control system 106 in this example
includes processor(s), a memory, and a communication
interface, which are coupled together by a bus or other
communication link, although other numbers and types of
network devices could be used. The version control system
106 1n this example processes messages received from the
user devices 110(1)-110(72) and the PaaS server device 112
related to hosted software code files. The version control
system 106 may be hardware or software or may represent
a system with multiple servers 1n a pool, which may include
internal or external networks.

[0026] The processor(s) of the version control system 106
may execute programmed instructions stored in the memory
of the version control system 106 for any number of the
functions described and illustrated herein (e.g., with refer-
ence to FIGS. 3-6). The processor(s) may include one or
more CPUs or general purpose processors with one or more
processing cores, for example, although other types of
processor(s) can also be used.
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[0027] The memory of the version control system 106
stores these programmed instructions for one or more
aspects of the present technology as described and 1llustrated
herein, although some or all of the programmed 1nstructions
could be stored elsewhere. A variety of different types of
memory storage devices, such as RAM, ROM, hard disk,
solid state drives, flash memory, or other computer readable
medium which 1s read from and written to by a magnetic,
optical, or other reading and writing system that 1s coupled
to the processor(s), can be used for the memory.

[0028] Accordingly, the memory of the version control
system 106 can store one or more applications that can
include computer executable instructions that, when
executed by the version control system 106, cause the
version control system 106 to perform actions, such as to
transmit, receive, or otherwise process network messages
and requests, for example, and to perform other actions
described and 1llustrated below with reference to FIGS. 3-6.
The application(s) can be implemented as components of
other applications, operating system extensions, and/or
plugins, for example.

[0029] The communication interface 204 of the version
control system 106 operatively couples and communicates
between the version control system 106 and the PaaS server
device 112 and the user devices 110(1)-110(72), which are
coupled together at least 1n part by the WAN 104 and the
enterprise network 108, respectively, although other types or
another number of communication networks or systems with
other types or numbers of connections or configurations to
other devices or elements can also be used. By way of
example only, the enterprise network 108 can be a local area
network (LAN) that uses TCP/IP over Ethernet and industry-
standard protocols, although other types or numbers of
protocols or communication networks can be used.

[0030] Accordingly, the enterprise network 108 can
employ any suitable interface mechanisms and network
communication technologies including, for example, Ether-
net-based Packet Data Networks (PDNs). While the version
control system 106 1s 1llustrated in FIG. 1 as an on-premises
system coupled to the enterprise network, which may be
hosted 1n a data center, for example, the version control
system 106 can be cloud-based or deployed elsewhere 1n the
network environment 100 1n other examples.

[0031] Each of the user devices 110(1)-110(z) of the
network environment 100 1n this example includes any type
of computing device that can exchange network data, such
as mobile, desktop, laptop, or tablet computing devices,
virtual machines (including cloud-based computers), or the
like. Each of the user devices 110(1)-110(#) 1n this example
includes a processor, a memory, and a communication
interface, which are coupled together by a bus or other
communication link (not illustrated), although other num-
bers or types ol components could also be used.

[0032] Each of the user devices 110(1)-110(») may run
interface applications, such as standard web browsers or
standalone client applications, which may provide an inter-
face to communicate with the version control system 106 via
the enterprise network 108 1n order to make changes to
soltware code 1n the file repository 118 and to commit those
changes. Each of the user devices 110(1)-110(») may further
include a display device, such as a display screen or touch-
screen, or an 1nput device, such as a keyboard or mouse, for
example (not 1llustrated).
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[0033] Although the exemplary network environment 100
with the user devices 110(1)-110(7), version control system
106, PaaS server device 112, enterprise network 108, and
WAN 104 are described and illustrated herein, other types or
numbers of systems, devices, components, or elements in
other topologies can be used. For example, user devices
associated with IT operations users associated with the
enterprise may be included 1n the network environment 100
and configured to communicate with a platform instance
associated with the enterprise and hosted by the PaaS server
device 112 in order to obtain information and visibility
regarding enterprise I'T infrastructure. It 1s to be understood
that the systems of the examples described herein are for
exemplary purposes, as many variations of the speciiic
hardware and software used to implement the examples are
possible, as will be appreciated by those skilled in the
relevant art(s).

[0034] One or more of the components depicted in the
network environment 100, such as the user devices 110(1)-
110(»), version control system 106, or PaaS server device
112, for example, may be configured to operate as virtual
instances on the same physical machine. In other words, one
or more of the user devices 110(1)-110(z2), version control
system 106, or PaaS server device 112 may operate on the
same physical device rather than as separate devices com-
municating through enterprise network 108 and/or WAN
104. Additionally, there may be more or fewer user devices,
version control systems, or PaaS server devices, than illus-

trated in FIG. 1.

[0035] The examples of this technology may also be
embodied as one or more non-transitory computer readable
media having instructions stored thereon, such as in the
memory 202, for one or more aspects of the present tech-
nology, as described and illustrated by way of the examples
herein. The mstructions 1n some examples include execut-
able code that, when executed by one or more processors,
such as the processor(s) 200, cause the processors to carry
out steps necessary to implement the methods of the
examples of this technology that are described and 1llus-
trated herein.

[0036] Referring to FIG. 3, a flowchart of an exemplary
method for automated configuration management in PaaS
environments 1s 1llustrated. In step 300 in this example, the
PaaS server device 112 executing the configuration man-
agement plugin 208 obtains commit metadata 116 from the
version control system 106, which 1s remote with respect to
the PaaS server device 112 as 1t 1s coupled to the PaaS server
device 112 via the WAN 104 and 1s disposed on-premises
within the enterprise network 108 1n this particular example.
The commit metadata 116 can be stored in the memory of
the version control system 106 1n a database or other
repository separate from, or the same as, the file repository
118, for example.

[0037] The PaaS server device 112 can obtain the commut
metadata 116 via a “push” from a webhook triggered at the
version control system 106 or via a “pull” via polling by the
PaaS server device 112 using an Application Programming
Interface (API) provided by the version control system 106.
As explained earlier, the webhook can be associated with the
endpoint 210 and can be triggered based on satisfaction of
particular rule(s). For example, a rule can be as broad as
triggering the webhook whenever a commit to the file
repository 118 1s imtiated, although other and/or more
narrow rule(s) can also be used in other examples.
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[0038] In other examples, the PaaS server device 112 uses
the API to request the commit metadata 116 via a request
over the WAN 104. In these examples, the PaaS server
device 112 can be configured to submit the request periodi-
cally, following satistaction of stored rule(s), and/or when
manually initiated by a user associated with the enterprise,
tor example. The request can be for a portion of the commiut
metadata 116 associated with a recent historical time period
(e.g., since the last request for commit metadata 116 was
submitted to the version control system 106). Other methods
for obtaining the commit metadata 116 can also be used 1n
other examples.

[0039] In step 302, the PaaS server device 112 determines
whether any {ile (e.g., a configuration file 1n the file reposi-
tory 118) indicated in the commit metadata 116 has an
identifier that matches a stored pattern. The stored pattern
can be automatically determined, a default value, or pro-
vided to, and used by, users of the user devices 110(1)-110
(n) as a naming convention when those users store particular
files (e.g., configuration files) in the file repository 118, for
example. Accordingly, the commit metadata 116 includes
information regarding all of the files maintained and tracked
by the version control system 106 associated with each
commit. In this particular example, the PaaS server device
112 determines 1n step 302 whether the commuit(s) associated
with the commit metadata 116 obtained 1n step 300 1included
a configuration file (1.e., a file having the matching pattern)
based on the obtained commit metadata 116, although other
types of files can be 1dentified 1n step 302.

[0040] The pattern can include a file name and/or exten-
sion, a branch to which a particular file was committed,
and/or any other portion of the commit metadata 116. For
example, the pattern can be a “.yaml” file extension or a
“now.yaml” file name suilix such that an identifier of “con-
fig-now.yaml” 1n the commit metadata 116 would match the
stored pattern. Accordingly, the pattern 1n this example
corresponds with a configuration file in the file repository
118. A portion of the indication of that configuration file 1n
the obtained commit metadata 116 includes and matches the
stored pattern. In this particular example, the configuration
file 1s a data-serialization language file (e.g., a .yvaml file),
although other types of configuration files (e.g., JSON files),
and any other type of file, can also be used i1n other
examples.

[0041] Accordingly, if the PaaS server device 112 deter-
mines that none of the indications of files in the obtained
commit metadata 116 has a matching pattern, then the No
branch 1s taken back to step 300 and the PaaS server device
112 subsequently obtains additional commit metadata 116 1n
a subsequent 1iteration. However, 11 the PaaS server device
112 determiners 1n step 302 that at least one of the indica-
tions of files 1n the obtained commit metadata 116 has a
matching pattern, then the Yes branch 1s taken to step 304.

[0042] In step 304, the PaaS server device 112 retrieves
contents of the file having the i1dentifier that matches the
pattern from the version control system 106. The PaaS sever
device 112 can retrieve the contents of the configuration file
in this example from the file repository 118 via a request
submitted over the WAN 104 using an API provided by the
version control system 106, although other methods for
retrieving the contents of the file can also be used. The
request can be for the file contents of the file associated with
the 1dentifier matching the stored pattern.

Feb. 15, 2024

[0043] Accordingly, in the above example, the PaaS server
device 112 may submit a request to the version control
system 106 API for the contents of the “config-now.yaml”™
file from the file repository 118. In response in this example
in which the requested file 1s a .yaml file, the version control
system 106 may return via the WAN 104 a binary large
object (BLOB) that includes the contents of that configura-
tion file. The configuration file could have been modified via
the most recent commit by a user of one of the user devices
110(1)-110(») to change a configuration of enterprise IT
infrastructure, for example. Other types of files and/or
objects can also be used 1n other examples.

[0044] In step 306, the PaaS server device 112 parses the
file contents to validate a schema of the configuration file,
for example, and identily field(s). Optionally, 1f the PaaS
server device 112 1s unable to validate a schema of the
retrieved file contents, or mandatory field(s), for example,
are missing 1n the file contents, the PaaS server device 112
may generate an alert or other notification, or may disregard
the retrieved contents and proceed back to step 300, for
example. Optionally, the PaaS server device 112 can convert
the retrieved file contents. In the above example 1n which the
configuration file 1s a .yaml file, the PaaS server device 112
may convert the file contents to a JSON format for compat-
1ibility with the platform, although other types of conversions
can also be performed 1n step 306.

[0045] In step 308, the PaaS server device 112 updates a
local database (e.g., the configuration database 114, which 1s
local to the PaaS infrastructure 102) by populating record(s)
of target table(s) of the local database based on data asso-
ciated with identified fields. In addition to determining the
presence of mandatory fields 1n step 306, the PaaS server
device 112 can identily fields that correspond with key,
table, column, and/or row names 1n the local database 1n
order to map the configuration data, for example, 1n the file
contents. Based on the mapping, the PaaS server device 112
stores and/or replaces data in the local database with the
appropriate file contents associated with the corresponding
fields and/or generates relationships between records 1n the
local database.

[0046] Optionally, the PaaS server device 112 can use tags
(1.e., key/value pairs) 1n the file contents to automatically
perform tag-based service mapping i examples 1n which
such mapping 1s facilitated by the PaaS provider (e.g.,
ServiceNow™) associated with the PaaS server device 112.
In some examples, the tags may not be explicitly defined 1n
the configuration file contents, but the PaaS server device
112 1s preconfigured with stored key data indicative of keys
expected to be present for particular configuration items 1n
the configuration file contents. For example, this data can
include a name or service 1D, among other types of infor-
mation, which can be matched by the PaaS server device 112
and used to create tag-based application services based on an
analysis of all possible environments for the matches.

[0047] In step 310, the PaaS server device 112 generates
and sends notification(s) confirming the local database
update performed 1n step 308. The notification(s) can be
generated and sent based on stored contact information.
Accordingly, the notification(s) can be e-mails, Short Mes-
sage Service (SMS) messages, or a message via an enter-
prise messaging program (e.g., Slack available from Slack
Technologies, LLC of San Francisco CA), for example,
although any other type of notification can also be used. The
notification can include confirmation data associated with
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the database update (e.g., information regarding the con-
figuration change associated with the database update).
Subsequent to generating and sending the notification(s), the
PaaS server device 112 proceeds back to step 300 and
obtains additional commit metadata 116 in a subsequent
iteration aiter waiting for the next scheduled poll or follow-
ing the triggering of a webhook, for example. In other
examples, one or more of steps 300-310 can be performed
in a different order and/or in parallel for any number of
platform 1nstances.

[0048] Referring to FIG. 4, a flow diagram of an exem-
plary method for automated configuration management in
PaaS environments 1s illustrated. In this particular example,
the PaaS server device 112 hosts a ServiceNow™ instance
for an enterprise. The enterprise hosts a version control
system 106, which 1s a Git SCM repository in this particular
example. In this example, the version control system 106
determines that a commit has occurred, which triggers a
webhook event and causes the version control system 106 to
send commit metadata 116 associated with the commit to the
endpoint 210 having a URL previously stored by the version
control system 106 as associated with the webhook.

[0049] The PaaS server device 112, optionally executing
the configuration management plugin 208, then processes
the commit metadata 116 by parsing the commit metadata
116 to determine whether an indication of a file i the
commit metadata matches a stored pattern. In this particular
example, the PaaS server device 112 also confirms a match
of a particular branch with the stored pattern or another
stored pattern.

[0050] Since the PaaS server device 112 determines there
1s a match, the Yes branch i1s taken and the PaaS server
device 112 retrieves file contents from the file repository 118
for the file having the matching pattern. The PaaS server
device 112 retrieves the file contents by sending the file
identified (e.g., file name and GIT branch) to the version
control system 106 using an API call. In response, the
version control system 106 sends a BLOB with the file
contents to the PaaS server device 112. In this particular
example, the file 1s a configuration file and the file contents
include configuration data for I'T infrastructure associated
with the enterprise.

[0051] Referring to FIG. 5, an exemplary configuration
file 500 1s 1llustrated. In this example, the configuration file
defines configurations of business applications including the
application names, the business owners, the technology
owners, and the associated support groups. Additionally, the
configuration file 500 defines configuration data for a micro-
service including the name, owner, contact information,
support group, cloud service account, and the environments
for the microservice. In this example, production (i.e.,
“prod”) and test environments are defined and associated
with tags (1.e. key/value pairs) to facilitate tag-based service
mapping for the associated resources.

[0052] Referring to FIG. 6, an exemplary dependency map
600 associated with the configuration file of FIG. 5 1s
illustrated. The service map provides a graphical depiction
of the organmization of the associated IT infrastructure. In
particular, there are three business applications in this
example associated with the test microservice Soltware
Development Life Cycle (SDLC) Component, which 1is
associated with two tag-based application services in test
and production environments, with the production environ-
ment associated with a Windows™ server associated with
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two soltware-defined virtual servers. The graphical depen-
dency map 600 could be generated by the platform instance
associated with the enterprise upon request from an IT
operations user to provide visibility to the I'T infrastructure,
as defined or modified based on the configuration file 500.

[0053] Referring back to FIG. 4, after receiving the
BLOB, the PaaS server device 112 processes the BLOB file
contents to validate a schema, confirm the presence of
mandatory fields, and convert the BLOB to a JSON format
that 1s compatible with the platform instance hosted by the
PaaS server device 112. Additionally, the PaaS server device
parses the resulting configuration file to 1dentity particular
fields and associated configuration data and update a data-
base, which 1s a CMDB 1n this particular example, according
to the configuration data. Optionally, the PaaS server device
112 also generates and sends notification(s) regarding the
configuration update based on stored contact information.

[0054] Accordingly, as described and 1llustrated by way of
the examples herein, this technology advantageously facili-
tates automated configuration updates, reflected 1n an on-
premises version control system repository, on an enterprise
platform instance without requiring user login to the plat-
form 1nstance of any manual entry (e.g., mnto form fields) of
the configuration data. Thereby, this technology more efli-
ciently and effectively updates a configuration database 1n a
more accurate, comprehensive, and automated manner to
facilitate improved downstream utility of the database, such
as lor wisibility 1into enterprise IT infrastructure, for
example.

[0055] Having thus described the basic concept of the
invention, 1t will be rather apparent to those skilled 1n the art
that the foregoing detailed disclosure 1s intended to be
presented by way of example only, and 1s not limiting.
Various alterations, improvements, and modifications will
occur and are mtended to those skilled in the art, though not
expressly stated herein. These alterations, improvements,
and modifications are intended to be suggested hereby, and
are within the spirit and scope of the invention. Additionally,
the recited order of processing elements or sequences, or the
use of numbers, letters, or other designations therefore, 1s
not itended to limit the claimed processes to any order
except as may be specified 1n the claims. Accordingly, the
invention 1s limited only by the following claims and
equivalents thereto.

What 1s claimed 1s:

1. A method for automated configuration management in
platform-as-a-service (PaaS) environments, the method
implemented by one or more PaaS server devices and
comprising:

obtaining commit metadata from a version control system

via one or more communication networks including a
wide area network, wherein the version control system
1s located on-premises and 1s associated with an enter-
prise and the commit metadata comprises an indication

of one or more files commaitted to the version control
system by one or more enterprise users;

determining that at least a portion of the indication for at
least one of the one or more files matches a stored
pattern, wherein the one of the one or more files
comprises a configuration file;

retrieving contents of the configuration file from the
version control system via the one or more communi-
cation networks, wherein the contents comprise con-
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figuration data associated with information technology
inirastructure associated with the enterprise; and

updating a database associated with an instance of a
platform to include at least a portion of the configura-
tion data, wherein the platform instance 1s associated
with the enterprise and hosted within a PaaS environ-
ment.

2. The method of claim 1, wherein the at least a portion
of the indication comprises one or more of a file name or a
file extension, the configuration file comprises a data-seri-
alization language file, the contents of the configuration file
comprise a binary large object (BLOB), and the method
turther comprises retrieving the BLOB via the one or more
communication networks using an application programming
interface (API) for the version control system.

3. The method of claim 1, further comprising generating,
and sending one or more notifications to at least one of the
one or more enterprise users or another one or more enter-
prise users based on stored contact information after updat-
ing the database, wherein the one or more notifications

comprise confirmation data associated with the database
update.

4. The method of claim 1, further comprising processing
the contents of the configuration {ile to one or more of:

validate a schema of the configuration file;

determine whether one or more mandatory fields are
present 1n the configuration file;

extract one or more tags, each comprising a key/value
pair, to facilitate tag-based service mapping; or

generate another one or more tags based on a match of
stored key data with one or more configuration 1tems
extracted from the configuration file and of one or more
environments corresponding to the matched key data.

5. The method of claim 1, wherein the commit metadata
1s obtained at an endpoint corresponding to a uniform
resource locator (URL) of a webhook triggered at the
version control system following a commit by the one or
more enterprise users of the one or more files to a repository
of the version control system.

6. The method of claim 1, further comprising periodically
polling the version control system via the one or more
communication networks and an application programming
interface (API) for the version control system to obtain the
commit metadata.

7. A non-transitory computer readable medium having
stored thereon instructions for automated configuration
management 1n platform-as-a-service (PaaS) environments
comprising executable code that, when executed by one or
more processors, causes the one or more processors to:

obtain commit metadata from a version control system via
one or more communication networks including a wide
arca network, wherein the version control system 1s
located on-premises and 1s associated with an enter-
prise and the commit metadata comprises an indication
of one or more files committed to the version control
system by one or more enterprise users;

determine that at least a portion of the indication for at
least one of the one or more files matches a stored
pattern, wherein the one of the one or more f{iles
comprises a configuration {ile;

retrieve contents of the configuration file from the version
control system via the one or more communication
networks, wherein the contents comprise configuration
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data associated with information technology infrastruc-
ture associated with the enterprise; and

update a database associated with an instance of a plat-

form to include at least a portion of the configuration
data, wherein the platform instance 1s associated with
the enterprise and hosted within a PaaS environment.

8. The non-transitory computer readable medium of claim
7, wherein the at least a portion of the indication comprises
one or more of a file name or a {ile extension, the configu-
ration file comprises a data-senialization language file, the
contents of the configuration file comprise a binary large
object (BLOB), and the executable code, when executed by
the one or more processors, further causes the one or more
processors to retrieve the BLOB wvia the one or more
communication networks using an application programming
interface (API) for the version control system.

9. The non-transitory computer readable medium of claim
7, wherein the executable code, when executed by the one or
more processors, further causes the one or more processors
to generate and send one or more notifications to at least one
of the one or more enterprise users or another one or more
enterprise users based on stored contact imnformation after
updating the database, wherein the one or more notifications
comprise confirmation data associated with the database
update.

10. The non-transitory computer readable medium of
claim 7, wherein the executable code, when executed by the
one or more processors, further causes the one or more
processors to process the contents of the configuration file to
one or more of:

validate a schema of the configuration file;

determine whether one or more mandatory fields are

present 1n the configuration file;

extract one or more tags, each comprising a key/value

pair, to facilitate tag-based service mapping; or
generate another one or more tags based on a match of
stored key data with one or more configuration items
extracted from the configuration file and of one or more
environments corresponding to the matched key data.

11. The non-transitory computer readable medium of
claim 7, wherein the commit metadata 1s obtained at an
endpoint corresponding to a uniform resource locator (URL)
of a webhook triggered at the version control system fol-
lowing a commit by the one or more enterprise users of the
one or more files to a repository of the version control
system.

12. The non-transitory computer readable medium of
claim 7, wherein the executable code when executed by the
one or more processors further causes the one or more
processors to periodically poll the version control system via
the one or more communication networks and an application
programming interface (API) for the version control system
to obtain the commit metadata.

13. A platform-as-a-service (PaaS) server device, com-
prising memory comprising programmed instructions stored
thereon and one or more processors configured to execute
the stored programmed instructions to:

obtain commit metadata from a version control system via

one or more communication networks including a wide
areca network, wherein the version control system 1is
located on-premises and 1s associated with an enter-
prise and the commait metadata comprises an indication
of one or more files committed to the version control
system by one or more enterprise users;
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determine that at least a portion of the indication for at
least one of the one or more files matches a stored
pattern, wherein the one of the one or more f{iles
comprises a configuration {ile;

retrieve contents of the configuration file from the version

control system via the one or more communication
networks, wherein the contents comprise configuration
data associated with information technology infrastruc-
ture associated with the enterprise; and

update a database associated with an instance of a plat-

form to include at least a portion of the configuration
data, wherein the platform instance 1s associated with
the enterprise and hosted within a PaaS environment.

14. The PaaS server device of claim 13, wherein the at
least a portion of the indication comprises one or more of a
file name or a file extension.

15. The PaaS server device of claim 13, wherein the
configuration file comprises a data-serialization language
file and contents of the configuration file comprise a binary
large object (BLOB).

16. The PaaS server device of claim 15, wherein the one
or more processors are further configured to execute the
stored programmed instructions to retrieve the BLOB via the
one or more communication networks using an application
programming interface (API) for the version control system.

17. The PaaS server device of claim 13, wherein the one
or more processors are lurther configured to execute the
stored programmed 1nstructions to generate and send one or
more notifications to at least one of the one or more
enterprise users or another one or more enterprise users
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based on stored contact information after updating the
database, wherein the one or more notifications comprise
confirmation data associated with the database update.

18. The PaaS server device of claim 13, wherein the one
or more processors are further configured to execute the
stored programmed instructions to process the contents of
the configuration file to one or more of:

validate a schema of the configuration file;

determine whether one or more mandatory fields are

present 1n the configuration file;

extract one or more tags, each comprising a key/value

pair, to facilitate tag-based service mapping; or
generate another one or more tags based on a match of
stored key data with one or more configuration items
extracted from the configuration file and of one or more
environments corresponding to the matched key data.

19. The PaaS server device of claim 13, wherein the
commit metadata 1s obtained at an endpoint corresponding
to a uniform resource locator (URL) of a webhook triggered
at the version control system following a commit by the one
or more enterprise users ol the one or more files to a
repository of the version control system.

20. The PaaS server device of claim 13, wherein the one
or more processors are further configured to execute the
stored programmed 1nstructions to periodically poll the
version control system via the one or more communication
networks and an application programming interface (API)
for the version control system to obtain the commit meta-
data.
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