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(57) ABSTRACT

A communication system includes a first commumnication
device that configures a first wireless network together with
another peripheral device or a plurality of other peripheral
devices by using a first BSSID and a second communication
device that configures a second wireless network together
with another peripheral device or a plurality of other periph-
eral devices by using a second BSSID. The first communi-
cation device 1s configured to transmit a first frame in which
a first 1dentification value has been designated as a BSSID.
The first communication device and the second communi-
cation device are configured to perform reception processing

of a frame 1n which the first identification value has been
designated as the BSSID, as a valid frame.
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COMMUNICATION SYSTEM,
COMMUNICATION METHOD,
COMMUNICATION DEVICE, AND MEDIUM
WITH COMMUNICATION PROGRAM
STORED THEREON

[0001] This nonprovisional application 1s a continuation
of application Ser. No. 17/363,786 filed on Jun. 30, 2021,
which claims priority to Japanese Patent Application No.
2020-163140 filed with the Japan Patent Oflice on Sep. 29,
2020, the entire contents of each of which are hereby
incorporated by reference.

FIELD

[0002] The present disclosure relates to a communication
system, a communication method, a communication device,
and a communication program for configuring a wireless
network with the use of a basic service set i1dentifier

(BSSID).

BACKGROUND AND SUMMARY

[0003] In typical wireless communication, a wireless net-
work 1s configured among a plurality of communication
devices. In connection with communication over a plurality
ol wireless networks, a game system has been known, 1n
which, even when specific game devices form a communi-
cation group and communicate with one another, other game
devices present within a range where they can receive a
frame broadcast from that communication group can obtain
various types of information such as information on progress
of a game application executed 1n the communication group.
[0004] The present disclosure provides a configuration 1n
which each communication device uses a plurality of wire-
less networks independent of one another and continues
communication in each of them.

[0005] An exemplary embodiment provides a communi-
cation system that includes a first communication device that
configures a first wireless network together with another
peripheral device or a plurality of other peripheral devices
by using a first basic service set identifier (BSSID) and a
second communication device that configures a second
wireless network together with another peripheral device or
a plurality of other peripheral devices by using a second
BSSID. The first BSSID 1s i1dentical to a media access
control (MAC) address of the first communication device.
The second BSSID 1s 1dentical to the MAC address of the
second communication device. The first communication
device and the second communication device are common 1n
first 1dentification value. The first communication device 1s
configured to transmit a first frame 1n which the first
identification value has been designated as a BSSID and to
perform reception processing of a frame 1 which the first
identification value has been designated as the BSSID, as a
valid frame, 1in addition to a frame 1n which the first BSSID
has been designated as the BSSID. The second communi-
cation device 1s configured to perform reception processing
of the frame 1n which the first identification value has been
designated as the BSSID, as the valid frame, 1n addition to
a frame 1 which the second BSSID has been designated as
the BSSID.

[0006] According to this configuration, for the first 1den-
tification value held in common between the first commu-
nication device and the second communication device, the
first communication device performs reception processing
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of the frame 1n which the first identification value has been
designated as the BSSID, as the valid frame, 1n addition to
the frame in which the first BSSID has been designated as
the BSSID, and the second communication device performs
reception processing of the frame 1n which the first identi-
fication value has been designated as the BSSID, as the valid
frame, 1n addition to the frame in which the second BSSID
has been designated as the BSSID. As a result of reception
processing in the first communication device and the second
communication device, with the first wireless network and
the second wireless network being maintained, an indepen-
dent wireless network different therefrom can be configured.
With such an independent wireless network, data can readily
directly be exchanged between the first communication
device and the second communication device.

[0007] The first communication device may be configured
to transmit a second 1dentification value different from the
first 1dentification value by using the first frame. The second
communication device may be configured to receive the first
frame and to store the second identification value included
in the first frame. According to this configuration, the second
identification value valid only between the first communi-
cation device and the second communication device can be
held 1n common.

[0008] The second communication device may store the
second 1dentification value included in the first frame 1n
response to an operation by a user. According to this
configuration, only when an explicit operation by the user 1s
performed, the independent wireless network different from
the first wireless network and the second wireless network 1s
configured. Therefore, consumption of an unnecessary wire-
less resource can be prevented.

[0009] The first communication device and the second
communication device may be configured to exchange data
in a second frame i1n which the second i1dentification value
has been designated as the BSSID, after the second com-
munication device stores the second identification value.
According to this configuration, a wireless network using
the second 1dentification value valid between the first com-
mumnication device and the second communication device
can be configured. Therefore, 1n data exchange between the
first communication device and the second communication
device, influence on another device present around them can
be lessened.

[0010] A broadcast address may be designated as a desti-
nation MAC address 1n the first frame. The MAC address of
the first commumnication device or the second communica-
tion device may be designated as the destination MAC
address 1n the second frame. According to this configuration,
search for a first frame by a communication device that
desires reception of the first frame can be facilitated, and 1n
data exchange between the first communication device and
the second communication device, influence on another
device present around them can be lessened.

[0011] The first commumnication device may transmit the
first frame through a communication channel identical to a
communication channel used for communication over the
first wireless network, and the second communication
device may search for the first frame by sequentially chang-
ing the communication channel According to this configu-
ration, the first frame can be transmitted while communica-
tion over the first wireless network 1s stable.

[0012] The second communication device may communi-
cate over the second wireless network through the commu-
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nication channel used for transmission of the first frame.
According to this configuration, both of commumnication
over the first wireless network and communication between
the first communication device and the second communica-
tion device can be stabilized.

[0013] The first communication device and the second
communication device may execute an application program.
The first 1dentification value may be included in the appli-
cation program. According to this configuration, it can be
ensured that the communication devices that execute the
identical application program hold the first 1dentification
value 1n common.

[0014] The second 1dentification value may be generated
by changing a value of a specific bit in the MAC address of
the first communication device. According to this configu-
ration, under predetermined rules for the MAC address, the
second 1dentification value that does not overlap or collide
with another MAC address can readily be determined.

[0015] The first 1dentification value and the second 1den-
tification value may be set to a value different from all of the
MAC address of the first communication device, the MAC
address of the second communication device, and a broad-
cast address. According to this configuration, independence
from an existing wireless network can be ensured.

[0016] An 1dentical communication channel may be used
in communication over the first wireless network, commu-
nication over the second wireless network, and communi-
cation between the first communication device and the
second communication device. According to this configu-
ration, communication over the first wireless network, com-
munication over the second wireless network, and commu-
nication between the first communication device and the
second communication device can all be stabilized.

[0017] Another exemplary embodiment provides a com-
munication method that includes configuring, by a first
communication device, a {first wireless network together
with another peripheral device or a plurality of other periph-
eral devices by using a first BSSID. The first BSSID 1s
identical to a MAC address of the first communication
device. The communication method includes configuring,
by a second communication device, a second wireless net-
work together with another peripheral device or a plurality
ol other peripheral devices by using a second BSSID. The
second BSSID 1s identical to the MAC address of the second
communication device. The communication method
includes configuring the first communication device to per-
form reception processing of a frame 1 which a first
identification value has been designated as a BSSID, as a
valid frame, 1in addition to a frame 1n which the first BSSID
has been designated as the BSSID, configuring the second
communication device to perform reception processing of
the frame 1n which the first identification value has been
designated as the BSSID, as the valid frame, 1n addition to
a frame 1 which the second BSSID has been designated as
the BSSID, and transmitting, by the first communication
device, a first frame 1n which the first identification value has

been designated as the BSSID.

[0018] Another exemplary embodiment provides a com-
munication device including a wireless communication unit.
The communication device includes a module for configur-
ing a {irst wireless network together with another peripheral
device or a plurality of other peripheral devices by using a
first BSSID. The first BSSID 1s identical to a MAC address

of the communication device. The communication device
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includes a module for storing a first identification value 1n
common to another communication device that configures a
second wireless network together with another peripheral
device or a plurality of other peripheral devices by using a
second BSSID. The second BSSID 1s identical to the MAC
address of another communication device. The communica-
tion device includes a module for performing reception
processing ol a frame 1n which the first identification value
has been designated as a BSSID, as a valid frame, 1n addition
to a frame in which the first BSSID has been set as the
BSSID, and a module for transmitting a first frame in which
the first i1dentification value has been designated as the
BSSID.

[0019] Another exemplary embodiment provides a non-
transitory computer-readable storage medium with an
executable communication program stored therecon. The
communication program 1s executed 1n a computer including
a wireless commumnication unit. The communication pro-
gram causes the computer to perform configuring a first
wireless network together with another peripheral device or
a plurality of other peripheral devices by using a first
BSSID. The first BSSID 1s identical to a MAC address of the
computer. The communication program causes the computer
to perform storing a first identification value 1n common to
another communication device that configures a second
wireless network together with another peripheral device or
a plurality of other peripheral devices by using a second
BSSID. The second BSSID 1s 1dentical to the MAC address
ol another communication device. The communication pro-
gram causes the computer to perform reception processing
of a frame 1n which the first 1identification value has been
designated as the BSSID, as a valid frame, 1n addition to a
frame 1n which the first BSSID has been designated as the
BSSID, and transmitting a first frame i which the first
identification value has been designated as the BSSID.
[0020] The foregoing and other objects, features, aspects
and advantages of the exemplary embodiments will become
more apparent from the following detailed description of the
exemplary embodiments when taken in conjunction with the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] FIGS. 1 to 3 show exemplary illustrative non-
limiting drawings illustrating overview of a communication
system according to the present embodiment.

[0022] FIG. 4 shows an exemplary illustrative non-limait-
ing drawing illustrating a hardware configuration of a com-
munication device included in the communication system
according to the present embodiment.

[0023] FIG. 5 shows an exemplary illustrative non-limait-
ing drawing illustrating an exemplary frame format 1in
conformity with IEEE 802.11 standards.

[0024] FIG. 6 shows an exemplary illustrative non-limait-
ing drawing 1illustrating frame transmission in conformity
with IEEE 802.11 standards.

[0025] FIG. 7 shows an exemplary illustrative non-limait-
ing drawing 1illustrating an example in which a specific
communication device includes a virtual BSSID 1n the
communication system shown in FIG. 1.

[0026] FIG. 8 shows an exemplary illustrative non-limait-
ing drawing 1illustrating frame transmission in the commu-
nication system shown in FIG. 7.

[0027] FIG. 9 shows an exemplary illustrative non-limait-
ing drawing illustrating an exemplary implementation for
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configuring a virtual BSS 1n the communication system
according to the present embodiment.

[0028] FIG. 10 shows an exemplary 1illustrative non-lim-
iting drawing illustrating an operation in one aspect, by the
communication system according to the present embodi-
ment.

[0029] FIG. 11 shows an exemplary illustrative non-lim-
iting drawing 1llustrating an exemplary virtual BSS config-
ured among communication devices included in the com-
munication system shown in FIG. 10.

[0030] FIG. 12 shows an exemplary 1illustrative non-lim-
iting drawing 1llustrating processing for exchanging a new
virtual BSSID 1n the communication system shown in FIG.
11.

[0031] FIGS. 13A to 13D show exemplary illustrative
non-limiting drawings 1illustrating an exemplary user inter-
face provided in the communication system according to the
present embodiment.

[0032] FIGS. 14A and 14B show exemplary illustrative
non-limiting drawings illustrating handling of a communi-
cation channel in the communication system according to
the present embodiment.

[0033] FIG. 15 shows an exemplary illustrative non-lim-
iting drawing 1llustrating a sequence diagram for performing
communication processing shown m FIGS. 10 to 12.
[0034] FIGS. 16 A and 16B show exemplary illustrative
non-limiting drawings illustrating processing in the commu-
nication device that recerves an invitation notification in the
communication system according to the present embodi-
ment.

[0035] FIG. 17 shows an exemplary 1illustrative non-lim-
iting drawing illustrating an exemplary functional configu-
ration implemented 1n the communication device included in
the communication system according to the present embodi-
ment.

DETAILED DESCRIPTION OF NON-LIMITING
EXAMPLE EMBODIMENTS

[0036] The present embodiment will be described 1n detail
with reference to the drawings. The same or corresponding
clements 1n the drawings have the same reference characters
allotted and description thereof will not be repeated.

A. Overview

[0037] Overview of a communication system 1 according

to the present embodiment will mnitially be described with
reference to FIGS. 1 to 3.

[0038] Communication system 1 according to the present
embodiment includes a plurality of communication devices
100_1,100_2, . . . and pernipheral devices 200_1, 200_2, . .
., 200_6, . . . that can exchange information with one another
through wireless communication. In the description below,
communication devices 100_1, 100_2, . . . may collectively
be referred to as a “communication device 100” and periph-
eral devices 200_1,200_2,...,200_6, ... may collectively
be referred to as a “peripheral device 200.” Peripheral device
200 also falls under a communication device 1 a broad
sense.

[0039] For example, a wireless local area network (LAN)
in conformity with Institute of Electrical and Electronics
Engineers (IEEE) 802.11 standards can be employed for
wireless communication. “IEEE 802.11 standards™ herein 1s
a term encompassing not only IEEE 802.11 (defined in
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1997) 1 the narrow sense but also all standards (for
example, IEEE 802.11b, IEEE 802.11¢g, and IEEE 802.11n)

derived from IEEE 802.11. Furthermore, “IEEE 802.11
standards” may encompass also newly derived standards
that will be defined in the future.

[0040] FIG. 1 shows an exemplary communication state in
an 1nfrastructure mode defined under the IEEE 802.11
standards. In the infrastructure mode, one communication
device operates as an access point (AP; which 1s simply also
abbreviated as an “AP” below) and one communication
device or a plurality of communication devices is/are con-
nected to the AP. One communication device or a plurality
of communication devices connected to the AP operate(s) as
station(s) (STA; which 1s/are also simply abbreviated as an
“STA(s)” below). An operation as the AP can also be
regarded as meaning a “parent” and an operation as the STA
can also be regarded as meaning a *“child”.

[0041] For the sake of convenience of description, com-
munication device 100 means a commumication device
operable at least as an AP and peripheral device 200 means
a communication device operable at least as an STA. Com-
munication device 100 and peripheral device 200 may be
identical to each other in configuration. In this case, com-
munication device 100 and peripheral device 200 operate as
APs and/or STAs depending on a situation.

[0042] In the infrastructure mode, one AP and one STA or
a plurality of STAs configure a wireless network. The
wireless network 1 which the AP plays a dominant role 1s
referred to as a basic service set (BSS) and a basic service
set 1dentifier (BSSID) 15 used as an 1dentifier that uniquely
specifies each wireless network (BSS). Typically, a media
access control (MAC) address of a communication device
that operates as the AP 1s adopted as the BSSID.

[0043] In FIG. 1, communication devices 100_1 and
100_2 operate as the APs. The BSSID of the wireless
network 1 which communication device 100_1 plays a
dominant role 1s assumed as “BSS 1" and the BSSID of the
wireless network in which communication device 100 2
plays a dominant role 1s assumed as “BSS_2”. Normally, a
value of “BSS 17 1s i1dentical to the MAC address of
communication device 100 1 and a value of “BSS 2” 1s
identical to the MAC address of communication device

100_2.

[0044] Penpheral devices 200_1 to 200_3 are connected
as the STAs to BSS_1, and peripheral devices 200_4 to
200 6 are connected as the STAs to BSS 2.

[0045] Communication device 100_1 that operates as the
AP thus configures the wireless network together with one
peripheral device 200 or a plurality of peripheral devices
200 by using the BSSID that 1s 1dentical to the MAC address
of communication device 100_1. Similarly, communication
device 100_2 that operates as the AP configures the wireless
network together with one peripheral device 200 or the
plurality of peripheral devices 200 by using the BSSID that

1s 1dentical to the MAC address of communication device
100 2.

[0046] In communication system 1 according to the pres-
ent embodiment, another wireless network can virtually be
configured while the wireless network as shown 1n FIG. 1 1s
maintained.

[0047] For example, as shown i FIG. 2, a wireless
network with another BSSID (in this example, “BSS_3")
can be configured between communication device 100_1
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that operates as the AP 1n BSS_1 and communication device
100_2 that operates as the AP 1n BSS_2.

[0048] In the example shown i FIG. 2, any one of
communication devices 100_1 and 100_2 may operate as the

AP of BSS_3 and the other may operate as the STA of
BSS_3, or the AP and the STA do not have to strictly be
distinguished from each other.

[0049] Alternatively, as shown 1n FIG. 3, a wireless net-
work with yet another different BSSID (1n this example,
“BSS_4) can also be configured among communication
device 100_1 that operates as the AP in BSS_1 and periph-
eral device 200_3 that operates as the STA mm BSS_1 and
peripheral device 200_4 that operates as the STA 1n BSS_2.

[0050] Thus, in commumnication system 1 according to the
present embodiment, an arbitrary communication device can
configure another wireless network or can participate 1n
another wireless network while 1t maintains an arbitrary
wireless network.

B. Exemplary Hardware Configuration

[0051] An exemplary hardware configuration of a device
that configures communication system 1 according to the
present embodiment will now be described.

[0052] (bl: Communication Device 100)

[0053] Any communication device may be applicable as
communication device 100 included 1n communication sys-
tem 1 according to the present embodiment. By way of
example, a game device with a wireless communication
function can be provided. A portable (or mobile) or station-
ary game device may be applicable.

[0054] An exemplary hardware configuration ol commu-
nication device 100 included 1n communication system 1
according to the present embodiment will be described with
retference to FIG. 4. Commumnication device 100 represents
an exemplary computer, and includes a processor 102, a
main storage 104, an auxiliary storage 106, a display 114, an
operation unit 116, an audio output umt 118, and a wireless
communication unit 120. These components are connected
to communicate data with one another through a bus 112.

[0055] Processor 102 1s a processing entity (processing
means) that performs processing provided by communica-
tion device 100. Processor 102 reads a system program 108
and an application program 110 stored in auxiliary storage
106, develops the program on main storage 104, and per-
forms various types ol information processing as will be
described later.

[0056] System program 108 includes an instruction code
for implementing each type of processing as will be
described later. In particular, system program 108 includes
a communication program according to the present embodi-
ment.

[0057] Main storage 104 1s an arbitrary storage device
(storage medium) that can be accessed by processor 102, and
implemented, for example, by a volatile storage device such
as a dynamic random access memory (DRAM).

[0058] Auxiliary storage 106 1s 1mplemented, {for
example, by a non-volatile storage medium such as a hard
disk or a flash memory. Alternatively, auxiliary storage 106
may be implemented, for example, by a storage medium
attachable to and removable from communication device
100 such as an optical disc and a cartridge. In this case, a
combination of communication device 100 and an arbitrary
storage medium may 1mplement a communication device.
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[0059] Display 114 shows an image generated as a result
ol information processing performed by processor 102. An
image received from another device may also be shown on
display 114. A plurality of displays 114 may be provided.
Alternatively, communication device 100 may be configured
to use a single external display or a plurality of external
displays.

[0060] Operation unit 116 mainly accepts an operation
from a user ol communication device 100. Operation unit
116 1s implemented, for example, by a push button, a control
lever, a touch panel, a mouse, and the like. Operation unit
116 may be a game controller that 1s separate from com-
munication device 100 and connected through a wire or
wirelessly.

[0061] Wireless communication unit 120 transmits and
receives data to and from another device through a wireless
signal. Wireless communication unmit 120 supports a wireless
LAN, for example, in conformity with the IEEE 802.11
standards. In addition, wireless communication unit 120
may support a communication scheme such as Bluetooth®,
Z1gBee®, or infrared communication. Though FIG. 4 col-
lectively shows a block of wireless communication unit 120,
a plurality of wireless communication units 120 independent
of one another may be implemented. Alternatively, wireless

communication unit 120 may be integrated with processor
102.

[0062] Though FIG. 4 shows communication device 100

as an integrated device, the communication device may be
implemented as an assembly of a plurality of devices. In
other words, communication device 100 may be 1mple-
mented by combination of a plurality of independent
devices. For example, a configuration in which a main body
including hardware corresponding to processor 102, main
storage 104, and auxiliary storage 106 and a terminal
including hardware corresponding to display 114, operation
unmit 116, and audio output unit 118 are separate from each
other may be adopted. Such a configuration may be referred

to as a communication system, rather than communication
device 100.

[0063] At least a part of information processing performed
in communication device 100 may be performed discretely
by another device or a plurality of other devices arranged as
being distributed over a network (a wide area network
and/or a local network).

[0064] (b2: Peripheral Device 200)

[0065] Any device may again be applicable as peripheral
device 200 included in communication system 1 according
to the present embodiment. For example, peripheral device
200 can be a general-purpose information processing appa-
ratus such as a laptop personal computer, a desktop personal
computer, a portable telephone, a smartphone, and a tablet.
Alternatively, peripheral device 200 may be a peripheral (for
example, a game controller or a speaker) connected to a
game device. Since such a device itself has been known,
detailed description thereof will not be given.

[0066] (b3: Others)

[0067] As described above, communication device 100
and peripheral device 200 are distinguished from each other
for the sake of convenience of description and communica-
tion device 100 and peripheral device 200 may be 1dentical
to each other in hardware configuration. Typically, all of
communication devices 100 and peripheral devices 200 may
be game devices.
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[0068] Processing in commumnication device 100 and/or
peripheral device 200 may be performed by execution of a
program by the processor, or a part or the entirety thereof
may be implemented by hard-wired circuitry such as a
system on chip (SoC), an application specific integrated
circuit (ASIC), or a field programmable gate array (FPGA).
A part or the entirety of the hard-wired circuitry may be
implemented 1n wireless communication unit 120.

C. BSSID and Virtual BSSID

[0069] A BSSID and a virtual BSSID 1n connection with
wireless communication in communication system 1 accord-
ing to the present embodiment will now be described.
[0070] An exemplary frame format in conformity with the
IEEE 802.11 standards will be described with reference to
FIG. 5. A frame format 20 includes a physical layer con-
vergence protocol (PLCP) preamble 22, a PLCP header 24,
an IEEE 802.11 header 26, a data field 28, and an FCS field
30.

[0071] PLCP preamble 22 and PLCP header 24 include
information on transmission through the physical layer.
Specifically, PLCP preamble 22 i1s provided at the top of
frame format 20 and includes a bit string indicating a
synchronous signal. PLCP header 24 includes information
on a modulation scheme and a data length.

[0072] IEEE 802.11 header 26 includes information on
transmission through the data link layer. More specifically,
IEEE 802.11 header 26 includes a frame control field 261,
a Duration/ID field 262, a destination MAC address ﬁeld
263, a sender MAC address field 264, a BSSID field 265,
and a sequence control field 266.

[0073] Frame control field 261 includes information on a
type of a frame, a destination of a frame, a frame sender
medium (any of a wireless medium or a wired medium),
fragment information, power management information, and
whether or not to use wired equivalent privacy (WEP).
[0074] Duration/ID field 262 includes information on a
period necessary for frame transmission.

[0075] Destination MAC address field 263 includes a
MAC address of a communication device designated as a
destination.

[0076] Sender MAC address field 264 includes a MAC
address of a communication device designated as a sender.
[0077] BSSID field 265 includes a value of a BSSID of a
wireless network to which communication devices desig-
nated as the sender and the destination belong.

[0078] Sequence control field 266 includes information
for reconfiguring a plurality of frames.

[0079] A data main body to be transmitted 1s stored in data
field 28.
[0080] FCS field 30 includes a frame check sequence

(FCS) which 1s a check bit string for detecting an error that
occurs during transmission.

[0081] Basically, frame transmission between communi-
cation devices 1s controlled based on information included 1n
IEEE 802.11 header 26. More specifically, a communication
device that receives and processes a frame from a sender
communication device 1s determined by combination of a
destination MAC address (a value designated 1n destination
MAC address field 263 in FIG. 5) that specifies a transmis-
s1on destination and a BSSID (a value designated in BSSID
ficld 265 in FIG. 5). In other words, the communication
device that has received a frame from any communication
device determines whether or not the frame 1s directed to the
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communication device itsell based on contents 1n IEEE
802.11 header 26 included 1n the recerved frame. When the
communication device determines the Iframe as being
directed to the communication device itself, it analyzes
contents 1 the received frame and performs necessary
processing. When the communication device determines the
frame as not being directed to the communication device
itself, 1t discards the received frame without analyzing
contents therein.

[0082] Exemplary frame transmission under the IEEE
802.11 standards will be described with reference to FIG. 6.
FIG. 6 shows an example in which communication device
100 1 transmits a frame when two wireless networks shown
in FIG. 1 are present. The check mark in FIG. 6 means
analysis and processing of contents in the receirved frame. It
1s assumed that communication devices 100 1 and 100 2
and peripheral devices 200_1 to 200_6 are present at posi-
tions proximate to one another and each commumication
device 1s able to receive a frame from other communication
devices.

[0083] In Casel 1n FIG. 6, the MAC address of peripheral
device 200_1 1s designated as the destination MAC address
and BSS_1 1s designated as the BSSID. In this case, only
peripheral device 200_1 analyzes and processes contents in
a frame from communication device 100 1.

[0084] For each of the destination MAC address and the
BSSID, a broadcast address (FF:FF:FF:FF:FF:FF) that
means “all” instead of a specific value can also be designated

(shown as “Broadcast” in FIG. 6).

[0085] In Case 2 1n FIG. 6, the MAC address of peripheral
device 200_1 1s designated as the destination MAC address
and a broadcast address 1s designated as the BSSID. In this
case as well, only peripheral device 200_1 analyzes and
processes contents 1n a frame from commumication device
100_1.

[0086] Under the IEEE 802.11 standards, only the BSSID
of the wireless network to which a sender communication

device belongs or a broadcast address 1s permitted as the
value of the BSSID i IEEE 802.11 header 26.

[0087] As shown in Case 1 and Case 2 1n FIG. 6, when a

specific value 1s designated as the destination MAC address,
only the communication device having the designated value
analyzes and processes contents in the recerved frame on
condition that the BSSID matches with the specific value.

[0088] Similarly, in Case 3 and Case 4 1n FIG. 6, the MAC
address of peripheral device 200_2 1s designated as the
destination MAC address, and only peripheral device 200_2
analyzes and processes contents in a frame from communi-
cation device 100 1.

[0089] In Case 5 and Case 6 1n FIG. 6, the MAC address
of peripheral device 200_3 is designated as the destination
MAC address, and only peripheral device 200_3 analyzes
and processes contents in a frame from communication

device 100 1.

[0090] In Case 7 in FIG. 6, the MAC address of commu-
nication device 100_2 1s designated as the destination MAC
address, and BSS_1 1s designated as the BSSID. In this case,
though communication device 100_2 determines that the
MAC address of the communication device itself has been
designated in the received frame, “BSS_1" which i1s the
value of the designated BSSID does not match with “BSS_

2” which 1s a value of the BSSID of the wireless network to
which the communication device itself belongs. Therefore,
communication device 100 2 discards the received frame.
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[0091] In Case 8 1n FIG. 6, the MAC address of commu-
nication device 100_2 1s designated as the destination MAC
address and the broadcast address 1s designated as the
BSSID. In this case, communication device 100 2 deter-
mines that the MAC address of the communication device
itself 1s designated in the recerved frame, and the broadcast
address 1s designated as the BSSID. Therefore, communi-
cation device 100_2 analyzes and processes contents 1n the
frame from communication device 100 1.

[0092] With designation as shown in Case 8 1n FIG. 6, a
frame can be transmitted from communication device 100 1
belonging to BSS_1 to communication device 100_2
belonging to BSS_2 which 1s a different wireless network.
Since 1t 1s not easy to obtain a MAC address of a commu-
nication device belonging to a wireless network different in
BSSID, generation of a frame as shown 1n Case 8 in FIG. 6
1s not realistic. Such a frame 1s not suitable for such an
application as transmitting i1dentical data to a plurality of
destinations. In other words, frames as many as destinations
should be generated and transmitted, and load imposed on a
transmission-side communication device 100 may become
heavy.

[0093] In Case 9 in FIG. 6, the broadcast address 1s
designated as the destination MAC address, and BSS_1 1s
designated as the BSSID. In this case, all communication
devices (peripheral devices 200_1 to 200_3) belonging to
BSS_1 analyze and process contents 1n a frame from com-
munication device 100 1. Case 9 1n FIG. 6 1s eflective 1n
transmission of a frame at once to STAs belonging to an
identical wireless network.

[0094] A {frame, however, cannot be transmitted from
communication device 100 1 to communication device
100_2 and peripheral devices 200_4 to 200_6 belonging to
BSS 2 which 1s another wireless network. Then, as a
method of transmitting a frame to communication device
100 and/or peripheral device 200 belonging to another BSS,
a broadcast address can be designated as both of the desti-
nation MAC address and the BSSID as shown 1n Case 10 1n
FIG. 6. In this case, regardless of the BSS, all communica-
tion devices (communication device 100_2 and peripheral
devices 200_1 to 200_6) that can receive a frame from
communication device 100_1 analyze and process contents
in the frame from communication device 100 1.

[0095] By making designation as shown i Case 10 1n
FIG. 6, however, contents 1n a frame received by all com-
munication devices within coverage of a sender communi-
cation device are analyzed and processed. Therefore, there 1s
a concern about increase 1n processing load 1n an 1rrelevant
communication device or generation ol erroneous process-
ing 1n the irrelevant communication device. Therefore, gen-
eration of a frame as shown 1n Case 10 in FIG. 6 1s not
realistic either.

[0096] A method of exchanging data through a router
between communication devices 100 that operate as the APs
in the Internet protocol (IP) layer higher than the wireless
network 1s also possible. There may be no router, however,
that connects communication devices 100 that operate as the
APs to each other. In addition, by communication through a
router or the like, the number of transier hops may increase
and efliciency in transmission of data and a data transmis-
sion rate may lower.

[0097] In order to address such a new problem, commu-
nication system 1 according to the present embodiment
provides a communication method and the like allowing,
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even though there are a plurality of wireless networks
(BSSs) configured in the infrastructure mode, eflicient and
flexible exchange of data across the plurality of BSSs.

[0098] More specifically, in commumication system 1
according to the present embodiment, a new scheme allow-
ing designation of an arbitrary BSSID (though a MAC
address of a communication device that operates as the AP
1s generally used, limitation thereto 1s not intended) separate
from a BSSID used under the IEEE 802.11 standards 1is
introduced. In the description below, a BSSID having an
arbitrary value different from a BSSID used under the IEEE
802.11 standards 1s also referred to as a “virtual BSSID” or
a “VBSSID”. The virtual BSSID 1s an exemplary 1dentifi-
cation value for virtually configuring a BSS. An arbitrary
value that does not overlap or collide with an arbitrary MAC
address and a broadcast address can be used as the virtual
BSSID. A value completely different from all possible MAC
addresses does not have to be selected as the virtual BSSID,
and overlapping or collision with a MAC address should
only realistically be avoided.

[0099] A wireless network configured by using a virtual
BSSID 1s also reterred to as a ‘“virtual BSS.” “BSS 3~
shown 1n FIG. 2 described above and “BSS 4” shown in

FIG. 3 are exemplary virtual BSSs configured by using the
virtual BSSID.

[0100] An exemplary wireless network (virtual BSS) vir-

tually configured by using a virtual BSSID will now be
described.

[0101] FIG. 7 shows an example in which a specific
communication device in communication system 1 shown 1n
FIG. 1 has a virtual BSSID 50. In communication system 1
shown in FIG. 7, communication device 100_1 and com-
munication device 100_2 that operate as the APs and periph-
eral device 200_3 that operates as the STA are assumed as
being 1 common 1n virtual BSSID 50.

[0102] Communication device 100_1, communication
device 100_2, and peripheral device 200_3 process a frame
including virtual BSSID 50 in IEEE 802.11 header 26,
regarding the frame as being directed to the virtual wireless
network to which these devices belong.

[0103] Exemplary frame transmission i communication
system 1 shown in FIG. 7 will be described with reference
to FIG. 8. FIG. 8 shows an example 1n which communica-
tion device 100 1 transmits a frame 1n communication
system 1 shown 1n FIG. 7. The check mark 1n FIG. 8 means
analysis and processing of contents in the frame from
communication device 100 1 as in FIG. 6. It 1s assumed that
communication devices 100_1 and 100_2 and peripheral
devices 200_1 to 200_6 are present at positions proximate to
one another and each communication device 1s able to
receive a frame from other communication devices.

[0104] Since Case 1, Case 2, Case 4, Case 5, Case 7, Case
8, Case 10, Case 11, Case 13, and Case 14 1n FIG. 8 are
similar to Case 1, Case 2, Case 3, Case 4, Case 5, Case 6,
Case 7, Case 8, Case 9, and Case 10 1n FIG. 6, respectively,
detailed description will not be repeated.

[0105] In Case 3 1n FIG. 8, peripheral device 200_1 does
not have virtual BSSID 350. Therefore, peripheral device
200_1 determines the frame as not being directed thereto
and discards the received frame without analyzing contents
therein. Similarly also 1n Case 6 1n FIG. 8, peripheral device

200_2 does not have virtual BSSID 50. Therefore, periph-
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eral device 200_2 determines the frame as not being directed
thereto and discards the received frame without analyzing
contents therein.

[0106] In contrast, in Case 9 1n FIG. 8, peripheral device
200_3 has virtual BSSID 50. Theretore, peripheral device
200_3 determines the frame as being directed thereto and
analyzes and processes contents in the frame from commu-
nication device 100_1. Similarly also 1n Case 12 in FIG. 8,
communication device 100 2 has virtual BSSID 50. There-
fore, communication device 100_2 determines the frame as
being directed thereto and analyzes and processes contents
in the frame from communication device 100 1.

[0107] In Case 15 1n FIG. 8, only peripheral device 200_3
and communication device 100_2 having virtual BSSID 50
analyze and process contents 1n the frame from communi-
cation device 100 1.

[0108] As shown in FIG. 8, peripheral device 200_3
having virtual BSSID 50 performs reception processing of a
frame 1 which virtual BSSID 50 has been designated as the
BSSID, as a valid frame, 1n addition to the frame in which
the BSSID (the MAC address of communication device
100_1) of the BSS to which the peripheral device belongs
has been designated as the BSSID.

[0109] Similarly, communication device 100_2 having
virtual BSSID 50 performs reception processing of a frame
in which virtual BSSID 50 has been designated as the
BSSID, as a valid frame, 1n addition to the frame in which
the BSSID (the MAC address of communication device
100_2) of the BSS to which the communication device
belongs has been designated as the BSSID.

[0110] ““Performing reception processing of . . . as a valid
frame” herein means not discarding a frame based on the
designated BSSID. In other words, when the destination
MAC address designated in the received frame satisfies a
prescribed condition, contents in the frame may be analyzed.

[0111] By thus adopting a wireless network (virtual BSS)
virtually configured with the use of virtual BSSID 50, such
a situation that processing load increases 1n a communica-
tion device not belonging to the virtual BSS can be avoided
and occurrence of erroneous processing in the communica-
tion device not belonging to the virtual BSS can also be
avoided.

[0112] Though an example 1n which only a single wireless
network (virtual BSS) virtually configured with the use of a
virtual BSSID 1s provided 1s shown for the sake of conve-
nience of description, the number of configured virtual BSSs
1s not restricted. Each communication device can not only
belong to one specific virtual BSS but also simultaneously
belong to a plurality of virtual BSSs. In this case, each
communication device has virtual BSSIDs as many as
virtual BSSs to which 1t belongs.

[0113] In other words, though an example 1 which a
communication device that operates as an AP and/or an STA
has one virtual BSSID 1s shown for the sake of convenience
of description, the number of virtual BSSIDs held 1n each

communication device 1s not restricted.

[0114] Since the virtual BSS i1s configured independently
of the BSS, 1t may be configured across a plurality of BSSs
or only some of communication devices belonging to a
single BSS may configure a virtual BSS. Furthermore, a
communication device belonging to no BSS can belong to a

virtual BSS.

Apr. 18, 2024

[0115] Technical significance of “belonging to a virtual
BSS” in communication system 1 according to the present
embodiment will be described.

[0116] The substance of a virtual BSS 1n communication
system 1 according to the present embodiment may not be
present. In other words, a procedure of connection between
an AP and an STA as 1n the BSS 1n conformity with the IEEE
802.11 standards 1s not required 1n the virtual BSS. At least
recognition by a communication device belonging to any
virtual BSS that 1t belongs to that virtual BSS will suilice.
Alternatively, recognition by a communication device that
will belong to any virtual BSS, of that virtual BSS to which
it will belong will suflice.

[0117] More specifically, each communication device
should only be able to specily a virtual BSSID that specifies
a virtual BSS to which the communication device belongs.
Any method can be adopted as a scheme for allowing a
communication device to specily a virtual BSSID.

[0118] For example, one virtual BSSID or a plurality of
virtual BSSIDs can be included in an application program or
a system program executed 1n a communication device or 1n
data held 1n the communication device.

[0119] Alternatively, a communication device may use
arbitrary communication means to communicate with
another communication device to exchange a virtual BSSID.
A broadcast address or an already known virtual BSSID can
be employed as arbitrary communication means. The com-
munication device may obtain through the Internet, a virtual
BSSID for specifying a virtual BSS in which the commu-
nication device should participate.

[0120] Further alternatively, a user who operates a com-
munication device may set a value of an arbitrary virtual
BSSID or a value for generating a virtual BSSID.

[0121] In the BSS under the IEEE 802.11 standards, the
AP manages a configuration, change, or release of the BSS.
In the virtual BSS, however, management by the AP 1s not
required. Consequently, in the virtual BSS, a management
function as 1n the AP 1s not necessarily required, and a clear
difference 1n role between the AP and the STA 1s not
necessarily required either. For example, in the BSS under
the IEEE 802.11 standards, distribution of advertisement
information with a beacon or the like i1s not necessarily
required either, and hence the wvirtual BSS can also be
configured only with a communication device that operates

as the STA.

D. Method of Determiming Virtual BSSID

[0122] Any value that does not overlap or collide with a
BSSID (that 1s, a MAC address of a communication device
that operates as the AP) under the IEEE 802.11 standards
may be employed as a virtual BSSID to be used 1n com-
munication system 1 according to the present embodiment.
[0123] The virtual BSSID may be stored in advance 1n
communication devices that configure the virtual BSS or
may be generated with an arbitrary method. For example, a
method below 1s possible.

[0124] (1-1) When a corporation involved with produc-
tion of communication devices has an organizationally
unique identifier (OUI: a vendor code) allocated to a
product vendor (network equipment manufacturer),
one MAC address or a plurality of MAC addresses
from an OUI range can be used as virtual BSSID(s).

[0125] (1-2) A MAC address of a communication
device held by a developer of an application program
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executed 1n a communication device can be used as a
virtual BSSID. In other words, a MAC address guar-

anteed not to be distributed in markets may be used as
the virtual BSSID.

[0126] (2-1) A virtual BSSID can be generated from a
MAC address of an arbitrary communication device
which will belong to a virtual BSS. A MAC address of
a communication device that operates as the STA
would not be used as the BSSID, and therefore it can
be used as 1t 1s as the virtual BSSID.

[0127] A virtual BSSID may be generated from a MAC
address of a communication device that operates as the AP,
by changing a value of a specific bit in the MAC address of
the communication device. For example, by setting a local
bit included 1n the MAC address to “1” (which 1s normally
set to “07), the MAC address can be used as the virtual
BSSID. The local bit corresponds to a GL bit included 1n a
top octet of the MAC address.

[0128] When a virtual BSSID 1s generated by using a local
bit, an 1dentical virtual BSSID may be present nearby.
Therefore, collision sensing may be carried out. In the event
of sensing of collision, such processing as temporary sus-
pension of use of the virtual BSSID and change of the virtual
BSSID to a new virtual BSSID under common rules by each
communication device may be adopted.

[0129] (2-2) A virtual BSSID can be generated by using
a hash calculated from a user identifier, an application
identifier, or a password.

[0130] In (1-1) and (1-2) described above, a form of

incorporation of a virtual BSSID statically determined 1n
advance 1n a communication device 1s assumed, and 1n (2-1)
and (2-2) described above, a form of dynamic generation of
a virtual BSSID as necessary while a communication device
1s operating 1s assumed.

E. Exemplary Implementation Involved with
Configuration of Virtual BSS

[0131] An exemplary implementation for configuring a
virtual BSS 1 communication system 1 according to the

present embodiment will now be described with reference to
FIG. 9.

[0132] FIG. 9 shows a main part of wireless communica-
tion unit 120 of communication device 100. Similar imple-
mentation can be adopted also 1n peripheral device 200.

[0133] Referring to FIG. 9, wireless communication unit
120 1ncludes a transmission circuit 1201, a reception circuit
1202, a transmission and reception control unit 1203, a
transmission and reception bufler 1204, a frame filter 1205,
and an analysis processing unit 1206.

[0134] Transmission circuit 1201 generates and transmits
a wireless signal involved with data transmission 1n response
to an instruction from transmission and reception control
unit 1203. Reception circuit 1202 recerves and decodes a
wireless signal involved with data transmission 1n response
to an instruction from transmission and reception control
unit 1203. Transmission and reception control unit 1203
controls transmission and reception of a wireless signal to

and from transmission circuit 1201 and reception circuit
1202.

[0135] Transmission and reception builer 1204 temporar-
1ly stores data (frame) received via transmission and recep-
tion control umt 1203 and data (frame) transmitted via
transmission and reception control unit 1203.
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[0136] Frame filter 1205 refers to contents in IEEE 802.11
header 26 of a received frame stored in transmission and
reception buller 1204 and provides only a frame that satisfies
a condition to analysis processing unit 1206. More specifi-
cally, (1) when a value designated in destination MAC
address field 263 1in IEEE 802.11 header 26 matches with the
MAC address of the communication device or with the
broadcast address and (2) when a value designated in BSSID
field 265 in IEEE 802.11 header 26 matches with any value
registered 1n a processing target list 1210, frame filter 1205
finds that frame as a frame to be processed and provides the
frame to analysis processing unit 1206.

[0137] Analysis processing unit 1206 analyzes contents 1n
the received frame and provides a result of analysis to an
application.

[0138] Processing target list 1210 set 1in frame filter 1205
1s implemented as a kind of a white list. In processing target
list 1210, a MAC address for specilying a frame contents 1n
which are to be analyzed 1s defined.

[0139] Normally, a frame 1n which a broadcast address has
been designated as the BSSID should constantly be pro-
cessed. Therelfore, a broadcast address 1211 1s always reg-
1stered 1n processing target list 1210.

[0140] As a communication device belongs to any BSS, a
BS SID 1212 for identifying the BSS 1s registered 1n
processing target list 1210. A communication device that
operates as the AP would register 1n processing target list
1210, as BSSID 1212, a MAC address of the communication
device itsell. A communication device that operates as the
STA would register 1n processing target list 1210, as BSSID
1212, a MAC address of an AP to which 1t 1s connected.
[0141] Furthermore, 1n order to belong to a virtual BSS,
the communication device registers a virtual BSSID value
1213 1n processing target list 1210. Timing of registration of
virtual BSSID value 1213 1n processing target list 1210 may
be determined as appropriate depending on an application.
[0142] Though FIG. 9 shows an example in which only a
single virtual BSSID value 1213 1s registered in processing,
target list 1210, a plurality of virtual BSSID values 1213 can
also be registered 1n processing target list 1210. Some or all
of virtual BSSID values 1213 may dynamically be added or
deleted. Specific virtual BSSID value 1213 may always be
registered, similarly to broadcast address 1211.

[0143] When an exemplary implementation as shown 1n
FIG. 9 1s adopted, at a time point of registration of virtual
BSSID value 1213 1n processing target list 1210, a commu-
nication device can also be regarded as belonging to the
virtual BSS specified by registered virtual BSSID value
1213.

[0144] FEach component of wireless communication unit
120 shown in FIG. 9 may be implemented by hardware
and/or software included 1n wireless communication unit
120 or some of components may be implemented by execu-
tion of software by processor 102. For example, they may be
implemented by firmware executed by wireless communi-
cation unit 120 or by a wireless driver executed by processor

102.

F. Exemplary Application

[0145] An exemplary application using a virtual BSS
according to the present embodiment will now be described.
[0146] FIG. 10 shows an exemplary operation in one
aspect, by communication system 1 according to the present
embodiment. FIG. 10 shows an example in which each
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communication device 100 configures a BSS together with
two peripheral devices 200. More specifically, communica-
tion device 100_1 configures a BSS having the BSSID
“BSS_1" together with peripheral devices 200_1A and 200_
1B. This 1s also applicable to each of communication
devices 100 2 to 100 5.

[0147] Processing for configuring a virtual BSS between/
among some or all of communication devices 100_1 to
100_5 and providing various applications (for example,
game play by a plurality of users) 1n a state as shown 1n FIG.
10 will be described.

[0148] FIG. 11 shows an exemplary virtual BSS config-
ured among communication devices 100 included in com-
munication system 1 shown 1 FIG. 10. Referring to FIG. 11,
for example, each of communication devices 100_1 to
100_5 1s assumed to be able to use identical application
program 110.

[0149] Application program 110 includes virtual BSSID
50 for configuring a virtual BSS 1n addition to an execution
code. In other words, virtual BSSID 50 may be included 1n
application program 110. Communication devices 100 that
execute 1dentical application program 110 can thus substan-
tially share virtual BSSID 50 included 1n application pro-
gram 110.

[0150] The virtual BSS can thus be configured by using
virtual BSSID 50 included in application program 110. A
value that will not collide with a MAC address of another
communication device 1s set for virtual BSSID 50.

[0151] FIG. 11 shows an example 1n which a virtual BSS
having “VBSSID 1”7 as the virtual BSSID 1s configured
among communication devices 100_1 to 100_5. VBSSID_1
shown 1n FIG. 11 can be implemented by validation by each
of communication devices 100 _1 to 100 _5, of virtual BSSID
50 included 1n application program 110. For example, virtual
BSSID 50 may be validated as a part of start-up processing
as each of communication devices 100_1 to 100_3 starts up
application program 110. Alternatively, a user who operates
cach of communication devices 100_1 to 100_5 may explic-
itly designate a configuration of the virtual BSS.

[0152] A {frame 1n which virtual BSSID 50 included 1n
application program 110 has been designated 1s discarded
without analysis of contents therein in a communication
device other than the communication device that executes
application program 110. Therefore, influence on a commu-
nication device that executes another application program
and a communication device other than the former that i1s
present nearby can be lessened.

[0153] In VBSSID_1, in addition to information (for

example, a user name or an icon) for selection by a user, of
a player to play a game together, a new virtual BSSID 1s
exchanged. When a player against which the game is played
1s determined by an operation by the user, use of the virtual
BSS with the new virtual BSSID 1s started between com-
munication devices operated by the determined users.

[0154] FIG. 12 shows exemplary processing for exchang-
ing a new virtual BSSID in communication system 1 shown
in FIG. 11. FIG. 12 shows exemplary processing in an
example 1n which commumcation device 100_1 and com-
munication device 100_2 configure a new virtual BSS. For
example, communication device 100_1 generates a new
virtual BSSID (which 1s also referred to as an “individual
virtual BSSID 52” below for distinction from virtual BSSID
50) and exchanges generated individual virtual BSSID 52
with communication device 100 2. Individual wvirtual

Apr. 18, 2024

BSSID 52 can thus be shared between communication
device 100 _1 and communication device 100 2. and con-
sequently, a virtual BSS 1dentified as “VBSSID_2” indicated
by individual virtual BSSID 52 between communication
device 100_1 and communication device 100_2 1s config-
ured.

[0155] In communication system 1 shown in FIG. 11,
virtual BSSID 50 and individual virtual BSSID 52 are set to
a value different from at least any of the MAC addresses of
communication devices 100 1 to 100 5 and the broadcast
address (FF:FF:FF:FF:FF:FF).

[0156] A plurality of individual virtual BSSIDs 52 may be
prepared so long as they have values different from one
another. Typically, the individual virtual BSSID may be
generated each time for each user group that plays a game.
For an on-line match game in which a player plays against
another player, different individual virtual BSSID 52 may be
allocated for each pair of communication devices 100.

[0157] In the virtual BSS configured with the use of
individual virtual BSSID 352, information necessary for
execution of a game 1s exchanged. A frame 1 which
individual virtual BSSID 352 has been designated 1s dis-
carded without analysis of contents therein in a communi-
cation device other than the communication devices of the
users who play the game together. Therefore, even when
another user group that plays the same kind of game 1is
present, mutual influence can be lessened.

[0158] FIGS. 13A to 13D show an exemplary user inter-

face provided in communication system 1 according to the
present embodiment. FIGS. 13A to 13D show an example in
which communication device 100 1 takes the lead to invite
a user who will play together. More specifically, FIGS. 13A
and 13C show exemplary contents of representation on
display 114 of communication device 100_1 and FIGS. 13B
and 13D show exemplary contents of representation on
display 114 of communication device 100_2.

[0159] As shown in FIG. 13 A, 1n response to an explicit or
implicit instruction from a user, communication device
100_1 provides a message 180 “Do you invite participant in
match game?”” In response to selection of “YES” by a user,
communication device 100 1 transmits an invitation notifi-
cation 1n a frame 1 which virtual BSSID 50 included 1n
application program 110 that provides the game has been
designated. By designating virtual BSSID 50, the virtual
BSS using virtual BSSID 50 as shown i FIG. 11 1s
configured. At this time, communication device 100_1
newly generates individual virtual BSSID 52 for a game to
which a participant 1s invited and includes the individual
virtual BSSID in the invitation notification.

[0160] In the virtual BSS using virtual BSSID 50, neces-
sary information 1s exchanged between communication
device 100_1 and another communication device. By
obtaining such information exchange, communication
device 100_2 provides a message 182 “User A 1s inviting
participant 1n match game. Do you participate?” as shown in
FIG. 13B. In response to selection of “YES” by a user, a
participation request indicating a user’s mtention of partici-
pation 1s transmitted from communication device 100_2 to
communication device 100 1.

[0161] Then, communication device 100_1 provides a
message 184 “User B desires participation in match game.
Do you approve?” as shown in FIG. 13C. In response to
selection of “YES” by the user, communication device
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100_1 transmits an approval notification to the eflect that it
approves participation to communication device 100_2.

[0162] For example, communication device 100_2 pro-
vides a message 186 “User A approved your participation in
match game. Match game 1s started.” as shown 1n FIG. 13D.
When the user presses “OK”, communication device 100_1
and communication device 100_2 start exchange of data
involved with the game 1n the virtual BSS using individual

virtual BSSID 52.

[0163] By thus using the virtual BSS according to the
present embodiment, an unidentified number of users can be
invited to participate. Once a user who plays a game together
1s determined, exchange of data can substantially be
restricted to exchange only with the communication device
of that user, and hence influence on a communication device
present nearby other than the communication device can be
lessened.

[0164] Exemplary handling of a communication channel
for implementing the virtual BSS as described above will
now be described.

[0165] FIGS. 14A and 14B show exemplary handling of a

communication channel 1 the communication system
according to the present embodiment.

[0166] Under the IEEE 802.11 standards, a plurality of
communication channels are available. For example, as
shown 1n FIG. 14A, a communication channel Ch_A used 1n
BSS_1 configured by communication device 100_1 with
peripheral devices 200_1A and 200_1B i1s not necessarily
identical to a communication channel Ch B used in BSS 2

configured by communication device 100_2 with peripheral
devices 200 2A and 200 2B.

[0167] Since with which communication device 100 com-
munication device 100_1 will configure the virtual BSS 1s
unknown, typically, communication device 100_1 may
transmit an 1nvitation notification through a communication
channel (communication channel Ch_A in the example 1n
FIGS. 14A and 14B) the same as the communication channel
that 1t has been using for communication in the BSS. By
using the communication channel the same as the commu-
nication channel used for communication in existing BSS_1,
the 1nvitation notification can be transmitted while commu-
nication over BSS 1 1s stable.

[0168] Communication device 100_2 sequentially
changes the communication channel and searches for the
invitation noftification. In other words, communication
device 100_2 tries to receive the invitation notification by
changing the communication channel as approprate 1n fixed
or random cycles. In the example 1n FIGS. 14A and 14B,
communication device 100 2 recerves the invitation notifi-
cation through communication channel Ch_A. When com-
munication device 100 1 and communication device 100 2
configure a virtual BSS (VBSSID_2) in response to the
invitation notification, communication channel Ch_A used
for transmission of the invitation notification may be used as
it 1s.

[0169] When the communication channel used for com-

munication over existing BSS_2 1s different from the com-
munication channel used for communication over the virtual

BSS (VBSSID_2), the communication channel used for

communication over existing BSS_2 1s changed to match
with the communication channel used for communication
over the virtual BSS. In other words, communication device
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100_2 communicates over existing BSS_2 through the com-
munication channel used for transmission of the mvitation
notification.

[0170] In the example 1n FIGS. 14A and 14B, communi-
cation device 100_2 changes the communication channel to
be used for communication over BSS 2 from communica-
tion channel Ch_B to communication channel Ch_A (see
FIG. 14B). By such optimal selection and change of the

communication channel, communication can be stable in
any newly configured virtual BSS (VBSSID_2) in addition

to existing BSS_1 and BSS_2.

[0171] Owing to handling of the communication channels
as above, the 1dentical communication channel 1s used 1n all
of communication over BSS_1 by communication device
100_1, communication over BSS_2 by communication
device 100 2, and communication between communication
device 100_1 and communication device 100_2 (virtual

BSS).

[0172] The communication channel for transmission of an
invitation notification may be selected with any method. For
example, an 1nvitation notification may be transmitted
through a predetermined fixed communication channel, or a
degree of congestion of communication at the time point of
transmission may be measured and a communication chan-
nel may be selected based on a result of measurement.
Further alternatively, all communication devices 100 may
cyclically sequentially change the communication channel
to transmit and/or receive the invitation notification.

[0173] When a virtual BSS 1s configured in addition to the
existing BSS by using the nvitation notification, as shown
in FIG. 14B, the existing BSS and the virtual BSS are once
configured to use an identical communication channel as
shown 1 FIG. 14B, and then switching to another commu-
nication channel at once may be made. For example, a
degree of congestion of communication at a time point after
configuration of the existing BSS and the virtual BSS may
be measured, and a new communication channel may be
selected based on a result of measurement. A communica-
tion channel different from the communication channel used
for transmission of the invitation notification may thus be
used to establish subsequent communication.

[0174] FIG. 15 shows a sequence diagram for performing
communication processing shown in FIGS. 10 to 12. FIG. 15
shows a processing procedure 1n configuring a virtual BSS
arising from communication device 100_1 by way of
example. Processing performed by each communication
device 100 shown in FIG. 15 1s typically performed by
execution of system program 108 (see FIG. 4 and the like)
by processor 102 of each communication device 100 and
processing provided by wireless communication unit 120.

[0175] Referring to FIG. 15, communication device 100_1
configures a BSS together with peripheral devices 200_1A
and 200_1B, by using the MAC address of communication
device 100_1 as the BSSID (sequence SQ2). Communica-
tion device 100_1 thus uses the BSSID thereol to configure
a wireless network with another peripheral device 200 or a
plurality of other peripheral devices 200.

[0176] Communication device 100_2 and communication
device 100_3 also configure similar wireless networks (se-
quence SQ2). Specifically, each of communication device
100 2 and communication device 100 3 uses the BSSID
thereol to configure a wireless network with another periph-
eral device 200 or a plurality of other peripheral devices 200.
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[0177] Communication device 100_1 executes application
program 110 (sequence SQ4). Then, communication device
100_1 registers virtual BSSID 50 included 1n application
program 110 in frame filter 1205 (see FIG. 9) of wireless
communication unit 120 (sequence SQ6). Communication
device 100_1 1s thus configured to perform reception pro-
cessing ol a frame 1n which virtual BSSID 350 has been
designated as the BSSID, as a valid frame, 1n addition to the
frame 1n which the BSSID (the MAC address of commu-
nication device 100_1) of the BSS to which the communi-
cation device belongs has been designated as the BSSID.

[0178] The reception processing i1s similarly configured
also 1n communication device 100 2 and communication
device 100_3 (sequences SQ4 and SQ6). Specifically, com-
munication device 100 2 and communication device 100 3
are each configured to perform reception processing of a
frame 1 which virtual BSSID 50 has been designated as the
BSSID, as a valid frame, 1n addition to the frame in which
the BSSID of the BSS to which the communication device
itself belongs has been designated.

[0179] In succession, for example, when communication
device 100_1 receives an operation by a user for game
participation 1nvitation (sequence SQ8) (see FIG. 13A and
the like), 1t generates individual virtual BSSID 352 for that
game (sequence SQ10). Individual virtual BSSID 352 may be
generated, for example, by setting a local bit included 1n the
MAC address of communication device 100 1 to “1”.

[0180] Then, communication device 100_1 transmits an
invitation notification including individual virtual BSSID 52
(sequence SQ12). The mvitation notification 1s transmitted
over the virtual BSS configured with virtual BSSID 50
included in application program 110. In other words, com-
munication device 100 1 transmits a frame 1n which virtual
BSSID 50 has been designated as the BSSID. At this time,

communication device 100 1 transmits individual virtual
BSSID 52 1n the frame for the invitation notification.

[0181] More specifically, for the frame including the mnvi-
tation notification, the broadcast address 1s designated as the

destination MAC address, and virtual BSSID 50 1s desig-
nated as the BSSID (see Case 15 i FIG. 8). A message
indicating the invitation notification and individual virtual
BSSID 52 are stored in data field 28 (see FIG. 5) 1n the
frame. At this time, communication device 100 1 transmits
the 1invitation notification through a communication channel

the same as the channel used for communication over the
BSS thereby.

[0182] Transmission of the invitation notification by com-
munication device 100_1 may be repeated in fixed or
random cycles (*1). Though the commumnication channel 1s
basically fixed to an 1mitially selected communication chan-
nel, the communication channel may be changed as appro-
priate.

[0183] Communication device 100_2 tries to receive the
invitation notification (sequence SQ14). Reception of the
invitation notification may be tried with the communication
channel being changed as appropnate in fixed or random
cycles. Since communication device 100_1 transmits the
invitation notification through the communication channel
used 1n the BSS configured with communication device
100 _1, communication device 100_2 searches for the invi-
tation noftification by sequentially changing the communi-
cation channel. When communication device 100 2 receives
the frame of the invitation notification, 1t stores individual
virtual BSSID 52 included in the frame of the invitation
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notification, and presents to the user, whether or not to
participate in the game to which 1t has been mvited by
communication device 100_1 (sequence SQ16).

[0184] Processing similar to processing in communication
device 100_2 is performed also 1n commumnication device
100_3.

[0185] When communication device 100_2 receives an

operation by a user who desires participation in the game
(sequence SQ18) (see FIG. 13B or the like), 1t transmits a
participation request to communication device 100_1 (se-
quence SQ20). The participation request 1s also transmitted
over the virtual BSS configured using virtual BSSID 50
included in application program 110.

[0186] Individual virtual BSSID 52 mcluded 1n the frame
of the invitation notification may be stored on condition that
an operation by a user who desires to participate 1n the game
1s recerved.

[0187] When communication device 100_1 receives the
participation request from communication device 100_2, 1t
presents whether or not to permit participation in the game
to the user (sequence SQ22). When communication device
100_1 receives the operation by the user to approve partici-
pation 1n the game (sequence SQ24) (see FIG. 13C or the
like), 1t transmits an approval notification to communication
device 100_2 (sequence SQ26). The approval notification 1s
also transmitted over the virtual BSS configured using
virtual BSSID 50 included 1n application program 110.
[0188] Through the processing procedure above, prepara-
tion for configuring the virtual BSS mvolved with a game of
interest 1s made. Then, communication device 100 _1 and
communication device 100_2 each register individual vir-
tual BSSID 52 1n frame filter 1205 (see FIG. 9) of wireless
communication unit 120 (sequence SQ28). When the com-
munication channel used in the BSS configured by commu-
nication device 100 2 1s different from the communication
channel used 1n the virtual BSS, communication device
100_2 may change the communication channel used in the
BSS configured by communication device 100_2 to the
communication channel to be used in the virtual BSS.
[0189] In succession, communication device 100_1 and
communication device 100_2 start exchange of data
involved with the game by using the virtual BSS configured
using individual virtual BSSID 52 (sequence SQ30). Com-
munication device 100 1 and communication device 100 2
transmit and receive frames involved with exchange of data
through the communication channel where the frame of the
invitation notification was transmitted.

[0190] For the frame used for data exchange between
communication device 100 1 and communication device
100_2, the MAC address of communication device 100 _1
(1n an example of a frame directed to communication device
100_1) or the MAC address of communication device 100_2
(1n an example of a frame directed to communication device
100_2) 1s designated as the destination MAC address, and
individual virtual BSSID 52 1s designated as the BSSID (see
Case 9 and Case 12 1n FIG. 8). Data involved with the game
1s stored in data field 28 (see FIG. §) of the frame.

[0191] Thus, communication device 100_2 stores indi-
vidual virtual BSSID 52, and thereafter communication
device 100_1 and communication device 100_2 exchange

data involved with the game 1n a frame 1n which 1individual
virtual BSSID 52 has been designated as the BSSID.

[0192] Thereafter, when communication device 100_1
receives an operation by the user for quitting the game
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(sequence S(Q32), it transmits a disconnection notification to
communication device 100_2 (sequence SQ34). Then, com-
munication device 100 1 and communication device 100 2
cach delete individual virtual BSSID 52 from frame filter
1205 (see FIG. 9) of wireless communication unit 120
(sequence SQ36). The virtual BSS configured with indi-
vidual virtual BSSID 52 1s thus substantially released.

[0193] Though an example 1n which a single communi-
cation device 100 transmits an invitation notification 1is
shown for the sake of convenience of description, a plurality
of communication devices 100 may also transmit invitation
notifications. In such a case, the user may select in which
he/she desires to participate.

[0194] Processing in communication device 100 that
receives an invitation notification in communication system
1 according to the present embodiment will be described
with reference to FIGS. 16A and 16B. As shown m FIG.
16 A, when arbitrary communication device 100 receives a
plurality of invitation notifications, 1t sequentially stores the
virtual BSSID and the channel included i the received
invitation notification in correspondence with each other.
Communication device 100 may also store i association,
attribute mnformation (for example, a name of a user who has
transmitted the 1nvitation notification) relating to the
received 1nvitation notification.

[0195] By collecting thus received invitation notifications,
communication device 100 can provide an invitation noti-
fication list representation 188 as shown i FIG. 16B.
Invitation notification list representation 188 shows invita-
tion notifications from other commumnication devices 100
that are present nearby. When the user selects one the user
desires 1n 1nvitation notification list representation 188,
communication device 100 starts exchange of data over the
virtual BSS with communication device 100 corresponding,
to the selected invitation notification.

[0196] An example in which communication device 100
that transmits the invitation notification uses only a specific
communication channel 1s shown 1n the processing proce-
dure shown i FIG. 15. Without being limited as such,
communication device 100 may cyclically sequentially
change the communication channel to transmit the invitation
notification. In this case, communication device 100 that
receives the 1nvitation notification may search for the mnvi-
tation notification by fixing the communication channel to a
specific communication channel or by randomly sequen-
tially changing the communication channel.

[0197] Since the AP (parent) and the STA (child) do not
have to clearly be distinguished from each other in the
virtual BSS configured 1n communication system 1 accord-
ing to the present embodiment, communication device 100
that generates individual virtual BSSID 52 may not uniquely
be determined. Theretfore, individual virtual BSSID 352 may
be determined among communication devices 100 that con-
figure the wvirtual BSS under predetermined rules. For
example, individual virtual BSSID 52 may be generated
from a newest MAC address or an oldest MAC address
among communication devices 100 that configure an arbi-
trary virtual BSS.

[0198] In communication system 1 according to the pres-
ent embodiment as described above, an 1nvitation notifica-
tion, a participation request, and an approval notification are
exchanged over the virtual BSS configured using virtual
BSSID 50 included in application program 110, and data
involved with a game 1s exchanged among communication
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devices 100 matched 1n a series of exchanges over the virtual
BSS configured using individual virtual BSSID 32 different
from virtual BSSID 50 included in application program 110.
By adopting such a two-stage virtual BSS, more communi-
cation devices 100 can be mvited to participate 1n a game,
and once the game i1s determined to be played together,
influence on other communication devices 100 can be less-
ened.

G. Functional Configuration of Communication
Device 100

[0199] A main functional configuration implemented 1n
communication device 100 included 1n communication sys-
tem 1 according to the present embodiment will now be
described.

[0200] FIG. 17 shows an exemplary functional configu-
ration implemented 1n communication device 100 included
in communication system 1 according to the present
embodiment. Each functional module shown n FIG. 17 1s
typically implemented by execution of system program 108
(see FIG. 4 and the like) by processor 102 of each commu-
nication device 100 and processing provided by wireless
communication unit 120.

[0201] Referring to FIG. 17, communication device 100
includes a network management module 1020, an applica-
tion execution module 1025, a data reconfiguration module
1026, and a frame generation module 1027.

[0202] Network management module 1020 1s responsible
for processing for configuration of a wireless network by
communication device 100 with peripheral device 200 and/
or another communication device 100 in response to an
operation by a user and/or a request from application execu-
tion module 1025. More specifically, network management
module 1020 mncludes a BSS configuration module 1021, a
virtual BSS management module 1022, an individual virtual
BSSID generation module 1023, and an individual virtual
BSSID storage module 1024.

[0203] BSS configuration module 1021 determines as
which of the AP and the STA communication device 100
operates 1n the inirastructure mode and performs a process-
Ing sequence necessary for configuring the BSS. Typically,
BSS configuration module 1021 configures the BSS which
1s the wireless network with another peripheral device 200
or a plurality of other peripheral devices 200 by using the
MAC address of the communication device itself as the
BSSID. BSS configuration module 1021 registers in frame
filter 1205 of wireless communication unit 120, the BS SID

for specilying the BSS configured with communication

device 100.

[0204] Virtual BSS management module 1022 manages
the configuration of the virtual BSS using the virtual BSSID
shared or exchanged with another communication device
100. Typically, virtual BSS management module 1022 has
virtual BSSID 50 1n common to another communication
device 100 or a plurality of other communication devices
100 stored. Virtual BSS management module 1022 registers
or deletes virtual BSSID 50 and/or individual virtual BSSID
52 1n or from frame filter 1205 of wireless communication
umt 120. By registering virtual BSSID 50 1n frame filter
1205, reception processing of a frame in which virtual
BSSID 50 has been designated as the BSSID, as a valid
frame, 1n addition to a frame 1n which the BSSID of the BSS
to which the communication device 1itself belongs has been
designated as the BSSID, i1s performed.
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[0205] Individual virtual BSSID generation module 1023
generates mndividual virtual BSSID 52 as necessary.

[0206] Individual wvirtual BSSID storage module 1024
stores 1ndividual virtual BSSID 52 obtained from another
communication device 100.

[0207] Application execution module 1025 1s an engine
that executes application program 110. Application execu-
tion module 1025 holds wvirtual BSSID 50 included in
application program 110.

[0208] Data reconfiguration module 1026 reconfigures
transmitted data from one frame or a plurality of frames
received from wireless communication unit 120 (analysis
processing module 1206). Data reconfiguration module
1026 provides the reconfigured data to network management
module 1020 and/or application execution module 1025.
[0209] Frame generation module 1027 generates one
frame or a plurality of frames including data provided from
network management module 1020 and/or application
execution module 1025, Typically, frame generation module
1027 generates a frame 1n which virtual BSSID 50 and/or
individual virtual BSSID 52 have/has been designated as the
BSSID. Wireless communication unit 120 transmits the
frame generated by frame generation module 1027.

H. Other Forms

[0210] Though exemplary processing for virtually config-
uring a wireless network by using virtual BSSID 50 and/or
individual virtual BSSID 52 between two communication
devices 1s described for the sake of convemence of descrip-
tion, a wireless network can also naturally virtually be
configured among a larger number of communication
devices.

[0211] An exemplary implementation 1n which communi-
cation device 100 alone performs necessary processing 1s
shown 1n the description above. Without being limited as
such, the entirety or a part of necessary processing may be
performed by using a computing resource (typically, a
computing resource on the cloud) different from communi-
cation device 100. An appropriate form of performing pro-
cessing should only be adopted depending on times.

I. Advantages

[0212] According to the communication system in the
present embodiment, data can efliciently and flexibly be
exchanged among a plurality of communication devices
belonging to different wireless networks (BSSs) by config-
uring a virtual wireless network by using virtual BSSID 50

and/or 1ndividual virtual BSSID 52.

[0213] Forexample, by designating a virtual BSSID as the
BSSID and designating a broadcast address as the destina-
tion MAC address, data can collectively be transmitted as in
IP multicast to a plurality of communication devices that
share the virtual BSSID. Though a transmission destination
1s limited to communication devices within coverage of a
sender communication device, a repeater such as a router 1s
not required, and a frame 1s directly transmitted from a
sender communication device to a reception-side commu-
nication device. Therefore, high efliciency in transmission of
data can be maintained.

[0214] By designating the virtual BSSID as the BSSID,

even when a broadcast address 1s designated as the desti-
nation MAC address, that frame 1s subjected to reception
processing only by a communication device in which the
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virtual BSSID has been registered 1n the frame filter, and a
communication device other than that (including a device
that does not support the scheme for the virtual BSSID
according to the present embodiment) discards the frame
without analyzing contents therein. Therefore, increase in
processing load 1n an irrelevant communication device that
1s present nearby or occurrence of erroneous processing in
the 1rrelevant communication device as 1n designation of the
broadcast address as the BSSID can be prevented.

[0215] The virtual wireless network configured with the
virtual BSSID according to the present embodiment can be
implemented simply by implementing the frame filter that
allows selective reception of a frame 1 which the virtual
BSSID and/or the individual virtual BSSID held in common
to another communication device have/has been designated.
Since such a frame filter can relatively easily be imple-
mented and each BSSID 1s composed only of six bytes,
consumption of a computing resource 1s only a little.

[0216] Furthermore, implementation with the use of the
frame {filter allows easy increase in number of virtual wire-
less networks to which a device can simultaneously belong.
Therefore, various types of information or games using data
exchanged among a plurality of wireless networks can be
provided to a user.

[0217] While certain example systems, methods, devices,
and apparatuses have been described herein, 1t 1s to be
understood that the appended claims are not to be limited to
the systems, methods, devices, and apparatuses disclosed,
but on the contrary, are intended to cover various modifi-
cations and equivalent arrangements included within the
spirit and scope of the appended claims.

What 1s claimed 1s:
1. A communication system, comprising;:

a first set of electronic devices configured to communicate
with each other using a first basic service set identifier
(BSSID), the first BSSID being a media access control
(MAC) address of a first electronic device 1n the first set
of electronic devices, the first electronic device having
a common 1dentifier associated therewith;

a second set of electronic devices configured to commu-
nicate with each other using a second BSSID, the
second BSSID being a MAC address of a second
clectronic device in the second set of electronic
devices, the second electronic device also having the
common identifier associated therewith;

wherein the first electronic device 1s configured to (al)
receive and discard frames having BSSIDs that match
neither the first BSSID nor the common 1dentifier, and
(b1) receive and process frames having BSSIDs that
match either the first BSSID or the common 1dentifier;
and

wherein the second electronic device 1s configured to (a2)
receive and discard frames having BSSIDs that match
neither the second BSSID nor the common 1dentifier,
and (b2) receive and process frames having BSSIDs
that match either the second BSSID or the common
1dentifier,

wherein the common 1dentifier difters trom the first MAC
address, the second MAC address, and a broadcast

address.

2. The communication system of claim 1, wherein the first
and second electronic devices are configured as access
points 1n a wireless network.
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3. The communication system of claim 1, wherein each
electronic device 1n each of the first and second sets of
electronic devices other than the first and second electronic
devices 1s configured as a station device 1n a wireless
network.

4. The communication system of claim 1, wherein a third
electronic device 1n the first set of electronic devices has the
common 1dentifier associated therewith, and

wherein the third electromic device 1s configured to
receive and discard frames having BSSIDs that match
neither the first BSSID nor the common i1dentifier, and

receive and process frames having BSSIDs that match
either the first BSSID or the identifier.

5. The communication system of claim 1, wherein at least
some of the electronic devices 1n the first and/or second sets
ol electronic devices are configured to execute an applica-
tion program, and wherein the common 1dentifier 1s pro-
vided by the application program.

6. The communication system of claim 1, wherein another
common 1dentifier 1s associated with the first and second
clectronic devices based on an invitation from the first
clectronic device being accepted by the second electronic
device.

7. The communication system of claim 6, wherein the
common 1dentifier 1s available to each of the first and second
clectronic devices, wherein the invitation 1s sent using the
common identifier.

8. The communication system of claim 1, wherein after an
invitation from the first device 1s accepted by the second
device, the first electronic device communicates with the
other electronic device(s) in the first set via a common
channel, and the second electronic device communicates
with the other electronic device(s) in the second set via the
common channel, regardless of what channel(s) was/were
used 1n the first set and the second set before the invitation
was accepted.

9. The communication system of claim 8, wherein after
the invitation from the first device 1s accepted by the second
device, the first and second electronic devices communicate
with one another via the common channel.

10. A first electronic device for use with a wireless
communication network including a plurality of electronic
devices, the plurality of electronic devices being organized
into a first set of electronic devices configured to commu-
nicate with each other using a first basic service set identifier
(BSSID) and a second set of electronic devices configured to

communicate with each other using a second BSSID,
wherein the first BSSID 1s a media access control (MAC)

address of the first electronic device and the second BSSID
1s a MAC address of a second electronic device 1n the second
set of electronic devices, the first and second electronic
devices sharing a common identifier, the first electronic
device comprising:

a transceiver and processing circuitry configured to coop-
erate with one another to perform operations compris-
ng:
receiving and discarding frames having BSSIDs that

match neither the first BSSID nor a common 1den-
tifier;
receiving and processing {rames having BSSIDs that

match either the first BSSID or the common i1denti-
fier; and
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transmitting to the second electronic device frames for
processing therecon by including in those frames the
common identifier,

wherein the common identifier differs from the first MAC

address, the second MAC address, and a broadcast
address.

11. The first electronic device of claim 10, being config-
ured as an access point in the wireless communication
network,

wherein each electronic device in each of the first and

second sets of electronic devices other than the first and
second electronic devices 1s configured as a station
device 1n a wireless network.

12. The first electronic device of claim 10, further com-
prising a memory storing instructions executable to run an
application program, the common 1dentifier being provided
by the application program.

13. The first electronic device of claim 10, wherein the
transceiver and processing circuitry are further configured to
cooperate with one another to send an invitation to the
second electronic device, wherein acceptance of the invita-
tion associates another common identifier with the first and
second electronic devices.

14. The first electronic device of claim 10, wherein after
an invitation from the first device 1s accepted by the second
device, the first electronic device communicates with the
other electronic device(s) in the first set via a common
channel, and the second electronic device communicates
with the other electronic device(s) in the second set via the
common channel, regardless of what channel(s) was/were
used 1n the first set and the second set before the invitation
was accepted.

15. A communication method for use with a first elec-
tronic device including a transceiver and processing cir-
cuitry, the method comprising:

recerving and discarding frames having basic service set

identifiers (BSSIDs) that match neither a first BSSID
nor a common identifier:;

recetving and processing frames having BSSIDs that

match either the first BSSID or the common i1dentifier:
and

transmitting to a second electronic device frames for

processing thereon by including 1n those frames the
common 1dentifier,

wherein the first electronic device 1s provided 1n a wire-

less communication network including a plurality of
electronic devices,
wherein the plurality of electronic devices 1s organized
into first and second sets of electronic devices,

wherein the electronic devices 1n the first set are config-
ured to communicate with each other using the first
BSSID, the first set of electronic devices including the
first electronic device, the first BSSID being a media
access control (MAC) address of the first electronic
device, and

wherein the electronic devices in the second set are

configured to communicate with each other using a
second BSSID, the second set of electronic devices
including the second electronic device, the second
BSSID being a MAC address of the second electronic

device, and

wherein the common i1dentifier ditters from the first MAC
address, the second MAC address, and a broadcast
address.
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16. The method of claam 15, wherein each electronic
device in each of the first and second sets of electronic
devices other than the first and second electronic devices 1s
configured as a station device 1 a wireless network, and
wherein the first electronic device 1s configured as an access
point in the wireless communication network.

17. The method of claim 15, further comprising executing
an application program, the common identifier being pro-
vided by the application program.

18. The method of claim 15, further comprising sending
an 1nvitation to the second electronic device, wherein accep-
tance of the 1nvitation associates another common 1dentifier
with the first and second electronic devices.

19. The method of claim 15, wherein after an invitation
from the first device 1s accepted by the second device, the
first electronic device communicates with the other elec-
tronic device(s) 1n the first set via a common channel, and
the second electronic device communicates with the other
clectronic device(s) in the second set via the common
channel, regardless of what channel(s) was/were used 1n the
first set and the second set before the invitation was
accepted.

20. A non-transitory computer readable storage medium
tangible storing instructions that, when executed, cause a
first electronic device including a transceiver and processing
circuitry to perform operations comprising:

receiving and discarding frames having basic service set

identifiers (BSSIDs) that match neither a first BSSID
nor a common identifier:;

receiving and processing irames having BSSIDs that

match either the first BSSID or the common 1dentifier:;
and

transmitting to a second electronic device frames for

processing thereon by including in those frames the
common 1dentifier,

wherein the first electronic device 1s provided 1n a wire-

less communication network including a plurality of
electronic devices,

wherein the plurality of electronic devices 1s organized

into first and second sets of electronic devices,
wherein the electronic devices 1n the first set are config-

ured to communicate with each other using the first

BSSID, the first set of electronic devices including the
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first electronic device, the first BSSID being a media
access control (MAC) address of the first electronic
device,

wherein the electronic devices in the second set are
configured to communicate with each other using a
second BSSID, the second set of electronic devices
including the second electronic device, the second
BSSID being a MAC address of the second electronic

device, and

wherein the common i1dentifier ditters from the first MAC
address, the second MAC address, and a broadcast
address.

21. The non-transitory computer readable storage medium
of claim 20, wherein each electronic device in each of the
first and second sets of electronic devices other than the first
and second electronic devices 1s configured as a station
device 1n a wireless network, and wherein the first electronic
device 1s configured as an access poimnt in the wireless
communication network.

22. The non-transitory computer readable storage medium
of claim 20, wherein an application program 1s executable
on the first electronic device, the common identifier being
provided by the application program.

23. The non-transitory computer readable storage medium
of claim 15, wherein the instructions are further configured
to cause the first electronic device to perform operations
comprising sending an invitation to the second electronic
device, wherein acceptance of the invitation associates
another common 1dentifier with the first and second elec-
tronic devices.

24. The non-transitory computer readable storage medium
of claim 23, wherein after an invitation from the first device
1s accepted by the second device, the first electronic device
communicates with the other electronic device(s) 1n the first
set via a common channel, and the second electronic device
communicates with the other electronic device(s) in the
second set via the common channel, regardless of what
channel(s) was/were used 1n the first set and the second set
before the invitation was accepted.
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