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SEAMLESS AND CONTINUOUS
AUTHENTICATION OF PATIENTS

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the benefit of U.S. Appli-
cation Ser. No. 63/384,732 filed Nov. 22, 2022, and hereby
incorporated by reference 1n 1ts enftirety for all purposes.

BACKGROUND

[0002] Daabetes 1s a metabolic condition relating to the
production or use of msulin by the body. Insulin 1s a
hormone that allows the body to use glucose for energy, or

store glucose as 1at.

[0003] Draabetes mellitus 1s a disorder 1n which the pan-
creas cannot create suificient insulin (IType 1 or insulin
dependent) and/or in which insulin 1s not effective (Type 2
or non-insulin dependent). In the diabetic state, the victim
suffers from high blood sugar, which causes an array of
physiological derangements (kidney failure, skin ulcers, or
bleeding into the vitreous of the eye) associated with the
deterioration of small blood vessels. A hypoglycemic reac-
tion (low blood sugar) may be induced by an inadvertent
overdose of insulin, or after a normal dose of insulin or
glucose-lowering agent accompanied by extraordinary exer-

cise or insuthcient food intake.

[0004] Conventionally, a diabetic patient carries a seli-
monitoring blood glucose (SMBG) monitor, which may
require uncomiortable finger pricking methods. Due to the
lack of comiort and convenience, a diabetic will normally
only measure his or her glucose level two to four times per
day. Unfortunately, these time intervals are spread so far
apart that the diabetic will likely be alerted to a hypergly-
cemic or hypoglycemic condition too late, sometimes incur-
ring dangerous side eflects as a result. In fact, 1t 1s unlikely
that a diabetic will take a timely SMBG value, and further
the diabetic will not know 11 his blood glucose value 1s going,
up (higher) or down (lower), due to limitations of conven-
tional methods.

[0005] Consequently, a variety of non-invasive, transder-
mal (e.g., transcutaneous) and/or implantable sensors are
being developed for continuously detecting and/or quanti-
tying blood glucose values. Generally, 1n a diabetes man-
agement system, a transmitter associated with the sensor
wirelessly transmits raw or minimally processed data for
subsequent display and/or analysis at one or more display
devices, which can 1include a mobile device, a server, or any
other type of communication devices. A display device, such
as a mobile device, may then utilize a trusted soltware
application (e.g., approved and/or provided by the manu-
facturer of the sensor), which takes the raw or minimally
processed data and provides the user with information about
the user’s blood glucose levels. Because diabetes manage-
ment systems using such implantable sensors can provide
more up-to-date information to users, they may reduce the
risk of a user failing to regulate the user’s blood glucose
levels.

[0006] This background 1s provided to introduce a brief
context for the summary and detailed description that follow.
This background 1s not intended to be an aid 1n determining
the scope of the claimed subject matter nor be viewed as

May 23, 2024

limiting the claimed subject matter to implementations that
solve any or all of the disadvantages or problems presented
above.

SUMMARY

[0007] Certain embodiments provide a computer-imple-
mented method for performing passive continuous authen-
tication of a user of a display device. The computer-imple-
mented method 1ncludes obtaining first 1nformation
including at least one of (1) non-analyte sensor data from one
or more sensors ol a display device or (11) analyte sensor data
from an analyte sensor system associated with the display
device. The computer-implemented method also includes
authenticating an 1dentity of the user of the display device at
a first point 1n time and based on the first information. The
computer-implemented method further includes determining
that prompting the user for authentication information 1s not
required when the authentication at the first point 1n time 1s
successiul. The computer-implemented method further
includes, 1n response to determining that prompting the user
for the authentication imnformation i1s not required, allowing
the user of the display device to access a medical device
soltware running on the display device without prompting
the user for the authentication information.

[0008] Certain embodiments provide a non-transitory
computer-readable medium. The non-transitory computer-
readable medium stores computer-executable instructions,
which when executed by one or more processors of a display
device, performs an operation for passive continuous
authentication of a user of the display device. The operation
includes obtaining first information comprising at least one
of (1) non-analyte sensor data from one or more sensors of
the display device or (11) analyte sensor data from an analyte
sensor system associated with the display device. The opera-
tion also includes authenticating an 1dentity of the user of the
display device at a first point in time and based on the first
information. The operation further includes determining that
prompting the user for authentication mmformation 1s not
required when the authentication at the first point 1n time 1s
successiul. The operation further includes, 1n response to
determining that prompting the user for the authentication
information 1s not required, allowing the user of the display
device to access a medical device software running on the
display device without prompting the user for the authenti-
cation nformation.

[0009] Certain embodiments provide a display device. The
display device includes (1) a transceiver configured receive
analyte sensor data from an analyte sensor system; (11) one
or more sensors configured to generate non-analyte sensor
data; (111) one or more memories collectively storing com-
puter-executable instructions; and (1v) one or more proces-
sors coupled to the transceiver, the one or more sensors, and
the one or more memories. The one or more processors are
collectively configured to execute the computer-executable
instructions to cause the display device to perform an
operation. The operation includes obtaining first information
including at least one of (1) the non-analyte sensor data from
the one or more sensors or (11) the analyte sensor data from
the transceiver. The operation also includes authenticating
an 1dentity of a user of the display device at a first point 1n
time and based on the first information. The operation also
includes determining that prompting the user for authenti-
cation mnformation 1s not required when the authentication at
the first point 1n time 1s successiul. The operation further
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includes, 1n response to determining that prompting the user
for the authentication mnformation 1s not required, allowing
the user of the display device to access a medical device
software running on the display device without prompting
the user for the authentication information.

[0010] Certain embodiments provide a system. The sys-
tem includes an analyte sensor system and a display device.
The analyte sensor system 1s configured to transmit analyte
sensor data. The display device 1s configured to obtain first
information comprising at least one of (1) non-analyte sensor
data from one or more sensors of the display device or (11)
the analyte sensor data transmitted from the analyte sensor
system. The display device 1s also configured to authenticate
an 1dentity of a user of the display device at a first point 1n
time and based on the first information. The display device
1s also configured to determine that prompting the user for
authentication mformation 1s not required when the authen-
tication at the first point 1n time 1s successiul. The display
device 1s further configured to, in response to determining
that prompting the user for authentication 1s not required,
allow the user of the display device to access a medical
device software running on the display device without
prompting the user for the authentication information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1A illustrates an example diabetes manage-
ment system, according to certain embodiments disclosed
herein.

[0012] FIG. 1B illustrates the example diabetes manage-
ment system of FIG. 1A 1n more detail, according to certain
embodiments disclosed herein.

[0013] FIG. 2 illustrates an example worktlow for passive
continuous authentication of a user, according to certain
embodiments disclosed herein.

[0014] FIG. 3 illustrates another example workilow for
passive continuous authentication of a user, according to
certain embodiments disclosed herein.

[0015] FIG. 4 1s a flow diagram illustrating example
operations for passive continuous authentication of a user,
according to certain embodiments disclosed herein.

[0016] FIG. 5 1s a flow diagram illustrating example
operations for passive continuous authentication of a user,
according to certain embodiments disclosed herein.

DETAILED DESCRIPTION OF CERTAIN
INVENTIVE EMBODIMENTS

[0017] As described above, usage of various display
devices by patients to manage various health conditions has
become prevalent. However, unifortunately, as patients
increasingly use display devices and dedicated medical
display devices to manage medical conditions, such as
diabetes, many of these devices are increasingly susceptible
to being compromised by malicious actors. Such malicious
actors, for example, generally attempt to use display devices
to interfere with patient care, among other things. Conse-
quently, many medical device soltware applications (here-
iafter referred to as medical device soltware) executed by
display devices will periodically authenticate a user by
requiring the user to periodically and actively interact with
the display device. For example, such medical device soft-
ware may periodically prompt the user to manually enter
user credentials (e.g., username and/or password) or bio-
metric mput (e.g., fingerprint, facial scan, etc.) to verily that
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the correct user (e.g., registered user), as opposed to some
other user, 1s mteracting with the medical device software.
Although authenticating a user based on periodic active
interaction with the display device can help to mitigate some
of the safety, integrity, privacy, and availability 1ssues asso-
cliated with using medical device software, performing
authentication that involves periodic active interactions has
certain shortcomings. Accordingly, there 1s a need {for
improvements to technmiques for authenticating a user of a
display device.

[0018] Accordingly, certain embodiments described
herein relate to a number of techniques for passively authen-
ticating a user (e.g., authenticating the user’s identity) over
time to allow the user to use (or continue to use) a medical
device software (e.g., diabetes management software) run-
ning on the user’s display device (e.g., mobile device or
dedicated medical display device). Certain embodiments
may reduce 1ssues associated with performing authentica-
tion based on periodic active interaction with the mobile
device. For example, performing authentication based on
periodic active interaction with the mobile device can be
significantly burdensome on the user and, 1n turn, may cause
the user to stop (or reduce) monitoring the user’s medical
condition. For instance, requiring a patient with diabetes to
periodically (e.g., every 5 minutes) authenticate 1 order to
access the patient’s glucose information on the patient’s
mobile device may cause the patient to stop monitoring their
glucose 1nformation, which can negatively impact the
patient’s health.

[0019] Rather than requiring a user (e.g., patient) to peri-
odically and actively interact with the user’s mobile device
for authentication, certain embodiments described herein
provide techniques for authenticating a user in a manner that
does not ivolve active (or explicit) user interaction with a
display device. That 1s, 1n certain embodiments, medical
device software running on a user’s display device may not
(at least in1tially) explicitly ask the user to mput a set of user
credentials (e.g., username, password, or a combination
thereol) or biometric data (e.g., fingerprint, facial scan, etc.)
via their display device. In certain embodiments, a technique
1s provided herein that may use one or more (or a combi-
nation of) different types of data to perform passive con-
tinuous authentication of the user. Such different types of
data can include, for example, sensor data (e.g., acceleration,
heart rate, glucose reading, etc.), pre-processed data (e.g.,
patient gait, eating pattern, etc.), environmental information
(e.g., user location, time of day, temperature, speech, sur-
rounding audio, wireless signals, etc.), or a combination
thereof. Using one or more (or a combination of) different
types of data to perform passive continuous authentication
ol a user 1n this manner allows the medical device software
to verily that the correct user (e.g., registered user) 1s
accessing the medical device solftware (as opposed to some
other user) without requiring the user to actively interact
with the display device.

[0020] Advantageously, performing passive continuous
authentication using the techniques described herein can
significantly reduce the burden on the user to have to
periodically and actively interact with their display device in
order to access the medical device software running on the
display device. Reducing this burden on the user can sig-
nificantly enhance a user’s experience with using medical
device software to manage the user’s health, while also
mitigating some of the safety, integrity, privacy, and avail-
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ability 1ssues associated with using medical device software
that does not perform authentication. Additionally, perform-
ing passive continuous authentication using the techniques
described herein can reduce consumption of resources (e.g.,
compute resources, memory resources, etc.) by the display
device, since the display device can avoid periodically
prompting the user to actively interact with the display
device for authentication. Reducing consumption of
resources, 1n turn, reduces battery consumption, which 1s
critical to ensuring that the display device 1s operational and
can be used to provide decision support to the user.

[0021] The techniques described herein for performing
passive continuous authentication of a user are described
more fully herein with respect to FIGS. 1A-1B and 2-5
below. As used herein, authenticating a user (also referred to
as user authentication) may refer to authenticating a user’s
identity. For example, authenticating the user’s identity may
include veritying that it 1s 1 fact the registered user of the
display device (and not another person) that 1s using the
medical device software on the user’s display device. Note
that although certain embodiments herein are described with
respect to the management of diabetes, a glucose sensor
system, and the transmission of glucose measurement
between the devices, the protocols and techniques described
herein are similarly applicable to any type of health man-
agement system that includes any type of analyte sensor
(¢.g., lactate sensor, ketone sensor, etc.).

Example Analyte Sensor System

[0022] FIG. 1A depicts a disease management system 100
(“system 1007"), such as a diabetes management system, that
may be used 1n connection with certain embodiments of the
present disclosure. Certain such embodiments may mvolve
performing passive continuous authentication of a user over
time to allow the user to use (or continue to use) medical
device software (e.g., diabetes management software) on the
user’s display device for gathering, monitoring, and/or pro-
viding mformation regarding analyte values present 1n a
user’s body, including for example the user’s blood glucose
values. System 100 depicts aspects of analyte sensor system
8 (heremafter “SS 8”°) that may be communicatively coupled
to display devices 110, 120, 130, and 140, and/or server
system 134.

[0023] In certain embodiments, SS 8 1s provided {for
measurement of an analyte 1n a host or a user. By way of an
overview and an example, SS 8 may be implemented as an
encapsulated microcontroller that makes sensor measure-
ments, generates analyte data (e.g., by calculating values for
continuous glucose monitoring data), and engages in wire-
less communications (e.g., via Bluetooth and/or other wire-
less protocols) to send such data to remote devices, such as

display devices 110, 120, 130, 140, and/or server system
134. Paragraphs [0137]-[0140] and FIGS. 3A, 3B, and 4 of

U.S. App. No. 2019/0336033 further describe an on-skin
sensor assembly that, 1n certain embodiments, may be used
in connection with SS 8. Paragraphs [0137]-[0140] and
FIGS. 3A, 3B, and 4 of U.S. App. No. 2019/0336053 are
incorporated herein by reference.

[0024] In certain embodiments, SS 8 includes an analyte
sensor electronics module 12 and an analyte sensor 10
associated with analyte sensor electronics module 12. In
certain embodiments, analyte sensor electronics module 12
includes electronic circuitry associated with measuring and
processing analyte sensor data or iformation, including
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algorithms associated with processing and/or calibration of
the analyte sensor data/information. Analyte sensor electron-
ics module 12 may be physically/mechanically connected to
analyte sensor 10 and can be integral with (1.e., non-
releasably attached to) or releasably attachable to analyte
sensor 10.

[0025] Analyte sensor electronics module 12 may also be
clectrically coupled to analyte sensor 10, such that the
components may be electromechanically coupled to one
another (e.g., (a) prior to msertion into a patient’s body, or
(b) during the insertion into the patient’s body). Analyte
sensor electronics module 12 may include hardware, firm-
ware, and/or software that enable measurement and/or esti-
mation of levels of the analyte 1n a host/user via analyte
sensor 10 (e.g., which may be/include a glucose sensor). For
example, analyte sensor electronics module 12 can include
one or more potentiostats, a power source for providing
power to analyte sensor 10, other components useful for
signal processing and data storage, and a telemetry module
for transmitting data from the sensor electronics module to
one or more display devices. Electronics can be aflixed to a
printed circuit board (PCB) within SS 8, or platform or the
like, and can take a variety of forms. For example, the
clectronics can take the form of an integrated circuit (IC),
such as an Application-Specific Integrated Circuit (ASIC), a
microcontroller, a processor, and/or a state machine.

[0026] Analyte sensor electronics module 12 may include
sensor electronics that are configured to process sensor
information, such as sensor data, and generate transformed
sensor data and displayable sensor information. Examples of
systems and methods for processing sensor analyte data are

described in more detail herein and 1n U.S. Pat. Nos.
7,310,544 and 6,931,327 and U.S. Patent Publication Nos.

2005/0043598, 2007/0032706, 2007/0016381, 2008/
0033254, 2005/0203360, 2005/01342°71, 2005/0192557,
2006/0222566, 2007/0203966 and 2007/0208245, all of
which are incorporated herein by reference in their entire-
ties.

[0027] Analyte sensor 10 1s configured to measure a
concentration or level of the analyte in the host. The term
analyte 1s further defined by paragraph of U.S. App. No.
2019/0336033. Paragraph [0117] of U.S. App. No. 2019/
0336053 1s 1incorporated herein by reference. In some
embodiments, analyte sensor 10 comprises a continuous
glucose sensor, such as a subcutaneous, transdermal (e.g.,
transcutaneous), or intravascular device. In some embodi-
ments, analyte sensor 10 can analyze a plurality of inter-
mittent blood samples. Analyte sensor 10 can use any
method of glucose-measurement, including enzymatic,
chemical, physical, electrochemical, spectrophotometric,
polarimetric, calorimetric, 1ontophoretic, radiometric,
immunochemical, and the like. Additional details relating to
a continuous glucose sensor are provided in paragraphs
[0072]-[0076] of U.S. application Ser. No. 13/827,577.
Paragraphs [0072]-[0076] of U.S. application Ser. No.
13/82°7,577°7 are incorporated herein by reference. In certain
embodiments, analyte sensor 10 may be configured to sense
multiple analytes (e.g., glucose, potassium, lactate, and/or
others).

[0028] With further reference to FIG. 1A, display devices
110, 120, 130, and/or 140 can be configured for displaying
(and/or alarming) displayable sensor information that may
be transmitted by sensor electronics module 12 (e.g., 1n a
customized data package that 1s transmitted to the display
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devices based on their respective preferences). Each of
display devices 110, 120, 130, or 140 may respectively
include a display such as touchscreen display 112, 122, 132,
and/or 142 for displaying sensor information and/or analyte
data to a user and/or receiving inputs from the user. For
example, a graphical user itertace (GUI) may be presented
to the user for such purposes. In certain embodiments, the
display devices may include other types of user interfaces
such as voice user interface instead of or in addition to a
touchscreen display for communicating sensor information
to the user of the display device and/or receiving user imputs.
In certain embodiments, one, some, or all of display devices
110, 120, 130, 140 may be configured to display or other-
wise communicate the sensor information as 1t 1s commu-
nicated from sensor electronics module 12 (e.g., 1n a data
package that 1s transmitted to respective display devices),
without any additional prospective processing required for
calibration and/or real-time display of the sensor data.

[0029] The plurality of display devices 110, 120, 130, 140
depicted 1n FIG. 1A may include a custom or proprietary
display device, for example, analyte display device, espe-
cially designed for displaying certain types of displayable
sensor information associated with analyte data received
from sensor electronics module 12 (e.g., a numerical value
and/or an arrow, 1n certain embodiments). In certain embodi-
ments, one of the plurality of display devices 110, 120, 130,
140 includes a smartphone, such as display device 120,
based on an Android, 1Phone Operating System (10S), or
another operating system configured to display a graphical
representation of the continuous sensor data (e.g., including
current and/or historic data). In certain embodiments, dis-
case management system 100 further includes a medical
delivery device (e.g., an insulin pump or pen). Sensor
clectronics module 12 may be configured to transmit sensor
information and/or analyte data to the medical delivery
device. The medical delivery device (not shown) may be
configured to administer a certain dosage of isulin or
another medicament to the user based on the sensor infor-
mation and/or analyte data (e.g., which may include a
recommended insulin dosage) received from the sensor
clectronics module 12.

[0030] Server system 134 may be used to directly or
indirectly collect analyte data from SS 8 and/or the plurality
of display devices, for example, to perform analytics
thereon, generate umiversal or individualized models for
analyte levels and profiles, provide services or feedback,
including from individuals or systems remotely monitoring
the analyte data, perform or assist SS 8 and display device
150 with identification, authentication, etc., according to the
embodiments described herein. Note that, 1n certain embodi-
ments, server system 134 may be representative of multiple
systems or computing devices that perform the functions of
server system 134 (e.g., 1n a distributed manner).

[0031] FIG. 1B illustrates a more detailed view of system
100 1including a display device 150 that 1s commumnicatively
coupled to SS 8. In certain embodiments, display device 150
may be any one of display devices 110, 120, 130, and 140
of FIG. 1A. The commumnication path between SS 8 and
display device 150 1s shown as communication path 180. In
certain embodiments, SS 8 and display device 150 are
configured to wirelessly communicate over communication
path 180 using low range and/or distance wireless commu-
nication protocols. Examples of low range and/or distance
wireless communication protocols include Bluetooth and
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Bluetooth Low Energy (BLE) protocols. In certain embodi-
ments, other short range wireless communications may
include Near Field Communications (NFC), radio frequency
identification (RFID) communications, IR (infra red) com-
munications, and optical communications, as illustrative,
non-limiting examples. In certain embodiments, wireless
communication protocols other than low range and/or dis-
tance wireless communication protocols may be used for
communication path 180, such as WiF1 Direct. Display
device 150 1s also configured to connect to network 190
(e.g., local area network (LAN), wide area network (WAN),
the Internet, etc.). For example, display device 150 may
connect to network 190 via a wired (e.g., Ethernet) or
wireless (e.g., wireless LAN (WLAN), wireless WAN, cel-
lular, Mesh network, personal area network (PAN) etc.)
interface. Display device 150 1s able to communicate with
server system 134 through network 190. The communica-
tion path between display device 150 and server system 134
1s shown as communication path 181 via network 190.

[0032] Note that, in certain embodiments, SS 8 may be
able to independently (e.g., wirelessly) communicate with
server system 134 through network 190. An independent
communication path between SS 8 and server system 134 1s
shown as communication path 182. However, 1n certain
other embodiments, SS 8 may not be configured with the
necessary hardware/software to establish, for example, an
independent wireless communication path with server sys-
tem 134 through network 190. In such embodiments, SS 8
may communicate with server system 134 through display
device 150. An indirect or pass-through communication path
between SS 8 and server system 134 1s shown as commu-
nication path 183.

[0033] In embodiments where display device 150 1s a
proprictary display device, such as display device 110
designed specifically for the communication of analyte data,
display device 150 may not be configured with the necessary
hardware/software for independently connecting to network
190. Instead, in certain such embodiments, display device
150 1s configured to establish a wired or wireless commu-
nication path 184 (e.g., through a Universal System Bus
(USB) connection) with computer device 103, which 1s
configured to communicate with server system 134 through
network 190. For example, computer device 103 may con-
nect to network 190 via a wired (e.g., Ethernet) or wireless
(e.g., WLAN, wireless WAN, cellular, etc.) interface. Note
that in the embodiments described in relation to FIGS. 2-5,
unless otherwise noted, display device 150 1s assumed to be
capable of independently communicating with server system

134 through network 190, independent of computer device
103.

[0034] System 100 additionally includes server system
134, which 1n turn includes server 135 that 1s coupled to
storage 136 (e.g., one or more computer storage systems,
cloud-based storage systems and/or services, etc.). In certain
embodiments, server system 134 may be located or execute
in a public or private cloud. In certain embodiments, server
system 134 1s located or executes on-premises (“‘on-prem”).
As discussed, server system 134 i1s configured to receive,
collect, and/or monitor information, including analyte data
and related information, as well as encryption/authentication
information from SS 8 and/or display device 150. Such
information may include input responsive to the analyte data
or input (e.g., the user’s glucose measurements and other
physiological/behavioral information) recerved in connec-




US 2024/0169045 Al

tion with an analyte monitoring or sensor application run-
ning on SS 8 or display device 150. This information may be
stored 1n storage 136 and may be processed, such as by an
analytics engine capable of performing analytics on the
information. An example of an analyte sensor application
that may be executable on display device 150 1s analyte
sensor application 121, further described below.

[0035] In certain embodiments, server system 134 at least
partially directs communications between SS 8 and display
device 150, for example, for facilitating authentication ther-
cbetween. Such communications include messaging (e.g.,
advertisement, command, or other messaging), message
delivery, and analyte data. For example, in certain embodi-
ments, server system 134 may process and exchange mes-
sages between SS 8 and display device 150 related to
frequency bands, timing of transmissions, security, alarms,
and so on. In certain embodiments, server system 134 may
also update information stored on SS 8 and/or display device
150. In certain embodiments, server system 134 may send/
receive information to/from SS 8 and/or display device 150
in real-time or sporadically. Further, 1n certain embodiments,

server system 134 may implement cloud computing capa-
bilities for SS 8 and/or display device 150.

[0036] FIG. 1B also illustrates the components of SS 8 1n
further detail. As shown, in certain embodiments, SS 8
includes analyte sensor 10 coupled to sensor electronics
module 12. Sensor electronics module 12 includes sensor
measurement circuitry (SMC) 13 that 1s coupled to analyte
sensor 10 for processing and managing sensor data. SMC 13
may also be coupled to processor 11. In some embodiments,
processor 11 may perform part or all of the functions of the
SMC 13 for obtaining and processing sensor measurement
values from analyte sensor 10. Processor 11 may also be
coupled to storage 14 and real time clock (RTC) 17 for
storing and tracking sensor data. In addition, processor 11
may be further coupled to a connectivity mterface 15, which
includes a radio unit or transceiver (IRX) 16 for sending
sensor data and receiving requests and commands from an
external device, such as display device 150. As used herein,
the term transceiver generally refers to a device or a col-
lection of devices that enable SS 8 to (e.g., wirelessly)
transmit and receive data. SS 8 may further include storage
14 and real time clock (RTC) 17 for storing and tracking
sensor data. It 1s contemplated that, 1n some embodiments,
the SMC 13 may carry out all the functions of the processor
11 and vice versa.

[0037] Transceiver 16 may be configured with the neces-
sary hardware and wireless communications protocols for
enabling wireless communications between SS 8 and other
devices, such as display device 150 and/or server system
134. For example, as described above, transceiver 16 may be
configured with the necessary hardware and communication
protocols to establish a Bluetooth or BLE connection with
display device 150. As one of ordmary skill in the art
appreciates, 1n such an example, the necessary hardware
may include a Bluetooth or BLE security manager and/or
other Bluetooth or BLE related hardware/software modules
coniigured for Bluetooth or BLE commumnications standards.
In some embodiments where SS 8 1s configured to establish
an independent communication path with server system 134,
transceiver 16 may be configured with the necessary hard-
ware and communication protocols (e.g., long range wire-
less cellular communication protocol, such as, Global Sys-
tem for Mobile Communications (GSM), Code-Division
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Multiple Access (CDMA), Long-Term Evolution (LTE),
Voice over LTE (VOLTE), 3G, 4G, and 5G commumnication
protocols, WiF1 communication protocols, such as 802.11
communication protocols, etc.) for establishing a wireless
connection to network 190 to connect with server system
134. As discussed elsewhere, other short range protocols,

may also be used for commumnication between display device
150 and a SS 8 such as NFC, RFID, etc.

[0038] FIG. 1B similarly illustrates the components of
display device 150 in further detail. As shown, display
device 150 includes connectivity interface 128, processor
126, memory 127, one or more sensors 163, a display 125
for presenting a graphical user interface (GUI), and a storage
123. A bus (not shown here) may be used to interconnect the
various elements of display device 150 and transfer data
between these elements. Connectivity iterface 128 includes
a transceiver (TRX) 129 used for receiving sensor data from
SS 8 and for sending requests, instructions, and/or data to SS
8 as well as server system 134. Transceiver 129 1s coupled
to other elements of display device 150 via connectivity
interface 128 and/or the bus. Transcerver 129 may include
multiple transceiver modules operable on different wireless
standards. For example, transcerver 129 may be configured
with one or more communication protocols, such as wireless
communication protocol(s) for establishing a wireless com-
munication path with network 190 and/or low range wireless
communication protocol(s) (e.g., Bluetooth or BLE) {for
establishing a wireless communication path 180 with SS 8.
Additionally, connectivity interface 128 may in some cases
include additional components for controlling radio and/or
wired connections, such as baseband and/or Ethernet
modems, audio/video codecs, and so on. Sensor(s) 163 may
include, but 1s not limited to, accelerometer(s), gyroscope(s),
global positioning system (GPS) sensor(s), heart rate sensor
(s), etc. Note that while sensor(s) 163 are shown 1ntegral to
the display device, 1n certain embodiments, one or more of

sensor(s) 163 may be standalone sensors (e.g., separate from
the display device 150).

[0039] In some embodiments, when a standardized com-
munication protocol 1s used between display device 150 and
SS 8, commercially available transceiver circuits may be
utilized that incorporate processing circuitry to handle low
level data communication functions such as the management
of data encoding, transmission frequencies, handshake pro-
tocols, security, and the like. In such embodiments, proces-
sor 126 of display device 150 and/or processor 11 of SS 8
may not need to manage these activities, but instead provide
desired data values for transmission, and manage high level
functions such as power up or power down, set a rate at
which messages are transmitted, and the like. Instructions
and data values for performing these high level functions
can be provided to the transceiver circuits via a data bus and
transier protocol established by the manufacturer of trans-
cervers 129 and 16. However, 1n embodiments where a
standardized communication protocol 1s not used between
transceivers 129 and 16 (e.g., when non-standardized or
modified protocols are used), processors 126 and 11 may be
configured to execute instructions associated with propri-
ctary communications protocols (e.g., one or more of the
communications protocols described herein) to control and
manage their respective transceivers. In addition, when
non-standardized or modified protocols are used, custom-
1zed circuitries may be used to service such protocols.
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[0040] Processor 126 may include processor sub-modules,
including, by way of example, an applications processor that
interfaces with and/or controls other elements of display
device 150 (e.g., connectivity interface 128, analyte sensor
application 121 (heremnafter “sensor application 1217°), dis-
play 125, sensor(s) 163, memory 127, storage 123, etc.). In
certain embodiments, processor 126 1s configured to per-
form functions related to device management, such as, for
example, managing lists of available or previously paired
devices, information related to network conditions (e.g., link
quality and the like), information related to the timing, type,
and/or structure of messaging exchanged between SS 8 and
display device 150, and so on. Processor 126 may further be
configured to receive and process user input, such as, for
example, a user’s biometric information, such as the user’s
finger print (e.g., to authorize the user’s access to data or to
be used for authorization/encryption of data, including ana-
lyte data), as well as analyte data.

[0041] Processor 126 may include and/or be coupled to
circuitry such as logic circuits, memory, a battery and power
circuitry, and other circuitry drivers for periphery compo-
nents and audio components. Processor 126 and any sub-
processors thereol may include logic circuits for receiving,
processing, and/or storing data recerved and/or input to
display device 150, and data to be transmitted or delivered
by display device 150. As described above, processor 126
may be coupled by a bus to display 125, connectivity
interface 128, storage 123, etc. Hence, processor 126 may
receive and process electrical signals generated by these
respective elements and thus perform various functions. By
way of example, processor 126 may access stored content
from storage 123 and memory 127 at the direction of analyte
sensor application 121, and process the stored content to be
displayed by display 125. Additionally, processor 126 may
process the stored content for transmission via connectivity
interface 128 to SS 8 and/or server system 134. Display

device 150 may include other peripheral components not
shown 1n detail 1n FIG. 1B.

[0042] In certain embodiments, memory 127 may include
volatile memory, such as random access memory (RAM) for
storing data and/or instructions for software programs and
applications, such as analyte sensor application 121. Display
125 presents a GUI associated with operating system 162
and/or analyte sensor application 121. In various embodi-
ments, a user may interact with analyte sensor application
121 via a corresponding GUI presented on display 125. By
way ol example, display 125 may be a touchscreen display
that accepts touch input. Analyte sensor application 121 may
process and/or present analyte-related data received by
display device 150 and present such data via display 125.
Additionally, analyte sensor application 121 may be used to
obtain, access, display, control, and/or interface with analyte
data and related messaging and processes associated with SS
8 (e.g., and/or any other medical device (e.g., insulin pump
or pen) that are communicatively coupled with display
device 150), as 1s described 1n further detail herein.

[0043] Storage 123 may be a non-volatile storage for
storing soiftware programs, instructions, data, etc. For
example, storage 123 may store analyte sensor application
121 that, when executed using processor 126, for example,
receives input (e.g., by a conventional hard/soit key or a
touch screen, voice detection, or other mput mechanism),
and allows a user to interact with the analyte data and related
content via display 125. In various embodiments, storage
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123 may also store user iput data and/or other data col-
lected by display device 150 (e.g., mput from other users
gathered via analyte sensor application 121). Storage 123
may further be used to store volumes of analyte data
received from SS 8 (or any other medical data recerved from
other medical devices (e.g., insulin pump, pen, etc.) for later
retrieval and use, e.g., for determining trends and triggering
alerts.

[0044] As described above, SS 8, 1n certain embodiments,
gathers analyte data from analyte sensor 10 and transmits the
same or a modified version of the collected data to display
device 150. Data points regarding analyte values may be
gathered and transmitted over the life of analyte sensor 10
(e.g., 1 the range of 1 to 30 days or more). New measure-
ments may be transmitted often enough to adequately moni-
tor glucose levels. In certain embodiments, rather than
having the transmission and receiving circuitry of each of SS
8 and display device 150 continuously communicate, SS 8
and display device 150 may regularly and/or periodically
establish a communication channel among each other. Thus,
in such embodiments, SS 8 may, for example, communicate
with display device 150 at predetermined time 1ntervals. The
duration of the predetermined time interval can be selected
to be long enough so that SS 8 does not consume too much
power by transmitting data more frequently than needed, yet
frequent enough to provide substantially real-time sensor
information (e.g., measured glucose values or analyte data)
to display device 150 for output (e.g., via display 125) to the
user. While the predetermined time interval 1s every five
minutes 1 some embodiments, 1t 1s appreciated that this
time 1nterval can be varied to be any desired length of time.
In other embodiments, transceivers 129 and 16 may be
continuously communicating. For example, in certain
embodiments, transceivers 129 and 16 may establish a
session or connection there between and continue to com-
municate together until the connection 1s lost.

[0045] Analyte sensor application 121 may be down-
loaded, installed, and iitially configured/setup on display
device 150. For example, display device 150 may obtain
analyte sensor application 121 from server system 134, or
from another source, such as an application store or the like,
via a network, e.g., network 190. Following installation and
setup, analyte sensor application 121 may be configured to
access, process, and/or interface with analyte data (e.g.,
whether stored on server system 134, locally from storage
123, from SS 8, or any other medical device). By way of
example, analyte sensor application 121 may present a menu
that includes various controls or commands that may be
executed 1n connection with the operation of SS 8, display
device 150, one or more other display devices (e.g., display
device 110, 130, 140, etc.), and/or one or more other partner
devices, such as an isulin pump. For example, analyte
sensor application 121 may be used to interface with or
control other display and/or partner devices, for example, to
deliver or make available thereto analyte data, including for
example by receiving/sending analyte data directly to the
other display and/or partner device and/or by sending an
instruction for SS 8 and the other display and/or partner
device to be connected.

[0046] Adter downloading analyte sensor application 121,
as one of the imitial steps, the user may be directed by analyte
sensor application 121 to wirelessly connect display device
150 to the user’s SS 8, which the user may have already
placed on their body. A wireless communication path 180
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between display device 150 and SS 8 allows SS 8 to transmit
analyte measurements to display device 150 and for the two
devices to engage 1n any of the other interactions described
above.

Example Seamless and Continuous Authentication
ol Patients

[0047] As discussed, as patients increasingly use display
devices (e.g., display device 150, such as a mobile device)
to manage medical conditions (e.g., diabetes), one 1ssue of
concern 1s that many of these devices can be compromised
by malicious actors (or other third parties) who can use the
devices to interfere with patient care. In one non-limiting
example, a malicious actor can gain access to a patient’s
mobile device (e.g., display device 150), access diabetes
management soltware (e.g., analyte sensor application 121)
running on the patient’s mobile device, and modily param-
cters ol the diabetes management soitware and/or the
patient’s continuous glucose monitor (e.g., SS 8) used for
managing the patient’s medical condition (e.g., diabetes).
Such parameters can include, for example, calibration set-
tings, alert/alarm settings, threshold settings, etc.

[0048] To mitigate unauthorized access to the medical
device software on a user’s display device, current medical
device software will periodically authenticate the user, for
example, by requiring the user to periodically and actively
interact with the display device that 1s executing the medical
device software. In one example, the medical device soft-
ware may prompt the user to periodically enter user creden-
tials (e.g., username and/or password) on the display device,
and may authenticate the user based on the user credentials.
In another example, the medical device software may
prompt the user to periodically provide biometric input, and
may authenticate the user based on the biometric mput. In
such an example, the user may be prompted to physically
place a fingerprint on the display device, physically hold the
display device to the user’s face for a facial scan, or a
combination thereof.

[0049] As noted, however, one 1ssue with conventional
authentication methods 1s that they require periodic and
active patient interaction with the display device. That is,
current medical device software may require the user to
periodically provide user credentials and/or biometric input
in order to allow the user to use (or continue to use) the
medical device software. However, performing authentica-
tion based on periodic and active interaction with a display
device can be significantly burdensome on the user and, 1n
turn, may cause the user to stop (or reduce) monitoring of
theirr medical condition. For instance, requiring a patient
with diabetes to periodically authenticate (e.g., every 2, 3, 5,
or 10 minutes, or some other time interval) 1n order to access
the patient’s glucose mmformation via the medical device
solftware on the patient’s display device may cause the
patient to stop monitoring their glucose information, nega-
tively impacting the patient’s health. Additionally, perform-
ing authentication based on periodic and active interaction
with the display device may consume excessive resources,
such as power resources, compute resources, etc. For
example, periodically prompting the user over time to
actively interact with the display device can lead to
increased power (and battery) consumption.

[0050] To address the 1ssues of periodic active authenti-
cation discussed above, certain embodiments described
herein provide techniques for passively authenticating a user
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(e.g., patient) over time to allow the user to use (or continue
to use) a medical device software (e.g., analyte sensor
application 121) running on the user’s display device (e.g.,
display device 150). In certain embodiments, the passive
user authentication described herein 1s performed 1n a man-
ner that does not involve active (or explicit) user interaction
with a display device. That 1s, 1n certain embodiments,
medical device software may not (at least imitially) explicitly
ask (e.g., prompt) the user to mput a set of user credentials
(e.g., username, password, or a combination thereot), to
provide biometric input (e.g., fingerprint, facial scan, etc.),
or a combination thereot, via their display device.

[0051] As described 1n greater detaill below, 1n certain
embodiments, a techmque 1s provided herein for using one
or more (or a combination of) different types of data to
perform a passive continuous authentication of the user. The
different types of data can include, for example, sensor data
(e.g., acceleration, heart rate, glucose reading, etc.), pre-
processed data (e.g., patient gait, eating pattern, sleeping
pattern, etc.), environmental information (e.g., user location,
time of day, temperature, speech, surrounding audio, wire-
less signals, etc.), or a combination thereof.

[0052] Using one or more (or a combination of) different
types of data to perform passive continuous authentication
of the user allows the medical device software on a user’s
display device to verily that the correct user i1s accessing the
medical device software (as opposed to some other user)
without requiring the user to explicitly interact with the
display device. In certain embodiments, the correct user 1s a
registered user of the display device. For example, the
registered user may be the user that mitially registers with
the medical device software. In particular, when a user
initially downloads the medical device software on their
display device, the user may nput certain user information
(e.g., biographical information, location mnformation, medi-
cal information, and the like) into the medical device soft-
ware. The medical device software may store the user’s
information as belonging to the user that owns the display
device or 1s using the display device to get sensor measure-
ments from an analyte sensor associated with the display
device. Accordingly, the passive continuous authentication
described herein can enhance a user’s experience with using
medical device soltware to manage patient care, for
example, by significantly reducing the requirement for peri-
odically and actively interacting with the display device for
authentication in order to use the medical device software.

[0053] FIG. 2 illustrates an example worktlow 200 for
passive continuous authentication of a user, according to
certain embodiments. The workflow 200 may be imple-
mented by a display device (e.g., display device 150). In an
exemplary embodiment, the worktlow 200 1s performed by
analyte sensor application 121, which 1s an example of a
medical device software, executed on the display device. As
shown 1n FIG. 2, for example, the analyte sensor application
121 may execute an authentication algorithm 210, which 1s
configured to perform passive continuous authentication of
a user, based on one or more 1mputs, which may include raw
sensor data 220, pre-processed data 230 (also referred to as

biometric mput), environmental data 240, or combinations
thereof.

[0054] The passive continuous authentication performed
by the authentication algorithm 210 based on the raw sensor
data 220, pre-processed data 230, and/or environmental data
240 may allow the analyte sensor application 121 to verily
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the user’s 1dentity, without periodically requiring the user to
explicitly interact with the display device. For example, the
authentication algorithm 210 may obtain the raw sensor data
220, pre-processed data 230, and/or environmental data 240
without explicitly prompting the user for the information.
The authentication algorithm 210 can use the information to
verily that 1t 1s the registered user that 1s interacting with the
analyte sensor application 121 on the user’s display device
(as opposed to another person that may be interacting with
the analyte sensor application 121 on the user’s display
device). As noted, such passive continuous authentication
allows the user (e.g., patient or another person associated
with the patient) to more easily manage the patient’s medical
condition via the analyte sensor application 121. For
example, a diabetic patient may be able to access their
glucose information via the analyte sensor application 121
over time (e.g., a day, multiple days, etc.) without having to
periodically and explicitly input user credentials or biomet-
ric input.

[0055] With respect to FIG. 2, the raw sensor data 220 1s
generally analyte data that i1s obtained from an analyte
sensor system, such as SS 8, and/or non-analyte data that 1s
obtained (or output) from one or more non-analyte sensors,
such as sensor(s) 163 of a display device(s). For example,
the raw sensor data 220 may be directly read from the
sensor(s) 163 (e.g., accelerometer, gyroscope, GPS sensor,
etc.) of the display device, obtained from sensor(s) 163 of

another display device, and/or directly read from the trans-
ceiver 16 of the SS 8.

[0056] The pre-processed data 230 1s generally a higher-
level input than the raw sensor data 220. For example, the
pre-processed data 230 may include an indication of a
high-level action (or biometric input) (e.g., eating pattern,
sleeping pattern, gait, speech pattern, etc.) determined based
on the raw sensor data 220. In certain embodiments, the
analyte sensor application 121 includes an analysis tool 205,
which 1s configured to process the raw sensor data 220 and
generate the pre-processed data 230. For example, the
analysis tool 205 may evaluate the raw sensor data 220 using
one or more algorithms to classily an event(s) and/or action
(s) from the raw sensor data 220. Such algorithm(s) may
include statistical-based algorithms, artificial intelligence/
machine learning based algorithms, rule-based algorithms,
or combinations thereof. Although FIG. 2 depicts the analy-
s1s tool 205 as being separate from the authentication
algorithm 210, 1n certain embodiments, the analysis tool 205
may be integral to the authentication algorithm 210.

[0057] The environmental data 240 may be provided by
one or more environmental devices 1n proximity to the user.
Such environmental devices may supply ambient informa-
tion to indicate that the display device 1s in the user’s
environment. The environmental data 240 may include
communication signals, such as NFC signals, Bluetooth
signals, and WiF1 ftrailic, as illustrative, non-limiting
examples.

[0058] The authentication algorithm 210 can use any one
of (or combination of) raw sensor data 220, pre-processed
data 230, and environmental data 240 to determine 1f a user
1s successiully authenticated.

[0059] In certain embodiments, the authentication algo-
rithm 210 uses solely raw sensor data 220 to determine
whether the user 1s successiully authenticated. In an exem-
plary embodiment, the authentication algorithm 210 uses
analyte data (e.g., glucose measurements) obtained from the
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user’s transmitter (e.g., transceiver 16 of the SS 8) to
perform passive continuous authentication of the user. For
example, the display device 150 may obtain analyte data
from the transmitter when the display device 150 1s 1n close
proximity to the transmitter. In such an example, the authen-
tication algorithm 210 may infer based on receipt of analyte
data from the transmitter that the patient i1s in possession of
theirr display device 150. In certain embodiments, the
authentication algorithm 210 may determine that a user
(e.g., patient) 1s successiully authenticated when analyte
data has been periodically received from the transmitter over
a time period (e.g., every 5 minutes (or some other time
interval) for the last 24 hours (or some other time period)).
For example, the authentication algorithm 210 can use the
display device’s recent history of successiul receipt of
analyte data to infer that the display device has been (and
still 1s) 1n possession of the patient.

[0060] Similarly, 1n certain embodiments, the authentica-
tion algorithm 210 may determine that a user (e.g., patient)
1s not successiully authenticated when a predetermined
amount of time (e.g., 5 minutes or some other amount of
time) has elapsed since a previous time instance in which
analyte data was received from the transmitter. For example,
in such an embodiment, the authentication algorithm 210
may infer that the display device 150 1s no longer in
possession of the patient (e.g., the display device 150 may
have been lost, stolen, compromised, etc.).

[0061] In certain embodiments, the authentication algo-
rithm 210 uses analyte data (e.g. glucose measurements)
obtained from the user’s transmitter (e.g., transcerver 16 of
the SS 8) in addition to other raw sensor data 220 (e.g.,
heartbeat data, etc.) to perform passive continuous authen-
tication of the user. In such an embodiment, the heartbeat
data may be obtained from a heart rate sensor of the user’s
display device (e.g., smartwatch, mobile device, etc.). In
some 1nstances, using multiple types of raw sensor data 220
(e.g., glucose measurements and heartbeat data) may reduce
the number of false positives from the authentication algo-
rithm 210 (e.g., authentication result falsely indicating that
the user 1s successiully authenticated) and/or the number of
false negatives from the authentication algorithm 210 (e.g.,
authentication result falsely indicating that the user 1s not
successiully authenticated).

[0062] For example, in addition to determining that ana-
lyte data has been periodically recerved from the transmitter
over a time period, the authentication algorithm 210 can
determine whether the heartbeat data 1s indicative of the
patient’s heartbeat (based on the patient’s heartbeat data
history over a prior period of time). For example, the
authentication algorithm 210 may store a pattern of the
patient’s heartbeats on the display device and compare the
pattern of the patient’s heartbeats with the heartbeat data.
When the authentication algorithm 210 (i) determines, based
on the comparison, that the heartbeat data 1s indicative of the
patient’s heartbeat and (11) determines analyte data has been
periodically received from the transmitter over a time
period, the authentication algorithm 210 can determine that
a user (e.g., patient) 1s successiully authenticated. On the
other hand, when the authentication algorithm 210 deter-
mines at least one of (1) the heartbeat data 1s not indicative
of the patient’s heartbeat, based on the comparison or (11)
analyte data has not been periodically received from the
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transmitter over a time period, the authentication algorithm
210 can determine that a user 1s not successtully authenti-
cated.

[0063] While using raw sensor data 220 may enable the
authentication algorithm 210 to perform passive continuous
authentication of a user over time, 1n some 1nstances, using
raw sensor data 220 alone may be insuflicient to mitigate
against certain types ol malicious activity. For example, a
malicious actor may be able to gain control of a user’s
display device and remain in proximity to the user, such that
the user’s display device 1s still able to receive the user’s
analyte data from the user’s transceiver 16. In such an
example, performing passive continuous authentication
based on raw sensor data 220 alone may be insuflicient to
verily that 1t 1s the registered user (as opposed to the
malicious actor) that 1s using the analyte sensor application
121 on the user’s display device.

[0064] Accordingly, in certain embodiments, the authen-
tication algorithm 210 1s configured to use pre-processed
data 230 to determine whether the user 1s successiully
authenticated. As noted, the pre-processed data 230 (or
biometric 1nput) may be output from the analysis tool 205,
which 1s configured to determine a higher-level action (or
activity) of the user based on the raw sensor data 220. The
pre-processed data 230 can indicate various different types
of user activity. For example, the pre-processed data 230 can
indicate a sleeping pattern (or sleep pattern) of the user. The
sleeping pattern may include a time instance 1 which the
user falls asleep and/or duration of the user’s sleep. The
analysis tool 205 can determine the user’s sleeping pattern
based on one or more sensors of the user’s display device(s)
(c.g., mobile device and/or wearable device, such as a
smartwatch, etc.). For example, an indication that the user 1s
sleeping can be inferred from the accelerometer sensor, GPS
sensor, and time.

[0065] In an exemplary embodiment, the authentication
algorithm 210 uses the user’s sleeping pattern (e.g., patient’s
sleeping pattern) to passively authenticate the user at certain
times of the day (e.g., morning time, evening time, etc.) after
an 1dle period (e.g., a time period i which there 1s a lack of
user interaction with the display device). For example, the
authentication algorithm 210 may use the sleep pattern (e.g.,
time 1nstances 1 which the user falls asleep and/or a
duration of the user’s sleep) of the user to verily the user’s
identity, such that when the user subsequently wakes up after
a period of sleep, the analyte sensor application 121 can
refrain from prompting the user to interact with the display
device for authentication. For example, information about
the user’s sleep pattern may be stored on the display device
(or a server), and the authentication algorithm 210 can
continuously compare the user’s stored sleep pattern with
the user’s current sleep pattern. When the authentication
algorithm 210 determines, based on the comparison, that the
user’s current sleep pattern matches the user’s stored sleep
pattern, then the authentication algorithm 210 can determine
that the user 1s successtully authenticated.

[0066] In some examples, the pre-processed data 230 can
indicate the user’s gait. The analysis tool 205 can determine
the user’s gait based on the accelerometer(s) of the user’s
display device(s) (e.g., mobile device and/or wearable
device, such as a smartwatch, etc.). For example, the analy-
s1s tool 205 can monitor the accelerometer(s) over time and
evaluate the accelerometer data with a gait detection algo-
rithm to determine the user’s gait. For instance, the analysis

May 23, 2024

tool 205 can detect when the user 1s walking, running, etc.,
based on the accelerometer(s), and can determine the
patient’s gait based on the accelerometer data obtained while
the user 1s walking or running.

[0067] In an exemplary embodiment, the authentication
algorithm 210 uses the user’s gait (e.g., patient’s gait) to
passively authenticate the user. For example, the authenti-
cation algorithm 210 can detect when the patient 1s walking/
running, based on the accelerometer(s) of the display device,
and determine the user’s current gait based on evaluating the
accelerometer data with a gait detection algorithm. The
authentication algorithm 210 can then determine whether the
user’s current gait 1s consistent with the user’s average gait
over a prior time period (e.g., prior last 1 month or some
other amount of time). If the user’s current gait 1s consistent
with the user’s average gait, then the analyte sensor appli-
cation 121 can determine that the user 1s successiully
authenticated. Similarly, if the user’s current gait 1s 1ncon-
sistent with the user’s average gait, then the analyte sensor

application 121 may determine that the user 1s not success-
tully authenticated.

[0068] In some examples, the pre-processed data 230 can
indicate the user’s eating pattern. The analysis tool 205 can
determine the user’s eating pattern based on data received
from sensor(s) 163 of the user’s display device(s) (e.g.,
mobile device and/or wearable device, such as a smartwatch,
etc.) and/or glucose readings from the transceiver 16 of the
user’'s SS 8. For example, sensor(s) 163 from the user’s
display device(s) and/or the glucose readings can indicate
when the user cats, how the user cats, and where the user
cats. Assuming the user (e.g., patient) 1s wearing a smart-
watch, the analysis tool 205 can obtain wrist actigraphy data
from the smartwatch and determine how the user eats (e.g.,
motion of the user’s hands) at particular times of the day.

[0069] In an exemplary embodiment, the authentication
algorithm 210 uses the user’s eating pattern (e.g., patient’s
cating pattern) to passively authenticate the user. For
example, the user may follow a particular dietary plan that
involves eating at particular times of the day. In such an
example, the user may use a certain motion when eating and
may cat for a certain duration. If the authentication algo-
rithm 210 determines that the user’s eating pattern 1s con-
sistent with the user’s average eating pattern, then the
authentication algorithm 210 can determine that the user 1s
successiully authenticated. Similarly, if the authentication
algorithm 210 determines that the user’s eating pattern 1s
inconsistent with the user’s average eating pattern, then the
authentication algorithm 210 can determine that the user 1s
not successiully authenticated.

[0070] In some examples, the pre-processed data 230 can
indicate the user’s talking/speech pattern. The analysis tool
205 can determine the user’s speech pattern based on data
received from sensor(s) 163 of the user’s display device(s)
(c.g., mobile device and/or wearable device, such as a
smartwatch, etc.). Such sensors can include, for example,
microphone(s) that are configured to capture audio 1n the
user’s environment.

[0071] In an exemplary embodiment, the authentication
algorithm 210 uses the user’s speech pattern (e.g., patient’s
speech pattern) to passively authenticate the user, for
example, when the user 1s talking. For example, when the
user uses their display device (e.g., mobile device) to make
an audio/video call, the authentication algorithm 210 can
determine the current speech pattern of the user and deter-
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mine whether the current speech pattern 1s consistent with
the user’s average speech pattern. If the authentication
algorithm 210 determines that the user’s speech pattern 1s
consistent with the user’s average speech pattern, then the
authentication algorithm 210 can determine that the user 1s
successiully authenticated. Similarly, 11 the authentication
algorithm 210 determines that the user’s speech pattern 1s
inconsistent with the user’s average speech pattern, then the
authentication algorithm 210 can determine that the user 1s
not successtully authenticated.

[0072] In some examples, the pre-processed data 230 can
indicate the user’s temperature pattern. The analysis tool 205
can determine the user’s temperature pattern based on data
received from sensor(s) 163 of the user’s display device(s)
(c.g., mobile device and/or wearable device, such as a
smartwatch, etc.). Such sensors can include, for example, a
temperature sensor(s).

[0073] In an exemplary embodiment, the authentication
algorithm 210 uses the user’s temperature pattern (e.g.,
patient’s temperature pattern) to passively authenticate the
user. For example, certain diabetic patients may have
impaired temperature regulation during exposure to thermal
stress. Individuals with type 1 diabetes, 1n particular, may
have increased rates of heat loss during periods of exercise.
For such diabetic patients, the authentication algorithm 210
can use the temperature pattern of the patient during certain
periods of activity (e.g., exercise) to passively authenticate
the patient. If the authentication algorithm 210 determines
that the user’s temperature pattern i1s consistent with the
user’s average temperature pattern, then the authentication
algorithm 210 can determine that the user i1s successiully
authenticated. Similarly, 11 the authentication algorithm 210
determines that the user’s temperature pattern 1s inconsistent
with the user’s average temperature pattern, then the authen-
tication algorithm 210 can determine that the user i1s not
successiully authenticated.

[0074] In some examples, the pre-processed data 230 can
indicate the user’s behavioral pattern of interaction with the
user’s display device, such as a mobile device. For example,
certain mobile operating systems may allow a user to
perform certain shortcuts to unlock functionality on a mobile
device. For instance, a user may double or triple tap the back
surface of the mobile device to turn on/off the flashlight or
to bring up a photo application. Such behavioral patterns can
be detected by the mobile operating system (e.g., operating,
system 162) and used for performing passive continuous
authentication of the user. In certain embodiments, the
authentication algorithm 210 uses the user’s behavioral
pattern of interaction with the mobile operating system (e.g.,
operating system 162) to verily the user’s identity for
accessing the analyte sensor application 121. If, for example,
the authentication algorithm 210 determines that the user’s
behavioral pattern i1s consistent with the user’s average
behavioral pattern, then the authentication algorithm 210
can determine that the user 1s successiully authenticated.
Similarly, 1f the authentication algorithm 210 determines
that the user’s behavioral pattern 1s inconsistent with the
user’s average behavioral pattern, then the authentication

algorithm 210 can determine that the user 1s not successiully
authenticated.

[0075] In some examples, the pre-processed data 230 can
indicate the user’s vibration pattern during certain periods of
activity (e.g., vibration exercises). The analysis tool 205 can
determine the user’s vibration pattern from data received
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from sensor(s) 163 of the user’s display device(s). Such
sensors can include, for example, a piezoelectric vibration
sensor, an accelerometer sensor, etc.

[0076] In an exemplary embodiment, the authentication
algorithm 210 uses the user’s vibration pattern (e.g.,
patient’s vibration pattern) to passively authenticate the user.
For example, certain patients with type 2 diabetes may use
whole body vibration exercises to control (or treat) type 2
diabetes. During these periods of activity, the authentication
algorithm 210 can use the patient’s current vibration infor-
mation (detected via the patient’s transceiver 16) to authen-
ticate the patient’s 1dentity. For example, 1f the authentica-
tion algorithm 210 determines that the user’s vibration
pattern 1s consistent with the user’s average vibration pat-
tern, then the authentication algorithm 210 can determine
that the user 1s successiully authenticated. Similarly, 1f the
authentication algorithm 210 determines that the user’s
vibration pattern 1s inconsistent with the user’s average
vibration pattern, then the authentication algorithm 210 can
determine that the user 1s not successtully authenticated.

[0077] As noted above, 1n certain embodiments, the
authentication algorithm 210 1s configured to use environ-
mental data 240 1n addition to raw sensor data 220 and/or
pre-processed data 230 to perform passive continuous
authentication of a user. Using environmental data 240 1n
addition to raw sensor data 220 and/or pre-processed data
230 may allow for a more robust determination of whether
a user 1s successiully authenticated (e.g., a fewer number of
false positives).

[0078] In some examples, the environmental data 240 can
include communications from the user’s transmitter (e.g.,
transceiver 16 ol SS 8). For example, the analyte sensor
application 121 may receive communications (e.g., via NFC,
Bluetooth, WiF1, etc.) from the user’s transmitter (e.g.,
transceiver 16) that indicate that 1t 1s the user (e.g., patient)
(and not another person) that 1s using the analyte sensor
application 121. For example, assume Person 1 has type 1
diabetes and utilizes medical device solftware (e.g., analyte
sensor application 121) on Person 1’s display device. While
Person 2 could use medical device software on Person 1°s
display device and still receive communications from Person
1’s transmitter (assuming Person 1 and Person 2 are 1n close
proximity), 1t 1s unlikely that Person 2 could use the medical
device solftware on Person 1’s display device and still
receive communications from Person 1’s transmitter at all
times of the day. As such, if the medical device software 1s
able to recetve communications from the user’s transmitter
at different times of the day, the authentication algorithm
210 can use this data to authenticate the user’s 1dentity.

[0079] In some examples, the environmental data 240 can
include Wik service set identifiers (SSIDs). For example,
detection of a WiF1 SSID by the analyte sensor application
121 may indicate that the user (e.g., patient) 1s currently 1n
the user’s environment (e.g., home, workplace, doctor’s
oflice, hospital, medical facility, etc.). In other examples, the
environmental data 240 can include Bluetooth communica-
tions from other devices (associated with the user) (e.g.,
alarm clocks, other display devices, etc.). For example,
detection of Bluetooth communications from other devices
associated with the user may indicate that the user (e.g.,
patient) 1s currently in the user’s environment. In certain
embodiments, the authentication algorithm 210 can use such
WiF1 SS1Ds and/or Bluetooth communications to determine
whether the user 1s successiully authenticated. For example,
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if the WikF1 SSIDs and/or Bluetooth communications indi-
cate the user 1s 1n the user’s environment, then the authen-
tication algorithm 210 can determine that the user 1s suc-
cessiully authenticated. Similarly, 1f the WiF1 SSIDs and/or
Bluetooth communications indicate the user i1s not in the
user’s environment, then the authentication algorithm 210
can determine that the user 1s not successfully authenticated.

[0080] In some examples, the environmental data 240 can
include user location data provided by one of the sensor(s)
163, such as a GPS sensor. In certain embodiments, the
authentication algorithm 210 can use the location of the
user’s display device (e.g., mobile device) to authenticate
the user (e.g., patient). For example, if the user’s location
information indicates a pattern of visits to a medical facility
within the city/town of the user, then information about, for
example, a recent visit to the medical facility can be used as
authentication data to successiully authenticate the user. On
the other hand, 1f the user’s location information indicates a
pattern of visits to a building that hasn’t been previously
visited by the user or to a new city/town, then the authen-
tication algorithm 210 can use the user’s location informa-
tion to determine that the user 1s not successiully authenti-
cated.

[0081] In some examples, environmental data 240, in
addition to or as an alternative to pre-processed data 230,
can be used to establish a pattern (or signature) that is
indicative of the user. For example, each user may use
user-specific behavior(s) when interacting with the user’s
display device. As such, a display device may exhibit
specific characteristics as a result of 1ts repeated use by the
user. For example, each display device may have a diflerent
power signature as a result of i1ts repeated use by the user
(e.g., a user may charge their device more often than other
users, a user may use a special power adapter, etc.). In
another example, environmental noise (including or apart
from speech) may also be used as an indicator for authen-
ticating the user.

[0082] Continuing with FIG. 2, the authentication algo-
rithm 210 outputs, at a particular point 1n time, an authen-
tication result indicating “Yes” or “No,” where “Yes” indi-
cates the user 1s successfully authenticated and “No”
indicates the user 1s not successfully authenticated. If the
authentication algorithm 210 determines that the user 1s not
successiully authenticated at the particular point 1n time,
then the authentication algorithm 210 continues to collect
information (e.g., raw sensor data 220, pre-processed data
230, and/or environmental data 240) that may be sutlicient
to authenticate the user at a subsequent point in time. That
1s, mstead of automatically intervening (e.g., by blocking
execution or enforcing policy) when an unsuccessiul authen-
tication occurs, the authentication algorithm 210 continues
to collect information 1 a passive manner i1n order to
authenticate the user.

[0083] Consider an exemplary scenario in which a user,
such as a diabetic patient, allows another user to interact
with the patient’s display device (e.g., mobile device) for a
period of time. In such a scenario, the medical device
software (e.g., analyte sensor application 121) running on
the patient’s display device may not be able to successtully
authenticate the patient, when the display device 1s 1n
possession of the other user. For example, the pre-processed
data 230 may 1ndicate a diflerent biometric pattern than the
patient’s biometric pattern. However, the medical device
software may continue to collect information 1n a passive
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manner, such that when the mobile device i1s back 1n
possession of the patient, the medical device software can
successiully authenticate the patient based on the raw sensor
data 220, pre-processed data 230, and/or environmental data

240).

[0084] FIG. 3 illustrates another example worktlow 300
for passive continuous authentication of a user, according to
certain embodiments. The workflow 300 may be imple-
mented by a display device (e.g., display device 150). In an
exemplary embodiment, the worktlow 300 1s performed by
analyte sensor application 121, which 1s an example of
medical device software, executed on the display device.
Similar to the workflow 200 shown in FIG. 2, in the
workilow 300 depicted in FIG. 3, the analyte sensor appli-
cation 121 may execute an authentication algorithm 210,
which 1s configured to perform passive continuous authen-
tication of a user, based on one or more 1nputs, which may
include raw sensor data 220, pre-processed data 230 (also
referred to as biometric 1input), environmental data 240, or
combinations thereof.

[0085] Compared to the workflow 200 in FIG. 2, 1n the
workilow 300 depicted i FIG. 3, once a user 1s successiully
authenticated (315), the authentication algorithm 210 may
log the time 1nstance that the successtul authentication took
place (310). The authentication algorithm 210 may continue
to collect immformation (e.g., raw sensor data 220, pre-
processed data 230, and/or environmental data 240) in a
passive manner while waiting for a first period of time (e.g.,
N days or some other amount of time) to elapse (305). The
authentication algorithm 210 may then repeat the passive
authentication process after the first period of time has
clapsed. Note, the first period of time 1s configurable such
that, for example, 1t may be determined by a user, the
organization that created the medical device software, or 1n
accordance with a regulatory authority or standard.

[0086] On the other hand, 11 the authentication algorithm
210 determines that the user 1s not successiully authent-
cated, then the authentication algorithm may continue to
collect information (e.g., raw sensor data 220, pre-processed
data 230, and/or environmental data 240) in a passive
manner while waiting for a second period of time (e.g., K
days or some other amount of time) to elapse (330). For
example, assuming the user 1s a diabetic patient, the authen-
tication algorithm may not be able to successtully authen-
ticate the user at a particular time 1nstance i1f the user enters
an unknown location, the user loans their display device to
another user, the user loses their display device, the user’s
display device is stolen, efc.

[0087] The authentication algorithm 210 may then per-
form another authentication attempt after the second period
of time has elapsed. The authentication algorithm 210 may
perform this additional authentication attempt based at least
on the additional information collected over the second
period of time. For example, the authentication algorithm
210 may be able to authenticate the user based on the user’s
sleeping pattern, eating pattern, speech pattern, temperature
pattern, and so on. Note, the second period of time 1s
coniigurable such that, for example, 1t may be determined by
the user, the organization that created the medical device
software, or 1 accordance with a regulatory authority or
standard. In some cases, K>0 and N>0, but do not have to
be integers.

[0088] If the authentication algorithm 210 has not been
able to authenticate the user after some predetermined
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amount of time (e.g., a number of 1terations of K days have
clapsed since a previous successiul authentication), then the
authentication algorithm 210 may revert to an active authen-
tication method. As shown in FIG. 3, for example, the
authentication algorithm 210 may prompt the user for cre-
dentials/biometric mput (e.g., asking for the user’s finger-
print, username/password, facial scan, etc.) i order to
authenticate the user (320).

[0089] Ii, after prompting the user for credentials/biomet-
ric mput (320), the authentication algorithm 210 1s still
unable to successtully authenticate the user, then the medical
device soitware may block execution of the medical device
soltware on the display device and/or enforce a preconfig-
ured policy (325). In certain embodiments, the medical
device software may send an alert/notification to another
person associated with the user that the medical device
soltware was unable to authenticate the user. For example,
the user may be a patient that 1s a minor, and the other person
may be guardian of the patient.

[0090] FIG. 4 1s a flow diagram illustrating example
operations 400 for passive continuous authentication of a
user (e.g., a patient), according to certain embodiments
described herein. The operations 400 may be performed by
a display device (e.g., display device 150).

[0091] At operation 405, the display device obtains first
information (e.g., raw sensor data 220) from an analyte
sensor system (e.g., SS 8) and/or from one or more sensors
(e.g., sensor(s) 163) of the display device. The first infor-
mation may include analyte data from the analyte sensor
system and/or non-analyte data from one or more non-
analyte sensors (e.g., sensor(s) 163). At operation 410, the
display device obtains second information (e.g., pre-pro-
cessed data 230) associated with a current user of the display
device. For example, the current user may be a person (e.g.,
patient) authorized to interact with medical device software
running on the display device or another person (e.g.,
malicious actor) that 1s not authorized to interact with the
medical device software running on the display device. At
operation 413, the display device obtains, 1f available, third
information (e.g., environmental data 240) associated with
an environment of the current user of the display device.
Note that, in certain embodiments, operations 405, 410, and
415 may be performed concurrently in a passive manner
(e.g., without explicitly prompting the current user for the
first, second, and/or third information).

[0092] At operation 420, the display device (via authen-
tication algorithm 210) performs passive authentication of
the current user of the display device using at least one of the
first information, the second information, or the third infor-
mation to determine whether the current user 1s an authen-
ticated user, such as the patient. Operation 420 may be
implemented based on any one of (or combination of)
information mputs described herein. At operation 425, the
display device determines whether the current user 1s suc-
cessiully authenticated. If the current user 1s not successiully
authenticated, then the display device continues to passively
obtain first information (operation 405), second information
(operation 410), and/or third information (operation 415)
over a period of time before performing another passive
authentication attempt (operation 420). On the other hand, 1f
the current user 1s successtully authenticated, then, at opera-
tion 430, the display device allows the current user to access
medical device software (e.g., analyte sensor application
121) running on the display device.
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[0093] FIG. § 1s a flow diagram illustrating example
operations 500 for passive continuous authentication of a
user (e.g., a patient), according to certain embodiments
described herein. The operations 500 may be performed by
a display device (e.g., display device 150).

[0094] At operation 305, the display device passively
collects one or more types of information for authenticating
a current user ol the display device. As noted, at any
particular point 1n time, the current user may be a person
(c.g., patient) authorized to interact with medical device
software running on the display device or another person
(e.g., malicious actor) that 1s not authorized to interact with
the medical device software running on the display device.
The one or more types ol mformation may include raw
sensor data (e.g., raw sensor data 220), pre-processed data
(e.g., pre-processed data 230), environmental data (e.g.,
environmental data 240), and combinations thereof.

[0095] At operation 510, the display device performs
passive authentication of the current user of the display
device using the one or more types of information to
determine whether the current user 1s an authenticated user.
At operation 315, the display device determines whether the
current user 1s successiully authenticated. If the current user
1s successiully authenticated (e.g., the current user 1s the
patient), then, at operation 520, then the display device
allows the current user to access medical device software
(e.g., analyte sensor application 121) running on the display
device. At operation 525, the display device waits a first
predetermined amount of time and attempts another authen-
tication of the current user of the display device at operations
505 and 510. Note that, 1n certain embodiments, the opera-
tions 3525 and 505 may be performed concurrently after a
successiul authentication of the current user. That i1s, the
display device may passively collect the one or more types
of information while waiting for the first predetermined
amount of time.

[0096] Ii, at operation 515, the current user 1s not success-
fully authenticated, then, at operation 530, the display
device determines whether a predetermined condition 1is
satisfied. In certain embodiments, the predetermined condi-
tion may include performing a certain number of consecu-
tive authentication attempts that result i unsuccessiul
authentication of the current user. If the predetermined
condition 1s not satisfied, then, at operation 535, the display
device waits a second predetermined amount of time and
attempts another authentication of the current user of the
display device at operations 305 and 3510. Note that, 1n
certain embodiments, the operations 535 and 505 may be
performed concurrently after an unsuccesstul authentication
of the current user. That 1s, the display device may passively
collect the one or more types of information while waiting
for the second predetermined amount of time.

[0097] I, at operation 530, the predetermined condition 1s
satisfied, then, at operation 540, the display device prompts
the current user to enter credentials and/or biometric input
via the display device. At operation 345, the display device
performs active authentication based on the credentials
and/or biometric mput. At operation 550, the display device
determines whether the current user 1s successiully authen-
ticated based on the active authentication. If the current user
1s not successiully authenticated based on the active authen-
tication, then, at block 555, the display device blocks
execution of the medical device software and/or enforces a
pre-configured policy (e.g., sending an alert to a person
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associated with the patient). On the other hand, 1f the current
user 1s successiully authenticated based on the active

authentication, then the operations 500 proceeds to opera-
tion 520.

[0098] Advantageously, by performing the passive con-
tinuous authentication described herein, medical device soft-
ware running on a user’s display device can avoid (or at least
significantly reduce) the need to explicitly interact with the
user for authentication, significantly enhancing the user’s
experience with the medical device software.

[0099] As used herein, “a processor,” “at least one pro-
cessor,” or “one or more processors’ generally refers to a
single processor configured to perform one or multiple
operations or multiple processors configured to collectively
perform one or more operations. In the case of multiple
processors, performance of the one or more operations could
be divided amongst diflerent processors, though one pro-
cessor may perform multiple operations, and multiple pro-
cessors could collectively perform a single operation. Simi-
larly, “a memory,” “at least one memory,” or “one or more
memories” generally refers to a single memory configured to
store data and/or instructions or multiple memories config-
ured to collectively store data and/or istructions.

[0100] Each of these non-limiting examples can stand on
its own or can be combined in various permutations or
combinations with one or more of the other examples. The
above detailed description includes references to the accom-
panying drawings, which form a part of the detailed descrip-
tion. The drawings show, by way of illustration, specific
embodiments 1n which the invention can be practiced. These
embodiments are also referred to herein as “examples.” Such
examples can include elements 1n addition to those shown or
described. However, the present inventors also contemplate
examples 1n which only those elements shown or described
are provided. Moreover, the present inventors also contem-
plate examples using any combination or permutation of
those elements shown or described (or one or more aspects
thereot), either with respect to a particular example (or one
or more aspects thereol), or with respect to other examples
(or one or more aspects thereol) shown or described herein.

[0101] In the event of inconsistent usages between this
document and any documents so incorporated by reference,
the usage 1n this document controls.

[0102] In this document, the terms “a” or “an’ are used, as
1s common 1n patent documents, to include one or more than
one, independent of any other instances or usages of “at least
one” or “one or more.” In this document, the term “or” 1s
used to refer to a nonexclusive or, such that “A or B”
includes “A but not B,” “B but not A,” and “A and B,” unless
otherwise indicated. In this document, the terms “including”
and “in which” are used as the plain-English equivalents of
the respective terms “comprising” and “wherein.” Also, in
the following claims, the terms “including” and “compris-
ing” are open-ended, that 1s, a system, device, article,
composition, formulation, or process that includes elements
in addition to those listed after such a term 1n a claim are still
deemed to fall within the scope of that claim. Moreover, 1n
the following claims, the terms “first,” “second,” and
“third,” etc. are used merely as labels, and are not intended
to 1impose numerical requirements on their objects.

[0103] Geometric terms, such as “parallel”, “perpendicu-
lar”, “round”, or “square”, are not intended to require
absolute mathematical precision, unless the context indi-
cates otherwise. Instead, such geometric terms allow for
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variations due to manufacturing or equivalent functions. For
example, 11 an element 1s described as “round” or “generally
round”, a component that 1s not precisely circular (e.g., one
that 1s slightly oblong or 1s a many-sided polygon) 1s still
encompassed by this description.

[0104] Method examples described herein can be machine
or computer-implemented at least 1in part. Some examples
can include a computer-readable medium or machine-read-
able medium encoded with instructions operable to config-
ure an electronic device to perform methods as described 1n
the above examples. An implementation of such methods
can 1nclude code, such as microcode, assembly language
code, a higher-level language code, or the like. Such code
can 1clude computer readable instructions for performing
various methods. The code may form portions of computer
program products. Further, in an example, the code can be
tangibly stored on one or more volatile, non-transitory, or
non-volatile tangible computer-readable media, such as dur-
ing execution or at other times. Examples of these tangible
computer-readable media can include, but are not limited to,
hard disks, removable magnetic disks, removable optical
disks (e.g., compact disks and digital video disks), magnetic
cassettes, memory cards or sticks, random access memories

(RAMSs), read only memories (ROMs), and the like.

[0105] The above description 1s mntended to be 1llustrative,
and not restrictive. For example, the above-described
examples (or one or more aspects thereol) may be used 1n
combination with each other. Other embodiments can be
used, such as by one of ordinary skill in the art upon
reviewing the above description. The Abstract 1s provided to
comply with 37 C.FR. § 1.72(b), to allow the reader to
quickly ascertain the nature of the technical disclosure. It 1s
submitted with the understanding that 1t will not be used to
interpret or limit the scope or meaning of the claims. Also,
in the above Detailed Description, various features may be
grouped together to streamline the disclosure. This should
not be mterpreted as itending that an unclaimed disclosed
feature 1s essential to any claim. Rather, inventive subject
matter may lie 1 less than all features of a particular
disclosed embodiment. Thus, the following claims are
hereby 1ncorporated ito the Detailled Description as
examples or embodiments, with each claim standing on 1ts
own as a separate embodiment, and it 1s contemplated that
such embodiments can be combined with each other in
various combinations or permutations. The scope of the
invention should be determined with reference to the
appended claims, along with the full scope of equivalents to
which such claims are entitled.

What 1s claimed 1s:

1. A computer-implemented method for performing pas-
s1ve continuous authentication of a user of a display device,
the computer-implemented method comprising:

obtaining first information comprising at least one of (1)
non-analyte sensor data from one or more sensors of
the display device or (11) analyte sensor data from an
analyte sensor system associated with the display
device;

authenticating an 1dentity of the user of the display device
at a first point 1n time and based on the first informa-
tion;

determining that prompting the user for authentication

information 1s not required when the authentication at
the first point in time 1s successiul; and
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in response to determining that prompting the user for the
authentication information 1s not required, allowing the
user of the display device to access a medical device
soltware running on the display device without prompt-
ing the user for the authentication mmformation.
2. The computer-implemented method of claim 1,
wherein authenticating the 1identity of the user of the display
device comprises determining, at the first point in time and
based on the first information, whether the user of the
display device 1s a registered user of the display device.
3. The computer-implemented method of claim 2,
wherein determining whether the user of the display device
1s the registered user comprises determining that the user of
the display device 1s the registered user when the analyte
sensor data has been obtained within a predetermined period
of time prior to the first point in time.
4. The computer-implemented method of claim 2, further
comprising obtaining second information associated with
the user of the display device, the second information being,
indicative of at least one biometric mnput of the user of the
display device, wherein the determination at the first point 1n
time of whether the user of the display device 1s the
registered user 1s based on the first information and the
second information.
5. The computer-implemented method of claim 4,
wherein determining whether the user of the display device
1s the registered user of the display device comprises:
comparing the at least one biometric input of the user of
the display device with at least one biometric pattern of
the registered user of the display device; and

determining that the user of the display device 1s the
registered user, based on the comparison.

6. The computer-implemented method of claim 5,
wherein determining that the user of the display device 1s the
registered user comprises determining, based on the com-
parison, that the at least one biometric mnput of the user of
the display device 1s indicative of the at least one biometric
pattern of the registered user.

7. The computer-implemented method of claim 4, further
comprising obtaining third information associated with an
environment of the user of the display device, wherein the
determination at the first point in time of whether the user of
the display device is the registered user i1s further based on
the first information, the second information, and the third
information.

8. The computer-implemented method of claim 7,
wherein the third information comprises one or more com-
munication signals obtained by the display device from at
least one computing device in the environment, the at least
one computing device being associated with the registered
user of the display device.

9. The computer-implemented method of claim 7,
wherein the third information comprises location informa-
tion obtained from a global positioming system (GPS) sensor
of the display device.

10. The computer-implemented method of claim 4, fur-
ther comprising generating the second information that 1s
indicative of the at least one biometric input based on the
first information.

11. The computer-implemented method of claim 4,
wherein the at least one biometric mput comprises at least
one of: (1) a sleeping pattern of the user of the display device,
(11) a gait of the user of the display device, (111) an eating
pattern of the user of the display device, (1v) a speech pattern
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of the user of the display device, (v) a temperature pattern
of the user of the display device, (v1) a pattern of interaction
of the user with the display device, or (vi1) a vibration
pattern of the user of the display device.

12. The computer-implemented method of claim 1, fur-
ther comprising, after allowing the user of the display device
to access the medical device software, authenticating the
identity of the user of the display device at a second point 1n
time subsequent to the first point in time and based on the
first information.

13. The computer-implemented method of claim 1, fur-
ther comprising, upon determining that the authentication at
the first point 1in time 1s not successiul, authenticating the
identity of the user of the display device at a second point 1n
time subsequent to the first point in time and based on the
first information.

14. A non-transitory computer-readable medium storing
computer-executable instructions, which when executed by
one or more processors of a display device, performs an
operation for passive continuous authentication of a user of
the display device, the operation comprising:

obtaining first information comprising at least one of (1)

non-analyte sensor data from one or more sensors of
the display device or (11) analyte sensor data from an
analyte sensor system associated with the display
device;

authenticating an 1dentity of the user of the display device

at a first point 1n time and based on the first informa-
tion;

determining that prompting the user for authentication

information 1s not required when the authentication at
the first point in time 1s successiul; and

in response to determining that prompting the user for the

authentication information 1s not required, allowing the
user of the display device to access a medical device
soltware running on the display device without prompt-
ing the user for the authentication immformation.

15. The non-transitory computer-readable medium of
claim 14, wherein authenticating the identity of the user of
the display device comprises determining, at the first point
in time and based on the first information, whether the user
of the display device 1s a registered user of the display
device.

16. The non-transitory computer-readable medium of
claam 15, wheremn determining whether the user of the
display device 1s the registered user comprises determining
that the user of the display device 1s the registered user when
the analyte sensor data has been obtained within a prede-
termined period of time prior to the first point 1n time.

17. The non-transitory computer-readable medium of
claim 15, the operation further comprising obtaining second
information associated with the user of the display device,
the second information being indicative of at least one
biometric input of the user of the display device, wherein the
determination at the first point in time of whether the user of
the display device 1s the registered user 1s based on the first
information and the second information.

18. The non-transitory computer-readable medium of
claim 17, the operation further comprising obtaining third
information associated with an environment of the user of
the display device, wheremn the determination at the first
point in time of whether the user of the display device is the
registered user 1s based on the first information, the second
information, and the third information.
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19. The non-transitory computer-readable medium of
claim 18, wherein the third information comprises one or
more communication signals obtained by the display device
from at least one computing device in the environment, the
at least one computing device being associated with the
registered user of the display device.

20. The non-transitory computer-readable medium of
claam 17, the operation further comprising generating the
second information that i1s indicative of the at least one
biometric mput based on the first information.

21. The non-transitory computer-readable medium of
claim 17, wherein the at least one biometric input comprises
at least one of: (1) a sleeping pattern of the user of the display
device, (11) a gait of the user of the display device, (111) an
cating pattern of the user of the display device, (1v) a speech
pattern of the user of the display device, (v) a temperature
pattern of the user of the display device, (v1) a pattern of
interaction of the user with the display device, or (vi1) a
vibration pattern of the user of the display device.

22. The non-transitory computer-readable medium of
claim 14, the operation further comprising, after allowing
the user of the display device to access the medical device
software, authenticating the identity of the user of the
display device at a second point 1n time subsequent to the
first point 1n time and based on the first information.

23. The non-transitory computer-readable medium of
claim 14, the operation further comprising, upon determin-
ing that the authentication at the first point 1n time 1s not
successiul, authenticating the identity of the user of the
display device at a second point 1n time subsequent to the
first point 1n time and based on the first information.

24. A display device comprising:

a transcerver configured to receirve analyte sensor data

from an analyte sensor system;

one or more sensors configured to generate non-analyte
sensor data:

one or more memories collectively storing computer-
executable instructions; and

one or more processors coupled to the transceiver, the one
or more sensors, and the one or more memories, the one
or more processors being collectively configured to
execute the computer-executable instructions to cause
the display device to perform an operation comprising;:

obtaining first information comprising at least one of (1)
the non-analyte sensor data from the one or more
sensors or (11) the analyte sensor data from the
transceiver:;

authenticating an identity of a user of the display device
at a first point in time and based on the first infor-
mation;

determining that prompting the user for authentication
information 1s not required when the authentication
at the first point 1n time 1s successiul; and

in response to determining that prompting the user for
authentication 1s not required, allowing the user of
the display device to access a medical device sofit-
ware running on the display device without prompt-
ing the user for the authentication information.

25. The display device of claim 24, wherein authenticat-
ing the identity of the user of the display device comprises
determining, at the first point 1n time and based on the {first
information, whether the user of the display device 1s a
registered user of the display device.

May 23, 2024

26. The display device of claim 25, wherein determining
whether the user of the display device 1s the registered user
comprises determining that the user of the display device 1s
the registered user when the analyte sensor data has been
obtained within a predetermined period of time prior to the
first point 1n time.

277. The display device of claim 25, the operation further
comprising obtaining second information associated with
the user of the display device, the second 1nformation being
indicative of at least one biometric mput of the user of the
display device, wherein the determination at the first point 1n
time of whether the user of the display device is the
registered user 1s based on the first information and the
second 1nformation.

28. The display device of claim 27, wherein determining,
whether the user of the display device 1s the registered user
of the display device comprises:

comparing the at least one biometric input of the user of
the display device with at least one biometric pattern of
the registered user of the display device; and

determiming that the user of the display device 1s the
registered user based on the comparison.

29. The display device of claim 28, wherein determining
that the user of the display device 1s the registered user
comprises determining, based on the comparison, that the at
least one biometric input of the user of the display device 1s
indicative of the at least one biometric pattern of the
registered user.

30. The display device of claim 27, the operation further
comprising obtaining third information associated with an
environment of the user of the display device, wherein the
determination at the first point in time of whether the user of
the display device 1s the registered user 1s based on the first
information, the second information, and the third informa-
tion.

31. The display device of claim 30, wherein the third
information comprises one or more communication signals
obtained by the display device from at least one computing
device 1n the environment, the at least one computing device
being associated with the registered user of the display
device.

32. The display device of claim 27, the operation further

comprising generating the second imnformation that 1s indica-
tive of the at least one biometric input based on the first
information.

33. The display device of claim 27, wherein the at least
one biometric mput comprises at least one of: (1) a sleeping
pattern of the user of the display device, (11) a gait of the user
of the display device, (111) an eating pattern of the user of the
display device, (1v) a speech pattern of the user of the display
device, (v) a temperature pattern of the user of the display
device, (v1) a pattern of interaction of the user with the
display device, or (vi1) a vibration pattern of the user of the
display device.

34. The display device of claim 24, the operation further
comprising aiter allowing the user of the display device to
access the medical device software, authenticating the 1den-
tity of the user of the display device at a second point in time
subsequent to the first point in time and based on the first
information.

35. The display device of claim 24, the operation further
comprising, upon determining that the authentication at the
first point 1 time 1s not successiul, authenticating the
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identity of the user of the display device at a second point 1n
time subsequent to the first point in time and based on the
first information.
36. A system comprising;:
an analyte sensor system configured to transmit analyte
sensor data; and
a display device configured to:
obtain first information comprising at least one of (1)
non-analyte sensor data from one or more sensors of
the display device or (1) the analyte sensor data
transmitted from the analyte sensor system;
authenticate an i1dentity of a user of the display device
at a first point 1n time and based on the first infor-
mation;
determine that prompting the user for authentication
information 1s not required when the authentication
at the first point in time 1s successiul; and
in response to determining that prompting the user for
authentication i1s not required, allow the user of the
display device to access a medical device software
running on the display device without prompting the
user for the authentication information.
37. The system of claim 36, wherein allowing the user of
the display device to access the medical device software
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comprises allowing the user to at least one of (1) view the
analyte sensor data from the analyte sensor system or (11)
control operation of the analyte sensor system.

38. The system of claim 36, wherein, 1n order to authen-
ticate the identity of the user of the display device, the
display device 1s configured to determine, at the first point
in time and based on the first information, whether the user
of the display device 1s a registered user of the display
device.

39. The system of claim 38, wherein, 1n order to determine
whether the user of the display device 1s the registered user,
the display device 1s configured to determine that the user of
the display device 1s the registered user when the analyte
sensor data has been obtained within a predetermined period
of time prior to the first point in time.

40. The system of claim 38, wherein the display device 1s
turther configured to obtain second information associated
with the user of the display device, the second information
being indicative of at least one biometric input of the user of
the display device, wherein the determination at the first
point 1n time of whether the user of the display device 1s the
registered user 1s based on the first information and the
second 1nformation.
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