a9y United States

US 20240214208A1

12y Patent Application Publication (o) Pub. No.: US 2024/0214208 Al

HERMAN et al. 43) Pub. Date: Jun. 27, 2024
(54) TECHNIQUES FOR PROVIDING A DIGITAL GO6T 7/50 (2006.01)
KEYCHAIN FOR PHYSICAL OBJECTS GO6T 7/62 (2006.01)
| | (52) U.S. CL
(71)  Applicant: Apple Inc., Cupertino, CA (US) CPC ........... HO4L 9/3231 (2013.01); E05B 65/00
| (2013.01); GO6T 7/50 (2017.01); GO6T 7/62
(72) Inventors: Brad K. HERMAN, Culver City, CA (2017.01)
(US); Shiraz AKMAL, Playa Vista, CA
(US) (57) ABSTRACT

(21)  Appl. No.: 18/598,864

(22) Filed: Mar. 7, 2024

Related U.S. Application Data

(63) Continuation of application No. PCT/US2022/

044036, filed on Sep. 19, 2022.

(60) Provisional application No. 63/247,606, filed on Sep.
23, 2021.

Publication Classification

(51) Int. Cl.
HO41L 9/32 (2006.01)
EOSB 65/00 (2006.01)
1000 """

%
P
AN

‘‘‘‘‘‘‘‘‘‘‘‘‘

/ Y‘Y‘l’/
Na /\' S

This relates generally to intelligent automated assistants and,
more specifically, to provide a digital keychain for physical
objects. An example method includes receiving a user
request and 1n response to recerving the user request, scan-
ning one or more objects within a real-world environment
using a real-time capturing device associated with the elec-
tronic device 1n response to receiving a user request, gen-
crating one or more views ol the one or more objects,
identifying at least one of the one or more objects as a
locking device based on the one or more views, authenti-
cating the user based on biometric data and contextual
information, obtaining instructions for unlocking the locking
device 1n response to authenticating the user, and providing
the 1nstructions to the user.
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Scan one or more objects within a real-world environment using a real-time capturing device associated
with the electronic device in response 1o receiving a user request
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ldentify at least one of the one or more objects locking device based on the one or more views
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Authenticate the user based on biometric data and contextus! information

" 4 ® 4 W 4 B B E S R S 2.8 L EE S L EE S EE S LS LS LS LS L E R E 4 8 4 B o bdh bof B odod ka4 B4 B B L N o B of B Eof o g A B 4 B g N o4 B o B Aok B o bod bAoA B o B L B4 B o4 B o § 4 Ad Aok gk & Bo- B o4 B o4 B o4 B o f A& b koA bod 4 B 4 B4 B4 B f B oL B o4 B BoL A 4 A & B 4 B B4 og o f B o ko bod Ak g & &k B L N 4 B4 B 4 B 4 & d Aok Lo 4 B 4 B A N 4 B 4 B 4 B of & oA df EE RS L E EE E EEEELE SRS ELSEES L SR EEE 4 B 4 B4 B g &

+ 1 + 4 % 4 & & F & F &4 &+ F &0 & F &+ 4+
& 5 A B W 8 4 R 8 Fr 5 rF 8 Ll 3 F e T ET

[ N L NN N N N N O L L T R T R R L R B N N N L L I L B N R N I N L BB B L N N N L L N BN R N N R T L L L B R S O N N R O B N N R T N N R N R L R L B L R R R O L N R R L

1210
Obtain instructions for unlocking the locking device in response to authenticating the user
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Provide the instructions to the user
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TECHNIQUES FOR PROVIDING A DIGITAL
KEYCHAIN FOR PHYSICAL OBJECTS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application 1s a continuation of PCT Patent
Application Serial No. PCT/US2022/044036, entitled
“TECHNIQUES FOR PROVIDING A DIGITAL KEY-
CHAIN FOR PHYSICAL OBIECTS,” filed on Sep. 19,
2022, which claims priority to U.S. Provisional Patent
Application No. 63/247,606, entitled “TECHNIQUES FOR
PROVIDING A DIGITAL KEYCHAIN FOR PHYSICAL
OBIECTS,” filed Sep. 23, 2021. The contents of each of
these applications are incorporated herein by reference in
their entirety.

FIELD

[0002] This relates generally to intelligent digital assis-
tants and, more specifically, to providing a digital keychain
for physical objects.

BACKGROUND

[0003] Intelligent automated assistants (or digital assis-
tants) can provide a beneficial interface between human
users and electronic devices. Such assistants can allow users
to interact with devices or systems via natural language
input in spoken, textual, or other forms. For mstance, a user
can 1ssue a request to a digital assistant operating on an
clectronic device (e.g., portable multifunctional devices
such as a mobile phones, laptop computers, tablet comput-
ers, gaming devices, streaming media devices, digital video
recorders, etc.). In response to the request, the digital
assistant can respond based on available information to the
digital assistant. Specifically, the digital assistant may store
and provide digital information (e.g., an email password)
associated with the user on an electronic device implement-
ing the digital assistant.

SUMMARY

[0004] Systems and methods are disclosed for providing a
digital keychain for physical objects on an electronic device.
In an example method, a user request 1s received. In
response to receiving the user request, the method scans one
or more objects within a real-world environment using a
real-time capturing device associated with the electronic
device. The method further generates one or more views of
the one or more objects, 1dentifies at least one of the one or
more objects as a locking device based on the one or more
views, authenticates the user based on biometric data and
contextual information, obtains instructions for unlocking
the locking device 1n response to authenticating the user, and
provides the instructions to the user.

[0005] Example non-transitory computer-readable media
are disclosed herein. An example non-transitory computer-
readable storage medium stores one or more programs. The
one or more programs comprise instructions, which when
executed by one or more processors of an electronic device,
cause the electronic device to receive a user request. In
response to receiving the user request, the one or more
processors causes the electronic device to scan one or more
objects within a real-world environment using a real-time
capturing device associated with the electronic device. The
one or more processors causes the electronic device further
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generate one or more views ol the one or more objects,
identify at least one of the one or more objects as a locking
device based on the one or more views, authenticate the user
based on biometric data and contextual information, obtain
instructions for unlocking the locking device 1n response to
authenticating the user, and provide the instructions to the
user.

[0006] Example electronic devices are disclosed herein.
An example electronic device comprises one or more pro-
cessors; a memory; and one or more programs, where the
one or more programs are stored in the memory and con-
figured are executed by the one or more processors, the one
or more programs including instructions for receiving a user
request. In response to receiving the user request, the one or
more programs further includes instructions to scan one or
more objects within a real-world environment using a real-
time capturing device associated with the electronic device.
The one or more programs further includes instructions to
generate one or more views ol the one or more objects,
identify at least one of the one or more objects as a locking
device based on the one or more views, authenticate the user
based on biometric data and contextual information, obtain
instructions for unlocking the locking device in response to
authenticating the user, and provide the instructions to the
user.

[0007] An example electronic device comprises means for
receiving a user request, scanning one or more objects
within a real-world environment using a real-time capturing
device associated with the electronic device in response to
receiving a user request, generating one or more views of the
one or more objects, identifying at least one of the one or
more objects as a locking device based on the one or more
views, authenticating the user based on biometric data and
contextual information, obtaining instructions for unlocking
the locking device 1n response to authenticating the user, and
providing the instructions to the user.

[0008] In some examples, the above illustrated methods
and techniques allow a digital assistant or a digital keychain
system to intelligently provide a digital keychain for a
variety of physical objects used by a user. Users may try to
access certain physical objects (e.g., a bike lock) using
private information (e.g., a key code, passcode, password,
etc.) associated with the physical objects. Generally, users
may write down passcodes or private information for physi-
cal objects (e.g., bike lock, safe lock, wireless modem, etc.)
on a piece of paper or a notebook, or may manually save a
list of passwords or codes 1 an email or a note on smart
phones or other electronic devices. Accordingly, while try-
ing to retrieve a passcode (or private information) for these
physical objects, a user may need to spend a considerable
amount of time to locate a piece of paper or a notebook with
passcodes or to 1dentily a specific passcode associated to a
physical object from many different passcodes.

[0009] In addition, writing a list of passwords, codes or
other private information 1n a notebook can be dangerous as
a person may lose the notebook, or an adversary or unau-
thorized person may get access to the notebook. Storing
passcodes or private information 1 an email or an unpro-
tected file on an electronic device 1s more dangerous as a
hacker can easily access this information. Moreover, none of
these methods helps users to etliciently i1dentily a correct
physical object and step by step istruction for accessing the
physical objects. For example, 11 a user uses multiple similar
looking combination locks on a door, the user may not be
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able to easily identily which combination or passcode writ-
ten 1n a notebook 1s associated with a specific combination
lock.

[0010] A digital assistant or a digital keychain, discussed
in the above illustrated methods, identifies physical objects,
authenticates users, and provides secure access to passwords
or codes for the physical objects to the users. The above
illustrated methods makes the process of storing, managing,
and accessing information about physical objects simple and
cllicient by reducing a user’s time 1n identifying a physical
object and locating private information for the physical
object, and by reducing manual user inputs required for
physical objects, access information, and other data on an
clectronic device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIGS. 1A-1B depict exemplary systems for use 1n
various extended reality technologies, according to various
examples.

[0012] FIG. 2 illustrates a block diagram for a digital
keychain system, according to various examples.

[0013] FIG. 3 illustrates a system for providing private
information of physical objects using a digital keychain
system, according to various examples.

[0014] FIG. 4 1llustrates an example display of a passcode
for a bike lock using a digital keychain system, according to
various examples.

[0015] FIG. 5A illustrates an example use of a digital
keychain system for physical objects on a handheld device,
according to various examples.

[0016] FIG. 5B illustrates an example use of a digital
keychain system for physical objects on a computer-gener-
ated reality headset, according to various examples.

[0017] FIG. 6 illustrates a process for providing private
information for physical objects, according to wvarious
examples.

DETAILED DESCRIPTION

[0018] In the following description of examples, reference
1s made to the accompanying drawings in which are shown
by way of illustration specific examples that can be prac-
ticed. It 1s to be understood that other examples can be used
and structural changes can be made without departing from
the scope of the various examples.

[0019] A digital assistant may be used within a computer
generated reality (CGR) environment. In some embodi-
ments, upon mmvocation, a digital assistant object represent-
ing the digital assistant may be positioned at a first location
within the CGR environment but outside of a current field of
view ol a user, and an indication of the digital assistant
object’s location may be provided. In some embodiments,
upon mvocation, a digital assistant object may be positioned
at a first location within the CGR environment but outside of
a current field of view of a user and then animated moving
from the first location to a second, visible location.

[0020] Thais disclosure relates to systems and processes for
intelligently managing private information for physical
objects by a digital assistant. Traditionally, password man-
agers, web browsers, or digital assistants may only manage
a user’s digital information on the user’s device. For
example, a password manager may store and manage a
user’s email or online bank passwords. However, the pass-
word manager does not store, manage, or provide private
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information involving physical objects (e.g., a bike lock) 1n
a real-world environment that are associated with the user.
Generally, to remember private information of the physical
objects, a user may write down the private information such
as passcode, pin code, and the like about physical objects on
a piece of paper or in a notebook. This method 1s highly
insecure and ineflicient as the user may lose the paper or
someone unauthorized may access the paper. In addition,
while trying to retrieve a passcode, a user may spend a
considerable amount of time to locate the piece of paper or
notebook with passcodes and to locate a specific passcode
from many different passcodes.

[0021] The digital assistant, as discussed herein, intell:-
gently identifies physical objects, authenticates users, and
provides secure access to passwords or codes for the physi-
cal objects to the users. The techniques, as discussed herein,
makes a process of storing, managing, and accessing infor-
mation about physical objects simple and eflicient (e.g., by
reducing user nputs required for physical objects, access
information, and other data). The digital assistant, as dis-
cussed herein, may provide step by step instructions for a
user to access physical objects. The digital assistant, as
discussed herein, may provide private information in a
user’s preferred format and 1n a secure manner based on a
user’s circumstances. This can be desirable for improving,
user experience by decreasing the amount of time spent
storing and searching for private information for physical
objects.

[0022] Although the following description uses terms
“first,” “second,” etc. to describe various elements, these
clements should not be limited by the terms. These terms are
only used to distinguish one element from another. For
example, a first input could be termed a second nput, and,
similarly, a second input could be termed a first input,
without departing from the scope of the various described
examples. The first input and the second mput are both
inputs and, in some cases, are separate and diflerent inputs.

[0023] The terminology used in the description of the
various described examples herein 1s for the purpose of
describing particular examples only and 1s not intended to be
limiting. As used 1n the description of the various described
examples and the appended claims, the singular forms *“a,”
“an,” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will
also be understood that the term “and/or” as used herein
refers to and encompasses any and all possible combinations
of one or more of the associated listed items. It will be
further understood that the terms “includes,” “including,”
“comprises,” and/or “comprising,” when used 1n this speci-
fication, specily the presence of stated features, integers,
steps, operations, elements, and/or components, but do not
preclude the presence or addition of one or more other
features, 1ntegers, steps, operations, elements, components,
and/or groups thereof.

[0024] The term “11”” may be construed to mean “when” or
“upon’” or “in response to determining”’ or “in response to
detecting,” depending on the context. Similarly, the phrase
“if 1t 1s determined” or ““if [a stated condition or event] 1s
detected” may be construed to mean “upon determining” or
“in response to determining” or “upon detecting [the stated
condition or event]” or “in response to detecting [the stated
condition or event],” depending on the context.
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1. System and Environment

[0025] FIG. 1A and FIG. 1B depict exemplary system 700
for use 1n various computer-generated reality technologies.
[0026] Insome examples, as illustrated in FIG. 1A, system
700 includes device 700a. Device 700a includes various
components, such as processor(s) 702, RF circuitry(ies) 704,
memory(ies) 706, image sensor(s) 708, orientation sensor(s)
710, microphone(s) 712, location sensor(s) 716, speaker(s)
718, display(s) 720, and touch-sensitive surface(s) 722.
These components optionally communicate over communi-
cation bus(es) 750 of device 700a.

[0027] In some examples, elements of system 700 are
implemented 1n a base station device (e.g., a computing
device, such as a remote server, mobile device, or laptop)
and other elements of system 700 are implemented 1n a
head-mounted display (HMD) device designed to be worn
by the user, where the HMD device 1s 1n communication
with the base station device. In some examples, device 700a
1s 1mplemented 1n a base station device or HMD device.
[0028] As 1llustrated 1n FIG. 1B, 1n some examples, sys-
tem 700 includes two (or more) devices 1n communication,
such as through a wired connection or a wireless connection.
First device 7000 (e.g., a base station device) includes
processor(s) 702, RF circuitry(ies) 704, and memory(ies)
706. These components optionally communicate over com-
munication bus(es) 750 of device 7005. Second device 700c¢
(e.g., a head-mounted device) includes various components,
such as processor(s) 702, RF circuitry(ies) 704, memory(ies)
706, 1mage sensor(s) 708, orientation sensor(s) 710, micro-
phone(s) 712, location sensor(s) 716, speaker(s) 718, display
(s) 720, and touch-sensitive surface(s) 722. These compo-
nents optionally communicate over communication bus(es)
750 of device 700c.

[0029] System 700 includes processor(s) 702 and memory
(ies) 706. Processor(s) 702 include one or more general
processors, one or more graphics processors, and/or one or
more digital signal processors. In some examples, memory
(1es) 706 are one or more non-transitory computer-readable
storage mediums (e.g., flash memory, random access
memory) that store computer-readable instructions config-
ured to be executed by processor(s) 702 to perform the
techniques described below.

[0030] System 700 includes RF circuitry(ies) 704. RF
circuitry(ies) 704 optionally include circuitry for communi-
cating with electronic devices, networks, such as the Inter-
net, intranets, and/or a wireless network, such as cellular
networks and wireless local area networks (LANs). RF
circuitry(ies) 704 optionally includes circuitry for commus-
nicating using near-field communication and/or short-range
communication, such as Bluetooth®.

[0031] System 700 includes display(s) 720. In some
examples, display(s) 720 include a first display (e.g., a left
eye display panel) and a second display (e.g., a right eye
display panel), each display for displaying images to a
respective eye of the user. Corresponding images are simul-
taneously displayed on the first display and the second
display. Optionally, the corresponding images include the
same virtual objects and/or representations of the same
physical objects from different viewpoints, resulting in a
parallax eflect that provides a user with the illusion of depth
of the objects on the displays. In some examples, display(s)
720 1include a single display. Corresponding images are
simultaneously displayed on a first area and a second area of
the single display for each eye of the user. Optionally, the
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corresponding images include the same virtual objects and/
or representations ol the same physical objects from difler-
ent viewpoints, resulting 1n a parallax eflect that provides a
user with the 1llusion of depth of the objects on the single
display.

[0032] In some examples, system 700 includes touch-
sensitive surface(s) 722 for recerving user inputs, such as tap
inputs and swipe inputs. In some examples, display(s) 720
and touch-sensitive surface(s) 722 form touch-sensitive dis-
play(s).

[0033] System 700 includes 1mage sensor(s) 708. Image
sensors(s) 708 optionally include one or more visible light
image sensor, such as charged coupled device (CCD) sen-
sors, and/or complementary metal-oxide-semiconductor
(CMOS) sensors operable to obtain images of physical
objects from the real environment. Image sensor(s) also
optionally include one or more infrared (IR) sensor(s), such
as a passive IR sensor or an active IR sensor, for detecting
infrared light from the real environment. For example, an
active IR sensor includes an IR emitter, such as an IR dot
emitter, for emitting infrared light into the real environment.
Image sensor(s) 708 also optionally include one or more
event camera(s) configured to capture movement of physical
objects 1n the real environment. Image sensor(s) 708 also
optionally include one or more depth sensor(s) configured to
detect the distance of physical objects from system 700. In
some examples, system 700 uses CCD sensors, event cam-
eras, and depth sensors in combination to detect the physical
environment around system 700. In some examples, image
sensor(s) 708 include a first 1mage sensor and a second
image sensor. The first image sensor and the second image
sensor are optionally configured to capture images of physi-
cal objects 1n the real environment from two distinct per-
spectives. In some examples, system 700 uses 1image sensor
(s) 708 to recerve user mputs, such as hand gestures. In some
examples, system 700 uses image sensor(s) 708 to detect the
position and orientation of system 700 and/or display(s) 720
in the real environment. For example, system 700 uses
image sensor(s) 808 to track the position and orientation of
display(s) 720 relative to one or more fixed objects in the
real environment.

[0034] In some examples, system 700 includes micro-
phones(s) 712. System 700 uses microphone(s) 712 to detect
sound from the user and/or the physical setting of the user.
In some examples, microphone(s) 712 includes an array of
microphones (including a plurality of microphones) that
optionally operate 1n tandem, such as to i1dentily ambient
noise or to locate the source of sound in space of the real
environment.

[0035] System 700 includes orientation sensor(s) 710 for
detecting orientation and/or movement of system 700 and/or
display(s) 720. For example, system 700 uses orientation
sensor(s) 710 to track changes in the position and/or orien-
tation of system 700 and/or display(s) 720, such as with
respect to physical objects 1n the real environment. Orien-
tation sensor(s) 710 optionally include one or more gyro-
scopes and/or one or more accelerometers.

2. Systems and Techniques for Digital Keychain

[0036] FIG. 2 illustrates a block diagram for a digital
keychain system, according to various examples. The high
level system diagram includes a digital keychain system 800
for carrying out a process, for example, using one or more
clectronic devices implementing a digital assistant. In some
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examples, system 800 1s implemented using a client-server
system (e.g., system 700), and the modules of system 800
are divided up 1n any manner between the server and a client
device. In some examples, the modules of system 800 are
divided up between the server and multiple client devices
(e.g., a mobile phone and virtual reality headset). Thus,
while portions of functions carried out by the system 800 are
described herein as being performed by particular devices of
a client-server system, 1t will be appreciated that system 800
1s not so limited. In other examples, functions carried out by
the modules within the system 800 are performed using only
a client device (e.g., a user device) or only multiple client
devices. In the system 800, some modules are, optionally,
combined, the order of some modules 1s, optionally,
changed, and some modules are, optionally, omitted. In
addition, the system 800 may be integrated into any other
function or application of a client device istead of the
digital assistant.

[0037] In accordance with some i1mplementations, the
digital keychain system 800 may include a client module
810 which may include a display that provides an input
interface and an output interface between the client (or user)
device and a user. The mput interface may be an icon of a
digital assistant or an 1con of a keychain application for a
user to provide user requests. Further, the client module 810
may have an access to a capturing device (e.g., a camera)
within the client device for capturing user inputs such as
two-dimensional or three-dimensional pictures and/or vid-
cos of physical or real-world objects (e.g., a locking device
of a bicycle). The display displays a visual output to the user.
The visual output includes three-dimensional or two dimen-
sional graphics, text, i1cons, video, or any combination
thereol. The display may receive the visual output from the
keychain display module 860. In some instances, the client
module 810 may provide audio output using one or more
audio output devices (e.g., speaker) to the client (or user)
device.

[0038] In some examples, the digital keychain system 800
includes an i1mage processing module 820 that directly
interacts with the client module 810 (or user interface
associated with the client module 810) of a client device, as
shown 1n FIG. 2. In some examples, the image processing
module 820 may process captured data (e.g., images and/or
videos) of physical objects from the client module 810.
Specifically, the image processing module 820 may process
one or more 1mages and/or videos of a physical object to
extract 1ts size, shape, dimensions, distinguishing qualities
(e.g., paint color, scratch, QR code, senal/identification
number, or other identifying mark(s)), and a surrounding
environment of the physical object.

[0039] In some examples, the image processing module
820 may process the 1mages and videos of a physical object
to store the extracted information about the physical object
within the client device or on a server 830 for future use. In
such an instance, the 1mage processing module 820 may
create one or more views (e.g., a front view, a side view, a
back view) of the physical objects based on captured 1images
and videos of the physical objects from the client module. To
enroll a new physical object (e.g., a lock), the module 820
may provide 1t a unique name, attach the physical object to
a known type (e.g., attaching a lock to a bike lock, padlock,
gate lock, etc.), and store a date, time, and a place of where
the physical object was enrolled. In some examples, while
enrolling a new physical object, the module 820 may further
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store a three-dimensional point cloud as a meta representa-
tion of the physical object. A three-dimensional point cloud
may be an augmented reality (AR) reference object, where
the AR reference object may include collection of high-
fidelity spatial mapping data for the physical object. Further,
during enrollment of the physical object (e.g., a locking
device), the private information (e.g., combination code)
may be stored as letters, numbers, or symbols. If a locking
device uses non-alphanumeric symbols then images of those
symbols may be stored.

[0040] In some examples, the image processing module
820 may store a physical object as a three-dimensional
object based on the one or more views created from the
images and/or videos. In addition, the 1mage processing
module 820 may extract and store distinguishing qualities of
the physical object that can help further identify the object
from similar looking physical objects. For example, 1f a
locking device has a scratch mark on the right side of the
device, the image processing module 820 would capture and
store such information along with dimensional and other
information of the physical device. The 1image processing
module 820 may process and store information about mul-

tiple physical objects (e.g., a bike lock, a person, a door lock,
and the like).

[0041] Alternatively, 1n some examples, the image pro-
cessing module 820 may process the images and videos of
a physical object in response to a user’s request for accessing
the physical objects. In such instances, the image processing
module 820 may process images and/or videos of a physical
object to 1dentily 1t from the list of physical objects stored
on the client device or on the server module 830. To 1dentity
the physical object, the image processing module 820 may
detect size, shape and other information of objects from the
images and compare the information with the stored data of
the physical objects. The image processing module 820 may
use additional information such as a time of the user’s
request to 1dentily the physical object. For example, 11 a user
frequently accesses a bike lock 1n the morning time, the
image processing module 820 may determine the locking
device to be the bike’s lock (from multiple similar looking
devices) 1n response to a user’s request to access the bike
lock 1n the morming time. In some examples, the 1mage
processing module 820 may update information about a
physical object periodically based 1t’s usage. For example, 11
a user frequency accesses a physical object at a certain time,
such information may be stored to help the image processing,
module 820 with identifying the physical object. In some
examples, a user has multiple similar looking locks stored
within the system, then the image processing module 820
may 1dentily the lock based on a user’s context information
and other stored information such as the stored name of the
lock, the date when the lock was enrolled, a location of the
lock at the time of enrollment and the like. For example, 1f
a user uses similar types of lock both at his front door of the
home and at his storage unit, the 1mage processing module
820 may i1dentity the correct lock based on the user’s
location at the time of receiving the unlocking request from
the user. In some examples, 1f the image processing module
820 cannot i1dentify a single lock from multiple similar
looking locks, the 1image processing module 820 may pro-
vide identification for all similar looking locks in response
to a user’s unlock request.

[0042] In some examples, physical objects may have a
capability to wirelessly communicate their identifiers or
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identifying information to a user device (e.g., mobile device)
using tags (e.g., AirTag), NFC, Ultra-Wideband (UWB)
sensors, Bluetooth, beacons, or other wireless technologies.
The 1dentifier or 1dentiiying information wirelessly commu-
nicated from physical object(s) to the user device may
enable the user device to identity the physical object(s) for
which the user 1s trying to retrieve private information. In
some examples, the image processing module 820 within a
user device may identify a physical object based on the
wireless communication and obtain private information for
the 1dentified physical object from locally stored data within
the user device.

[0043] In some examples, physical objects (e.g., locking
devices) may be 1dentified based on a location of the user
and/or NFC, UWB, Bluetooth, beacons, or other wireless
technologies. In such instances, the user 1s not required to
scan the physical objects. For example, a digital assistant
(implementing the digital keychain system 800) without an
access to camera may receive a user’'s request “what’s the
combination of this lock?”” In response, the digital assistant
may use a combination of the user’s location, ultra-wide-
band technology, Bluetooth, wireless network, or other
technology to identity the physical object based on the
user’s utterance. In the above example, the digital assistant
may figure out best match for the terms “this lock.” If a user
has a combination for a bike lock saved within the digital
assistant, the digital assistant may further determine whether
the user 1s near the lock. Accordingly, the digital assistant
may obtain the combination for the user after identitying the
lock based on a location of the user without requiring
specific unlocking request. In addition, the digital assistant
may provide predictive unlocking requests to the user. For
example, if the user returns to an arca where he left his
locked bike, an audio or display of “Do you want your bike
combination” may be provided to the user. If the user
responds “Yes” to the request then the bike combination 1s
provided the user.

[0044] In some examples, the digital keychain system 800
includes an authentication module 840. The authentication
module 840 may authenticate a user prior to providing
private information about a physical object to the user. In
some examples, the authentication module 840 may 1nteract
with the client module 810 or other modules with a user
interface to authenticate the user. In some examples, 1n
response to a user’s request for retrieving private informa-
tion or passcode for one or more physical objects, the
authentication module 840 may be invoked by a processor or
a module implementing the digital keychain system 800.
The authentication module 840 may capture (or interact with
another processor to capture), using one or mMoOre sensors,
biometric mput (e.g., fingerprint data, facial recognition
data, voice authentication data, retinal scan data) of a user
that imntends to retrieve private information or passcode for a
physical object. The client device implementing the digital
keychain system 800 may include one or more biometric
sensors, such as motion sensors, proximity sensors, 1mage
sensors (such as cameras), microphones, and/or the like to
capture the user’s biometric mput.

[0045] In some examples, upon receiving the user’s bio-
metric mput, the authentication module 840 may authenti-
cate the user. In some examples, the authentication module
840 may interact with the server module 830 to obtain stored
authentication data for the authentication process. Alterna-
tively, the authentication data may be stored locally on the
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client device on a secure enclave or a secure memory area.
The authentication module 840 may determine identity of
the user based on comparing the biometric input with stored
authentication data. For example, a camera may be used to
perform facial recognition or a microphone may be used to
perform voice recognition to determine the identity of the
user with stored authentication data.

[0046] In addition, the authentication module 840 may
perform an authentication of the user based on biometrics
authentication criteria. The criteria may be determined by a
user ol the digital keychain system 800. The biometrics
authentication criteria may define one or more methods
(e.g., facial recognition, voice recognition, etc.) and 1ts order
for performing authentication. The authentication module
840 may authenticate the user only 1f the captured biometric
data satisfies a biometric authentication critenia. For
example, an example criteria may require that the user can
only be authenticated with the facial recognition data.
Accordingly, the authentication module may not use any
other method (e.g., fingerprint data) to authenticate the user
if the user’s face 1s not recognized or cannot be recognized
because the user’s face 1s obscured by a face covering. In
contrast, a different biometric authentication criteria may
require a user to provide fingerprint data for authentication
data 1t the facial recognition fails due to a user wearing a
face covering. In some examples, 1f a user 1s trying to access
private information for the physical objects using a wearable
device (e.g., a smart watch), a user may not be required to
be authenticated to access private information 1f an authen-
tication was performed for the user to unlock the wearable
device and the user has not removed the wearable device
from his or her body since the authentication.

[0047] In some examples, the authentication module 830
may determine whether the identified user 1s authorized to
access the one or more physical object identified by the
image processing module 820. In the above examples, 11 the
user’s captured biometric data are validated using the bio-
metrics authentication criteria, then the authentication mod-
ule 840 may invoke the keychain processing module 850 to
further process the user’s request for accessing private
information of one or more objects.

[0048] In some examples, the authentication module 840
may use contextual information associated with the user to
authenticate the user. The contextual information may be a
time of the request, a location of the user, and any other
information that may help verifying the user. In some
examples, the authentication module 840 may obtain con-
textual information from the client module 810 or image
processing module 820. For example, 1f a user always
unlocks his or her bike in the morning, a request from the
user for unlock 1n the morning may expedite user’s authen-
tication without raising suspicion. In contrast, 1t the digital
keychain system 800 receives unlocking request at 2:00 AM
at night, the authentication module 840 may gather addi-
tional biometric data to confirm the user’s identity. Simi-
larly, 1 a user 1s requesting a password for a wireless modem
in a house, the authentication module may obtain user’s
location to verify that the user 1s actually 1n the house prior
to providing the password to the user.

[0049] In some examples, the digital keychain system 800
includes a server module 830. The server module 830 may
be an optional module which may be used to process and/or
store different sets of data from other modules 1n the system
800. The digital assistant server 830 may reside on the
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clectronic device or on a remote device with more process-
ing power and resources than the electronic device (e.g., a
user device). In some examples, the server 830 may receive
and store one or more information about physical objects. In
addition, the server 830 may recerve and store one or more
authentication data for a user. Further, the server module 830
may include additional information such as output format,
type of user interface of the user device, user’s preference,
and other information helpful i providing digital keychain
system functionalities to the user. In some examples, the
server module 830 may search and consult multiple sources
(e.g., Wikipedia, Google Search, etc.) to retrieve information
(e.g., a type of locking device) pertaining to the one or more
physical objects provided by the image processing module

820. The server module 830 may store such additional
information pertaining to the one or more physical objects.

[0050] In some examples, the digital keychain system 800
includes a keychain processing module 850. The keychain
processing module 850 processes the user’s request for
accessing private information for one or more physical
objects. The keychain processing module 840 may store a
set of passcodes or private information on a secure memory
area within the client device or the server module 830. In
some e¢xamples, the digital keychain system 800 may
receive one or more outputs from the i1mage processing
module 820 and the authentication module 850 prior to
processing the user’s request for accessing the private infor-
mation. Specifically, the keychain processing module 8350
may receive identification of a physical object from the
image processing module 820 and a user’s authentication
results from the authentication module 840. Upon receiving,
information about the physical object and authentication
results, the keychain processing module 840 may obtain a
password or private information for the physical object
requested by the user. For example, 11 the keychain process-
ing module 840 receives positive results about a user being
authenticated, the keychain processing module 850 may
turther process the user’s request and obtain passcode or
private mnformation for the i1dentified physical objects. The
keychain processing module 850 may forward the private
information to the keychain display module 860 for present-
ing the private information to the user over a display of the
client device.

[0051] In some examples, the digital keychain system 800
may 1nclude a keychain display module 860. The keychain
display module 860 may generate istructions for presenting
private information requested by the user over a user inter-
tace, a display, speaker or some other communication
medium. The keychain display module 860 may display the
private information in different formats based on the user’s
preference, a device type, type of physical object, and
circumstances surrounding the user. In some examples, the
keychain display module 860 may provide a graphical
presentation of the private information using one or more
templates. The one or more templates for graphical presen-
tation may be generated for different device types, a device
activity, a type of private information, and the like. For
example, 1f the user 1s wearing a computer-generated reality
headset while trying to retrieve passcode for a bike lock, the
template may suggest to show a scaled virtual image of the
bike along with the bike lock. Further, a passcode for the
bike lock may be displayed in an order that each letter of the
code needs to be entered, as shown 1n FIG. 4.
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[0052] As discussed in the above examples, the private
information may be presented to a user 1n a format that 1s
casy to follow. Further, the format of graphical presentation
may align with geometry and dimensions of the physical
object. For example, 11 a locking device requires a user to
enter the combination code 1n right to left, or left to right or
in a different orientation, then the combination code may be
presented 1n a similar orientation. For complex physical
objects, such as safes with a circular mechanism, the graphi-
cal presentation may inform the user with left to right or
right to left direction. In some examples, for a known
certified product (e.g., known type of safe), a template for
presenting unlocking information may be used for better
user experience. For example, based on a template for a
known safe, the graphical presentation of unlocking nstruc-
tion may include visually walking the user through the
unlocking of the safe. Specifically, the graphical presenta-
tion may show the user which way to turn and how far to
turn and provide step by step unlocking instructions to the
user. In some 1nstances, the digital keychain may provide
instruction for next step only after receiving confirmation
from the user about completing the previous step.

[0053] In another example, 11 a user i1s trying to retrieve
private information on a handheld device, a different tem-
plate may be used for presenting the private information to
the user within available display space on the handheld
device. In another example, 1f a user 1s requesting private
information on a handheld device while performing another
activity on a handheld device (e.g., talking on phone or
video call), the keychain display module 860 may present
the private information in a scaled down user interface on
the handheld device. In some examples, a diflerent template
may be used for presenting the private information based on
a type of physical object. For example, 11 a physical object
1s a person then private information (e.g., phone number,
address, etc.) of the person may be shown in a different
format (e.g., a user interface with a picture of person and
private information following the picture) than 1f the physi-
cal object 1s a locking device. In some examples, the
keychain display module 860 may include a template for
determining virtual objects and configuration of the virtual
objects for providing display of private information to a user.
In some examples, each of the one or more virtual objects 1s
a Graphical User Interface (GUI) component 1n a virtual
three-dimensional space.

[0054] In the above examples, the electronic device may
display one or more virtual objects or animation of the
virtual objects representing the physical objects and the
private information within a user’s background environment
on a user interface of the client device. Further, the one or
more virtual objects are scaled based on a size associated
with at least one object 1n the background environment and
a real scale of the physical object. For example, 11 a wall 1s
displayed 1n the background of a safe (a physical object), the
keychain display module 860 may display scaled virtual
objects presenting a wall, a safe, and a locking device on a
salfe on the client device based on the geometry of the
background environment.

[0055] In some examples, the keychain display module
860 may determine which communication medium to
choose for presenting the private information based on
circumstances surrounding the user. For example, 11 a user 1s
requesting private mmformation on a handheld device 1 a
noisy environment, the keychain display module 860 may
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choose to present the private information on a user interface
of the phone screen instead of speaking the private infor-
mation on a speaker.

[0056] FIG. 3 illustrates a system for providing private
information of physical objects using a digital keychain
system, according to various examples. The system 900
1llustrates steps for retrieving private information of physical
objects 1n response to a user trying to access one or more
physical objects. As shown 1n FIG. 3, the digital keychain
system 800 may be implemented within a digital assistant
905 or a software application within a client device. Accord-
ingly, in one 1mplementation, the modules 810, 820, 840,
850, and 860 are implemented within a client device imple-
menting the digital assistant 905 and module 830 may be
implemented on a remote server supporting the digital
assistant 905. Alternatively, all modules of system 800 are
implemented on the client device. In an example embodi-
ment, as shown 1n FIG. 3, a user 902 may request the digital
keychain system 800 to get passcode for a combination bike
lock 904 to unlock the bike lock. The user 902 may obtain
the combination code for the bike lock using at least one of
steps S1-57.

[0057] In step S1, a user 902 may request the client
module 810 of the digital assistant 905 or a software
application implementing the digital keychain system 800
for the unlocking instruction for a physical object (e.g., bike
lock 904). The user 902 may request the digital assistant 9035
in many ways and formats. In some examples, a user may
provide a written request for unlocking instruction for a
physical object where the request may include one or more
images or video of the physical object (e.g., bike lock 904).
Alternatively, the user 902 may provide a user request in the
form of a speech mput to the client module 810. For
example, the user 902 may provide a command “Hey Digital
Assistant, what 1s the passcode for my bike lock™ after
clicking on an i1con for a digital assistant or an 1con of a
soltware application. In response, the client module 810 may
request the user to capture a picture or video of the bike lock.
In response, the client module 810 may capture two-dimen-
sional or three-dimensional pictures and/or videos of physi-
cal or real-world objects (e.g., a bike lock 904). The client
module 810 may trigger one or more capturing devices (e.g.,
camera) to capture pictures and/or videos of the physical
object.

[0058] In step S2, the client module 810 may forward the
user’s mputs mcluding pictures and/or videos of a physical
object to the 1mage processing module 820. Specifically, the
client module 810 may forward images and/or videos of
physical objects captured by the capturing device (e.g.,
camera) to the image processing module 820. For example,
to process a user’s request for the passcode of bike lock 904,
the client module may forward photographs or video of the
bike lock 904 to the image processing module 820. In
addition, the client module 810 may forward additional
information such as the user’s request and contextual 1nfor-
mation associated with the user’s request. For example, for
retrieving passcode for the bike lock 904, the client module
810 may forward pictures of the bike lock 904, a time of the
user’s request, a location of the user’s device, and similar
information to the image processing module 820.

[0059] In response to receiving the user’s inputs and
contextual information, the 1mage processing module 820
may process captured data (e.g., images and/or videos) of
physical objects from the client module 810. To process the
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user’s request, the image processing module 820 may create
one or more views of the physical objects based on captured
images and videos of the physical objects to extract 1ts size,
shape, dimensions, distinguishing qualities of the physical
object (e.g., RFID, model number, etc.), and a surrounding
environment (e.g., time of a user’s request) of the physical
object. The image processing module 820 may compare the
extracted information with information from a list of physi-
cal objects on the client device or on a server module 830.

[0060] In step S3, the image processing module 820 may
obtain a list of registered physical objects and information
about them from the module server 830 for identifying the
physical object. Alternatively, the 1mage processing module
820 may send extracted information of the physical object to
the server module 830 and in response, receive the 1dentity
ol the physical object from the server module 830. In some
examples, the 1mage processing module 820 may have the
information about registered physical objects on a local
memory associated with the client device. Accordingly, in
such instance, the 1mage processing module 820 does not
interact with the remote server module 830 or obtain any
data from the server module 830 under step S3.

[0061] In some examples, 1n response to a user’s request
for accessing a physical object, the 1mage processing mod-
ule 820 may process 1mages and/or videos of the physical
object to 1dentily 1t from the list of physical objects stored
on the client device or on the server module 830. To 1dentity
the physical object, the image processing module 820 may
compare the extracted size, shape, dimension, and other
information of objects from the 1images with the stored data
of the physical objects. The image processing module 820
may use additional information such as a time of the user’s
request to 1dentily the physical object. For example, 1f a user
frequently tries to access a bike lock 904 every morning and
in response to a user’s request to unlock a locking device, the
image processing module 820 may determine the locking
device to be the bike lock 904 11 the system has two similar
looking locking devices stored.

[0062] In step S4, the image processing module 820 may
forward an 1dentity of a physical object to the authentication
module 840 to further process the user’s request. In some
examples, in step S4, the 1image processing module 820 may
send additional data or contextual information (e.g., a user’s
location or time of the request) or all information associated
with the user’s request to the authentication module 840
along with the 1dentity of the physical object. Alternatively,
the 1image processing module 820 may trigger the authenti-
cation module 840 to further process the user’s request and
send the identity of the physical object to the keychain
processing module 8350 1n step S4. In another implementa-
tion, under step S4, the image processing module 820 may
forward the 1dentity of the physical object to the keychain
processing module 850, and 1n response, the keychain
processing module 850 may trigger the authentication mod-
ule to authenticate the user 902. In another implementation,
if the image processing module 820 1s not able to 1dentify the
physical objects based on the stored physical objects, the
module 820 may trigger the client module 810 to display an
error message (e.g., “Locking device not found™) on a
display associated with the digital assistant 905.

[0063] Inthe above examples, in response to receiving the
identity of the physical object and a user requesting infor-
mation at the authentication module 840, the authentication

module 840 may trigger the authentication process for the
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user. The authentication module 840 may use one or more
authentication mechamsms to capture a user’s biometric
data and authenticate the user. The authentication module
840 may capture, using one or more sensors, biometric mput
(e.g., ingerprint data, facial recognition data, voice authen-
tication data, retinal scan data) of a user that intends to
retrieve private mnformation for physical objects. The device
implementing the digital keychain system 800 may include
one or more biometric sensors, such as motion sensors,
proximity sensors, image sensors (such as cameras), micro-
phones, and/or the like to capture a user’s biometric iput.
In the above example, the authentication module 840 may
ecnable 1mage sensors to capture the user’s face to authen-
ticate the user for receiving passcode for the bike lock 904.
In some examples, multiple authentication mechanisms may
be required to authenticate the user. For example, the
authentication module 840 may require a user’s facial rec-
ognition data as well as fingerprint data to authenticate the
user. As described 1n FIG. 2, the authentication may be
performed based on a configured authentication critenia
(e.g., use multiple authentication mechanisms) for a user. In
the above examples, the authentication module 840 may use
the contextual information received under step S4 for
authenticating the user. For example, the authentication
module 840 may analyze contextual information such as a
time of request with user’s historical behavior to further
verily the user’s i1dentity.

[0064] In step S5, the authentication module 840 may
interact with server module 830 to obtain certain informa-
tion such as authentication data for authorized users, his-
torical access information, and the like to authenticate the
user. In addition, the authentication module 840 may interact
with server module 830 to get authentication for the user 902
from other remote devices and/or other users. The server
module 830 may obtain access permission for the user 902
from other devices or users 1n response to a user’s request.
For example, a first user and a second user may both have
the digital keychain system 800 integrated within their
devices. The first user may request the server module 830 to
obtain access permission from the second user for accessing
code for the bike lock 904. The permission from the second
user may be obtained and stored by the server module 830.
Accordingly, the authentication module 840 may use the
authentication data, contextual information, and other infor-
mation from the server module 830 to authenticate the user.
Alternatively, the authentication data, contextual informa-
tion, and other information may be stored locally within the
client device. In such an 1nstance, step S5 1s not performed.

[0065] In step S6, the authentication module 840 may
provide results of authentication to the keychain processing,
module 850. The keychain processing module 850 further
processes the user’s request for accessing private imforma-
tion for one or more physical objects. In some examples, 1T
a user has been authenticated within the module 840, the
keychain processing module 840 may obtain private infor-
mation for the physical object. The keychain processing
module 840 may obtain the passcode or private information
from the secure memory area within the client device or the
server module 830. In some examples, 11 the authentication
module 840 determines that the user does not have permis-
s10n to access the private information or passcode, the failed
authentication results are further sent to the keychain pro-
cessing module 8350 1n step S6. In response to receiving the
falled authentication, the keychain processing module 850
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may trigger the client module 810 to display an error
message (e.g., “the user 1s not authorized”) on a display
associated with the digital assistant 905.

[0066] In some examples, 1n step S6, the digital keychain
system 800 may receive both outputs from the 1mage
processing module 820 (recerved at the authentication mod-
ule 840 1n step S4) and the authentication module 840. The
keychain processing module 840 may process a user’s
request for accessing one or more physical objects based on
results or outputs from the image processing module 820
and the authentication module 840. Specifically, the key-
chain processing module 850 may receive physical object
identification from the 1mage processing module 820 and a
user’s authentication results from the authentication module
840. Upon receiving information about the physical object
and authentication results, the keychain processing module
840 may obtain private information for the physical objects.
For example, 1t the bike lock 904 1s identified based on
results from the 1image processing module 820 and the user
902 1s authorized to access the bike lock combination based
on results from the authentication module 840, the keychain
processing module 840 obtains the combination passcode

for the bike lock 904 from local device storage or server
module 830.

[0067] In step S7, the keychain processing module 850
may forward the private information to the keychain display
module 860 for providing the private information to the user.
The keychain display module 860 may generate instructions
for presenting private information requested by the user over
a user interface, a display, speaker or some other output
device. The keychain display module 860 may display the
private information in different formats based on the user’s
preference, a device type, a type of physical object, and
circumstances surrounding the user. In some examples, the
keychain display module 860 may provide a graphical
presentation of the private information using one or more
templates. For example, 1f the user 1s wearing a computer-
generated reality headset while trying to retrieve passcode
for the bike lock 904, the template may suggest to show a
scaled virtual image of the bike along with the bike lock 904.
Further, a passcode for the bike lock 904 may be displayed

in an order that each letter of the code needs to be entered,
as shown 1n FIG. 4.

[0068] In some examples, different combinations and
orders of steps S1 to S7 may be used to register a physical
object for the user. Specifically, a user may invoke a physical
object registration by clicking on a registration icon on an
application or a digital assistant implementing the digital
keychain system 800. To register the physical object, the
client module 810 may request a user to capture one or more
pictures and/or videos of the physical object. Upon captur-
ing the pictures and/or videos, the client module 810 may
torward the pictures and/or videos to the 1image capturing
module 820. The image processing module 820 may extract
information (e.g., dimensions) about the physical objects,
create diflerent views of the physical object based on the
extracted information, and store the views and information
within the client device or on a server 830 for future use. In
some examples, the 1mage processing module 820 may
create one or more views (e.g., a front view, a side view, a
back view) of the physical objects and store a physical object
as a three-dimensional virtual object based on the one or
more views. In addition, the image processing module 820
may extract and store distinguishing qualities of the physical
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object that can help further identify the object from similar
looking physical objects. The client module 810 may be
turther invoked to retrieve the private information for the
physical object from the user. After receiving the private
information or passcode from the user, the client module 810
(and/or the 1mage processing module 820) may forward the
identification of the stored physical object and the private
information to the keychain processing module 850. The
keychain processing module 850 may store the mapping
between the physical object and private information within
a secure enclave on the client device or on the server module

830.

[0069] In some examples, the private information for the
physical objects may be shared with a group of users on their
respective electronic devices. In some examples, a client
module 810 may provide a user interface to enable the user
to share private information for one or more physical objects
with other users. The user may share lock access with
anyone or everyone within a secure sharing group. In some
examples, the client module 810 may send an encrypted
share link over messages to share the private information for
the physical objects with other user(s).

[0070] In an example embodiment, the digital keychain
system 800 (or functionality of system 800) may be imple-
mented by a mobile device. In some examples, a user may
point his or her mobile device (with a camera turned on) at
a locking device. The user may further invoke a digital
assistant and provide a speech request (e.g., “OK assistant,
What’s the combination?””) for obtaining combination of the
locking device. In response, the mobile device may authen-
ticate user using one or more authentication methods dis-
cussed 1 FIG. 2 description. The mobile device may further
identify the locks using methods discussed 1n FIGS. 2 and 3
descriptions. The mobile device may further obtain the
password or combination for the locking device and display
it in an augmented overlay over the mobile device.

[0071] In an another embodiment, the digital keychain
system 800 (or functionality of system 800) may be imple-
mented an augmented reality glasses or virtual reality head-
set. In some examples, a user may look at the lock wearing
a augmented reality glasses or virtual reality glasses (as
shown 1 FIG. SB). The user may mnvoke a digital assistant
(or a processor) associated with the AR or VR headset and
identify the lock. The AR or VR headset may further
authenticate the user using one or more authentication
methods. The headset may further determine that the user
wants to see a passcode for the lock based on gaze direction
of the user’s eyes. Accordingly, the AR or VR headset may
display the passcode 1n an augmented overlay.

[0072] In an example embodiment, the digital keychain
system 800 (or functionality of system 800) may be imple-
mented by a mobile device. In some examples, a user may
tap back of the mobile device to a locking device and detects
a lock 1dentification via NFC (Near-Field Communication).
The mobile device may then verily the user’s identity by
using authentication methods, pull password or combination
tor the locking device, and display the passcode on screen

with an animation for the locking device using modules
disclosed 1n FIG. 2.

[0073] FIG. 4 illustrates an example display of passcode
tor a bike lock using a digital keychain system, according to
various examples. As discussed 1n the FIG. 3 description, the
private information of the locking device may be presented
on a display of the client device 1n response performing steps
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S1-S7. Specifically, 1n response to a user’s request to retrieve
private information for a physical object, the private infor-
mation for the one or more objects may be provided to the
user 1n different formats based on a user specific criteria, a
device type, a type of physical objects, and circumstances
surrounding the user.

[0074] In an example embodiment, as shown 1n FIG. 4, a
user may request unlocking instruction for the bike lock
attached to the bike 1004. A user may request by clicking a
picture of the bike lock within a digital assistant interface
implementing the digital keychain system 800. Alterna-
tively, a user may request unlocking instruction for the bike
lock attached to the bike 1004 using speech input to the
digital assistant (e.g., Hey Digital Assistant, what 1s com-
bination of my bike lock?). Alternatively, a request for bike
lock combination may be provided by the digital assistant
upon detecting a location of the user device close to the bike.

[0075] Inresponse, the combination code for the bike lock
may be provided to a user using a specific display template.
As shown 1n FIG. 4, 1n response to a request for unlocking
instruction for the bike lock, display 1000 may be presented
to the user on a user 1interface or a display associated with the
digital assistant. The display 1000 may include a scaled
virtual 1image of the bike 1004, scaled virtual image of the
bike lock 1002, and passcode 1006 for unlocking the bike
lock embedded to the virtual image of the bike lock 1002.
The display 1000 may be generated based on images and/or
video captured and/or stored by the digital keychain system
800 and templates for presenting the unlocking instruction.
A specific template from a list of templates may be used for
providing the graphical presentation, as shown 1n FIG. 4, of
the combination code to the user. For example, to provide
unlocking instruction for a combination lock 1002, the
digital keychain system 800 (or a module within the system
800) may identily a template based on the type of lock, a
type ol physical object, and other information about the bike
lock and the user. Here, a template specific to a traditional
combination lock showing four horizontal key entries with
a passcode 1006 next to each of the combination entry to
provide step by step unlocking instruction to the user. For
example, the wvirtual code entry pad 1002 i1s displayed
horizontally to match the actual keypad for the combination
lock of the bike. In some examples, a template for a physical
object simply requires to display a passcode within a scaled
up version of the locking device.

[0076] In the above example, 1f the user device 1s a
handheld device instead of the virtual reality headset, the
graphical presentation of the unlocking instruction and the
passcode within a virtual image of a physical object may be
scaled down to fit into the handheld device. In some
examples, different templates may be used to show the
graphical presentations on different device types (e.g.,
mobile device, virtual reality headset, etc.).

[0077] FIG. S5A illustrates an example use of a digital
keychain system for physical objects on a handheld device,
according to various examples. In some examples, the
digital keychain system may 800 be used to store and
manage secure information for any physical object 1106
(e.g., bike lock, door lock, keypad lock, person, etc.). The
digital keychain system 800 implemented on a user’s hand-
held device 1104 (e.g. mobile phone), a user 1102 may
request to store and manage information on any type of
physical object 1106 in a real-world environment. For
example, as discussed in FIGS. 3 and 4, a user 1102 may




US 2024/0214208 Al

store and manage secure or private mmformation about a
locking device (e.g., bike lock, keypad locker, etc.) using the
digital keychain system implemented on the user’s handheld
device 1104. In some examples, a user 1102 may store and
manage private information for a physical object such as a
wireless modem, a router, a computer, or other type of
devices that can be accessed online with a certain unlocking
code or password. For example, a user may retrieve pass-
word for a wireless network by scanning a wireless modem
in a home with his handheld device 1104. In some examples,
a user 1102 may store and manage private information for a
physical object 1106 such as a person. For example, a user
1102 may store and manage private information (e.g., phone
number, address, etc.) of a person, and retrieve the private
information of the person 1n response to scanning a person
from a user’s handheld device 1104. Alternatively, a user
may retrieve the private information of the person in
response to providing a speech mput to the digital assistant
(e.g., “Hey Digital Assistant, what 1s birthday of my son?”).

[0078] As discussed in FIGS. 3 and 4 descriptions, private
information of a physical object 1106 may be presented to
the user 1102 on the handheld device 1104 based on the type
of the device. For example, as shown 1n FIG. 5A, for a user
1102 with a handheld device 1104, private information for a
physical object 1106 may be provided to the user over a user
interface that may cover a portion of display of the handheld
device 1104 using one or more display templates for the

handheld device.

[0079] FIG. 5B illustrates an example use of a digital
keychain system for physical objects on a computer-gener-
ated reality headset, according to various examples. In some
examples, the digital keychain system may 800 be used to
store and manage secure information for any physical object
1106 viewed by a user 1102 on the user’s computer-gener-
ated reality headset 1108. A computer-generated reality
headset 1108 may be an augmented reality glasses (AR
glasses) or a virtual reality headset (VR headset). In some
examples, a user 1102 may store and manage secure or
private information about a person using the digital keychain
system 800 implemented on the user’s headset 1108 using
steps S1-S7. For example, a user may store and manage
private information (e.g., social security number) of a person
(object 1106), and retrieve the private immformation of the
person 1n response when the user 1102 looks at the person
wearing the headset 1108. In an example embodiment, a user
1102 may store private information (e.g., social security,
insurance imformation, date of birth, etc.) about his or her
chuld (object 1106) on the digital keychain system 800
implemented on the computer-generated reality headset or
glasses 1108. Accordingly, 11 a user 1102 1s at doctor’s oflice
with his or her child (object 1106), the user 1102 may look
at his or her child (object 1106) and trigger the digital
keychain system 800 in order to view the child’s social
security, msurance information, and other private informa-
tion on a virtual display of the headset 1108. For example,
as shown 1n FIG. 5B, for a user with a computer-generated
reality headset 1108, private information for a physical
object may be provided to the user over a user interface that
may cover a portion of display of the computer-generated
reality headset 1108 using one or more display templates for
the computer-generated reality headset 1108.
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3. Processes for Providing Private Information For
Physical Objects

[0080] FIG. 6 illustrates a process for providing private
information for physical objects, according to wvarious
examples. Process 1200 1s performed, for example, using
one or more electronic devices implementing a digital
assistant or a software application for digital keychain
system 800. In some examples, one or more blocks of
process 1200 are performed by one or more remote devices
(e.g., one or more remote servers, one or more local servers,
a cloud computing system, and/or the like). Alternatively,
the one or more blocks of process 1200 are performed by the
one or more client electronic devices implementing a digital
assistant or a software application. For example, the blocks
of process 1200 are divided up in any manner between one
or more servers (e.g., DA server 830) and a client device.
Thus, while portions of process 1200 are described herein as
being performed by particular devices, 1t will be appreciated
that process 1200 1s not so limited. In another example, the
process 1200 1s performed using only a client device or
multiple client devices. In process 1200, some blocks are,
optionally, combined, the order of some blocks 1s, option-
ally, changed, and some blocks are, client devices, option-
ally, omitted. In some examples, additional steps may be
performed 1n combination with the process 1200.

[0081] In some examples, the electronic device (e.g., a
personal or client electronic device (e.g., a mobile device, a
tablet computer, a smart watch, a desktop, or a laptop) or a
communal electronic device (e.g., a smart TV, virtual reality
headset (e.g., VR headset), or a smart speaker)) may be
connected to a communications network (e.g., local area
networks (LAN) or wide area networks (WAN), e.g., the
Internet). The electronic device may include a display which
may provide an imput interface and an output interface
between the electronic device and a user. The input interface
may be an icon of a digital assistant or a software application
for a user to provide user requests.

[0082] In some examples, at block 1202, an electronic
device (a client module or a processor of the electronic
device) recerves a user request. The user request may be to
scan one or more objects in a real-world environment for
obtaining private information for the one or more objects
(discussed 1n step S1 of FIG. 3). In some examples, the
clectronic device (e.g., client module 810) may scan one or
more objects within a real-world environment using a real-
time capturing device associated with the electronic device
in response to the user request. In the above examples, the
real-world environment 1s a surrounding environment of the
user providing the user request. In the above examples, one
of the one or more objects 1s a locking device or a physical
object (e.g., bike lock, door lock, keypad lock, a person,
etc.).

[0083] Inthe above examples, in response to receiving the
user request, steps 1204, 1206, 1208, 1210, and 1212 are
performed by one or more processors associated with the
clectronic device.

[0084] In some examples, at block 1204, the electronic
device (e.g., image processing module 820) may generate
one or more views ol the one or more objects. In some
examples, each of the one or more views 1s at least one of
three-dimensional or two-dimensional 1mages or videos of
the one or more objects. To generate the one or more views,
the electronic device (or a processor of the electronic device




US 2024/0214208 Al

or 1mage processing module 820) may perform techniques
described i FIG. 2 and FIG. 3 (step S2) descriptions.

[0085] In some examples, at block 1206, the electronic
device may i1dentily at least one of the one or more objects
as a locking device from a list of stored objects based on the
one or more views ol the objects (using techniques discussed
in step S2 of FIG. 3). In the above examples, 1dentifying at
least one of the one or more objects to be the locking device
based on the one or more views includes: determining at
least one of shapes, sizes, and dimensions of the one or more
objects based on the one or more views and matching the at
least one of the shapes sizes, and dimensions of the one or
more objects with object information to 1dentify at least one
object to be a locking device. The object information may be
stored on a secure memory area within the electronic device
or a remote server, as discussed 1 FIGS. 2 and 3 descrip-
tions.

[0086] In some examples, at block 1208, the electronic
device may authenticate the user based on biometric data
and contextual information to further process the user
request. In some examples, the electronic device (e.g.,
authentication module 840) authenticating the user based on
biometric data may obtain the biometrics data associated
with the user using a predetermined authentication method
and validate an identity of the user by matching the biomet-
ric data with authentication data for the user. In some
examples, the contextual information includes at least one
information about the user, information about the electronic
device, or information about circumstances surrounding the
user’s request. In some examples, the biometric data of the
user includes fingerprint data, facial identification data,
voice data, or eye scan data.

[0087] In some examples, at block 1210, the electronic
device may obtain instructions for unlocking the locking
device 1n response to authenticating the user. The instruc-
tions for unlocking the locking device may include at least
one of an unlock code, password, combination code, or
information for unlocking the locking device. In some
examples, the one or more objects may be a physical object
such as a person. Accordingly, for a physical object that 1s
a person, the electronic device (e.g., keychain processing
module 840), at block 1210, may obtain instruction for
providing private information for the person to the user.

[0088] In some examples, at block 1212, the electronic
device may provide the obtained instructions to the user. The
clectronic device (e.g., keychain display module 860) pro-
vides the instruction to the user by creating an animation
involving the instructions and the one or more objects and
presenting the animation on a user interface within the
clectronic device. In some examples, the electronic device
may determine a communication’s medium associated with
the electronic device for providing instructions to the user
and then provide the instructions to the user using the
determined commumnication. The communication’s medium
may be at least one of a display screen on the electronic
device, speaker of the electronic device, a virtual reality
display, and an augmented reality display associated with the
clectronic device. In some examples, a display of each of the
one or more virtual objects or animation of the istructions
1s presented with a virtual background of the physical
objects and 1nstructions for the objects.

[0089] In some examples, the visual representation of the
response may be presented based on a state of the user or
activities on the electronic device. For example, 11 a user
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request 1s provided while the user 1s talking on the phone, the
response may be provided to the user on a portion of a screen
in a condensed form together with the phone application or
over the phone application. Alternatively, other content or
applications open and displayed on the user device may be
closed to allow visual representation of the response. Alter-
natively, 1n response to obtaining mstructions for unlocking
the locking device, the electronic device (or a processor
associated with the electronic device) may unlock the lock-
ing device remotely using the instructions.

[0090] The operations described above with reference to
FIGS. 4-6 are optionally implemented by components
depicted mn FIGS. 1A, 1B, 2, and 3. For example, the
operations of process 1200 may be implemented by system
700 or 800. It would be clear to a person having ordinary
skill 1n the art how other processes are implemented based
on the components depicted 1n FIGS. 1A, 1B, 2, and 3.
[0091] In accordance with some implementations, a com-
puter-readable storage medium (e.g., a non-transitory com-
puter readable storage medium) 1s provided, the computer-
readable storage medium storing one or more programs for
execution by one or more processors of an electronic device,
the one or more programs including instructions for per-
forming any of the methods or processes described herein.
[0092] In accordance with some implementations, an elec-
tronic device (e.g., a portable electronic device) 1s provided
that comprises means for performing any of the methods or
processes described herein.

[0093] In accordance with some implementations, an elec-
tronic device (e.g., a portable electronic device) 1s provided
that comprises a processing unit configured to perform any
of the methods or processes described herein.

[0094] Inaccordance with some implementations, an elec-
tronic device (e.g., a portable electronic device) 1s provided
that comprises one or more processors and memory storing
one or more programs for execution by the one or more
processors, the one or more programs including instructions
for performing any of the methods or processes described
herein.

[0095] The foregoing description, for purpose of explana-
tion, has been described with reference to specific embodi-
ments. However, the 1llustrative discussions above are not
intended to be exhaustive or to limit the mvention to the
precise forms disclosed. Many modifications and variations
are possible 1n view of the above teachings. The embodi-
ments were chosen and described 1n order to best explain the
principles of the techniques and their practical applications.
Others skilled 1in the art are thereby enabled to best utilize
the techmiques and various embodiments with various modi-
fications as are suited to the particular use contemplated.

[0096] Although the disclosure and examples have been
tully described with reference to the accompanying draw-
ings, it 1s to be noted that various changes and modifications
will become apparent to those skilled in the art. Such
changes and modifications are to be understood as being
included within the scope of the disclosure and examples as
defined by the claims.

[0097] As described above, one aspect of the present
technology 1s the gathering and use of data available from
various sources to quickly provide access to desired set of
actions to a user viewing or browsing content on an elec-
tronic device. The present disclosure contemplates that in
some 1nstances, this gathered data may include personal
information data that uniquely 1dentifies or can be used to
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contact or locate a specific person. Such personal informa-
tion data can mclude demographic data, location-based data,
telephone numbers, email addresses, twitter 1Ds, home
addresses, data or records relating to a user’s health or level
of fitness (e.g., vital signs measurements, medication infor-
mation, exercise information), date of birth, or any other
identifying or personal information.

[0098] The present disclosure recognizes that the use of
such personal mmformation data, 1n the present technology,
can be used to the benefit of users. For example, the personal
information data can be used to deliver accurate responses to
requests that are of greater interest to the user. Accordingly,
use of such personal information data enables users calcu-
lated control of response resolution. Further, other uses for
personal information data that benefit the user are also
contemplated by the present disclosure. For istance, health
and {itness data may be used to provide msights into a user’s
general wellness, or may be used as positive feedback to
individuals using technology to pursue wellness goals.

[0099] The present disclosure contemplates that the enti-
ties responsible for the collection, analysis, disclosure, trans-
fer, storage, or other use of such personal information data
will comply with well-established privacy policies and/or
privacy practices. In particular, such entities should imple-
ment and consistently use privacy policies and practices that
are generally recognized as meeting or exceeding industry or
governmental requirements for maintaining personal infor-
mation data private and secure. Such policies should be
casily accessible by users, and should be updated as the
collection and/or use of data changes. Personal information
from users should be collected for legitimate and reasonable
uses of the entity and not shared or sold outside of those
legitimate uses. Further, such collection/sharing should
occur after receiving the informed consent of the users.
Additionally, such entities should consider taking any
needed steps for sateguarding and securing access to such
personal information data and ensuring that others with
access to the personal information data adhere to their
privacy policies and procedures. Further, such entities can
subject themselves to evaluation by third parties to certily
theirr adherence to widely accepted privacy policies and
practices. In addition, policies and practices should be
adapted for the particular types of personal information data
being collected and/or accessed and adapted to applicable
laws and standards, including jurisdiction-specific consid-
erations. For instance, 1in the US, collection of or access to
certain health data may be governed by federal and/or state
laws, such as the Health Insurance Portability and Account-
ability Act (HIPAA); whereas health data 1n other countries
may be subject to other regulations and policies and should
be handled accordingly. Hence diflerent privacy practices
should be maintained for different personal data types 1n
cach country.

[0100] Despite the foregoing, the present disclosure also
contemplates embodiments 1n which users selectively block
the use of, or access to, personal information data. That 1s,
the present disclosure contemplates that hardware and/or
software elements can be provided to prevent or block
access to such personal information data. For example, 1n
the providing visual representation of snippets, the present
technology can be configured to allow users to select to “opt
in” or “opt out” of participation in the collection of personal
information data during registration for services or anytime
thereafter. In another example, users can select not to
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provide access to their location information or contacts
information. In addition to providing “opt in” and “opt out”
options, the present disclosure contemplates providing noti-
fications relating to the access or use of personal informa-
tion. For mstance, a user may be notified upon downloading
an app that their personal information data will be accessed
and then reminded again just before personal information
data 1s accessed by the app.

[0101] Moreover, 1t 1s the 1ntent of the present disclosure
that personal information data should be managed and
handled 1in a way to minimize risks of unintentional or
unauthorized access or use. Risk can be minimized by
limiting the collection of data and deleting data once it 1s no
longer needed. In addition, and when applicable, including
in certain health related applications, data de-identification
can be used to protect a user’s privacy. De-1dentification
may be facilitated, when appropriate, by removing specific
identifiers (e.g., date of birth, etc.), controlling the amount or
specificity of data stored (e.g., collecting location data at a
city level rather than at an address level), controlling how
data 1s stored (e.g., aggregating data across users), and/or
other methods.

[0102] Therefore, although the present disclosure broadly
covers use of personal information data to implement one or
more various disclosed embodiments, the present disclosure
also contemplates that the various embodiments can also be
implemented without the need for accessing such personal
information data. That 1s, the various examples of the
present technology are not rendered inoperable due to the
lack of all or a portion of such personal information data. For
example, For example, sensors can be enabled by inferring
preferences based on non-personal information data or a
bare mimmimum amount of personal information, such as
non-personal information available to the digital assistant, or
publicly available mnformation.

What 1s claimed 1s:

1. An electronic device comprising:
One Or mMore pProcessors;

a memory; and

one or more programs, wherein the one or more programs
are stored 1n the memory and configured to be executed
by the one or more processors, the one or more pro-
grams including instructions for:

scanning one or more objects within a real-world
environment using a real-time capturing device asso-
ciated with the electronic device 1n response to
receiving a user request;

generating one or more views ol the one or more
objects;

identifying at least one of the one or more objects as a
locking device based on the one or more views;

authenticating the user based on biometric data and
contextual information;

obtaining instructions for unlocking the locking device
in response to authenticating the user; and

providing the instructions to the user.

2. The electronic device of claim 1, wherein the user

request 1s to scan the one or more objects 1n the real-world
environment for obtaining 1nstructions for unlocking the one
Oor more objects.

3. The electronic device of claim 1, each of the one or
more views 1s at least one of three-dimensional or two-

dimensional 1mages or videos of the one or more objects.
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4. The electronic device of claim 1, wherein 1dentifying at
least one of the one or more objects to be the locking device
based on the one or more views comprises:

determining at least one of shapes, sizes, and dimensions

of the one or more objects based on the one or more
views; and

matching the at least one of the shapes sizes, and dimen-

stons of the one or more objects with object 1nforma-
tion to i1dentify at least one object to be a locking
device.

5. The electronic device of claim 1, wherein the object
information 1s stored on a secure memory area within the
clectronic device or a remote server.

6. The electronic device of claim 1, wherein authenticat-
ing the user based on biometric data comprises:

obtaining the biometrics data associated with the user

using a predetermined authentication method; and
validating an identity of the user by matching the bio-
metric data with authentication data for the user.

7. The electronic device of claim 1, wherein the instruc-
tions for unlocking the locking device includes at least one
of an unlock code, password, combination code, or one or
more steps for unlocking the locking device.

8. The electronic device of claam 1, wherein the one or
more programs further include instructions for:

determining a communication’s medium associated with

the electronic device for providing instructions to the
user; and

providing the instructions to the user using the determined

communication.

9. The electronic device of claim 1, wherein the commu-
nication’s medium 1s at least one of a display screen on the
clectronic device, speaker of the electronic device, a virtual
reality display, and an augmented reality display associated
with the electronic device.

10. The electronic device of claim 1, wherein the real-
world environment 1s a surrounding environment of the user
providing the user request.

11. The electronic device of claim 1, wherein the contex-
tual information includes at least one information about the
user, information about the electronic device, or information
about circumstances surrounding the user’s request.

12. The electronic device of claim 1, wherein providing
the 1nstructions to the user comprises:

creating an animation mvolving the mnstructions and the

one or more objects; and

presenting the animation on a user interface within the

clectronic device.

13. The electronic device of claim 1, wherein at least one
of the one or more objects 1s a locking device or a physical
object surrounding the locking device.
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14. The electronic device of claim 1, wherein the biomet-
ric data of the user includes at least one of fingerprint data,
facial 1dentification data, voice data, or eye scan data.

15. The electronic device of claim 1, wherein the one or
more programs further include instructions for:

in response to obtaining instructions for unlocking the

locking device:

unlocking the locking device remotely using the instruc-

tions.

16. The electronic device of claim 1, wherein the one or
more programs further include istructions for:

in response to scanning the one or more objects:

identifying at least one of the one or more objects;

authenticating the user based on biometric data and
contextual information;

obtaining private information for the at least one object
in response to authenticating the user; and

providing the private information to the user.

17. A method performed on an electronic device, the
method comprising:

scanning one or more objects within a real-world envi-

ronment using a real-time capturing device associated
with the electronic device 1n response to receiving a
user request;

generating one or more views of the one or more objects;

identifying at least one of the one or more objects as a
locking device based on the one or more views;

authenticating the user based on biometric data and con-
textual information;

obtaining 1nstructions for unlocking the locking device 1n

response to authenticating the user; and

providing the instructions to the user.

18. A non-transitory computer-readable storage medium
storing one or more programs, the one or more programs
comprising 1nstructions, which when executed by one or
more processors of a electronic device, cause the electronic
device to:

scan one or more objects within a real-world environment

using a real-time capturing device associated with the
clectronic device in response to receiving a user
request;

generate one or more views of the one or more objects;

1dentily at least one of the one or more objects as a locking,

device based on the one or more views;

authenticate the user based on biometric data and contex-

tual information;

obtain instructions for unlocking the locking device 1n

response to authenticating the user; and

provide the instructions to the user.
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