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1
DOMAIN NAME SERVICE SERVER

FIELD OF THE INVENTION

The present invention relates generally to server appli-
ances, and more particularly to domain name service server
appliances.

BACKGROUND OF THE INVENTION

A domain name service (DNS) 1s generally a directory
service for translating user ifriendly alphanumeric names for
specific computers or hosts within a computer network 1nto
computer recognizable numerical addresses. While DNS was
originally developed to facilitate communications between
computers via the Internet, the use of DNS 1s becoming
increasingly common in intranet environments, especially
those which employ Internet Protocol (IP) to send data from
one computer to another within a network.

Intranet and Internet-connected computers utilize a
numeric addressing system to locate and route communica-
tions to other computers within a network. The numeric
addressing system requires that each computer connected to
the Internet have i1ts own unique numeric IP address. IP
addresses are typically 32 bit addresses that are represented
by a string of numbers separated by periods, such as for
example, ©“192.168.10.100.” Since numeric addresses are dii-
ficult to remember, DNS was created to enable the pairing of
domain names to specific numeric IP addresses. For example,
when an Internet user types in the domain name “www.sup-
port.infoblox.com,” DNS 1s the intermediary system that
translates the domain name to the corresponding numeric 1P
address, “192.168.10.100.”

There are generally two different entities which interact
with the DNS server: clients and administrators. Clients are
generally other computers which request IP addresses asso-
ciated with specific domain names from the DNS server.
Admuinistrators are the individuals responsible for managing,
the DNS data stored 1n the DNS server.

Many large organizations, such as for example corporate
intranets, commercial Internet Service Providers (ISPs),
Internet content providers and educational and government
institutions maintain IP based computer networks. Such orga-
nizations typically develop and maintain their own DNS serv-
ers for Internet and intranet applications. For prior art sys-
tems, establishing a DNS server usually requires the expertise
of an information technology (IT) specialist and 1nvolves the
selection and integration of multiple hardware and software
components.

The software components 1n a prior art system typically
include an operating system and a DNS server software pack-
age. The DNS server hardware generally consists of typical
computer hardware including a processor, a hard drive, and
memory. The DNS server software typically includes a DNS
server engine, a database for storing DNS data and a graphical
user interface (GUI) which permits the administrator to
access the database. The DNS server engine responds to client
requests for DNS data by retrieving the requested data from
the DNS database and forwarding the retrieved data to the
client.

The DNS server software can be selected from a number of
prior art DNS server software packages available for pur-
chase or a DNS software package, Berkeley Internet Domain
Name (BIND), can be downloaded free of charge from the
Internet Software Consortium. Since the DNS server hard-
ware and the operating system are acquired separately from
the DNS server software, DNS server software developers
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2

may be unable to create software to optimize the performance
of the DNS server for particular hardware and software sys-
tems. The specifications of the DNS server hardware, such as
the specific hard drive model, the processor speed, the
memory size and hardware component redundancies as well
as operating system parameters, such as Transmission Con-
trol Protocol/Internet Protocol (TCP/IP) stack parameters and
kernel memory allocation sizes are generally unknown to the
DNS server software developers at the time they are devel-
oping such soitware.

Selecting appropriate hardware and an appropriate operat-
ing system for the DNS server requires research into the
minimum operating system requirements and the minimum
hardware requirements necessary to support the DNS server
software. In addition, standard operating systems typically
include a multitude of drivers that are unnecessary for the
operation of a DNS server, such as for example drivers for
sound cards, video cards and all available disk drives. The
presence of extra drivers within the operating system creates
a potential for contlicts with other DNS server software com-
ponents thereby increasing the likelthood of error or malfunc-
tions. The larger kernel size of an operating system with
unnecessary drivers often results in decreased DNS server
performance, such as reduced iput/output throughput to the
computer network and hard drive.

Following the selection of the appropriate DNS server
hardware, the DNS server software requires tuning to the
selected hardware to optimize the performance of the DNS
server. For example, kernel buffer sizes have to be set to
match the specific input/output hardware including a disk
controller and network adapters.

Prior art DNS server software packages typically include a
relational database for storing DINS data. DNS data generally
consists of numerous data items with often complex intercon-
nections between those i1tems. Relational databases do not
casily support complex mapping between data 1items and as a
result multiple complex relational queries 1n a relational
query language, such as Structured Query Language (SQL),
may be required to perform simple modifications to data
relationships within the database.

Prior art DNS server software packages also includes
graphical user interfaces (GUIs) which permit the adminis-
trator to access the relational database. GUIs are typically
installed on a single computer and accessible only on that
computer by the administrator. Typically, DNS server sofit-
ware does not permit access to the GUIs from any networked
computer within a computer network. The selection and 1nte-
gration ol network software, such as PC Anywhere, with the
DNS server system may be used to permit the administrator to
access the GUI over a computer network. However, such
soltware does not work with World Wide Web (WW W) pro-
tocols and requires special installation on every computer
used to access the DNS server computer. Also, prior art DNS
servers typically do not include a web based interface to
access GUIs.

Prior art DNS servers may also have multiple unnecessary
hardware and software access points. For example, the DNS
server hardware can be accessed via a monitor, a keyboard, a
mouse, a parallel port, serial ports, a network interface and a
umversal serial bus (USB) interface. The availability of mul-
tiple access points render the DNS server susceptible to
access by unauthorized personnel. In addition, standard oper-
ating systems also include multiple access points, such as a
console terminal and numerous network ports. The availabil-
ity of such unnecessary access ports render the DNS server
vulnerable to potential attacks from computer hackers and
may also cause the DNS server to run meificiently.
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3
SUMMARY OF THE INVENTION

A method of providing configuration access to a DNS
server system from a client 1n a computer network includes
establishing communicative coupling between a client web
browser and a DNS server system web server. A user interface
adapted to provide configuration access to a DNS server
system 1s requested. The user interface 1s downloaded from
the DNS server system over the computer network.

The user interface may comprise a GUI.

The user interface may comprise a JGUI.

The user interface may be adapted to provide configuration
access to a DNS database.

The user interface may be adapted to provide configuration
access to a DNS object oriented database.

The user interface may be adapted to provide access to an
object oriented database.

Communicative coupling may be established between the
client web browser and a DNS configuration server.

The computer network may comprise the Internet.

The computer network may comprise an IP based com-
puter network.

The computer network may comprise an intranet.

Communicative coupling may be established between the
user mterface and a configuration server.

The DNS server system may comprise a DNS server appli-
ance.

In accordance with another aspect of the present invention,
a method of providing an IP address for a host in a computer
network icludes receiving a request for an IP address asso-
ciated with a domain name from a client 1n a computer net-
work. The requested IP address 1s retrieved from an object
oriented database. The retrieved address 1s transmitted to the
client.

Communicative coupling may be established between a
client web browser and a DNS server.

The computer network may comprise the Internet.

The computer network may comprise an IP based com-
puter network.

The computer network may comprise an intranet.

The DNS server system may comprise a DNS server appli-
ance.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s a block diagram representation of the DNS server
appliance within a computer network 1n accordance with the
principles of the present invention.

FIG. 2 1s a block diagram representation of the hardware
components of the DNS server appliance of FIG. 1.

FIG. 3 1s a block diagram representation of the software
components of the DNS server appliance of FIG. 1.

FIG. 4 1s a representation of a hierarchical structure of
zones and sub-zones 1n the DNS system.

FIG. 5 1s a block diagram representation of data routes
from a client to a host via sub-networks.

FIG. 6 1s a block diagram representation of objects typi-
cally stored in a DNS object oriented database.

FIG. 7 1s a block diagram representation illustrating the
rerouting of host objects within the DNS object oriented
database.

FIG. 8 1s an example of a GUI for accessing the DNS server
appliance.

DETAILED DESCRIPTION OF THE INVENTION

Referring to FIG. 1, a domain name service (DNS) server
appliance 10 in accordance with a preferred embodiment of
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4

the present invention 1s shown in a computer network 16.
Matched hardware and pre-installed software components
are integrated 1nto a fully functional package to facilitate the
installation and operation of the DNS server appliance 10.
The DNS server appliance 10 includes a power button 12 and
a status light 14 which 1s turned on when power 1s supplied to
the DNS server appliance 10.

The DNS server appliance 10 1s adapted for use in Internet
Protocol (IP) based computer networks, such as the Internet
and intranet applications employing IP to convey data from
one networked device to another networked device. The com-
puter network 16 including a plurality of hosts 18, a plurality
of clients 20 and the DNS server appliance 10 1s shown. Each
host 18 1s 1dentifiable by at least one domain name 22 and a
umque IP address 24. For example, the host computer 18 may

be 1dentified by 1ts domain name “www.support.infoblox.
com’” 26 or by 1ts IP address as “192.168.10.100.” 28.

The DNS server appliance 10 1s limited to enable interac-
tion with clients 20 and administrators. When a client 20
wishes to establish a network connection with the host com-
puter 18 for “www.support.intfoblox.com,” 26, the client 20
contacts the DNS server appliance 10 and requests the IP
address 24 associated with the domain name “www.support.
infoblox.com”™ 26. The DNS server appliance 10 supplies the
client 20 with the corresponding IP  address
“192.168.10.100.” 28. The client 20 then uses the received IP
address 24 to send data packets to the host 18. The DNS server
appliance 10 1s designed to enable the administrator to access

the DNS server appliance 10 via the computer network 16
using any client 18. This permits an administrator to perform
routine administrative functions, such as updating the IP
address 24 for a domain name 22, via a remote networked
computer.

Referring now to FIG. 2, the DNS server appliance hard-
ware 30, the platform for running and storing DNS server
appliance software, storing DNS data and providing an inter-
face to the computer network 16, 1s shown. The DNS server
appliance hardware 30 generally includes a computer moth-
erboard 32 including a central processing unit (CPU) 34
coupled to a random access memory (RAM) 36. A disk 38
(e.g., a computer readable medium), such as for example a
multigigabyte hard drive, 1s used to store DNS server appli-
ance software and DNS data and 1s coupled to the mother-
board 32. A power supply 39 1s adapted to be coupled to an
alternating current (AC) power source (not shown), such as
forexamplea 110 Volt AC power source, viaapower mput41.
The power supply 39 1s also coupled to the motherboard 32
and converts the AC power supplied by the power source into
a direct current (DC) voltage, such as for example £5 DC
volts, to power the motherboard 32. The power button 12 1s
coupled to the power supply 39 and controls the application of
power to the motherboard 32. The status light 14, such as for
example a light emitting diode (LED), 1s coupled to the moth-
erboard 32 and provides an indication of when power 1s
supplied to the motherboard 32 and the DNS server appliance
10 1s powered on. A network 1nterface 43 to the motherboard
32 1s provided to permit a client 20 to access the DNS server
appliance 10 to request an IP address 24 for a specific domain
name 22. A serial interface 40 to the motherboard 32 provides
the administrator with access to the motherboard 32 to assign
an IP address 24 to the DNS server appliance 10. The DNS
server appliance 10 hardware configuration limits the number
of hardware access ports to minimize the risk of unauthorized
access to the DNS server appliance soitware and DNS data.
Limiting the number of hardware access ports also reduces
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the number of software drivers necessary to operate the DNS
server appliance 10 thereby reducing inefficiencies in the
system.

In an alternative embodiment, multiple disks may be used
to provide redundancy and increase system reliability. In
another embodiment, a wireless access port, such as an 1nfra-
red port, may be added to the system or may be substituted for
the serial iterface 40. Such a port would enable an adminis-
trator to assign an IP address 24 to the DNS server with the use
of a personal assistant device, such as a Palm Pilot. While the
preferred embodiment of the DNS server appliance 10
includes the disclosed hardware configuration, alternative
configurations of hardware adapted to optimize DNS server
appliance performance and provide limited access to DNS
server appliance soitware are considered to be within the
scope of the invention.

Turning now to FIG. 3, the DNS server appliance software
components 42 including DNS server 44, a web server 46 and
a configuration server 48 all run on an operating system 52.
Network ports 54 provide communication links between each
server and the computer network 16. An object oriented data-
base 56 1s generally used to store domain name data and IP
address data. A graphical user interface (GUI) 38 1s provided
to enable the administrator to access the object oriented data-
base 56 to perform configuration changes, such as modifica-
tions and updates. In an alternative embodiment, a dynamic
host configuration protocol (DHCP) server may also be
included as a component of the DNS server appliance 10.

The DNS server 42 1s coupled to the computer network 16
via a network port 54 and to the object oriented database 56.
When a client 20 1ssues a request for an IP address 24 asso-
ciated with a specific domain name 22, the DNS server
responds to the request by accessing the object oriented data-
base 56 to retrieve the requested IP address 24 and conveying,
the retrieved 1P address 24 to the client 20 via the network port
54.

The web server 46 1s adapted to perform the single function
of responding to a request from the administrator to retrieve
and deliver the GUI 58 to the administrator. The administrator
uses a networked client 20, to convey a request to the web
server 46 to download the GUI 58. The web server 46
responds to the request by retrieving the GUI 58 from the disk
and conveying it via the computer network 16 to the admin-
istrator’s networked client 20. The downloaded GUI 58 runs
on a standard web browser, such as Netscape or Internet
Explorer and establishes an interface between the client 20,
being used by the admimistrator, and the configuration server
48. The configuration server 48 responds to commands 1ssued
by the administrator via the GUI 58 to perform configuration
changes to the object oriented database 56.

The DNS server appliance software components 42 and the
operating system 52 are specifically matched and tuned to
accommodate the specifications of the DNS server appliance
hardware components 30 to optimize the overall performance
of the DNS server appliance 10.

In the preferred embodiment, the operating system 52 1s
derived from an operating system kernel, as 1s included 1n a
standard Linux distribution. The necessary device drivers are
added to the operating system kernel. The device drivers used
are specifically matched to the DNS server appliance hard-
ware 30 and updated with the most recent patches to achieve
the higher levels of system stability and performance. For
example, unnecessary drivers or other utilities are present 1in
the kernel operating system are removed or disabled. The lack
of extra drivers reduces the possibility of contlicts occurring
between the operating system soitware and other DNS server
appliance software components. The reduced kernel size of
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the operating system 52 increases DNS server appliance per-
formance. For example, input/output throughput to the com-
puter network 16 and hard drive 1s increased. The operating
system 52 1s also streamlined to eliminate unnecessary soit-
ware access points, such as unnecessary network ports 54.
This reduces the vulnerability of the DNS server appliance 10
to potential attacks by hackers. In addition, the DNS server
soltware components 42 are pre-installed and pre-configured
for operation so as to reduce the time and expertise necessary
to install and operate the DNS server appliance 10.

An alternative embodiment of the DNS server appliance
includes a microkernal operating system which may be
embedded 1n a read only memory (ROM) boot image. In
another embodiment, a solid state storage device 1s used to
store the object oriented database. The use of a microkernal
operating system, ROM boot 1mage, and solid state storage
climinates the need for a mechanical storage disk in the DNS
server appliance thereby reducing the amount of DNS server
appliance hardware which 1n turn reduces the possibility of
potential hardware malfunctions.

Referring now to FIG. 4, DNS uses a logical hierarchical
structure 60 consisting of zones and sub-zones to facilitate the
organization of domain names within the DNS system. Such
a structure 1s comparable to an 1nverted tree with the root
“dot” 62 at top of the hierarchy. The root “dot” 62 branches
down to the top level of zones 64. Examples of top level zones
64 include “com.” “edu,” “org,” “net,” “gov,” and “mul,” as
well as abbreviations for numerous countries. Each top level
zone 64 may branch further into a number of sub-zones or
second level zones 66. For example the top level zone “com”
may include a number of second level sub-zones such as
“infoblox.com” and “‘yahoo.com.” The second level sub-
zones 66 may branch into further third level sub-zones 68. For
example, the second level sub-zone “infoblox.com” includes
further third level sub-zones “‘support.infoblox.com” and
“sales.infoblox.com.” The lowest level sub-zone 70 1includes
one or more hosts 18. For example, the sub-zone “support.
infoblox.com™ includes three hosts: “www.support.infoblox.
com,” “mail.support.infoblox.com” and *server.support.
infoblox.com.” The sub-zone “sales.infoblox.com™ 1includes
a single host, “mail.sales.infoblox.com.” FIG. 4 1s merely
illustrative of an example of an hierarchy within the DNS
system. Different DNS hierarchies may include a greater or
fewer number of sub-zones. In addition, 1t 1s possible for a
member of a sub-zone to be linked to more than one upper
level zones.

Referring now to FIG. 5, a block diagram representation of
an example of a network configuration 72 1s shown, where a
client 20 sends a data packet to a host 18 having an IP address
“192.168.10.100.” IP addresses 24 for hosts 18 generally
consist of four numbers separated by periods, such as for
example 192.168.10.100. When a client 20 sends data packets
to a given host 18, the IP address designates the route that the
data packets must take to reach the host associated with the IP
address 24. The route consists of a number of sub-networks
within the computer network 16. Each sub-network 1s asso-
ciated with a router. Routers are responsible for interpreting
IP addresses 24 and channeling appropniate packets into
appropriate sub-networks. The client 20 routes the data
packet with the IP address 24 to the routers. The router rec-
ognizing “192.000.00.000” as the designation 74 for 1ts asso-
ciated sub-network accepts and routes the data packet to
additional routers associated with further sub-networks. The
router recognizing “192.168.00.000” as the designation 76
for 1ts associated sub network accepts and further routes the
data packet to routers associated with further sub networks.
The router recognizing “192.168.10.000” 78 as the designa-
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tion for 1ts associated sub network accepts the data packet and
routes the data packet to the hosts 18 within the sub network.
The host 80 having the IP address of “192.168.10.100”
accepts the data packet.

As shown 1n FIG. 6, the hierarchical zone information
associated with domain names 22 and the sub-network des-
ignations are used by the DNS server appliance 10 to store
domain name data and IP address data in the object oriented
database 56. The DNS server appliance 10 stores the hierar-
chical zone information as zone objects 82, network designa-
tions as network objects 84 and the host data as host objects
86. For example, the zone “com” i1s represented in the
objected oriented database as a zone object 88 having an
attribute “com”. Similarly, the zone “infoblox.com™ 1s repre-
sented as a zone object 90 having an attribute “infoblox™ and
an association to the zone object 88 having the attribute
“com”. The zone “support.anfoblox.com” 1s represented as
zone object 92 having the attribute “support” and the zone
“sales.infoblox.com” 1s represented as zone object 94 respec-
tively, with each zone object having an association to the zone
object 90 having the attribute “infoblox”.

The network designations are stored in a similar manner.
For example, the network designation “192.000.00.000 1s
stored as a network object 96 having an attribute “192”. The
network designation *“192.168.00.000” 1s stored as a network
object 98 having an attribute “168” and an association to the
network object 96 having the attribute “192”. Network des-
ignation “192.168.10.000” 1s stored as network object 100
having the attribute of “10” and network designation
“192.168.20.000” 1s stored as network object 102 having the
attribute of “20” respectively, with each network object hav-
ing an association to the network object 98 having the
attribute “168”.

The hosts 18 are also stored as host objects 86 where each
host object 86 has two attributes. For example, the host
“www.support.infoblox.com” 1s stored as a host object 104
having attributes “www’” and “100” and associations to the
zone object 92 having the attribute “support™ and the network
object 100 having the attribute “10”. The other hosts 18 are
stored 1n a similar manner as host objects 86 with two
attributes and an association to a zone object 82 and a network
object 84. While the preferred embodiment discloses the use
of the described object oriented database model, alternative
object models are also within the scope of the invention.

The process of requesting and retrieving an IP address 24
associated with a specific domain name 22 from the DNS
server appliance 10 begins with the client 20 providing a

domain name, such as “www.support.infoblox.com,” to the
web browser. The web browser establishes a connection with
the DNS server 44 and 1ssues a request for the IP address 24
associated with the provided domain name, “www.support.
infoblox.com.”

The DNS server 44 first 1dentifies the top level zone 64 in
the domain name “www.support.inioblox.com.” as “com.”
The DNS server 44 uses this information to access the object
oriented database 56 and retrieve the zone object 88 having
the attribute “com”. The DNS server 44 then 1dentifies the
next sub-zone 66 in the hierarchy as “infoblox.com.” The
DNS server 44 then accesses the object oriented database 56
and retrieves the zone object 90 having the attribute “infob-
lox” and an association to the zone object 88 having the
attribute “com”. The DNS server 44 then 1dentifies the next
sub-zone 68 1n the hierarchy as “support.infoblox.com.” The
DNS server 44 uses this information to access the object
oriented database 56 and retrieves the zone object 92 having
the attribute “support” and an association to the zone object
90 having the attribute “infoblox™.
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The DNS server 44 realizes that 1t has reached the last term
in the domain name 22 and that “www.support.infoblox.
com’ 1dentifies the host 18. The DNS server 44 returns to the
object oriented-database 56 and 1dentifies the host object 104
having the attribute “www’” and an association with the zone
object 92 having the attribute “support.” The identified host
object 104 also has a second attribute “100.” The DNS server
44 recognizes that the host object 104 has an association to the
network object 100 having the attribute *“10” which 1n turn has
an association to the network object 98 having the attribute
“168” which 1n turn has an association to the network object
96 having the attribute “192”. As a result, the DNS server 44
1s able to retrieve the entire IP address 01 <192.168.10.100 1n
a single access. The DNS server 44 forwards the requested IP
address 24 to the client 20. The client 20 then uses the sup-
plied IP address 24 to establish a connection with the host 20.

In the previous example, the DNS server 44 accessed the
object oriented database 56 a total of four times to perform the
IP address retrieve operation, as opposed to a relational data-
base which would have required the DNS server to access the
relational database seven times. Storing the zones, network
designations and hosts 18 as objects 1n an object oriented
database 56 permits the mapping of complex interrelation-
ships between data 1items 1n such a manner as to enable the
DNS server 44 to retrieve IP addresses 24 using a fewer
number of database accesses. Given the large number of 1P
addresses 24 retrieved by the DNS server appliance 10 on a
routine basis, the use of an object oriented database 56
increases the elliciency of the operation of the DNS server
appliance 10 by reducing the number of database accesses
required per IP address 24 retrieval.

Referring now to FIG. 7, networks are often reconfigured
resulting in changes to the IP address 24 associated with a
host 18. This requires that the DNS server appliance 10 be
updated to retlect the new IP address 24 so that data packets
addressed to affected hosts 18 are rerouted appropnately
through other available sub-networks. Suppose for example,
that the sub-network 106 designated as “192.168.10.000”
was removed from the computer network 16. The DNS server
appliance 10 would have to be updated with a new IP
addresses 24 for the host 108 “www.support.infoblox.com,”
the host 110 “mail.support.infoblox.com” and the host 112
“server.support.inioblox.com.” To update the DNS server
appliance 10, the affected hosts 108, 110, 112 are first
unlinked from the unavailable sub-network 106. This 1s
achieved by first removing the network object 106 having the
attribute “10” from the object oriented database 56. The dele-
tion of the network object 106 automatically removes the
associations between the affected host objects 108, 110, 112
and the network object 106. Next the affected hosts 108, 110,
112 must be relinked to the available sub-network
“192.168.10.000.” Associations between the network object
116 having the attribute “20” and the affected host objects
108, 110, 112 are created. The DNS server appliance 10
automatically updates the IP addresses 24 for the hosts
“www.support.infoblox.com,” “mail.support.infoblox.com”™
and “server.support.infoblox.com” to “192.168.20.100,”
“192.168.20.101” and “192.168.20.102,” respectively. Stor-
ing the sub-network designations as objects facilitates the
reassignment of hosts to different sub networks by minimiz-
ing the number of modifications an administrator 1s required
to make to implement a successiul reassignment.

Referring now to FIG. 8, the administrator makes configu-
ration changes to the object oriented database 56 via the GUI
58, an example of which 1s shown. The GUI 58 includes an
upper header section 200 including a plurality of icons with a
text label below each 1con. Upon clicking on an 1con, a dia-
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logue box 1s provided requesting the data necessary to imple-
ment the configuration operation associated with that icon.
Selecting the first icon 202 enables the administrator to add
network objects to the object oriented database 56. The sec-
ond 1con 204 provides a mechanism for adding zone object.
Similarly, clicking on the third 1icon 206 provides for the
addition of a network object. Clicking on the fourth icon 208
permits the user to add additional domain names associated
for IP addresses already present in the database. Clicking on
the fifth 210 and sixth 212 icons permits the administrator to
modily an existing object and remove objects, respectively,
from the object oniented database. The remainder of the GUI
1s divided into a first section 214 and a second section 216.
The first section 214 displays network and zone information
in a tree format. The second section 216 displays a listing of
hosts associated with user selected zones or networks.

In the preferred embodiment, a Java applet 1s used as the
GUI 58. An applet is a type of Java application that 1s adapted
to be downloaded from a web server by a web browser via the
computer network 16 and executed as a web browser appli-
cation. Such web browser applications include Netscape and
Internet Explorer. In the preferred embodiment the GUI 58 1s
developed using a customized GUI library, such as Java
Graphical User Interface (JGUI). A GUI library 1s a collection
of GUI widgets, such as buttons, scroll bars and windows. A
JGUI based interface provides the same GUI screenshot
regardless of the underlying operating system. For example, a
client would have a GUI screenshot with the same look and
teel whether the GUI was downloaded to a Windows system,
Xwindows, Macintosh windowing system. The JGUI based
interface reduces the GUI 38 response time, for example
bringing up a dialogue box following the selection of an

associated button typically takes less time than on other types
of GUIs.

While in the preferred embodiment, the use of JGUI 1s
disclosed, other types of GUIs such as those based on Java
Abstract Windows Toolkit (AW'T), Hypertext Markup Lan-
guage (HTML), JavaScript, Visual Basic Script (VBScript)
and web browser plugins, such as Macromedia’s Flash, are
also considered to be within the scope of the mvention. In
addition, the preferred embodiment discloses the use of a web
browser 1n conjunction with a web server 46 to deliver the

GUI 58 to the administrator, other comparable methods of

retrieving the GUI 58 from the DNS server appliance 10 over
the computer network 16 are also considered to be within the
spirit of the invention.

In the preferred embodiment, the DNS server appliance 10

1s adapted to enable a one click auto software upgrade of all of

the DNS server appliance software, including the operating,
system 52, simultancously. This minimizes the risk of soft-
ware icompatibilities which can often lead to system fail-
ures. The administrator initiates the auto software upgrade by
clicking on a single button provided on the GUI 58.

In an alternative embodiment, the DNS server appliance 10
1s provided with a server to server auto failover feature. This
enables an admainistrator to run a set of redundant DNS server
appliances 10, a primary and a secondary DNS server. Both
DNS server appliances 10 recerve simultaneous updates to
their object oriented databases 56, so that they both contain
identical DNS data. In the event the DNS server appliance 10
fails, a scheme 1s automatically implemented to hand over
control to the secondary DNS server appliance 10 without any
action required on the part of the admimistrator. In an alterna-
tive embodiment, the DNS server appliance includes a seli-
upgrade feature where the DNS server can automatically
update its soltware without any action from an administrator.
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In another embodiment, the DNS server appliance 10
maintains a journaled file system to increase the reliability of
the system.

In an alternative embodiment, specialized hardware, such
as EZ chip, may be used to resolve domain name to IP address
maps or IP address to domain name maps as wire speed.

While the invention has been described with specific
embodiments, other alternatives, modifications and varia-
tions will be apparent to those skilled 1n the art. Accordingly,
it 1s intended to include all such alternatives, modifications
and variations set forth with the spirit and scope of the
appended claims.

The invention claimed 1s:

1. A method of providing an IP address for a host 1n a
computer network, the method comprising the steps of:

receving, from a client 1n a computer network, at an appli-

ance arequest for an IP address associated with a domain
name associated with a zone:

retrieving the requested IP address from an object oriented

database associated with the appliance; and

transmitting the retrieved IP address to the client;
wherein:

the object oriented database comprises a zone object tree
that includes a plurality of zone objects, including a
first zone object associated with the zone, wherein the
first zone object 1s linked to a second zone object
assoclated with a sub-zone of the zone;

the zone and sub-zone are associated with a logically
hierarchical set of zone information:;

the object oriented database comprises a network object
tree that includes a logically hierarchical set of net-
work objects each associated with a numerical sub-
network designation, wherein the logically hierarchi-
cal set of network objects corresponds to the IP
address associated with a host object; and

the zone object tree and the network object tree are
linked via the host object that 1s associated with the
domain name and the IP address, wherein the host
object 1s stored with a first attribute corresponding to
a first sub-zone of the domain name and a second
attribute corresponding to a first numerical sub-net-
work designation of the IP address.

2. The method of claim 1, further comprising the step of
establishing communicative coupling between a client web
browser and the appliance.

3. The method of claim 1, wherein the computer network
comprises the Internet.

4. The method of claim 1, wherein the computer network
comprises an IP based computer network.

5. The method of claim 1, wherein the computer network
comprises an intranet.

6. The method of claim 1, wherein the appliance receives
the request.

7. The method of claim 1, further including linking a host
object with a network object and a zone object.

8. The method of claim 7, wherein the zone object 1s linked
to another zone object.

9. The method of claim 7, wherein the network object 1s
linked to another network object.

10. The method of claim 1, turther including;:
unlinking an old network object from a host object;
deleting the old network object; and

linking the host object to a new network object.

11. The method of claim 10, further including automati-
cally updating the host object to retlect an association with the
new network object.
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12. The method of claim 1, wherein the operating system 1s
derived from a full operating system that includes the at least
one soltware component.

13. The method of claim 1, wherein the at least one soft-
ware component includes one of the following: a driver or a
utility software.

14. The method of claim 1, wherein the appliance excludes
a hardware component that typically 1s included 1n a host
computing system but that 1s not required to provide the
network name-related functionality.

15. The method of claim 1, wherein the appliance excludes
a communication port that typically 1s included in a host
computing system but that 1s not required to provide network
name-related functionality.

16. The method of claim 1, wherein the network name-
related functionality comprises the Domain Name Service
(DNS) and the IP address comprises a requested IP address
associated with a host identified 1n a DNS request received at
the appliance.

17. The method of claim 1, further including providing an
interface for configuring the appliance.

18. The method of claim 1, further including providing a
web interface for configuring the appliance from a client web
browser.

19. The method of claim 1, wherein the appliance includes
a DNS server, a configuration server, aweb server, a database,
and/or a GUI.

20. The method of claim 1, wherein the database comprises
an object oriented database.

21. The method of claim 1, wherein retrieving includes
identifving a top level zone in the domain name and accessing
a zone object associated with the top level zone.

22. The method of claim 21, wherein retrieving includes
identifying a sub-zone in the domain name and accessing a
zone object associated with the sub-zone.

23. The method of claim 22, wherein retrieving includes
realizing that a last term 1n a domain name has been reached
and accessing a host object associated with the domain name.

24. A computer program product for providing an IP
address for a host 1n a computer network, the computer pro-
gram product being embodied 1 a computer readable
medium and comprising computer mstructions for:

receiving, {rom a client 1n a computer network, at an appli-

ance arequest for an IP address associated with a domain
name associated with a zone:

retrieving the requested IP address from an object oriented
database associated with the appliance; and

transmitting the retrieved IP address to the client;
wherein:

the object oriented database comprises a zone object tree
that includes a plurality of zone objects, including a
first zone object associated with the zone, wherein the
first zone object 1s linked to a second zone object
associated with a sub-zone of the zone;

the zone and sub-zone are associated with a logically
hierarchical set of zone information:;

a logically hierarchical set of network objects each asso-
ciated with a numerical sub-network designation,
wherein the logically hierarchical set of network
objects corresponds to the IP address associated with
a host object; and

the zone object tree and the network object tree are
linked via the host object that i1s associated with the
domain name and the IP address, wherein the host
object 1s stored with a first attribute corresponding to
a first sub-zone of the domain name and a second
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attribute corresponding to a first numerical sub-net-
work designation of the IP address.

25. A computer program product as recited in claim 24, the
computer program product further comprising computer
instructions for establishing communicative coupling
between a client web browser and the appliance.

26. A computer program product as recited i claim 24,
wherein the computer network comprises the Internet.

27. A computer program product as recited 1n claim 24,
wherein the computer network comprises an IP based com-
puter network.

28. A computer program product as recited 1n claim 24,
wherein the computer network comprises an intranet.

29. A computer program product as recited i claim 24,
wherein the appliance receives the request.

30. A computer program product as recited in claim 24, the
computer program product further comprising computer
instructions for linking a host object with a network object
and a zone object.

31. A computer program product as recited i claim 30,
wherein the zone object 1s linked to another zone object.

32. A computer program product as recited 1n claim 30,
wherein the network object 1s linked to another network
object.

33. A computer program product as recited in claim 24, the
computer program product further comprising computer
istructions for:

unlinking an old network object from a host object;
deleting the old network object; and
linking the host object to a new network object.

34. A computer program product as recited in claim 33, the
computer program product further comprising computer
instructions for automatically updating the host object to
reflect an association with the new network object.

35. The computer program product of claim 24, wherein
the operating system 1s derived from a full operating system
that includes the at least one software component.

36. The computer program product of claim 24, wherein
the at least one software component includes one of the fol-
lowing: a driver or a utility software.

37. The computer program product of claim 24, wherein
the appliance excludes a hardware component that typically 1s
included 1n a host computing system but that1s not required to
provide the network name-related functionality.

38. The computer program product of claim 24, wherein
the appliance excludes a communication port that typically 1s
included 1n a host computing system but that 1s notrequired to
provide network name-related functionality.

39. The computer program product of claim 24, wherein
the network name-related functionality comprises the
Domain Name Service (DNS) and the IP address comprises a
requested IP address associated with a host identified 1 a
DNS request received at the appliance.

40. The computer program product of claim 24, the com-
puter program product further comprising computer instruc-
tions for providing an interface for configuring the appliance.

41. The computer program product of claim 24, the com-
puter program product further comprising computer mnstruc-
tions for providing a web interface for configuring the appli-
ance from a client web browser.

42. The computer program product of claim 24, wherein
the appliance includes a DNS server, a configuration server, a
web server, a database, and/or a GUI.

43. The computer program product of claim 24, wherein
the database comprises an object oriented database.
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44. The computer program product of claim 24, wherein
retrieving includes identifying a top level zone 1n the domain
name and accessing a zone object associated with the top
level zone.

45. The computer program product of claim 44, wherein
retrieving includes identifying a sub-zone 1n the domain name
and accessing a zone object associated with the sub-zone.

46. The computer program product of claim 45, wherein
retrieving includes realizing that a last term 1n a domain name
has been reached and accessing a host object associated with
the domain name.

47. A system for providing an IP address for a host 1n a
computer network, including:

a processor configured to:
receive, from a client 1n a computer network, at an appli-

ance arequest for an IP address associated with a domain
name assoclated with a zone;

retrieve the requested IP address from an object oriented
database associated with the appliance;

transmit the retrieved IP address to the client;
wherein:

the object oriented database comprises a zone object tree
that includes a plurality of zone objects, including a
first zone object associated with the zone, wherein the
first zone object 1s linked to a second zone object
associated with a sub-zone of the zone;

the zone and sub-zone are associated with a logically
hierarchical set of zone information:;

a logically hierarchical set of network objects each asso-
cliated with a numerical network sub-designation,
wherein the logically hierarchical set of network
objects corresponds to the IP address associated with
a host object; and

the zone object tree and the network object tree are
linked via the host object that i1s associated with the
domain name and the IP address, wherein the host
object 1s stored with a first attribute corresponding to
a first sub-zone of the domain name and a second
attribute corresponding to a first numerical sub-net-
work designation of the IP address; and

a memory coupled with the processor, wherein the memory
provides the processor with 1nstructions.

48. The system of claim 47, wherein the processor 1s fur-
ther configured to establish communicative coupling between
a client web browser and the appliance.

49. The system of claim 47, wherein the computer network
comprises the Internet.

50. The system of claim 47, wherein the computer network
comprises an IP based computer network.

51. The system of claim 47, wherein the computer network
comprises an intranet.

52.The system of claim 47, wherein the appliance receives
the request.
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53. The system of claim 47, wherein the processor 1s fur-
ther configured to link a host object with a network object and
a zone object.

54. The system of claim 53, wherein the zone object 1s
linked to another zone object.

55. The system of claim 53, wherein the network object 1s
linked to another network object.

56. The system of claim 47, wherein the processor 1s fur-
ther configured to:

unlink an old network object from a host object;

delete the old network object; and

link the host object to a new network object.

57. The system of claim 56, wherein the processor 1s fur-
ther configured to automatically update the host object to
reflect an association with the new network object.

58. The system of claim 47, wherein the operating system
1s dertved from a full operating system that includes the at
least one software component.

59. The system of claim 47, wherein the at least one soft-
ware component imncludes one of the following: a driver or a
utility software.

60. The system of claim 47, wherein the appliance excludes
a hardware component that typically 1s included in a host
computing system but that is not required to provide the
network name-related functionality.

61. The system of claim 47, wherein the appliance excludes
a communication port that typically 1s included 1n a host
computing system but that 1s not required to provide network
name-related functionality.

62. The system of claim 47, wherein the network name-
related functionality comprises the Domain Name Service
(DNS) and the IP address comprises a requested IP address
associated with a host identified 1n a DNS request received at
the appliance.

63. The system of claim 47, wherein the processor 1s fur-
ther configured to provide an interface for configuring the
appliance.

64. The system of claim 47, wherein the processor 1s fur-
ther configured to provide a web interface for configuring the
appliance from a client web browser.

65. The system of claim 47, wherein the appliance includes
a DNS server, a configuration server, a web server, a database,
and/or a GUI.

66. The system of claim 47, wherein the database com-
prises an object oriented database.

67. The system of claim 47, wherein retrieving includes
identifying a top level zone in the domain name and accessing
a zone object associated with the top level zone.

68. The system of claim 67, wherein retrieving includes
identifying a sub-zone 1n the domain name and accessing a
zone object associated with the sub-zone.

69. The system of claim 68, wherein retrieving includes
realizing that a last term 1n a domain name has been reached
and accessing a host object associated with the domain name.
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