12 United States Patent

Dalton, Jr. et al.

US009094504B2

US 9,094,504 B2
*Jul. 28, 2015

(10) Patent No.:
45) Date of Patent:

(54)

(71)

(72)

(73)

(%)

(21)
(22)
(65)

(63)

(1)

(52)

(58)

CLEARINGHOUSE SERVER FOR INTERNET
TELEPHONY AND MULTIMEDIA
COMMUNICATIONS

Applicant: TRANSNEXUS, INC., Atlanta, GA
(US)

James P. G. Dalton, Jr., Atlanta, GA
(US); Stephen Anthony Thomas,
Atlanta, GA (US); Dmitry Isakbayev,
Atlanta, GA (US)

Inventors:

Assignee: TRANSNEXUS, INC., Atlanta, GA
(US)

Notice: Subject to any disclaimer, the term of this
patent 1s extended or adjusted under 35
U.S.C. 154(b) by 54 days.
This patent 1s subject to a terminal dis-
claimer.

Appl. No.: 13/621,253

Filed: Sep. 16, 2012

Prior Publication Data
US 2013/0142041 Al Jun. 6, 2013

Related U.S. Application Data

Continuation of application No. 13/026,213, filed on
Feb. 12, 2011, now Pat. No. §8,289,974.

Int. CL.
HO4M 3/38 (2006.01)
HO4L 29/06 (2006.01)
(Continued)
U.S. CL
CPC ......... HO4M 3/382 (2013.01); HO4L 29/06027

(2013.01); HO4L 63/0823 (2013.01);
(Continued)

Field of Classification Search
CPC .. HO4L, 47/726; HO4L. 47/125; HO4L
29/06027; HO4L 63/0823; HO4L 65/1069;
HO4L 65/4007; HO4M 3/382; HO4M 15/56;
HO4M 15/49; HO4M 3/38; HO4M 7/006;
HO4M 2215/202; HO4M 2215/46

370/230, 252, 352, 356; 379/13,

379/114.01, 121.04
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

*********************** 379/115
364/436

2/1988 An et al.
12/1990 Kheradpir

(Continued)

4,726,056 A
4,979,118 A

ttttttttttttttttttttt

FOREIGN PATENT DOCUMENTS

0781015 A2 6/1997
0 824 295 A2 2/1998

(Continued)
OTHER PUBLICATIONS

EP
EP

Chaniotakis et al., “Parlay and Mobile Agents in a Homogenized
Service Provision Architecture,” IEEE; Universal Multiservice Net-
works; ECUMN 2002; 2™ European Conference on Apr. 8-10, 2002;
pp. 150-154.

(Continued)

Primary Examiner — Brian D Nguyen
(74) Attorney, Agent, or Firm — Smith Risley Tempel
Santos LLC; Steven P. Wigmore

(57) ABSTRACT

A clearinghouse server for routing multi-media communica-
tions, mncluding telephony calls, between a source device and
a destination device via a distributed computer network, such
as the global Internet. The clearinghouse server can authorize
the completion of a communication from a source device to a
destination device and collect usage-related information for
the completed communication. In response to an authoriza-
tion request 1ssued by an enrolled source device, the clearing-
house server can 1dentily one or more available destination
devices available to accept a communication from an autho-
rized source device. The clearinghouse server can provide a
list of the 1dentified destination devices, typically organized
in a rank order, by sending an authorization response to the
source device. In turn, the source device can use this list to
select a destination device and contact that selected device via
the computer network to complete the communication.

20 Claims, 25 Drawing Sheets

- ot T M -~ 430 (cantinued) T e ~
~ ~ 4 N
4 ~ / L
- N\ /4 \
/ \ \ Vs
) \ . S \
SOURCE DESTINATION |
DEVICE | 436 f [ DEVICE : \
[ t—-— AUTH 405\ - 405
/ REQUEST it f\(ﬁ’ \ _mﬂf\ A
S S ( \
g ¢
 NETWORK ) \ | 7 NETWORKS \
AUTH AN
RESPONSE A ] \ i
|
\ / 435 \ I !
\ | ' 7 AUTH REQUEST\ | :
'CLEARINGHOUSE | _____, ~ | CLEARINGHOUSE [
\ . SERVERA e S | SERVER B
| {SOURCE) 440 . pestnaTiony |/
\ —~ y AUTH RESPONSE \, | ~ y
N\ 410 / ~ 425
\ P N P /
S,
~ N ST —
— 482 AG4
SOURCE GROUP FOR DESTINATION GROUP

CLEARINGHOUSE B

FOR CLEARINGHOUSE A



US 9,094,504 B2

Page 2
nt. C1. : : arcoetal. ...........oiiill.
51) Int. Cl 6,477,164 Bl 11/2002 Varg ] 370/356
HO4M 15/00 72006.01 6,487,283 B2  11)2002 Thomasetal. ... 379/112.01
( H ) 6,526,131 Bl 2/2003 Zimmerman et al. ........ 379/242
HO4M 7/00 (2006.01) 6,570,870 Bl 5/2003 BETSHS .ovveererrrrerrnnn., 370/352
6,611,519 Bl /2003 Howe ...ocoovvvvvvineviiinnnn, 370/428
(52) US.CL 6,614,781 Bl 9/2003 Elliottetal. .................. 370/352
CPC ........ H04L65/1069 (2013.01); HO4L 65/4007 6.615.349 Bl 9/2003 Hair ... 713/165
(2013.01); HO4M 15/00 (2013.01); HO4M 6,658,568 B1  12/2003 Ginteretal. .................. 713/193
15/40 (2013 Ol) HO4M 15/56 (2013 01) 6,665,271 Bl 12/2003 Thomasetal. ............... 370/252
DS PG 6,680,948 Bl 1/2004 Maydetal. .................... 370/401
HO4M 3/38 (2013.01); HO4M 7/006 (2013.01); 6.707.812 Bl 17004 Rowman-Amuah . 170/353
HO4M 2215/202 (2013.01); HO4M 2215/46 6,735,177 Bl 5/2004 SuzuKi ..ooovvivoorroeren. 370/238
(2013.01) 6,751,652 Bl 6/2004 Thomas .......ccccoevevieniin. 709/204
6,754,181 Bl 6/2004 Elliott et al.
(56) References Cited 6,757,823 Bl 6/2004 Raoetal. ..............ooo.ol. 713/153
6,765,896 Bl 7/2004 Ahmedetal. ................ 370/338
6,795,867 Bl 9/2004 Maetal. ....................... 700/227
U.s. PALENTDOCUMENLS 6,829,243 Bl 12/2004 Sundhar
5,155,763 A 10/199?2 Blgl.lS etal 379/113 0,996,095 B2 2/2006 Dalton, Jr. etal. ............ 370/356
7,017,050 B2 3/2006 Dalton, Jr. etal. ............ 713/201
5,185,780 A 2/1993 Leggett ....coooovvvvvvininnnn.., 379/34
7,099,301 Bl 8/2006 Sheu
5,251,152 A 10/1993 Notess .....cccoovviriniennne, 364/550 2112796 B2 * 22012 Buch ef al 796/19
5,325,290 A 6/1994 Cauffmanetal. ............ 364/401 852893958 B1* 102017 Nara a,na;ri “““““““““““ 170/380
5,404,516 A 4/1995 Georglades et al. .......... 395/650 " " YA ooneeiniieiens
- 2003/0012178 Al 1/2003 Mussman et al. ............. 370/352
5,408,465 A 4/1995 GQGusellaetal. .................. 370/17 |
. . 2003/0095541 Al 5/2003 Changetal. .................. 370/352
5,434,848 A 7/1995 Chimento, Jr. etal. ......... 370/17 _
. . 2003/0193933 Al  10/2003 Jonasetal. ... 370/356
5473,630 A 12/1995 Penziasetal. ................ 375/114 . .
2004/0042606 Al 3/2004 Zinoetal. ................ 379/220.01
5,563,939 A 10/1996 l.a Portaetal. ............... 379/220 . .
2008/0031496 Al 2/2008 Takagl ........oooooevviiinnnnns, 382/115
5,570417 A 10/1996 Byers .......ocooevvviviiiennnnnn, 379/115 .
2008/0192915 Al 8/2008 Wangetal. .............. 379/220.01
5,581,544 A 12/1996 Hamadaetal. ............... 370/253 .
2009/0228196 Al 9/2009 Raab ........c.ccooeviiiiiin, 701/200
5,600,794 A 2/1997 Callon ..................... 395/200.01 5000/03 19685 Al1* 17/2000 Martin 700/240
5,606,602 A 2/1997 Johnsonetal. ............... 379/115 T e TR et enn e
5,633,919 A 5/1997 Hoganetal. .................. 379/115
5,638,433 A 6/1997 Bubien, Jr. et al. ........... 379/130 FOREIGN PATENT DOCUMENTS
5,668,955 A 9/1997 deCiutus et al. .............. 379/130
5,675,636 A 10/1997 Gray ........cccccvvvvvvvnnnnn, 379/114 EP 0948 164 10/1999
5,712,907 A 1/1998 Wegneretal. ................ 379/112 EP 0948 164 A1 10/1999
5,740,361 A 4/1998 Brown .........c.cco... 305/187.01 GB 2 301 264 11/1996
5,790,642 A 8/1998 Tayloretal. .................. 379/112 GB 2301264 A 11/1996
5,799,072 A 8/1998 Vulcanetal. ......oovvvnnn.. 379/114 WO WO 97/14236 4/1997
5,867,495 A 2/1999 Elliottetal. .................. 370/352 WO WO 97/23078 6/1997
5,892,753 A 4/1999 Badtetal. ..................... 370/233 WO WO 98/18237 4/1998
5,898,668 A 4/1999 Shaffer ......................... 370/230 WO WO 98/36543 8/1998
5,898,673 A 4/1999 Rigganetal. ................ 370/237 WO WO 98/37665 8/1998
5,917,891 A 6/1999 Will ..., 379/88.03 WO WO 98/48542 10/1998
5,917,897 A 6/1999 Johnsonetal. ............... 379/114 WO WO 99/11051 3/1999
5,917,902 A 6/1999 SaUCICT ..ooovvveveererirnrinns, 379/242 WO WO 99/14931 3/1999
5,943,657 A 8/1999 Freestoneetal. ............. 705/400 WO WO 99/14932 3/1999
5,966.427 A 10/1999 Shafteretal. ..................... 379/1 WO WO 99/26153 5/1999
5,991,373 A 11/1999 Pattisonetal. ............ 379/93.17 WO WO 00/48102 8/2000
5,995,554 A 1171999 Lang ..........cccvvvvvvnnvnnnnn, 375/295 WO WO 00 48102 8/2000
6,005,925 A 12/1999 Johnsonetal. ............... 379/112 WO WO 00 49951 8/2000
6,005,926 A 12/1999 Mashinsky .................... 379/114 WO WO 00/49951 8/2000
6,049,531 A 4/2000 ROV ovvvviviiiiiiiiieiieeeeenn, 370/260 WO WO 00/52905 9/2000
6,067,287 A 5/2000 Chung-Juetal. ............. 370/232 WO WO 01/47232 A2 6/2001
6,084,953 A 7/2000 Bardenheuer et al. WO WO 01/47235 A2 6/2001
6,085,238 A 7/2000 Yuasaetal. .....coeeoon.... 709/223 WO WO 01/52476 A2 7/2001
6,128,280 A 10/2000 Jamoussietal. .............. 370/230 WO WO 01/63820 A2 8/2001
6,128,304 A 10/2000 Gardell etal. ................ 370/401 WO WO 02/23854 A2 3/2002
6,137,869 A 10/2000 Voitetal. ................. 379/114.01 WO WO 2005/089147 A2 8/2005
6,157,648 A 12/2000 Voitetal. ....oovvvvvnvnnn., 370/401 WO WO 2006/065789 A2 6/2006
6,178,510 Bl 1/2001 O’Connoretal. ........... 713/201
6,205,211 Bl 3/2001 Thomasetal. ............... 379/114
6,229,804 Bl 5/2001 Mortsolfetal. .............. 370/352 OTHER PUBLICATIONS
6,240,449 Bl 5/2001 Nadeau .......ccocovvvvinnnnn, 709/223 . N
65259369 1 BI 7/9001 Nzufiilll; “““““““““““““““““ 370/352 Liao, Wanjiun; “Mobile Telephorny Protocol: An application layer
6,263,051 Bl 7/2001 Sayloretal. .............. 379/88.17 protocol for mobile Internet telephony services,” Communications,
6,275,490 Bl 8? 2001 Mattaway lelt al. *1 *********** 370? 352 1999, ICC ’99; 1999 IEEE International Conference; vol. 1; Jun.
6,304,551 Bl 10/2001 Ramamurthy etal. ....... 370/232 ] * ]
6,310,873 Bl  10/2001 Rainis et al. .......c......... 370356 0710, 19995 pp. 339-343,
6,317,490 Bl  11/2001 Cameron et al. Maresca et al.; “Internet Protocol Support for 1elephony,” Proceed-
6,330,311 B1  12/2001 Mijares, Jr. et al. ings of the IEEE, vol. 92, No. 9; Sep. 2004, pp. 1463-1477.
6,339,595 Bl 1/2002 Rekhteretal. ............... 370/392 AT&T Communications, Adm. Rates and Tariffs, Tariff FCC No. 1,
6,345,090 B 2/2002 Walkeretal. ............ 379/114.12 37 Revised p. 178.69.1.
6,366,577 Bl 4/2002 Donovan .............cee...... 370/352 3 L L.
6.404,746 Bl 6/2007 Caveetal .. 370/352 ETSI, “Telecommunications and Internet Protocol Harmonization
6,426,955 Bl 7/2002 Gossett Dalton, Jr. Over Networks (TIPHON) Release 4, Open Seftlement Protocol
etal . 370/401 (OSP) for Inter-Domain pricing, authorization and usage exchange,”
6,430,282 Bl 8/2002 Bannister etal. ........ 379/211.02 ETSI TS 101 321, V4.1.1 (Nov. 2003) Technical Specification, pp.
6,459,708 B1  10/2002 Coxetal. ...................... 370/537 49,



US 9,094,504 B2
Page 3

(56) References Cited
OTHER PUBLICATIONS

Hansson, Allan et al., “Phone Doubler—A step fowards integrated
Internet and telephone communities,” Ericsson Review No. 4, 1997,
Abstract, XP-000725693, pp. 142-151.

Johannesson, Nils Olof, “The ETSI Computation Model.: A Tool for
Transmission Planning of Telephone Networks,” IEEE Communica-
tions Magazine, Jan. 1997, pp. 70-79.

Netscape Communications Corporation, “Irnfroduction to SSL,” Oct.
9, 1998, [Retrieved from Internet May 19, 2004], http://developer.
netscape.com/docs/manuals/security/sslin/contents.htm, pp. 12.
RSA Security Press Release, “TransNexus Integrates Industry
Leader RSA Security’s BSAFE Encryption Software Into Its
ClearIP™ C(Clearinghouse Solution,” Oct. 21, 1999, Abstract
XP-002193409, www.rsasecurity.com.

Rudkin, S, et al., “Real-time applications on the Internet, ” BT
Technology Journal, vol. 15, No. 2, Apr. 1997, pp. 209-225.

Sin, Sam-Kit et al., “4 New Design Methodology for Optimal Inter-
polative Neural Networks with Application fo the Localization and
Classification of Acoustic Transients,” IEEE Conference on Neural
Networks for Ocean Engineering, 1991, pp. 329-340.

The Ascend Max Voice Gateway, “The asnet pipeline, ” Abstract

XP-002096239, www.asnet.co.nz/pipeline/sum97/tumvg.html, Mar.
11, 1999.

Thom, Gary A., “H.323.: The Multimedia Communications Standard
for Local Area Networks, ” IEEE Communications Magazine,

Abstract, XP 00063654, Dec. 1996, pp. 52-56.

TransNexus Home Page, Printed May 17, 2005, www.transnexus.
com, 2 pp.
TransNexus Press Release, “Agis and Popstar Introduce Profit-Gen-

erating Internet Fax Services to ISP Partners and Customers World-
wide,” Abstract XP-002193408, Jun. 24, 1999, www.transnexus.

com, 3 pp.

Thom, “H323: The Multimedia Communications Standard for I.ocal
Area Networks,” IEEE Communications Magazine, Dec. 1996, pp.
52-56.

Rudkin, et al., “Real-time Applications on the Internet,” BT Technol-
ogy Journal, vol. 15, No. 2, Apr. 1997, pp. 209-225.

The Ascend Max Voice Gateway, XP-002096239, “The asnet pipe-
line,” www.asnet.co.nz/pipeline/sum97/tamvg.html, Mar. 11, 1999.

Hansson, et al. “Phone Doubler—A step towards integrated Internet

and telephone communities,” Ericsson Review No. 4, 1997, pp. 142-
151.

PCT/US01/28931 International Search Report dated Sep. 20, 2002.
International Search Report for PCT/US01/28931 dated Jan. 6, 2003.

* cited by examiner



US 9,094,504 B2

Sheet 1 of 25

Jul. 28, 2015

U.S. Patent

AlHvd
SERNLS

..r....fj \\ aaaaaaaaa
SLE N

N

L]
-
b
f
n
r
"
r
[
A
n

 ¥3AWES
/| 3SNOHONIMYITO
6Z1
A
T K\ //fale,.
i ’
e
|
,ﬁ,
¥ MYOMIIN df
__1
_fﬂ_
...f/ _ﬂﬂ?/.ffiﬁa,\\.}f!!{ﬁﬁ..

-
-
"
F ]
]
m
1

Eniele
NOILYNILS3)
AYMIALYD [
SNILYNIWH3L

i
oo Wl enllllt” o P a e

m ALHYd
ONITTYD
@omac | N/
33UN0S) - /.
- AVYM3LYD w /7 Tgpi
2 ONILVYNIDIYO WY

oL 4



-

m H=HAGHS

US 9,094,504 B2

(panuu0d) 001 /13SNOHONRIVID
‘Bi sch ﬁaa! |
q1 Bl . $30IA3A
40 dNO¥D
S3DIAIC 30UNO0S
40 dNOYD
NOILYNILS3A ™ \/ N .
€ 05} /r \
3 \ ﬁ ™~ \
W
7 [ = ) eomuINa e
(30130 | N\ / (301A3Q
| NOLLYNILS3Q); A = 308N0S)
v, AYMILYD | AVMILYD
= \ | ONiLYNINNEL N \ / ONILYNIDIO
! _ N\ / \/\/ S
s / \
o
= m A N
= \"" | (3omaa \ 0t} / (momaa | ¢ g
\ NOILYNILS Q) \ 308N0S) | Vs
| AYMILYD AVMILYD
N\ ONILVNINYFL cﬁ/ /I ONIWNIDINO | /S
. | lou1 ~

U.S. Patent
/
N
!
\



)
o
S v 3SNOHONINYITD 9 ISNOHONRIVETO
-« __ H0d dNno¥o HOH dNOYS \
2 P “NOILYNILS3a J0HN0S_ — —
- ~
\ ﬂﬁzo_wdzﬁmmavq / / (FI94N0S) .
SEENCE \ / /| Yu3n3s
/ Eﬁw.ﬁz_%ﬁg \ y sz [3SNOHONRIVATD \
\
v / 89k / v ISNOHONINYITO
. ol \ Y 3SNOHONINYITO HOA | O \
: s f A ol "~ ,,
7 ) ‘ b e A HEOML P
_ Sod S | ~ A di y \
—_—— | I I RN A /1| 301A30 ] |
v, - ﬁ
R N I S e B ENE A
0 ,_,
: oo SERL N e N E I /
= a3SNOHONRIVAIN ./ N\ NouwNus3a| | [ |sownos| [/ /
\ | uoddnows \ N < T
\ ~douvnisag. / N~ e/ /m: P
N 094 / ™~ ~
- = (panuguod) 00| SN

U.S. Patent



US 9,094,504 B2

Sheet 4 of 25

Jul. 28, 2015

U.S. Patent

Sd1l
NOLLYRNTOHANCO

i T el T el L e iy il LR LR L TR

LX) gEam

4
o e el W W R T T T T T

ANIONT dSO u

e e e L1
o

i
“.“h“\“““‘j‘““‘ . - % b Ch B R

AV AGD NI 3350

EhE.‘EEE‘EE‘Eht‘Et"“.I..‘...I.I.‘...Iﬁ“-.-””



U.S. Patent Jul. 28, 2015 Sheet 5 of 25

305
1 ADMINISTRATOR DEFINES L

 DEVICE TO BE ENROLLED AS |
USER OF CLEARINGHOUSE |

SERVICES
R e g0
ISSUE COMMANDS AT | |
| DEVICE TO COMPLETE | |
|| ENROLLMENT REQUEST | |
U xo————
: 315
DEVICE SENDS ENROLLMENT
REQUEST TO
CLEARINGHOUSE SERVER |
R S
| 320
 CREATE PUBLIC KEY |7
s: CERTIFICATE AT g
- CLEARINGHOUSE SERVER |
AND SEND CERTIFICATE TO
DEVICE 1
T 1 325
OBTAIN DEVICE -

INFORMATION AND BUILD
. CONFIGURATION FILE FOR
E DEVICE AT CLEARINGHOUSE

_ SERVER -

(Lo W e e R R R B L] e e e e e N N N —E-E N N N N - N - e

US 9,094,504 B2

300




U.S. Patent Jul. 28, 2015 Sheet 6 of 25 US 9,094,504 B2

310
.f"f
LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL /
t 330 4
| DEVICE OBTAINS IDENTITY |~
OF CLEARINGHOUSE |
SERVER g
N *
s | 335
DEVICE OBTAINS CA
CERTIFICATE FROM
CLEARINGHOUSE SERVER
§
3
) PN 240 345
L . R ok
- ~{ |
/ — ~_ NO TERMINATE |
_ > »| ENROLLMENT *
Ny CA CERTIFICATE? REQUEST !
\...L\\ P 7 et eeereeeeeeeeeeeeeereeeeereeeem e
x““\x 'f.’__f

.
’..—“““‘“L“HMEEEEEEM'LE 111111111111
y
3

: 1350
| DEVICE GENERATES Pueucﬂ/ -
| PRIVATE KEY PAIRAND
| SENDS ENROLLMENT
| REQUEST WITH PUBLIC KEY |
| TO CLEARINGHOUSE |
SERVER ]

Fig. 3B



@\ |
-
< NOLLYIWHIINOD FOVSN
W e N
7,
&N - i : ~ e
S
= NOILYDION! 3OVSN
-
HIAANIS ISNOHONIEYITO
NOILYWHIINGD 3OVSh
- o EEE———————
. NOILYDICONI 39VSN
I~
2
et
79
nk
S vy "B14
S
E ASNOJSY NOILYZIMOHLNY
HAANAS ISNOHONRIVITO e

153004 NCILLVZI-MOHLNY

U.S. Patent

FIAIU NOILLYNILS AU

F0IAZ0 F0HN0OS

AUAZA 20UN0S

00%



US 9,094,504 B2

¥ ISNOHONIYYZTO HO4 g 3SNOHODNIEYITD
dNOYS NOI _.wm_h 1530 H04 dNOYD 30UN0OS
A1 .
\.,......,.,,..,,,/N ov bid N7 ~
/ 1A . yd oL N
/ L M N, ISNOCdSIH HLINY / | /- | \
/ (NOILYNILSA) Ot / ~ (3ounos) |
= x 1SINDIY HINY A SN\
S | ] “ AN
b [ ,/ \
7 | N \ \ N N\ \ISNOdsH
f A~ \ A~ N\ KNV
SMMOMAAN | _,. \MHOMLIN NN
B / _‘M A .J_H # qx.\ ﬁ: mm .,.,,,_._..._., /
- 1 Km A - k?rx\H
M / E\\\/i\,?rk}f. _ ’ ,..,\xx\}/f,ih.,,u_xwl. 1 QINDIA /,_, /
2 GO e \ sov HINY o
= 1 | AoA30 ) 081 30INEA
= \  NOULWNILS3Q | \ 304N0S |/
\ /] \ e,,_,E /
= N\ 02 / \ Y
9 N / N\ /
& ™~ Pl N pd
P... ™~ e {panunuod) 0oy S —__ -
4
-



US 9,094,504 B2

¥ ISNOHONINYITO YO g ISNAHONINYIT)
dNOYO NOILYNELSI(A MO dNOHO IIHNOS e e
S~ ~ N Y ~
/ < av ‘b4 y \
N\ 0Ly N\
/ STy e e \
P . NONVAIINOD FOvsn o6y 7 Y \
- (NOLLYNILS3Q) | NOLNYDIONI 39VSN 58 (378N08) \
TR A N G L VM3ANES N
& mmaozmﬁﬁﬁu@ NOLLYWHIINGO 39VSn 0Lb ISNOHONIYITD  \
— T | o heebadi et eresess e . N
S | NN NOLLYOICN 3O¥SN 597 N\
g | IR NOILYDIONI\ \ . N
= w NN e \ N NOILYWHIANOD
2N T N\ 39VSN
/ \\l} r../ ,,.f._..,, /f‘ G @ v / * \u\ r..,..,. /fi ,/. .m W .Wu
vxmoeﬁmz U N N — , e YMYOMIEN NN
= ) NN , [ NN
- .f_ . x,.f ,..,..f
h /\1 ./ TROILYWINOD, N\, | \ x\\ﬁ ;\(\ NOILVOIANE %
b * Vs | 50Y JOVSN o
E LS 3030 \ osy | 3OIAIC
/ NOLLYNILS3a, _/ - 30HNOS y
\ / / \ c? /
g
\ / \ /
h Y, ~ %
~ ~ —
— (paNURU0D) (0P S =

U.S. Patent
/



U.S. Patent Jul. 28, 2015 Sheet 10 of 25 US 9,094,504 B2

L N e B B R e R ——y T ey

. RECEIVE AUTHORIZATION
REQUEST AT WEB SERVER
FROM SOURCE DEVICE

Py 502
200

I‘'_I.-I-I.'I.-I.'I.-I.'I.-I.'l- T TETT ™Y T T T T T T T T T T T T I T T T T rr T T T I I I I T T T T T T T L i T T T E T TrTii b L I LT T s o

. 9504

{ PASS AUTHORIZATION
i REQUEST FROM WEB

SERVER TO XML PARSER

-"l."-."l."-.'-.'h.h."-."-."-."-.'h_‘-'h."-—'h—'h.'-"-.h."-"-."-"-."‘.“"-."& .

XML PARSER EXTRACTS | -506
i INFORMATION, INCLUDING |
. SOURCE DEVICE IDENTITY |
' CALLING PARTY ID, CALLING |

r.’f.ﬂ'r"lf A -~
[]

. NUMBER, DIALED NUMBER |
: AND CALL IDENTIFIER, FROM E
| AUTHORIZATION REQUEST .:

XML PARSER FORWARDS
EXTRACTED INFORMATION :
TO CLEARINGHOUSE ENGINE Fig. 5A

\

Y
oy
L
oo

pl Bk K okl bl s Nl F X A tf £ N sl A i ok ol W
L
o

/ .
..-f"ff \\“\ 512
IS SOURCE ™\ N
/EV!CE AN ENROLLED>. NO o * e —
DEVICE WITH N AUTHQREAT@N
. CLEARINGHQUSE / DENIED
. SERVER? S
\\\ / |
/" E
~
ves Y f



U.S. Patent Jul. 28, 2015 Sheet 11 of 25 US 9,094,504 B2

500 (continued)

(&)

L 4

MATCH SOURCE DEVICE TO 214
SOURCE DEVICE GROUP, IF | .
APPLICABLE, AT
CLEARINGHOUSE ENGINE

¥
Vs
- \R<"5’"18 518
f/ 1S ‘x,\\ NG .
" SOURCE GROUP ™. [ SENY .
SN vy il ’[AUTHGR;ZMON ’<ﬁ)
™. -
. CALLS? 7
\-‘\_\ //,.f'
“‘\\H p
YES ‘“\I»"/

' sac

hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh
" -
..al""'l

BASED ON SOURCE DEVICE |7
IDENTIFY, APPLY CALLED
NUMBER TRANSLATION
RULES

(&) Fig. 5B




U.S. Patent Jul. 28, 2015 Sheet 12 of 25

I
B
L“\.ﬁv 500 (continued)

524
522

f,f”. / /\\ /
VES / S THE \ VES

CALLING PARTY

C’ﬂ‘é‘éfﬁjzggw N ~ ASSOCIATED WITH THE
/" .. SOURCEDEVICE 7

7
CONFIGURED?/ . GROUP?

ff" N -
- \\ rd

ARE

528

o
-u.-u.-u.-u.-u.-u.-u.-u.nnunnnnnnqqn—nqn-nl-—tqq —~ /

AUTHORIZATION /
' PROCESS FOR
. NON-ROAMERS

RS B ' B T B B B b e T S BT R R R By B M Ty N e B B o B B B he o m gm om om N om Jn n LN L N N N L aa ma

™ .
IS THE n, NO

CALLING PARTY o

US 9,094,504 B2

SZ6

o

/

/

AUTHORIZATION
PROCESS FOR
RDAMERS

I USE

A

AUTHORIZED?

Fig. 5C



U.S. Patent Jul. 28, 2015 Sheet 13 of 25 US 9,094,504 B2

500 {continued)
- -~ f""""“x
l‘x?) (E*" NS
E
E 532
E /K\ 53i /x\\
E \ . 4
E / _ \ NO
E 1S THE ""\\ FORWARD ™.
L_ S CALLiNG PARTY CALL FOR M'“"xk
g N A PREPAID J SPECIAL )
E (\:iJSTGMER 7 GCESSINS;/ ;
E ™
E ves\” YES\/
53_? ' i
536 Ny
.. | DETERMINE BASED ON DENTITY |
CALLING ' OF CALLING PARTY ! I
| PARTY g AND CALLED |
| MAXIMUM NUMBER E
540 ; CALL |  DETERMINE ROUTE |
S Y D CLEARINGHOUSE !
 BASED ON IDENTITY OF ENGINE

SOURCE DEVICE AND
CALLING PARTY

E
| E
(OPTIONAL) DETERMINE | (SEE FIGURE 7 N
ROUTE AND FOR DETAIL) G '
DESTINATION DEVICE(S)
AT CLEARINGHOUSE 1
544
™ E
, I, W
" DETERMINE MAXIMUM 542 E
| CALL LENGTH BASED ON| DENY
| SOURCE DEVICE, g AUTHORIZATION |
CALLING PARTY AND - ;

DESTINATION DEVICE
|

;
r"l‘ - N
{ F

- Fig. 5D

S
(T
e



U.S. Patent Jul. 28, 2015

@

Sheet 14 of 25 US 9,094,504 B2

200 {continued)

//SﬂB
546
@Pw P | TRANSLATE THE IP ADDRESS |
/ NETWORK B‘"Eﬁ _ | OF EACH DESTINATION
TRANSLATION. | DEVICE INTO AN ALTERNATE |
RULES‘?" 1 DESTINATION 1P ADDRESS
.
7
NO
55[} e easa ........................_............I....._.......__..._....
\ GENERATE AUTHORIZATION
™ | T{'JKEN(S} LISING NON-
(6) TRANSLATED IP ADDRESSES AND:
o TRANSACTION IDENTIFIER AT |
CEEARINGHOUSE ENGINE |
552 ;
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, L 4 ""/ - 1 /l
. GENERATE TRANSACTION | 294 TN
i IDENTIFIER AND E '\ S APPLY S
 AUTHORIZATION TOKEN(S) AT ADDRESS .0
CLEARINGHOUSE ENGINE \\TRANSLATN}N o
— “SECURITY?
N o
556 YES ™
N v
sq ENCRYPT TOKEN WITH KEY OF
N | DESTINATIONDEVICE
S e e

N '

. CLEARINGHOUSE ENGINE W

[ = =

FORWARDS IP ADDRESSES OF
DESTINATION DEVICE(S),
AUTHORIZATION TOKEN(S), |
TRANSACTION ID,
TRANSLATED CALLED
NUMBER, MAXIMUM CALL
LENGTH AND OTHER CALL/
DESTINATION ATTRIBUTES TO
XML PARSER

L Beslenbmh i B bk L bl b

L | T T gL - o o T L T 1 T

F S B A B

e e e P e e e N N o L W ATl LT TR AT

"-'h“"l"l T wYE e e Ty P T e e e e

e

CLEARINGHOUSE ENGINE |
- FORWARDS TRANSLATED {P |
ADDRESSES OF DESTINATION |
- DEVICE(S), AUTHORIZATION
- TOKEN(S), TRANSACTION 1D,
5 TRANSLATED CALLED
NUMBER, MAXIMUM CALL
 LENGTH AND OTHER CALL/
 DESTINATION ATTRIBUTES TO
XML PARSER |

N\

"
-

560




U.S. Patent Jul. 28, 2015 Sheet 15 of 25 US 9,094,504 B2

500 {contmued)

— TN
N J
(1) 2
562 564
ﬁl\
\\llll ]
. S, - . | . S
. XML PARSER PREPARES XML
XML PARSER PREPARES XML . VERSION OF AUTHORIZATION
VERSION OF AUTHORIZATION | RESPONSE WITH CALL/
RESPONSE WITH APPROPRIATE . DESTINATION ATTRIBUTES, |
; ERROR CODE | AUTHORIZATION TOKEN(S) AND ;
i 1 . TRANSACTION IDENTIFIER |
o ] T ——
e i
268 e

. | PASS AUTHORIZATION RESPONSE
. TO WERB SERVER FROM XML
PARSER

™ WEB SERVER SENDS
AUTHORIZATION RESPONSE TO
SOURCE DEVICE

il e Y T Y e T e e Y e hi

LT R T

Fig. 5F



U.S. Patent Jul. 28, 2015 Sheet 16 of 25 US 9,094,504 B2

600
| | 605 S
' RECEIVE USAGE INDICATION |~ v
 MESSAGE AT WEB SERVER |
FROM SOURCE DEVICE |
fm,.l ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 610
. PASS USAGE INDICATION
. FROM WEB SERVER TO XML |
| PARSER g
S R
S ———
| )
XML PARSER EXTRACTS |
TRANSACTION IDENTIFIER |
AND CALL DURATION FROM |
USAGE INDICATION
;
. e |
|
E
i T 620
| XML PARSER FORWARDS
| EXTRACTED INFORMATION TO |
| CLEARINGHOUSE ENGINE |
b —
X
PN
N
/ o 625
. 630
~ . _ S
~ISDEVICE ANENROLLED™, ~ NO /=~ =@ o 5
DEVICE WITH St JSAGE INDICATION NOT |
@RWGHUUSE SERVE/R/*?/” CONFIRMED
“ !jf'
\ //
[ ves
L3

(&) Fig. 6A



U.S. Patent Jul. 28, 2015 Sheet 17 of 25 US 9,094,504 B2

( ;L\‘ 600 (continued)

CLEARINGHOUSE ENGINE
STORES EXTRACTED
INFORMATION

| PROVIDE USAGE

L CONFIRMATION TO XML
PARSER FROM

. CLEARINGHOUSE ENGINE

-------------------------

645

PREPARE USAGE e
CONFIRMATION MESSAGE
AT XML PARSER

| el i ""'"""'"""""'"'"""ww!ﬁ.mttthtttl'\.tﬂ.ﬂ.l'\.'\.tmu-.-.-.-.-.-. L

U R L et LU LT LA L TE R L L L

i TR T rTrrrrrrrrrrerTro T T e

FORWARD USAGE 4
CONFIRMATION (

MESSAGE TO WEB
SERVER

650

g EEE T EEE T EEE e my mam - - TR e " T e e e e E e e ek EEE e e AT

WEB SERVER SENDS
USAGE CONFIRMATION

MESSAGE TO
g SOURCE DEVICE

o o sFef o & T




U.S. Patent Jul. 28, 2015 Sheet 18 of 25 US 9,094,504 B2

B
\

660

7\ 600 {continued)

L

...\' 111111111111111111111111111111111111

P
-

" 18 EXTERNAL ‘x\\ NO
" CLEARINGHOUSE . ) sTop
. INDICATEDINTHE .~ |

. TRANSACTIONID

AN '

e e e e e T T TR TR TR T T T

. __,,,-f
M
\ f,f"'f/
YES
!
i 665
25 h! ,-“'!/

. DETERMINE ADDRESS(ES) OF | .~
. DESTINATION CLEARINGHOUSE |
 DEVICES THAT CAN RECEIVE ]

USAGE INDICATION MESSAGE

Ll
1
L
L}
N
L]
b
b
b |
11111111111111111111111111111111111111111111111111111 ]'—-r-r-r-wq-'-'-'-'-|'-|'-'-'-|'-|-'-'-'-'-|'-|---'-1-'-'-'-'-'-'-'-'-'-'-'--—'-'-'-'-'-'-'-—'-—'-'-—

; 670
PROVIDE USAGE INDICATION | /

 MESSAGE FROM SOURCE |
[ CLEARINGHOUSE TO g
- DESTINATION CLEARINGHOUSE |
_ TOXML PARSER ;

] 675
 PREPARE USAGE INDICATION | /

 MESSAGE AT XML PARSER |

1 v /
 FORWARD USAGE INDICATION |,
| MESSAGE TO WEB SERVER

685
.. E yd
WEB SERVER SENDS USAGE |
INDICATION MESSAGE TO |

DESTINATION CLEARINGHOUSE

Fig. 6C




U.S. Patent Jul. 28, 2015 Sheet 19 of 25 US 9,094,504 B2

g Wy By, B, Mgy By By, o e B, o B B

RECEIVE USAGE INDICATION |~
MESSAGE AT WEB SERVER |
FROM DESTINATION DEVICE |

, 606

600 {continued)

o

L

r
MLML&WMEMEMEEMEM

6
. PASS USAGE INDICATION g,/
 FROM WEB SERVER TO XML
; PARSER

g 11

o W -

616

- XML PARSER EXTRACTS

. TRANSACTION IDENTIFIER

- AND CALL DURATION FROM
USAGE INDICATION

Tl e e T e T e e e e e e e e w

m"mTe e e w R e wr '-1' -
%
%
T WETE T T ™ ..-.I.. T .

1 82

XML PARSER FORWARDS |~

EXTRACTED INFORMATION |
TO CLEARINGHOUSE

ENGINE

:
A

626
/ T . 631

Ly
b
3
1
- LY

" 1S DEVICE AN N — 4
" ENROLLEDDEVICE N " | ;SAGE INDICATION |
\{W H Cfs-ggﬁ:ENR%HGUB/E  NOT CONFIRMED
\“x
YES

(¢) Fig. 6D



U.S. Patent Jul. 28, 2015 Sheet 20 of 25 US 9,094,504 B2

(f;\k 600 (continued)

CLEARINGHOUSE ENGINE STORES
EXTRACTED INFORMATION

. B4t
| e
- PROVIDE USAGE CONFIRMATION TO f
XML PARSER FROM CLEARINGHOUSE |
ENGINE [
L S
| o 8486
PREPARE USAGE CONFIRMATION |
MESSAGE
AT XML PARSER
. L 2 651
FORWARD USAGE CONFIRMATION |7
MESSAGE TO WER ~
SERVER
U, A 656
;F“’fﬂj

WEB SERVER SENDS
 USAGE CONFIRMATION MESSAGE 10
| DESTINATION DEVICE




U.S. Patent Jul. 28, 2015 Sheet 21 of 25

&)
X 661
™~
pd // xxx‘*x ’fﬁ/

1S EXTERNAL .
" CLEARINGHOUSE ™~ 0
~_  INDICATED IN THE -~

L TRANSACTION ID 7

M -
o %

TTrT T T I LN L

666

. DETERMINE ADDRESS(ES) OF | /
 DESTINATION CLEARINGHQUSE
. DEVICES THAT CAN RECFEIVE

. USAGE INDICATION MESSAGE |

1
-y
n
n

) 4 |
PROVIDE USAGE INDICATION |
MESSAGE FROM DETINATION
CLEARINGHOUSE TO SOURCE
CLEARINGHOUSE TO XML
PARSER

LU S S S S S NS e T e e L Sy Sy el e e
-
[ ]

' PREPARE USAGE INDICATION |/
 MESSAGE AT XML PARSER

681
FORWARD USAGE INDICATION |~
MESSAGE TO WEB SERVER
686

WEB SERVER SENDS USAGE | /
INDICATION MESSAGE TO

P T T T T T N T N N Ny W S 2

US 9,094,504 B2

600 {continued)

L o g | e o W o BB

e e e Tl e B B B B R B R B P i A R o B e Tl P A R M r b B



U.S. Patent Jul. 28, 2015

INFPUT
SOURCE
DEVICE AND

CALLING

FARTY D
(OPTIONAL)

T T B R e e

F A E 4 J AT A d T EE IS Ak

< GROUPS IN >

. ROUTING f,_,f"
“ALGORITHM?
e

____________ S
j BASED ON IDENTITY OF

SOURCE DEVICE AND
- CALLING PARTY (OPTIONAL) |
- DETERMINE ROUTE AND |
. DESTINATION GROUPS AT |
' CLEARINGHOUSE

ENGINE

P R
L ™~

7 useLoap > NO

<" BALANCING AMONG >————» RANK ORDER DESTINATION |

. GrOups? 7
“
-k.k'"-.
\R %
YES Y
USE WEIGHTS ASSIGNED TO [

{ OAD BALANCING e
ALGORITHM TO RANK ORDER |
DESTINATION DEVICE =;
GROQUPS J

DESTINATION GROUPS AND |

Sheet 22 of 25 US 9,094,504 B2
’/TDD
"(K)
715
725
/f

 USE WEIGHTS ASSIGNED TO |
DESTINATION GROUPS TO

- DEVICE GROUPS. LARGEST |
| WEIGHT FIRST |

e B R B e B L e UL LA U M MLt




U.S. Patent Jul. 28, 2015 Sheet 23 of 25 US 9,094,504 B2

700 {continued)

TV
"\fj
735
s
’ /

- BASED ONIDENTITY OF SOURCE ,

DEVICE AND CALLING PARTY
(OPTIONAL) DETERMINE ROUTE |
AND DESTINAYION DEVICE(S) AT |

CLEARINGHOUSE :
ENGINE 5
E
- a5
i /4(} /
AN / /f
N
g ~ =
// USE LOAD ™_  NO USE WEIGHTS ASSIGNED TO |
o~ BALANCING AN | DESTINATION DEVICES TO RANK |
AMONG 7 ORDER DESTINATION DEVICES.
DEVICES? LARGEST WEIGHT FIRST
a v e J—
YESER\;” ,;50
.............................................. Vel

| USE WEIGHTS ASSIGNED TO |
_ DESTINATION DEVICES AND §
LOAD BALANCING ALGORITHM TO!
| RANK ORDER DESTINATION
| DEVICES

:'__________ e e o e e e e e e e e e W —amak 2 iRt am e m—amR e e e &,

- S ERSFAPFAW FAFPFAASS FALAR A BAAN S

755
CREATE DESTINATION DEVICE |

RECOMMENDATION ORDERED -~
| FIRST BY DEVICES SUGGESTED |
BY THE SOURCE DEVICE AND

;
SECOND BY DEVICE RANK i

ot o Bl B A A FEEERL P RS E .

Fig. 7B



U.S. Patent

Jul. 28, 2015

DETERMINE DESTINATION
DEVICES FOR BEACH
DESTINATION GROUPF AT
CLEARINGHOUSE ENGINE

'
o
u
u
o
o
'
o
o
u
'
WH‘.‘E‘.‘\.W—“—\.\.E“]!}L&E‘\M—'\.\.“’L L R e ey R L, L L LR Rl
T L T - L L N

T IF A DESTINATION GROUP IS
ANOTHER CLEARINGHOUGE

LEN =N

REQUEST TO CLEARINGHOUSE
= SERVER TO OBTAIN '
DESTINATION DEVICES IN GROUP|

ﬂwul LELE = SN B N E NS R RS WA

/USE LDA\/

7 BALANCING N
““.  AMONG

P
~ Cen ,—-"/f |
“DEVICES? 7

USE WEIGHTS ASS!GNED TD |

|  DESTINATION DEVICES AND |
LOAD BALANCING ALGORITHM 7O/
RANK ORDER DESTINATION - |
DEVICES WITHIN EACH GRGUP

ll.'. AELE L AT 11T i, T L LTS I 1R L1 A LT 11T AL I 1T T 1AL LI LI FEETLFTFCEFICECCCOOCD RECEE N

"I'I'l"l"'l"'r'l'i"l"l.“"l"l'l'l"l"l"‘l"'l'l"l"l'l"'h'l"l"l'l h |

E BASED ON THE IDENTITY OF THE
. SOURCE DEVICE OR THE

DESTINATION GROUP, TRUNCATE
. THE NUMBER OF DESTINATION |
. DEVICES IN EACH GROUP E

1
hl.‘.‘.".m'l.'l.1“‘1L““‘11“11.‘.m11—1m1—1m1"ﬂ.'|. = l“ T T T T T LRl L |.I-

11T I TEEIALALT I N LT I FAEALE LA ET

. CREATE DESTINATION DEVICE
. RECOMMENDATION ORDERED
| FIRST BY DEVICES SUGGESTED |
'BY SQURCE DEVICE, SECOND BY
| GROUP RANK AND THIRD BY |
DEVICE RANK WITHIN EACH |
GROUP

'
o = mxml—'—r—.j

—— — T N —h

' SERVER, SEND AUTHORIZATION |

780

790

-
"

L

Sheet 24 of 25 US 9,094,504 B2
760 700 {continued)
: ’_,.-"'
786

775
/f

| WITHIN EACH GROUP. LARGEST |

USE WEIGHTS ASSIGNED TO
 DESTINATION DEVICES TO RANK -
ORDER DESTINATION DEVICES

WEIGHT FIHST

“n b el e T T e T T T e T e e e e

Fig. 7C



U.S. Patent Jul. 28, 2015 Sheet 25 of 25 US 9,094,504 B2

e e Ml B A B B e B e T e e B B e e R B e B B B B B R R R A R e R B e B A B R B T e A R T T et T T T W - LS ‘-"-.-.1

1 e

SUM WEIGHTS ASSIGNED TO {DENTIFIED ,f"
DES TINATION DEVICE(S)

'q
w
n
n
w
w
n
w
I
w
l““hlhhiiuﬁhiihimiiililhi"‘"'-.ﬁ."l.'-"l."l.‘m"‘i"“ul‘ii‘“i“m""l.'hﬁ-'-'-'-."l."l."l.1‘“"‘1““‘1“1"‘“-\1“‘hiﬁ.‘ii‘iu“‘hmii‘“w
w
"
; .‘,-"hlr

ASSIGN RANGE 1O EACH IDENTIFIED e
DESTINATION DEVICE

e B B R T i o L o e L e R T S~ N . N R N . - — e

810
GENERATE RANDOM NUMBER BETWEEN O |7
AND WEIGHT SUM -
T — I
11111111111111111111 I -
% 815
-~

ORDER DESTINATION DEVICES BASED ON
PROXIMITY OF RANDOM NUMBER TO

| ASSIGNED RANGE OF EACH DESTINATION

% DEVICE

L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
b e N e T L A e A e e T e T e B el L R e e e B B o o B e e e R e e — — — — —a P, .




US 9,094,504 B2

1

CLEARINGHOUSE SERVER FOR INTERNET
TELEPHONY AND MULTIMEDIA

COMMUNICATIONS

PRIORITY AND RELATED APPLICATIONS

The present application 1s a continuation of and claims
priority under 35 U.S.C. 120 to U.S. Nonprovisional patent

application Ser. No. 13/026,213, entitled, “CLEARING-
HOUSE SERVER FOR INTERNET TELEPHONY AND
MULTIMEDIA COMMUNICATIONS,” filed on Feb. 12,
2011, now U.S. Pat. No. 8,289,974, which 1s a continuation of

U.S. nonprovisional patent application Ser. No. 11/282,945,
entitled, “CLEARINGHOUSE SERVER FOR INTERNET

TELEPHONY AND MULTIMEDIA COMMUNICA-
TIONS,” filed on Nov. 17,2005, now U.S. Pat. No.7,912,067,
and which 1s a continuation of U.S. nonprovisional patent
application Ser. No. 09/952,938, now U.S. Pat. No. 7,017,
050. The contents of these patent applications are hereby
incorporated by reference.

TECHNICAL FIELD

The present mvention 1s generally directed to telephony
and multimedia communications carried by a distributed
computer network, such as the global Internet. More specifi-
cally, the present invention relates to a clearinghouse server
for routing a communication between an originating VolP
device and a terminating VoIP device via the Internet.

BACKGROUND OF THE INVENTION

Telecommumnications networks are experiencing a drastic
technology shift from a circuit-switched architecture (such as
the current voice phone network) to a packet-switched archi-
tecture (such as the global Internet). Worldwide, the capacity
of deployed packet-switched networks 1s doubling every year
while circuit-switched capacity 1s only increasing at an
annual rate of around 6%. In many developed regions, packet-
switched capacity already exceeds circuit-switched capacity.
Recognizing this trend, telecommunications providers have
begun to optimize their networks for the technology that 1s
expected to dominate future growth: packet-switching. As
they deploy packet-switched technology, these providers
must still support traditional circuit-switched applications
such as voice and facsimile. Instead of operating parallel
network infrastructures, however, service providers seek to
support those apphcatlons over a packet-switched network.
This approach offers several advantages: greater efliciency
through the use of a single, common, network infrastructure;
lower cost through a reliance on packet-switching equipment;
and better support of innovative new services through an open
architecture.

As circuit-switched applications move to a packet-
switched network, service providers need a way to identily
systems on the packet-switched network that are associated
with addresses (typically telephone numbers) common to the
circuit-switched world. Providers must also have a means to
authorize communications, and to ensure that unauthorized
communications do not consume bandwidth. For example,
the provisioning of a physical, circuit-switched, connection
between two providers typically serves as authorization for
the providers to share traffic. In a packet-switched environ-
ment, however, communicating parties need not share a
phy31cal connection and some other means of authorizing
traffic 1s required. Finally, providers must have a reliable way
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to collect mmformation from packet-switched devices to
account for customer usage (e.g., for billing).

There remains a need in the art for a convenient, centralized
application to 1identity call routes, provide authorization, and
collect usage information for circuit-switched applications in
a packet-switched network environment.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A, 1B, and 1C, are collectively described as FIG. 1.

FIG. 1A 1s a block diagram ofthe operating environment of an
exemplary embodiment of the present invention. FIG. 1B 1s a
block diagram illustrating the definition of source groups and
destination groups 1n accordance with an exemplary embodi-
ment of the present ivention. FIG. 1C 1s a block diagram
illustrating 1inter-clearinghouse call authorization, routing
and usage 1indication collection of an exemplary embodiment
of the present invention.

FIG. 2 1s a block diagram of the architecture of a clearing-
house server in accordance with an exemplary embodiment of
the present invention.

FIG. 3A1salogical flow chart diagram 1llustrating steps for
enrolling a source device for operation with a clearinghouse
server 1 accordance with an exemplary embodiment of the
present 1nvention.

FIG. 3B 1s alogical flow chart diagram 1llustrating steps for
completing an enrollment request by a source device 1 accor-
dance with an exemplary embodiment of the present inven-

tion.
FIGS. 4A, 4B, 4C and 4D are collectively described as

FIG. 4. FIGS. 4A and 4B are diagrams 1llustrating exchanges
of messages between a source and destination device with a
clearinghouse server, including authorization and usage-re-
lated messages, 1n accordance with an exemplary embodi-
ment of the present mvention. FIGS. 4C and 4D are block
diagrams 1illustrating the exchanges ol messages between a
source device and destination device enrolled with different
clearinghouses 1n accordance with an exemplary embodi-

ment of the present invention.

FIGS. 5A, 5B, 5C, 5D, SE and 5F collectively described as
FIG. S, are logical flow chart diagrams 1llustrating steps com-
pleted by a clearinghouse server to authorize and route a
communication between source and destination gateways 1n
accordance with an exemplary embodiment of the present
invention.

FIGS. 6A, 6B, 6C, 6D, 6E and 6F collectively described as
FIG. 6, are logical flow chart diagrams illustrating steps com-
pleted by the clearinghouse server to process usage informa-
tion provided by a source device and destination device
regarding a completed communication 1n accordance with an
exemplary embodiment of the present invention.

FIGS. 7A, 7B and 7C, collectively described as FIG. 7, are
a logical flow chart diagram 1illustrating steps completed by a
clearinghouse server to i1dentily a route, and associated call
attributes, for a communication between a source device and
potential destination devices in accordance with an exem-
plary embodiment of the present invention.

FIG. 8 1s a logical flow chart diagram illustrating load
balancing steps completed by a clearinghouse server to assign
a priority or ranking to potential destination groups or desti-
nation devices available for receiving a communication from
a source device 1n accordance with an exemplary embodi-
ment of the present invention.

DETAILED DESCRIPTION OF TH.
EXEMPLARY EMBODIMENTS

(Ll

The present mvention provides a clearinghouse solution
for routing multi-media communications, including tele-
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phony calls, between a source device and a destination device
via a distributed computer network, such as the global Inter-
net. The present invention also authorizes the completion of a
communication from a source device to a destination device
and collects usage-related information for the completed
communication. The clearinghouse server constructed in
accordance with the mventive concept can identily one or
more available destination devices available to accept a com-
munication from an authorized source device based upon the
source of that communication. This clearinghouse server also
can assign a weight or rank to destination groups or destina-
tion devices 1dentified as available for handling a communi-
cation from a source device to achieve a balanced assignment
of commumnications carried by those destination devices. An
exemplary embodiment of the clearinghouse server can oper-
ate 1n either a “WINDOWS” or “SOLARIS” operating sys-
tem environment 1n support of Web-based communications in
a distributed computer network.

Turning now to the drawings, in which like reference num-
bers 1dentify like elements of exemplary embodiments of the
present invention, FIG. 1A 1s a block diagram 1llustrating a
representative operating environment for an exemplary
embodiment of the present invention. A communication sys-
tem 100 comprises one or more originating gateways 110, one
or more terminating gateways 120, and a clearinghouse
server, each coupled to an Internet Protocol (IP) network 130.
For purposes of this discussion, an originating gateway and a
terminating gateway will be alternatively described as a
source device and a destination device, respectively.
Although FIG. 1A illustrates an operating environment
including only a single originating gateway 110 and a single
terminating gateway 120, those skilled in the art will appre-
ciate that the operating environment of the communication
system 100 can include multiple originating source VolP
devices and terminating VolP destination devices. Those
skilled 1n the art will also appreciate that source devices and
destination devices are not limited to gateways, but may
include any device which requires discovery (routing) and
authorization to establish a communication session with
another IP device. Possible IP devices might include, but are
not limited to, gatekeepers, softswitches, SIP proxies, signal-
ing gateways and call agents. The IP network 130 represents
a distributing computer network and can be implemented by
the global Internet, a wide area network (WAN), or an enter-
prise-wide local area network (LAN). The operating environ-
ment 1llustrated 1n FIG. 1A 1s also described 1n related U.S.
patent applications assigned to the assignee of the present
application, ncluding U.S. patent application Ser. Nos.
09/154,564 and 09/759,680, Now U.S. Pat. Nos. 6,426,955 &
6,996,093, and which are hereby fully incorporated herein by
reference.

To 1nitiate a communication supported by the communica-
tion system 100, a calling party 105 sends an outgoing call
having a called telephone number to the source device 110.
For this representative example, the calling party 105 has an
established relationship with the source device 110, such as a
subscription to call onigination services provided by that
source device. The source device 110 1s an authorized user of
the clearinghouse services provided by the clearinghouse
server 125 as a result of enrolling for operation with that
server. Consequently, the source device 110 sends an autho-
rization request message to the clearinghouse server 1235 via
the IP network 130 to request the completion of the outgoing,
call with an available designation device 120. The authoriza-
tion request typically comprises the called telephone number,
otherwise described as the dialed number, a call identifier to
uniquely 1dentity the outgoing call and, for certain applica-
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tions, the telephone number for the calling party 105 and
payment authorization, such as a calling card number and a
personal 1identification number (PIN).

If the clearinghouse server 125 determines that the source
device 110 1s an authorized user of clearinghouse services,
the clearinghouse server 125 can 1dentily one or more desti-
nation devices for handling the outgoing call. I1 the clearing-
house server 123 1dentifies more than one destination device
available to handle the outgoing call, the clearinghouse server
125 typically applies a weight assigned to each destination
device to prioritize or rank order the available destination
devices. The clearinghouse server 125 also can assign an
authorization token to each 1dentified destination device as an
indicator that call completion 1s authorized by the clearing-
house server 125. The clearinghouse server 125 can further
assign a transaction identifier to the incoming call to uniquely
identify that call for recordkeeping purposes. Responsive to
the authorization request, the clearinghouse server 125 can
send an authorization response to the source device 110 via
the IP network 130. The authorization response typically
comprises a list identifying one or more available destination
devices, the authorization token(s), and the transaction 1den-
tifier.

The source device 110 can use the information provided by
the clearinghouse server 120 1n the authorization response to
contact a selected destination device 120 and to complete the
incoming call via the IP network 130. In turn, the selected
destination device 120 can communicate the outgoing call to
a called party 115, typically via the Public Switched Tele-
phone Network (PSTN). In this manner, the outgoing call 1s
connected between the calling party 105 and the called party
115 by a combination of a distributed computer network and
the PSTN.

Upon completion of the call, the source device 110 can
1ssue a usage mdication message to the clearinghouse server
125 via the IP network 130. This indication message typically
comprises usage information related to the completed call,
such as call duration, and the transaction 1dentifier originally
assigned to that call by the clearinghouse server 125. The
clearinghouse server 125 can extract the usage imnformation
provided by the usage indication message for storage in local
memory and send a usage indication confirmation as an
acknowledgement message to acknowledge receipt of such
information. The usage indication confirmation message 1s
carried by the IP network 130 to the source device 110 to
complete the confirmation process.

FIG. 1B 1s a block diagram illustrating the definition of
source groups and destination groups to define groups of
devices. Source devices 110 and 133 are grouped together 1n
source group 143. Source groups define a group of one or
more source devices which have a common set of attributes
and rules the clearinghouse server uses to determine how to
authorize and route each call. Destination devices 120 and
140 are grouped together 1n destination group 150. Destina-
tion groups define a group of one or more destination devices
which have a common set of attributes and rules the clearing-
house server uses to determine 1f the destination device
should be selected as a potential destination device for a call.
A device may be assigned to both a single source group and
one or more destination groups.

FIG. 1C 1s a block diagram illustrating how the definition
ol source groups and destination groups can be expanded to
include external clearinghouses. FIG. 1C provides an
example of how clearinghouse server A 125 and clearing-
house server B 165 could be configured to facilitate a call
from a device 1n a source group for clearinghouse A 145 to a
device 1n a destination group for clearinghouse B 160. Source
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clearinghouse server A 125 has been defined as a source
group for clearinghouse server B 165. Destination clearing-
house B 1635 has been defined as a destination group 1n clear-
inghouse server A 125.

FIG. 2 1s a block diagram 1llustrating the components of a
clearinghouse server constructed in accordance with an
exemplary embodiment of the present invention. An exem-
plary clearinghouse server 200 comprises an operating sys-
tem 205, a Web server 210, an XML parser 215, a clearing-
house engine 220, and a user interface 225. The clearinghouse
server 200 can be coupled to a database comprising one or
more configuration files 230 to support clearinghouse opera-
tions.

The platform of the clearinghouse server 1s provided by the
operating system 205, which 1s preferably implemented by
Microsoit Corporation’s “WINDOWS 2000 or Sun Micro-
system’s “SOLARIS” operating systems. Although the
“WINDOWS” and the “UNIX" platiorms represent preferred
platforms, i1t will be appreciated that the inventive concept of
a clearinghouse server can be supported by other operating
systems and 1s not limited to those described herein. The
operating system 205 communicates with the Web server 210,
which preferably includes the XML parser 215.

The Web server 210 supports Web-based communications
with client computers 1n a Web-enabled computing environ-
ment, including the source and destination devices illustrated
in FIG. 1. The XML parser 215 can accept messages from the
clearinghouse engine 220 and convert those messages to
XML format for communication via the Web server 210. The
XML parser 215 also can extract information from an XML
message received by the Web server 210 and supply the
extracted information to the clearinghouse engine 220. The
Web server 210 also communicates with the user interface
225 via application programming interfaces (APIs). The
Webserver 210 1s preferably implemented by an “XITAMI”
server available from iMatix Corporation sprl of Antwerpen,
Belgium.

The clearinghouse engine 220 supports the processing of
clearinghouse transactions and communicates with the oper-
ating system 205, the Web server 210, and the user interface
225. APIs can be used to access functions supported by the
clearinghouse engine 220. The clearinghouse engine 220 also
can access configuration files maintained by the configuration
database 230 in support of clearinghouse transactions. The
configuration files typically contain descriptive information
identifyving characteristics of enrolled source devices and
clearinghouse transaction records, including transaction
identifiers assigned to transactions by the clearinghouse
server 200.

The user interface 225 provides a mechanism for a user,
such as an assistant administrator, to input information about
the clearinghouse environment, including details about
enrolled source devices and destination devices which can be
used for authorization and routing logic. An enrolled device
can be a source device and destination device. The user inter-
face can be used to assign devices to a source group and
destination groups. The user interface 225 also can present
the user with information related to clearinghouse transaction
records stored by the clearinghouse server 200. FIG. 3A 1s a
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logical tlow chart diagram 1llustrating exemplary steps com-
pleted during the enrollment of a source or destination device
for operation with a clearinghouse server. Turning now to
FIG. 3A, an exemplary enrollment process 300 1s imitiated 1n
response to a user, typically an assistant administrator, defin-
ing a source device to be enrolled as a “user” or subscriber of
clearinghouse services. A source device 1s typically identified
by an IP address or a Domain Name System (DNS) name. In
addition, the administrator can assign the device to a particu-
lar source group of devices having one or more common
characteristics and to different destination groups having one
or more common characteristics.

In step 310, commands are 1ssued at the source or destina-
tion device device to complete an enrollment request for
transmission to the clearinghouse server. These commands
are typically device dependent and often require support by
an administrator to select the appropriate enrollment mstruc-
tions. Representative tasks completed by the source device
for step 310 are shown 1n the logical tlow chart diagram of
FIG. 3B. Turning briefly to F1G. 3B, the source device obtains
the identity of the clearinghouse server in step 330. The
identity 1s typically an IP address or a DNS name for the
clearinghouse server. In step 335, the source or destination
device obtains certificate authority (CA) certificate from the
clearinghouse server 335 based upon an initial contact with
the 1dentified clearinghouse server via the IP network. In
decision step 340, an inquiry 1s conducted to determine if the
CA certificate can be verified as a certificate 1ssued by a
trusted device. For example, the verification task 1n decision
step 340 can be completed by an administrator of the source
or destination device contacting a representative of the ser-
vices olfered by the clearinghouse server to verity the CA
certificate. If the CA certificate can not be verified in decision
step 340, the “NO” branch 1s followed to step 345 and the
enrollment request process 1s terminated at the source device.
Based on a positive response, however, the “YES” branch 1s
followed from decision step 340 to step 350. In step 350, the
source device generates a public/private key pair and sends an
enrollment request with the public key to the clearinghouse
server 350 via the IP network. Upon device enrollment, a
configuration record or file for that device 1s constructed for
storage 1n the configuration database accessible by the clear-
inghouse server.

Returning now to FIG. 3A, the source device sends an
enrollment request via the IP network to the clearinghouse
server 1n step 315. Responsive to the enrollment request, the
clearinghouse server 1n step 320 creates a public key certifi-
cate and sends that certificate to the source device via the IP
network. The clearinghouse server may 1ssue a common pub-
lic key certificate to all devices, a unique public key certificate
to every device, or a unique public key certificate to all
devices 1n a given group. This public key can be used by the
source device to initiate secure communications with the
clearinghouse server. In step 3235, the clearinghouse server
obtains device information and builds a configuration file for
the source device. The configuration file 1s maintained at the
configuration database and 1s accessible by the clearinghouse
server. A representative configuration file 1n accordance with
an exemplary embodiment of a limited implementation of the
present invention 1s shown 1n Table 1.

TABL

L1l

1

license 'software license key'
crypto 'keys'’

enroll enabled

routing enabled

cdrs enabled
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TABLE 1-continued

ssl enabled

group "

group 'ACME TSP

group 'B1-Concert’

group 'HK Telecom’

group 'Prepaid’

device 'device8.isp.com’ " enabled enrolled
device 'devicel.itsp.com' 'ACME ITSP' enabled enrolled
device 'device2.itsp.com' 'ACME ITSP' enabled enrolled
device 'device3.itsp.com' 'ACME ITSP' disabled enrolled
device 'deviced.carrier.com' 'BT-Concert' enabled enrolled
C

C

C

C

evice 'deviced.com’ 'HK Telecom' enabled
evice 'deviced.com’ 'HK Telecom' disabled
evice 'deviceb.isp.com’ 'Prepaid’ enabled enrolled
evice 'device7.isp.com’ 'Prepaid’ enabled enrolled

route
'deviced.carrier.com’ O

+1..." 'devicel.itsp.com’ 60 'device2.itsp.com’ 25 'devicel.itsp.com’ 15

route " '+1 404..." 'devicel.itsp.com’ 75 'device2.itsp.com’ 25 'deviced.carrier.com’' O
route " '+1 770..." 'devicel.itsp.com’ 75 'device2.itsp.com’ 25 'deviced.carrier.com’ O

route " '+33..." 'deviced.com’ 1 'device5.com' 0

route " '+33 6..." 'deviced.com’' 1 'device5.com' O

route " '+46..." 'deviced.com’' 1 'device5.com' 0

route " '+46 70..." 'deviced.com' 1 'device5.com’' O

route " "' 'deviceb.isp.com’ 100 'device7.1sp.com’ O 'devicef.isp.com’ 0

route 'ACME ITSP' '+1..." 'devicel.itsp.com’ 60 'device2.itsp.com’ 25
'device3.itsp.com’ 15 'deviced.carrier.com’ O

route 'ACME ITSP' '+1 404..." 'devicel.itsp.com’' 75 'device2.itsp.com’ 25

'deviced.carrier.com' O

route 'ACME ITSP' '+1 770..." 'devicel.itsp.com’ 75 'device2.itsp.com’ 25

'deviced.carrier.com’ 0
route 'ACME ITSP' +33..." 'deviced.com’ 1 'deviceS.com’ 0
route 'ACME ITSP' '+33 6..." 'deviced.com' 1 'device5.com' O
route 'ACME ITSP' '+46..." 'deviced.com’' 1 'deviceS.com' O
route 'ACME ITSP' '+46 70..." 'deviced.com’ 1 'device5.com' O

route 'ACME ITSP'" 'deviceb.1sp.com’ 100 'device7.1sp.com’ O 'device8.1sp.com’ O
route 'BT-Concert' +1..." 'devicel.itsp.com’ 60 'device2.itsp.com’ 25 'device3.itsp.com’

15 'device4d.carrier.com' O

route 'BT-Concert' '+1 404..." 'devicel.itsp.com’ 75 'devicel.itsp.com’ 25
'deviced.carrier.com’ 0

route 'BT-Concert'+1 770..." 'devicel .itsp.com’ 75 'device2.itsp.com’ 25
'deviced.carrier.com’ 0

route 'BT-Concert' '+33..." 'deviced.com' 1 'device5d.com' O

route 'BT-Concert' '+33 6..."' 'deviced.com' 1 'device5.com' O

route 'BT-Concert' +46..." 'deviced.com’' 1 'deviced.com' 0

route 'BT-Concert' '+46 70..." 'deviced.com’' 1 'device5.com' O

route 'BT-Concert' " 'device6.1sp.com’ 100 'device7.1sp.com’ 0 'device8.1sp.com’ O

route '"HK Telecom' '+1..." 'devicel.itsp.com’ 60 'device2.itsp.com’ 25
'device3.itsp.com’ 15 'deviced.carrier.com’ O

route '"HK Telecom' '+1 404..." 'devicel.itsp.com’ 75 'device2.itsp.com’ 25

'deviced.carrier.com' O

route '"HK Telecom' '+1 770..." 'devicel.itsp.com’ 75 'device2.itsp.com’ 25

'deviced.carrier.com’ 0
route '"HK Telecom' '+33...' 'deviced.com’ 1 'deviceS.com' O
route '"HK Telecom' '+33 6..." 'deviced.com’ 1 'device5d.com’ O
route '"HK Telecom' +46..." 'deviced.com’ 1 'device5.com' O
route '"HK Telecom' '+46 70..." 'deviced.com’' 1 'device5S.com' O

route '"HK Telecom' " 'device6.1sp.com’ 100 'device7.1sp.com’ 0 'device8.1sp.com’' 0
route 'Prepaid’ " 'devicel.itsp.com’ 60 'device2.itsp.com’ 25 'device3.itsp.com’ 15

'deviced.carrier.com' O

Each line in a configuration file (other than comments or
blank lines) contains a single configuration 1tem. The first
word on the line identifies that item. The possible values for
this word are listed below 1n Table 2.

TABLE 2
license: software license key for the clearinghouse server
crypto: cryptographic keys for the clearinghouse server
enroll: flag to enable/disable device enrollment
routing: flag to enable/disable call routing
cdrs: flag to enable/disable CDR collection
ssl: flag to force clearinghouse server requests to use SSL

for security

TABLE 2-continued

group: a group (convenient collection) of devices
device: a device (gateway, gatekeeper, proxy, softswitch, etc.)
route: a route for a call

The same configuration item may be included multiple
times 1n this file. In such cases, the clearinghouse server’s

behavior depends on the specific 1tem. In most cases, later
occurrences ol an 1tem will override an earlier value. For
example, if multiple “license” lines are included in the file,
only the last line will actually be used by the server. In the case
of “group”, “device”, and “route”, multiple occurrences
define additional groups, devices, or routes. Note, however,
that 1t 1s not possible to define multiple groups with the same
name, multiple devices with the same name, or multiple
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routes with the same group and called number. If the configu-
ration file attempts to define duplicates, the server will gen-
erate an error when attempting to read and parse the file.

License “Software License Key”

The content following the license keyword should be a
software license key enclosed 1n double quotation marks. It
this parameter 1s absent from the file, or 11 the included license
key 1s invalid, the underlying software supporting operations
of the clearinghouse server will revert to a trial version. New
soltware license keys may be obtained from a licensor of the
clearinghouse server soitware. They can either be added to
the configuration file manually or imported into the server
through the user interface. Imported license keys are stored in
configuration backups. Unlike other configuration items, old
values of the license key are kept 1n the configuration file,
allowing a straightforward reversion to an earlier license (by
deleting the newest license keys), as well as problem diagno-
s1s and auditing.

Crypto “Cryptographic Parameters”

The content following the crypto keyword should be cryp-
tographic parameters for the clearinghouse server enclosed in
double quotation marks. If this parameter 1s absent, the clear-
inghouse server will automatically generate new crypto-

graphic parameters. If this occurs, though, all enrolled
devices will have to re-enroll with the server to refresh their
cryptographic knowledge.

Enroll {Enabled|Disabled}

The content following the enroll keyword should be a
single word, either “enabled” or “disabled” (without the quo-
tation marks), whichever 1s appropriate. 11 this parameter 1s
not present, device enrollment will be disabled.

Routing {Enabled/Disabled}

The content following the routing keyword should be a
single word, etther “enabled” or “disabled” (without the quo-
tation marks), whichever i1s appropriate. 11 this parameter 1s
not present, call routing will be disabled.

cdrs {Enabled|Disabled }

The content following the call details records) (cdrs) key-
word should be a single word, either “enabled” or “disabled”
(without the quotation marks), whichever 1s appropriate. It
this parameter 1s not present, CDR collection will be disabled.

ssl {Enabled|Disabled}

The content following the ssl keyword should be a single
word, either “enabled” or “disabled” (without the quotation
marks), whichever 1s appropniate.

Group Name

The content following the group keyword should be the
name of the group. If the name consists of more than one
word, the entire name should be enclosed 1n double quotation
marks.

Device Name Group {Enabled|Disabled} [Enrolled]

The content following the device keyword should be the
DNS name of the device, the name of the group to which the
device belongs (enclosed 1n quotation marks if the name 1s
more than one word), the word “enabled” or “disabled” (with-
out the quotation marks), and, optionally, the word “enrolled”
(also without quotation marks).

Route Group Number (Device Weight)

The content following the route keyword should be the
name of the group to which the route applies (enclosed in
quotation marks 11 the name 1s more than one word), the called
number prefix for the routes (enclosed in quotation marks 11
the number includes spaces) and then a series of one or more
device weight pairs, where device 1s the DNS name of the
destination device, and weight 1s the weighting factor for that
device.
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FIGS. 4A and 4B are diagrams illustrating representative
message exchanges between a source and destination devices
and a clearinghouse server for an exemplary embodiment of
the present invention. Representative exchanges include an
authorization message exchange and a usage message
exchange. The authorization message exchange comprises
authorization request and confirmation messages. The usage
message exchange comprises usage request and confirmation
messages.

To 1mitiate a call routing operation by the clearinghouse
server, the source device can 1ssue an authorization request
message, as shown i FIG. 4A. The authorization request
typically comprises a dialed number for the called party and
a call identifier created by the source device to uniquely
identify the communication. An optional attribute of an
authorization request 1s the telephone number for the calling
party. Another optional attribute of an authorization request 1s
call payment information, such as a calling card number and
a PIN.

The clearinghouse server can respond to an authorization
request message by generating an authorization response
message. Both the authorization request and the authorization
response are typically formatted as XML messages and are
carried by the IP network. Assuming approval of an autho-
rized commumnication by the source device, the authorization
response typically includes a list of destination devices avail-
able to accept the call, an authorization token assigned to each
identified destination device, and a transaction identifier. If
more than one device 1s 1dentified by the clearinghouse server
as available to handle the incoming communication, the clear-
inghouse server typically rank orders the resulting list based
upon weights assigned to those destination devices. The
clearinghouse server assigns an authorization token to each
identified destination device for use by the source device
when contacting the selected destination device to complete a
routed communication. The transaction identifier 1s assigned
by the clearinghouse server to uniquely identify the transac-
tion for this communication.

Upon completion of a communication between a source
device and a selected destination device, the source and des-
tination devices canissue a usage indication message defining
the duration of the communication, as shown in FIG. 4B. The
typical usage indication message includes the call duration
and the transaction 1dentifier originally assigned by the clear-
inghouse server to unmiquely identify that call transaction.
Responsive to the usage indication message, the clearing-
house server can collect the usage-related information for
storage 1n a local memory, such as the configuration database
coupled to the clearinghouse server. The clearinghouse server
can confirm receipt of the usage indication message by 1ssu-
ing a usage confirmation message for delivery to the source
device. Both the usage indication message and the usage
confirmation message are preferably formatted as XML mes-
sages for communication via the IP network.

FIG. 4C 1illustrates how the concept of authorization
request and authorization response messages can be
expanded to support inter-clearinghouse call authorization
and routing. In this example, the source device 410 of source
group 492 sends an authorization request 430 to clearing-
house server A 410. Clearinghouse A has no destination
devices 1n its routing table to complete the call. However,
clearinghouse A does have clearinghouse server B 425
enrolled as a destination group 494 and forwards the autho-
rization request 435 to clearinghouse server B 425. Clearing-
house server B 425 which has clearinghouse server A 410
enrolled as a source device accepts the authorization request
as 1t would from any source device. Clearinghouse server B
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determines that destination device 420 can complete the call
and sends the authorization response 435 to clearinghouse
server A 410 which forwards the authorization response to
source device 410. Source device 410 then may establish
communication directly with destination device 420. Those
skilled 1n the art will recognize that the example in 4C can be
extended to include multiple clearinghouse servers exchang-
ing messages 1n a serial architecture.

FIG. 4D illustrates the concept of usage indication and
usage confirmation in a multi-clearinghouse server environ-
ment. In this example, source device 410 sends usage indica-
tion message 450 to clearinghouse server A 410 which
responds with usage confirmation message 455. Also, clear-
inghouse server A 410, which 1s a source device for clearing-
house server B 425, sends its usage confirmation message 465
to clearinghouse server B 4235 which responds with usage
confirmation message 470. Destination device 420 sends 1ts
usage 1mndication message 460 to clearinghouse server B 425
which responds with a usage confirmation message 475.
Clearinghouse server B 425, which 1s a logical destination
device for clearinghouse server A 410 sends a usage 1ndica-
tion message 485 to clearinghouse server A 410. Clearing-
house server 410 responds with a usage confirmation mes-
sage 490 to clearinghouse server B 423.

FIGS. SA, 5B, 5C, 5D, 5FE and 5E are logical tlowchart
diagrams 1llustrating the exemplary steps completed by a
clearinghouse server for authorizing and routing a communi-
cation session between a source device and a destination
device 1n a distributed computer network. Turning now to
FIGS. 5A, 5B, 5C, 5D, SE and SF collectively described as
FIG. 5, an exemplary process 500 1s initiated at step 502 1n
response to the Web server receiving an authorization request
from a source device enrolled for operation at the clearing-
house server. The authorization request 1s passed by the Web
server to the XML parser 1in step 502. The XML parser
extracts information from the authorization request in step
506, including source device 1dentity, dialed number, and call
identifier. I present, the XML parser will also extract optional
call-related information that may be present 1n the XML-
formatted authorization request, such as telephone number
tor the calling party and call payment information. The XML
parser forwards the extracted information to the clearing-
house engine 1n step 508.

In decision step 510, an inquiry 1s conducted by the clear-
inghouse engine to determine 1f the source device 1s an
enrolled device with the clearinghouse server. In other words,
the clearinghouse engine determines whether the source
device 1s an authorized subscriber or user of the clearinghouse
services available at the clearinghouse server. If the response
to this inquiry 1s negative, the “NO” branch 1s followed from
decision step 510 to step 512 and authorization 1s denied. This
process can continue, as 1llustrated to step 362, to provide an
error message explaining why authorization was denied. Oth-
erwise, the “YES” branch 1s followed from step 510 to step
514.

In step 514, the clearinghouse engine examines device
groupings maintained by the clearinghouse server to deter-
mine if the source device has been assigned to one of the
device groupings. For example, an administrator can assign
an enrolled source device to a particular device grouping
based upon common characteristics of devices 1n that group.
If the source device 1s associated with a particular device
group, the routing operations completed by the clearinghouse
server are typically conducted based upon the attributes of the
device group rather than the individual source device. In
decision step 516, the process determines if the source group
1s authorized to mitiate calls. The source device may be

5

10

15

20

25

30

35

40

45

50

55

60

65

12

enrolled, but perhaps the device belongs to a group of devices,
such as a customer with poor credit, which have been tempo-
rarily denied clearinghouse services. If the source group 1s not
authorized then the process follows the NO branch and autho-
rization 1s denied. This branch may continue to step 562.

I1 the source group 1s authorized, the process continues to
the YES branch and step 520 which determines if called
number translation rules should be applied. Based on pre-
defined rules for each source device, the called number can be
translated. As an example translation, a trunk code pre-
pended to a called number might be replaced with a defined
string of digits to a predefined format. Such predefined for-
mats can include an E.164 number. E.164 1s the worldwide
telephone numbering standard defined by the I'TU, Interna-
tional telecommunications Union. Other formats and transla-
tion rules are not beyond the scope of the present invention.

The process continues to decision step 522 to determine 11
calling party features have been configured. If calling party
features have been configured 1n the clearinghouse server, the
process proceeds to step 524 to implement additional autho-
rization steps. Step 524 determines 11 the calling party or end
user 1s a customer of the firm operating the source device. IT
not, then the calling party 1s a customer of another firm and 1s
defined as a roamer. If the calling party 1s a roamer, the
authentication process for roamers 1s used step 3526. This
process may include authorization rules unique for each pair
ol source group and the firm offering services to the roamer.
If the calling party 1s associated with the source device group,
the calling party 1s not a roamer and authorization process for
non-roamers 1n step 528 1s used.

Step 530 determines if the calling party 1s authorized based
on processes 526 and 528. If the calling party 1s not autho-
rized, the process continues down the NO branch to step 534
which determines 11 the call recerves special handling. 1T not
the process follows the NO branch to step 544 where the call
1s demied. This process may be continued to step 562. 11 the
call 1s determined to recerve special processing the process
continues to step 538. The clearinghouse server may use rules
which use the identity of the calling party, the source group or
called number to route the call. Typically the call would be
routed to customer service or collection department, of the
firm offering services to the called party, or possibly to the
fraud department of the clearinghouse operator.

Returning to step 530, 1f the calling party 1s authorized, the
clearinghouse server may determine 11 the calling party 1s a
pre-paid or post-paid customer 1n step 532. If the customer 1s
a pre-paid customer, the clearinghouse server in step 536 may
determine the maximum allowable call length based on the
customer’s debit balance, the called number and the retail
usage rate (such as price per minute) applicable for this call-
Ing party.

In step 540, the clearinghouse engine determines the com-
munication route for completing the outgoing call and desti-
nation devices available to handle the communication. The
clearinghouse engine typically identifies the destination
devices available to handle the call based upon the identity of
the source device. However, 11 the enrolled source device 1s
also a member of a device group, the clearinghouse engine
will identily the available destination devices based upon the
device group associated with that source device. The admin-
istrator may also use the identity of the calling party to deter-
mine the routing operation for each call. Additional detail on
the routing processes are provided in FIG. 7.

In step 542, the clearinghouse server may determine the
maximum call length for which the call may be authorized.
This value may be a function of any or all of the following
parameters: source group, destination group, called number
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and calling party. The value determined 1n this process may be
included on the authorization response to source device.

In step 546 the decision 1s made whether to apply network
address translation rules. This decision may be configurable
by the clearinghouse server operator based on the 1dentity of
the source or destination devices. If network address transla-
tion rules are used the process continues down the YES
branch to step 548 where the IP address of each destination
device 1s translated ito an alternate destination IP address.
Translation of network IP address 1s used 1n this example of
the invention, however, steps 5346 and 548 may be more gen-
eral to include translation or addition of any information
about the destination device.

In step 550, the clearinghouse engine generates an autho-
rization token for each identified destination device and a
transaction identifier. Each token includes the non-translated
IP address of the destination device. The source device can
use the authorization token for a selected destination device to
confirm that the communication transaction has been autho-
rized by the clearinghouse server. The clearinghouse engine
assigns each communication transaction, a transaction 1den-
tifier to uniquely 1dentity that transaction. Also, i Step 550,
the clearinghouse engine also generates and stores a time-
date stamp that can be used for internal call detail records
(CDRs) as will be discussed below. The clearinghouse engine
also assigns to each communication 1ts server identification
number. Similar to the time-date stamp mentioned above, the
server 1dentification number can be used for internal CDRs.
The server identification number uniquely 1dentifies a respec-
tive clearinghouse and clearinghouse server that is part of the
clearinghouse network, or a network of clearinghouse net-
works.

Additionally, 1n Step 550, the clearinghouse engine creates
an internal CDR that can comprise at least one of the follow-
ing parameters: the transaction identifier, the identified des-
tination devices, the tokens for each identified destination
device, the source group number assigned to the source
device, the destination group number(s) corresponding to the
destination devices, the time-date stamp, and the server 1den-
tification number. As noted above, a source device may or
may not be part of or assigned to a source group. Therefore, a
CDR may or may not include the source group number
depending upon the source device and may not include des-
tination group number(s) depending on the destination
device(s). In addition, the internal CDR may included the
identify of the calling party, the called number and the maxi-
mum call length authorized by the clearinghouse engine. IT
network translation rules are applied, step 548, the translated
identity of the destination device may be included. If called
number translation 1s applied, step 520, the translated called
number may be included in the CDR. The CDR created by the
clearinghouse engine can be stored locally 1n the configura-
tion database 230.

Included 1n steps 550 and 552 is the process to recognize 1
any recommended destination devices have been derived
from an external destination clearinghouse, see steps 540 and
765. If so, then the clearinghouse engine will use the autho-
rization token and transaction identifier from the destination
clearinghouse 1n its authorization response providing the
external destination devices. By using the transaction identi-
fier from the destination clearinghouse as an mput to the
processes 1n step 550 and 552 the source clearinghouse trans-
action 1dentifier can be created to 1dentity both the source and
destination clearinghouses. This technique can be expanded
and 1t 1s possible to chain together clearinghouse transactions
with each subsequent transaction i1dentifier including infor-
mation about all preceding clearinghouses as the nitial des-
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tination clearinghouse token 1s forwarded via multiple clear-
inghouses to the eventual source device.

If authorization responses have been recerved from an
external clearinghouse(s) 1n step 765, then the internal CDR
created 1n steps 550 and 552 may 1nclude the following addi-
tional records: transaction identifier from the destination
clearinghouse, a record derived from the combination of the
destination clearinghouse transaction i1dentifier and source
clearinghouse transaction identifier, number 1dentifying the
destination clearinghouse and a number i1dentifying the des-
tination clearinghouse server.

In step 554, the clearinghouse determines whether to apply
address translation security. An important reason for IP net-
work address translation 1s to conceal the true 1dentity of the
source and destination devices from one another. This can be
achieved by routing the call from a source device to a proxy
device which then handles all call signaling and routing of
media packets to the destination server. By encrypting the
authorization token 1t 1s possible to conceal the destination
device IP addresses from the source device. In step 536, the
token 1s encrypted i1n such a manner that the source device
cannot determine the IP address of the true destination device.
The token 1s encrypted 1n such a manner that a proxy device
will appear as the destination device to the source device. The
token 1s encrypted so 1t can only be decrypted by the proxy
device which extracts the IP address of the destination device.
The proxy then completes the IP communication from the
source device to the destination device concealing the true IP
addresses of both the source and destination devices from
cach other. This step may rely on the administrative process
described 1n step 320 where specific cryptographic certifi-
cates are 1ssued to specific devices or groups by the clearing-
house server.

The authorization response, described 1n step 360 includes
the encrypted authorization token and additional non-en-
crypted information about the call such as the translated call
number, maximum call length and other call attributes. Some
important mnformation in the non-encrypted portion of the
authorization response are the alternate destination IP
addresses. These are addresses of proxy devices which appear
to be normal destination devices to the operator of the source
device. However, these devices may be proxy devices which
can decrypt the authorization token to obtain the true IP
address of the destination devices and then complete the call
from the source device to the destination device. The last
function of step 560 1s to forward the authorization response
information to the XML parser 564.

Returning to decision point 546, if network address trans-
lation does not apply, then the process proceeds down the NO
branch to step 552 where the clearinghouse engine generates
a transaction identifier and authorization token(s). Then 1n
step 538, the clearinghouse engine forwards the token(s),
transaction 1dentifier, addresses of destination devices, trans-
lated call number, maximum call length and other call
attributes to the XML parser 564.

In step 562, the XML parser prepares an XML authoriza-
tion response message with the approprate error code 1ndi-
cating why the authorization request was denied. In step 564,
the clearinghouse engine prepares an XML authorization
response message containing the transaction information
from step 558 or step 560. In step 5366, the XML parser passes
the XML message for the authorization response to the Web
server. The Web server 1n step 568 sends the authorization
response to the source device via the IP network.

Responsive to the authorization response, the source
device can select a destination device from the list of 1dent-
fied destination device(s ) and route the communication to that
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selected destination device for completion. The selected des-
tination device typically accepts the communication based
upon the authorization token provided by the source device in
connection with the communication. This authorization
token indicates that the communication has been authorized
by a clearinghouse service for completion between the source
and destination devices. Upon completion of the communi-
cation, a source device typically collects communication
usage mformation, mcluding the duration of the call, for
transmission to the clearinghouse server.

FIGS. 6A, 6B, 6C, 6D, 6E and 6F are logical flow chart
diagrams illustrating an exchange of usage indication-related
messages between a source and destination devices and a
clearinghouse server in accordance with an exemplary
embodiment of the present invention. An exemplary process
600 1s initiated at step 605 when the Web server at the clear-
inghouse server receives a usage indication message from a
source device. This source device 1s typically responsible for
originating a communication authorized by the clearinghouse
server. The usage indication message 1s passed by the Web
server to the XML parser 1n step 610. Responsive to the usage
indication message, the XML parser in step 615 extracts
usage information from that XML-formatted message. For
example, the XML parser typically extracts the transaction
identifier and the call duration from the usage indication
message. The transaction identifier represents the unique
identifier assigned by the clearinghouse engine for a particu-
lar communication. The call duration typically represents the
duration time for a communication completed between a
source device and a destination device. However, duration
may reported as any parameter such as, but not limited to,
packets, bits, pages or frames.

In step 620, the XML parser forwards the extracted usage
information to the clearinghouse engine. In decision step 625,
the clearinghouse engine determines the source device 1s a
device enrolled for operations supported by the clearinghouse
server. If the response to this 1nquiry 1s negative, the “NO”
branch 1s followed from step 6235 to step 630. In step 630, the
clearinghouse engine determines that the usage indication
information cannot be confirmed by the clearinghouse server
and 1ssues an error message.

In step 635, the clearinghouse engine stores the extracted
usage information of call details records provided by the
XML parser. This extracted information 1s typically stored in
local memory accessible by the clearinghouse engine. For
example, the extracted information can be maintained in
CDRs stored at the configuration database 230. That 1s, the
clearinghouse engine can append the CDRs created 1n Step
550 with this extracted information. The extracted informa-
tion can comprise at least one of the following: a listing of the
destination group number identifiers (11 the source device was
assigned to a source group) used for the communication; and
a listing of each authorized destination device used during the
communication. In step 640, the clearinghouse engine pro-
vides a usage confirmation to the XML parser. In turn, the
XML parser prepares an XML -formatted usage confirmation
message for delivery to the source device. The XML parser
forwards the XML-formatted message to the Web server 1n
step 650. In response, the Web server sends the usage confir-
mation message to the source device via the IP network.

Step 660 15 an example of the logic which may be used by
the mvention to determine 1f the usage 1ndication received
from the source device should be forwarded to a destination
clearinghouse, such as 1n step 4635. By analyzing the transac-
tion identifier created from the combination of the destination
clearinghouse transaction 1dentifier and the source clearing-
house transaction i1dentifier.
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FIG. 7 1s a logical flow chart diagram 1llustrating exem-
plary tasks completed by a clearinghouse server to 1dentily
destination device(s) available for handling a communication
originated by a source device. The exemplary tasks illustrated
in FIG. 7 are completed by the clearinghouse server during
the routing operation 1n step 540 of FIG. 5D. The task 540 1s
initiated at step 700 by identifying the source device, includ-
ing any device group assigned to that source device and the
calling party. The next step 710 1s a decision point where the
clearinghouse determines whether to use destination groups
in the routing algorithm. The definition and use of destination
groups may be configured by the operator of the clearing-
house server. I the clearinghouse engine has been configured
to route based on destination groups the process continues
down the YES branch to step 715.

Based upon the 1identity of the source group and optionally
on the calling party, the clearinghouse engine 1n step 713 can
calculate possible routes based upon an 1dentification of each
available destination group for handling the communication
originated by the source device. Each destination group 1is
preferably 1dentified based upon the dialed number for the
communication. A general description of routing algorithms
1s provided by Donald E. Knuth, “Sorting and Searching”,
Vol. 3 of The Art of Computer Programming (Reading, Mass. ;
Addison-Wesley, 1973), pp. 481-500.

The routing tasks completed by the clearinghouse server
can be implemented by Algorithm T, described 1n the Knuth
reference on pages 481-486. For this exemplary implemen-
tation, a table of records form an M-ary trie, where M 1s set to
10 (for the digits 0-9). This trie search searches for a given
argument K, where K 1s the dialed number. The table of
records 1s the call routing table for a single source group,
where each source group has 1ts own separate trie. The route
look-up returns the longest match, which represents the des-
tination for the communication.

Once possible destination groups have been identified, the
next step 720 1s a decision point for the clearinghouse engine
to determine if load balancing should be applied in the pro-
cess to rank order the destination groups. The rules for this
decision may be configured by the clearinghouse server
operator and may use the identity of the source group or
destination groups selected to determine 1f load balancing 1s
applied. If load balancing 1s applied the process continues
down the YES branch to step 730. Using weights assigned to
cach destination group, the clearinghouse engine determines
the rank order of the destination group.

FIG. 8 1s a logical tlow chart diagram 1llustrating the exem-
plary tasks completed by a clearinghouse server to “balance
the load” of destination devices 1dentified 1n a recommenda-
tion list provided to the source device 1n an authorization
response. The example 1llustrated 1n FIG. 8 for destination
devices may also apply to destination groups. The tasks 11lus-
trated in FIG. 8 are completed by the clearinghouse server
during step 730 of FIG. 7A and also 1 step 750 of FIG. 7B.
The tasks of step 750 are initiated in step 800 by the clear-
inghouse engine summing the weights assigned to the 1den-
tified destination devices (groups). Each identified destina-
tion device (group) has been 1dentified by the clearinghouse
engine as available for handling a communication originated
by the source device. In step 805, a range of weight values 1s
assigned to the 1dentified designation devices (groups). The
clearinghouse engine generates a random number between 0
and the sum of the weights 1n step 810. In turn, the clearing-
house engine in step 815 orders the destination devices
(groups) based upon the proximity of the random number to
the assigned range of weights for each destination device
(group). This enables the clearinghouse engine to provide a
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balanced list of 1dentified destination devices to the source
device 1n the authornization response.

Returming to step 725, if load balancing among destination
groups 1s not applied, then the destination groups may be rank
ordered by their assigned weights. Once the destination
groups have been rank ordered, the process continues at the
clearinghouse engine to step 760 to determine the potential
destination devices in each destination group.

If one of the destination groups 1s 1dentified as an external
clearinghouse, the clearinghouse server in step 765 will
launch an authorization request 435 to an external, or desti-
nation, clearinghouse server identified with the destination
group to obtain an authorization response 440 with a list of
destination devices. If the destination clearinghouse server
has destination devices which can complete the call, the des-
tination clearinghouse server may send an authorization
response with a list of destination devices, authorization
tokens, transaction identifier and other attributes to the source
clearinghouse server. As part of step 765, the source clearing-
house server will store the authorization token(s) and trans-
action i1dentifier received from the external or destination
clearinghouse server and include this information in 1ts
authorization response to the source device. The destination
device of a destination clearinghouse may only accept atoken
that originates from a clearinghouse server with which 1t 1s
enrolled.

The transaction 1dentifier may include clearinghouse and
server 1dentification number. The combination of the destina-
tion clearinghouse transaction idenfifier with the source
clearinghouse transaction identifier creates a unique transac-
tion 1dentifier sent to the source device that identifies both the
source and destination clearinghouses. Using information
contained within the combined transaction identifier, steps
660 and 661, both the source and destination clearinghouse
servers have sulficient information to recognize inter-clear-
inghouse usage indications and automatically forward usage
indication messages, steps 465 and 470, to the respective
destination and source clearinghouse devices.

Step 770 1s the decision point for the clearinghouse engine
to determine whether or not to apply load balancing among,
destination devices. In a manner similar to load balancing
destination groups, the operator of the clearinghouse server
may configure rules which use the identity of the source group
and destination groups to determine 1f destination device load
balancing should be applied. If destination device load bal-
ancing 1s applied then the process continues down the YES
branch to step 780 where weights assigned to each device are
used to determine load balancing 1n a manner similar to that
described 1n steps 730 and in FIG. 8. If load balancing 1s not
applied the process proceeds down the NO branch to 775 and
destination devices may be simply rank ordered using the
weilght assigned to each destination device.

The next step 785 1s applied based on the identity of the
source device or destination group and truncates the number
ol possible number destination devices within each group.
The last step, 790, 1s final ordering of destination devices for
the clearinghouse server authorization response. The order
priority may be based first on destination devices suggested
by the source device. In the authorization request from a
source device to a clearinghouse server, the source device
may provide alist of possible destination devices. In step 735,
the clearinghouse server will determine 11 the suggested des-
tination devices are enrolled with the clearinghouse and are
authorized to recerve traific from the source device. The sec-
ond priority for ordering devices may be based on the rank
order of each destination group and the third priority of order-
ing devices may by device ranking.
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The present mvention has been described in relation to
particular embodiments which are imntended 1n all respects to
be 1illustrative rather than restrictive. Alternative embodi-
ments will be apparent to those skilled 1n the art to which the
present mvention pertains without departing from its spirit
and scope. Accordingly, the scope of the present invention 1s
defined by the appended claims rather than the foregoing
description.

What 1s claimed 1s:

1. A method for authorizing and routing a communication
with a clearinghouse server between a source device and a
destination device, comprising the steps of:

recerving an authorization request from a source device;

determining a communication route for completing a com-

munication originating at the source device;
identilying one or more destination devices available to
complete the communication;

balancing use of the one or more destination devices with

the clearinghouse server by ranking the one or more
destination devices with weighted values which are
assigned to each destination device;

generating a list comprising the ranked destination

devices:

torwarding the list to the source device; and

recerving a selection of a destination device from the list.

2. The method of claim 1, wherein each device comprises
a Voice over Internet Protocol device.

3. The method of claim 1, wherein ranking the one or more
destination devices comprises applying an algorithm that
determines the weighted values.

4. The method of claim 1, further comprising: generating
an authorization token and a transaction identifier for each
identified destination device.

5. The method of claim 1, further comprising: creating a
call detail record.

6. The method of claim 3, wherein the step of creating the
call detail record turther comprises the step of storing one of
a transaction identifier, the identified destination devices,
tokens corresponding to each i1dentified destination device, a
source group number assigned to the source device, a desti-
nation group number corresponding to each destination
device, calling party identity, called maximum authorized
call length, a time date stamp, and a server identification
number.

7. The method of claim 1, further comprising the step of
extracting communication mnformation from the authoriza-
tion request.

8. The method of claim 7, wherein the step of extracting,
communication information further comprises the steps of
extracting one of a source device 1dentity, dialed number, and
call identifier from the authorization request.

9. The method of claim 1, further comprising the step of
determining if the source device 1s enrolled with the clearing-
house server.

10. The method claim 1, further comprising ordering des-
tination devices based on a destination group assignment for
cach of the destination devices.

11. The method of claim 10, wherein a number of devices
in a destination group 1dentified as destination VoIP devices
are truncated.

12. The method of claim 11, wherein destination devices
suggested by the source device can be combined with desti-
nation devices 1dentified by the clearinghouse server.

13. The method of claim 11, wherein destination devices
suggested by the source device are ranked ahead of devices
identified by the clearinghouse server.
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14. The method of claam 1, wherein source devices are
assigned to source groups and destination devices are
assigned to device groups for the purpose of determining
authorization and routing of traific between source and des-
tination devices.

15. A system for authorizing and routing a communication
with a clearinghouse server between a source device and a
destination device, comprising;:

means for receiving an authorization request from a source

device;

means for determining a communication route for com-

pleting a communication originating at the source
device:

means for identifying one or more destination devices

available to complete the communication;

means for balancing use of the one or more destination

devices by ranking the one or more destination devices
with weighted values which are assigned to each desti-

nation device;

means for generating a list comprising the ranked destina-
tion devices;

means for forwarding the list to the source device; and
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means for receiving a selection of a destination device from

the list.

16. The system of claim 15, wherein each device comprises
a Voice over Internet Protocol device.

17. The system of claim 13, wherein the means for balanc-
ing comprises means for ranking the one or more destination
devices using an algorithm that determines the weighted val-
ues.

18. The system of claim 15, further comprising means for
generating an authorization token and a transaction identifier

for each 1dentified destination device.

19. The system of claim 15, further comprising means for
creating a call detail record.

20. The system of claim 19, wherein the means for creating,
the call detail record further comprises means for storing one
of a transaction identifier, the 1dentified destination devices,
tokens corresponding to each i1dentified destination device, a
source group number assigned to the source device, a desti-
nation group number corresponding to each destination
device, calling party identity, called maximum authorized
call length, a time date stamp, and a server identification
number.
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