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DISTRIBUTED CUSTOMER SUPPORT
CREDITS

CROSS REFERENCES TO RELATED
APPLICATIONS

This application claims priority from U.S. Provisional
Patent Application Ser. No. 61/353,615, entitled “DISTRIB-

UTED CUSTOMER SUPPORT CREDITS,” filed on Jun.
10, 2010, which 1s hereby incorporated by reference as i set
forth 1n full 1n this application for all purposes.

BACKGROUND

Approaches to electronic video distribution may mmvolve
studios providing credits to service providers to enable the
service providers to resolve customer care/support 1ssues.
With the provision of “credits™ to service providers, 1t may
be desirable to limit the exposure to fraud. For example,
studios may not allow a consumer to re-download a movie
that the consumer has already downloaded.

However, sometimes there are failures with the distribu-
tion of content, such as with a download and/or a device
(e.g., shortly after the download but before viewing) and 1t
may be reasonable to allow the consumer to re-download the
movie for a legitimate failure with the provision of a video
distribution. Accordingly, 1t 1s desirable to provide tech-
niques for enabling the distribution of credits while limiting,
the exposure to fraud.

SUMMARY

In a method, system, and computer-readable medium
having instructions for providing distributed customer sup-
port, a customer care provider for a first business entity
receives a request for customer care and the request may be
handled by the customer care provider with a remedy,
transaction mformation involving any number of transac-
tions from a repository 1s accessed using a customer care
credential and the repository comprises transaction informa-
tion for a second business entity, and a limitation on the
customer care provider i1s determined for providing the
remedy using the transaction information.

FIELD OF THE INVENTION

Particular embodiments generally relate to computing,

security and more specifically, to consumer electronic
devices and media services.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following drawings like reference numbers are used
to refer to like elements. Although the following figures
depict various examples of the invention, the invention 1s not
limited to the examples depicted 1n the figures.

FIG. 1A depicts a flow chart for an example of an
implementation of distributed customer support credits
according to an embodiment.

FIG. 1B depicts a system for providing customer support
in an example of an implementation of distributed customer
support credits according to an embodiment.

FIG. 1C depicts a system for providing customer support
in an example of an implementation of distributed customer
support credits according to an embodiment.
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FIG. 2 depicts a system for providing customer support in
an example of an 1mplementation of distributed customer
support credits according to an embodiment.

FIG. 3 depicts a system for providing customer support 1n
an example of an implementation of distributed customer
support credits according to an embodiment.

FIG. 4 depicts a tlow chart for an example of an 1mple-
mentation of distributed customer support credits according,
to an embodiment.

DETAILED DESCRIPTION OF EMBODIMENTS

Systems, methods, apparatuses, computer readable medi-
ums, and computer program products are provided {for
distributed customer support credits. Embodiments may
provide access to transaction information for one or more
business entities to determine a limitation on a remedy
available to a customer care provider. A remedy may be a
credit toward a download of content and/or files that support
the content, a domain based remedy (e.g. registering a
device 1 a domain), a streaming based remedy, creation of
an account, a provision of a password, and/or any other
remediation action used for customer care. Customer care 1s
a service that provides customer support to one or more
users of a device, software, and/or a service. The term “user”
and “customer” are to be construed broadly as a person, a
customer, and/or a method executed on behalf of a customer,
and the terms “user” and “customer” may be used inter-
changeably throughout.

A limitation on a remedy may be an amount of a particular
remedy available to a customer care provider(s) to give to a
customer. The limitation on a remedy may be any eflort
and/or approach to limit the exposure to fraud for the
business entity. In an embodiment, a limitation for a remedy
may be a number of a particular remedy that the customer
care provider 1s allowed to distribute. Examples of remedies
include, but are not limited to, the following: a limit on
access to a remedy for a particular user, a limit on access to
a remedy based upon a type of customer care request, a limait
on a remedy for a customer care provider or representative,
and/or any other limitation that may be placed on a remedy
available to aid a user with customer care. For example, a
customer care provider may have a limitation that allows the
provider only a certain percentage of available credits for a
service that a service provider makes available for a group
ol customer care providers supporting the service.

A customer care provider may be a user providing cus-
tomer support (e.g. a customer care representative), a busi-
ness entity, a software method or process, a service execut-
ing on one or more computer systems to handle customer
support requests, and/or any other mechanism that provides
customer support. In an embodiment, the customer care
provider may be a business entity with representatives that
supports a device, a piece of soltware, and/or content that the
business entity does not manufacture, design, or retail.

Transaction information may be any information on the
history of transactions involving a device and/or piece of
soltware that 1s supported by the customer care provider. A
transaction 1s an agreement, a communication, and/or action
carried out mvolving goods, services, devices, information,
and/or money. In one or more embodiments, the transaction
information may be for transactions involving a business
entity other than the business entity of the customer care
provider. For example, the customer care provider may be a
first business entity and the transaction information may be
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from a second business entity, such as a device manufacturer
or retailer for a device that the customer care provider
supports.

The use of transaction information from one or more
business entities may ensure that a limitation on a remedy 1s
applied across all customer care providers for a device,
software, content, and/or service. In another example, the
customer care provider may be a {irst business entity pro-
viding customer support and the transaction information
may be from a second business entity, such as another
customer care provider, a device manufacturer, service pro-
vider, and/or a content provider. The transaction information
may be customer care transactions from customer care
providers, device purchase transactions, software purchase
transactions, device domain transactions, credit card infor-
mation, license information, and/or any other transaction
information from a business entity.

Transaction information may be stored i a repository
either local and/or remote to the customer care provider. A
repository may be any collection of data, including but not,
limited to, the following: a relational database, an object
oriented database, a cache, a file system, and/or any other
collection of data. In one or more embodiments, a database
server may be used to handle requests for data from the
repository. In an embodiment, the repository may be virtual
and may be a presentation of an aggregation of data stored
at different locations. For example, a repository may be an
aggregation of data created on-the-fly by accessing data
from one or more databases and presenting or providing the
aggregation of data for calculation of limitations.

A customer care credential may be provided to the cus-
tomer care provider to permit or enable access to the
transaction information in a repository. In an embodiment, a
customer care credential may be “access information” that 1s
provided by and/or provided with permission from the
customer. For example, the customer care credential may be
seen as permission given by the customer such that the
customer care provider stands in the place of the customer
and 1s able to retrieve transaction information on the cus-
tomer’s behalf. Continuing with this example, a first busi-
ness entity may use the customer care credential to retrieve
transaction information from a repository on behalf of the
customer and access transaction mformation in the reposi-
tory ordinarily reserved to the customer.

In another embodiment, the customer care credential may
be provided by the customer care provider business entity or
a partner business entity with the customer care provider. A
partner customer care provider or customer/user may grant
permission to access their transaction imformation, at any
level of granularity. For example, a first business entity may
be granted access to all transaction information for a second
business entity or granted access to a limited of the trans-
action mnformation for the second business entity. Continu-
ing with the example, the second business entity may only
grant access to transaction information relevant to a heuristic
used to calculate or determine a limitation on a remedy for
the customer care provider.

In an embodiment, a heuristic may be used 1n conjunction
with the transaction information to determine a limitation on
a remedy for a customer care provider. A heuristic 1s a rule,
an educated guess, a formula, a judgment, and/or any other
method for determining a limitation. For example, a heu-
ristic for a limitation may be to limit the number of credits,
such as a download of content, to 1% of users of a device
and/or users accessing content.

Transaction mmformation on users from all participating
business entities may be used to calculate the number of
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users to determine the percentage and thereby determine the
number of downloads permitted. Transaction information
may also provide the number of downloads that have been
performed or distributed as a remedy by the customer care
providers.

By way of example, 1n order to limit their exposure to
fraud, a studio may allow only a certain number of down-
loads or more generally, customer care remedies, such as
customer care “credits” to permit re-downloads. Although
examples are provided in regards to video distribution, those
skilled 1n the art will recognize that customer care credits
may be oflered for a variety of services, including, but not
limited to, software distribution, music distribution, image
distribution, font distribution, and any other type of data.

FIG. 1A depicts a flow chart for an example of an
implementation of distributed customer support credits. A
request for customer care may be received (101). The
request may be handled by a customer care provider with a
remedy. The request may be 1n the form of a request sent
clectronically, a request made verbally, and/or any other
method for communicating the need for customer care. For
example, a request may be sent from a client application
executing on a computer system to a server. The request may
be recerved by a customer care provider that 1s associated
with a first business entity and the availability of a remedy
to handle the request may be determined using transaction
information from a second business entity.

Transaction information involving any number of trans-
actions from a repository ol customer care transaction
information using a customer care credential may be

accessed (103). The repository may have transaction infor-
mation for one or more business entities. The transaction
information may be from a second business entity that
differs from the first business entity associated with the
customer care provider. The transaction information may be
for transactions for a user of device, a customer care
provider, a device manufacturer, a service provider, a soft-
ware vendor, a retailer, a DRM license provider, a credit
reporting business, a location-based business, and/or any
other business performing transactions that may pertain to
the provision of a remedy. The second business entity may
collect transaction information based upon location, 1p
address, and/or any other method for collecting information
on a user and/or device.

The repository may be any collection of data, such as a
database, cache, and/or any combination thereof. In an
embodiment, the customer care provider may initially access
the transaction information by retrieving the transaction
information from a local repository, such as a database
available internally for the business enfity (e.g. on an
internal network for the business entity and/or a cache that
has transaction information for the first business entity
previously retrieved by the customer care provider). In
another example, the transaction information may be
accessed by reading the transaction information at the server.
In an embodiment, the transaction information may be
accessed (e.g. by reference) and the data may remain on the
server. In another embodiment, the data may be pulled or
retrieved from the server.

It may be desirable to access and/or retrieve mnformation
from a global repository, such as a database over a network
with transaction mmformation from one or more customer
care providers or business entities to ensure a limitation
across all customer care providers. For example, a limitation
may be placed on a particular credit across all customer care
providers and limitation may need to be determined by
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reviewing the history of transactions for all customer care
providers supporting the device, the software, the content,
and/or service.

A limitation maintained across all customer care providers
may prevent or limit the ability for a user to ask for the same
remedy 1from multiple customer care providers. For
example, the user’s history of transactions across one or
more customer care providers may be accessed in a global
repository to ensure that the user 1s not recerving the same
remedy (e.g. credits for downloads) from customer care
providers for the same or similar customer care request. In
another example, the user’s history of transaction may be
accessed to verity that the user’s request 1s valid or consis-
tent (e.g. a check of the transaction history with other
customer service providers and/or an insurance company
that can verily a disaster at the user’s household).

A customer care credential may permit the retrieval of the
transaction information. The customer care credential may
be 1n any format that would allow for recognizing the
customer care provider as having permission and/or author-
ity to access the transaction information. For example, the
customer care credential may be a password, a certificate, an
clectronic signature, and/or any other data enable recogni-
tion that the customer care provider has permission to access
the transaction information. In an embodiment, a device user
or customer may give the customer care provider permission
to retrieve transaction information on their behalf and/or as
though the customer care provider stood 1n the place of the
user.

The customer care credential may be provided by a user
that desires customer care, a customer care provider business
entity, a device manufacturer, and/or any other business
entity or user mvolved in supporting or using a device or
service. In an embodiment, the customer care credential may
be “access mformation”, as described in U.S. patent appli-

cation Ser. No. 12/022.971, entitled REPOSITORY INFRA-
STRUCTURE TO STORE TRANSACTION INFORMA-
TION FOR PROVIDING CUSTOMER SERVICE, and is
incorporated by reference herein. In another embodiment,
the second business entity may give the customer care
provider of the first business entity a customer care creden-
tial to access the transaction information for the second
business entity.

A limitation on a customer care provider for providing the
remedy using the transaction information may be deter-
mined (105). The limitation may be determined by calcu-
lating the limitation with transaction information and/or
reviewing the transaction information to determine an exact
limitation for the customer care provider. One or more
heuristics may be used in combination with the transaction
information to determine the limitation. The heuristic may
be a rule or a formula that may define a limitation on a
remedy for a customer care provider.

Although embodiments may be described that focus on
heuristics that determine how many times content can be
downloaded or licensed provided, those with skill in the art
will recognize that any other risk management heuristics
may be used. For example, heuristics may depend on the
time of day, on how good a customer the user 1s, various
exceptions may be applied, 1p address, using location based
information and/or any other risk management heuristic.

The heuristic may depend on information contained in the
transaction information to determine the limitation on the
remedy, such as the history of transactions for the user, the
customer care provider, the device manufacturer, and/or
software or content provider. For example, the customer care
provider may have a limitation defined with a heuristic that
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allows the supply of credits for 1% of all customers that the
provider supports. The transaction information may need to
be reviewed to calculate the limitation (e.g. the 1%) and to
calculate the number of credits the customer care provider
has already provided. In another example, a heuristic may be
defined that limits the provision of a remedy to a percentage
of households 1n a territory.

In an embodiment, the transaction information may be
used to determine the limitation both by calculating the
limitation and examining the history of transactions for the
customer care provider to determine the exact limitation for
the customer care provider. For example, the limitation may
be calculated to 100 credits (e.g. 1n line with a heuristic of
1% 1t all customers that the customer care provider sup-
ports). Continuing with the example, the history of transac-
tion information may reveal that the customer care provider
has provided 99 credits previously and only one more credit
1s available to the customer care provider.

In one or more embodiments, a customer care provider
may only be able to supply a certain number of licenses to
users as a remedy for customer care 1ssues. For example, a
heuristic may be defined to limit the number of licenses to
a percentage of the number of transactions for all customer
care providers supporting a particular type of device. Con-
tinuing with the example, information on transaction infor-
mation for all customer care providers for the particular
device mcluding the number of transactions and the number
ol transactions that result in the use of a license may be
retrieved 1n order to determine the limitation on the license
remedy for the customer care provider in accordance with
the heuristic.

In one or more embodiments, a distributed customer care
environment as envisioned 1n U.S. patent application Ser.

No. 12/022,971, entitled REPOSITORY INFRASTRUC-
TURE TO STORE TRANSACTION INFORMATION FOR
PROVIDING CUSTOMER SERVICE, filed on Jan. 30,
2008 which claims priority from U.S. Provisional Patent
Application Ser. No. 60/983,035, entitled REPOSITORY
INFRASTRUCTURE TO STORE TRANSACTION
INFORMATION FOR PROVIDING CUSTOMER SER-
VICE filed on Oct. 26, 2007, which are hereby incorporated
by reference as 1f set forth in full 1n this application for all
purposes, may be used to implement embodiments of dis-
tributed customer support credits.

Customer care data may be stored 1n a number of different
places, repositories, and/or databases. The kinds of customer
care credits can be many and varied. In an embodiment, the
limitation on credits (e.g. a remedy) may be applied on a
sliding scale suflicient to effectively manage the user/con-
sumer experience and limit jeopardizing the value of the
content.

In one or more embodiments, axes on which provision of
customer care credits and/or remedies may pivot, include,
but are not limited to, the following:

1) The number of users, devices, accounts, and domains

that a customer care provider supports,

2) The number and kind of credits that a customer care

provider can use to resolve 1ssues,

3) The number of credits an individual user may have

used across one or more customer care providers.

In an embodiment, exceptions can be made to the general
rules or heuristics. By way of example, 1 a licensing
arrangement with a content provider allows for the removal
(and/or replacement) of only two devices a year from a
family’s or customer’s domain of devices in order to prevent
fraud (e.g., selling devices full of content and requesting
replacement). If, however, a customer’s house 1s destroyed

1

.
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by fire or robbed and all of their devices are stolen or
destroyed, then the customer may be allowed to replace a
tull set of devices. The licensing arrangement with a studio
may prohibit the replacement of the devices but an exception
may be made for a percentage of users.

This percentage may be managed by the customer care
provider so that a potential attack may be turned into a risk
management exercise. The customer care representative
may be given discretion to diverge from the usage behavior
values (e.g. extra device removals as noted above) up to a
number for a percentage of their users. Continuing with the
example, a heuristic for a limitation may be defined that
allows 1% of the users who come to the customer care
representative on an annualized basis be allowed to have 3
device removals, 0.5% of the devices will be able to have 4
and 0.1% will be able to have 10. In this way, the customer
care service can manage their customers eflectively while
still limiting the risk of fraud.

FIG. 1B depicts a system for providing customer support
in an example of an implementation of distributed customer
support credits according to an embodiment. A network 109
1s an 1infrastructure for sending and receiving signals and
messages according to one or more designated formats,
standards, or protocols. A Network 109 may provide for both
wired and wireless commumnication between the various
clements of FIG. 1B. Embodiments may rely on a Network
109 for communication between elements of an implemen-
tation of distributed customer support credits as depicted,
including, but not limited to, Customer Care Provider 111,
Aggregation Module 113, Remedy Limitation Module 115,
a Local Repository 117, a Global Repository 119, and
Business Enfities 1 . . . N 121.

The Customer Care Provider 111 may be a representative
(e.g. an individual), a business entity, software executing on
a computer system, and/or any other entity or service that
receives requests for customer care for a First Business
Entity 123. The requests may be client requests to a server,
requests by phone email, and/or any other type of commu-
nication for customer care.

The Customer Care Provider 111 may have a Local
Repository 117 of Transaction Information 125 (e.g. a
history of transactions). The Local Repository 117 may be
any collection of data, such as a database, a cache, and/or a
file system. In an embodiment, the Local Repository 117
may be a database, such as an object-oriented database or
relational database that allows the data to be accessed with
requests to a database server. In another embodiment, the
Local Repository 117 may be a collection of data stored 1n
a computer system remote from Customer Care Provider 111
and available over the network. The Local Repository 117
may contain the transaction history for one or more Cus-
tomer Care Provider(s) 111 of the First Business Entity 123.
In another embodiment, the Local Repository 117 may be a
cache with information from recent calculations or determi-
nations for a limitation on a remedy for the Customer Care
Provider 111. The Local Repository 117 may be construed
broadly as any collection of data from the First Business
Entity 123 and the Local Repository may be stored on a
computer system local to the Customer Care Provider 111
and/or remote from the Customer Care Provider 111.

The Remedy Limitation Module 115 may be software, a
method, and/or a process used to calculate a limitation for a
remedy for a customer care provider. The Remedy Limita-
tion Module 115 may determine a limitation for a customer
care provider using transaction information from a Local
Repository 117 and/or a Global Repository 119. The Global
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and/or any other collection of data. The Global Repository
119 may have Transaction Information 127 (e.g. a history of
transactions) for one or more business entities. In an
embodiment, the Global Repository 119 may have transac-
tion information for business entities that differ from the
First Business Entity 123 and may provide the ability for
determining a limitation on a remedy across multiple cus-
tomer care providers.

In another embodiment, the Global Repository 119 may
be a virtual repository or an aggregation of data from one or
more data sources (e.g. repositories). For example, the
Global Repository 119 may be implemented as software that
accesses (e.g. reads) the data from one or more local
repositories for business entities and presents the data as
aggregated 1n a single repository. The Global Repository 119
may pull the data from the servers (e.g. database servers) of
the repositories of the business entities and/or the data may
be accessed and the aggregation of the data may be pre-
sented to the user.

The Customer Care Provider 111 may be given a Creden-
tial 129 to permit access to the Global Repository 119. In an
embodiment, the Credential 129 allows the Customer Care
Provider 111 and the Remedy Limitation Module 115 to
access transaction information ordinarily only accessible by
the customer that 1s requesting customer care. In another
embodiment, the Credential 129 may be provided by another
customer care provider and/or another business entity.

An Aggregation Module 113 may be soitware that enables
the aggregation of transaction information at a Global
Repository 119. The Aggregation Module 113 may be soft-
ware that pushes the transaction information to the Global
Repository 119 and/or enables the transaction information to
be pulled to the Global Repository 119. In another embodi-
ment, the Aggregation Module 113 may enable the data to be
accessed or read but the data may not be retrieved from the
Local Repository 117.

FIGS. 1C-3 depict systems for providing customer sup-
port according to embodiments, as described i U.S. patent
application Ser. No. 12/022,971, entitled REPOSITORY
INFRASTRUCTURE TO STORE TRANSACTION
INFORMATION FOR PROVIDING CUSTOMER SER-
VICE, filed on Jan. 30, 2008 which claims priority from U.S.
Provisional Patent Application Ser. No. 60/983,035, entitled
REPOSITORY INFRASTRUCTURE TO STORE TRANS-
ACTION INFORMATION FOR PROVIDING CUS-
TOMER SERVICE filed on Oct. 26, 2007, incorporated
herein by reference. FIG. 1C depicts a system for providing
customer support in an example of an implementation of
distributed customer support credits according to an embodi-
ment. FIG. 1C depicts a simplified system 100 for providing
customer support with a repository and permitting access to
the repository using a customer care credential that 1s access
information, according to one embodiment. As shown, a
repository manager 102, devices 104, and services 106, a
repository 108, and a customer care provider 110 are pro-
vided.

Devices 104 may be any computing devices. For example,
devices 104 include portable music players, personal com-
puters, laptop computers, cellular phones, set-top boxes,
televisions, etc. In one example, a user may own multiple
devices 104 from different business entities.

Services 106 may be any service that may be provided to
devices 104. For example, the services may include Internet
download services, such as the downloading of music and/or
video, video-on-demand services, etc. In one example, ser-
vices 106 may be associated with different business entities
than a manufacturer of device 104-1. The chances that a user

1
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may have devices that interact with devices and/or services
from different business entities may be high. Accordingly, to
be able to provide customer care for devices that interact
with other devices 1s important.

Repository 108 may store information for a user that may
allow limitations on remedies available for a customer care
provider to be determined. The information that i1s stored
may be transaction information when a user performs trans-
actions using a device 104-1. The transactions may be with
other devices 104-2 and/or services 106. Although a single
repository 108 1s shown, it will be understood that multiple
storage devices may be used and information stored may be
distributed among storage devices that are i diflerent loca-
tions.

In one embodiment, device 104-1 may be associated with
a first business entity, such as the manufacturer of the device.
The device may interact with other devices 104-2 and/or
services 106. This may be diflerent from standalone devices
that may not have been used with other devices. That 1s, with
networking, devices can now 1nteract with other devices and
services; however, previously, devices may not have com-
municated with other devices. In the standalone case, when
the device did not work, the manufacturer of the device
could determine the problem with the operation of the
device because the problem may be 1solated to just the use
of the device only. However, other devices 104-2 and/or
services 106 may be associated with other business entities.
Thus, customer service for the first business entity that
manufactured device 104-1 may not be able to determine
what the problem 1s unless they have information of how
device 104-1 interacted with other devices and/or services.

Activity information for a user may be stored in a number
of places. The mformation may be stored on or at:

Individual devices

On hard drives of other devices in my home network

On dedicated storage on my home network

At a repository on line (e.g. leased hard disc space)

controlled by a user

At a repository online controlled by a service provider

(e.g. from whom I bought content)

At a repository online controlled by a customer-care

service provider designated by a user

At any number of service providers that make their

specific information available to a user or my repre-
sentative (e.g. my designated service provider) includ-
ing services provided by manufacturers that may store
usage information associated with individual devices

This information may be collected by any of the entities
(subject to consumer permission) and stored any of the
places listed above. For example a music service may keep
a record of the purchase transactions, licenses (for DRM
protected content) and file distribution records that could be
required 11 a music file does not play (e.g. Did my credit card
clear? Did I get the license? Where 1s the license? Did 1 get
the file? Where 1s the file? Etc.). A device may keep a record
of what licenses and files were delivered to it and where they
were stored. Additionally devices in the home network
(portable devices, PCs, home servers, game machines, etc.)
may track what files and or licenses were transferred to what
devices. Additionally devices and software applications may
want to track their versioning status including when updates
were performed.

Because devices 104 and services 106 may be associated
with different business entities, a central customer care
inirastructure i1s provided. When a transaction 1s performed
between device 104-1 and device 104-2 and/or services 106,
transaction information may be stored 1n repository 108. The
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transaction information may be received from device 104-1
itself and/or devices 104-2/services 106.

The information stored in repository 108 may be securely
stored for a user. For example, the user may be able to
provide permission to an enfity to review the transaction
information in repository 108; however, without this per-

mission, customer care provider 110 cannot access the
information.

When a problem 1s encountered with device 104-1, a user
can contact customer care provider 110. The user may
contact customer care provider 110 1n different ways, such
as through email, 1nstant message, telephone, etc. The user
can then provide customer care provider 110 permission to
access repository 108. The information may be accessed and
then analyzed to determine a problem that has occurred with
device 104-1. For example, transaction information between
service 106 and device 104-1 may be analyzed. This trans-
action information may be associated with a second business
entity that 1s different from the first business entity associ-
ated with device 104-1. Conventionally, this information
may not have been available to customer care provider 110.
However, using repository 108 or a group of distributed
repository using commonly defined interfaces, this informa-
tion 1s stored and available to customer care provider 110
upon permission from the user.

FIG. 2 depicts a system for providing customer support in
an example of an implementation of distributed customer
support credits according to an embodiment. FIG. 2 depicts
a more detailed example of system 100 according to one
embodiment. Device 104-3 may be a personal computer
(PC) or other sophisticated computer operating environ-
ment. Storage 601-a 1s the media storage area of the PC.
Secure storage 601-b 1s the secure metadata storage area of
the PC. Device 104-4 1s a portable device that can be used
for playing audio or video files. Customer care provider 110
1s the provider of customer care. This could be a represen-
tative from a device manufacturer, a retail service provider
or a dedicated customer care provider.

Customer repository 108-1 stores customer data, which
may be local to a consumer on their home network or online
at a service provider. Transaction repositories 108-a-108-¢
are a family of transaction record data repositories that can
be queried to find out data about the various transactions and
the state of the various devices. There may be many of these
for multiple device manufacturers, retailers, and service
providers. These enfities may be value chain participants,

which may be entities that participate 1n some way in the
transaction.

Repository 108-a 1s the CDN (Content Delivery Network)
transaction data repository. Records of files that were dis-
tributed may be stored here. For example, 1 a movie was
delivered to a user, the user information, such as the device
to which 1t was delivered and the directory in which 1t was
stored, may be stored. If the customer care representative
wants to know 1 a file was delivered and where 1t was
delivered to, this 1s the database that could be queried.

Repository 108-56 1s the license service transaction data
repository, which may store records of distributed licenses.
Licenses may be the permissions associated with the use of
a media file and may include the key for decrypting them.
For example, 1 a movie was delivered to a user, this
database would store the delivery information, such as the
device to which 1t was delivered and the directory in which
it was stored. The customer care representative can query
this repository to determine 1f a license was delivered and
where 1t was delivered to.
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Repository 108-c¢ 1s the retail transaction data repository.
This 1s where the original transaction ID would be stored and
associated with that transaction ID would be the information
about the retail transaction; for example, information on
whether the transaction (e.g. credit card) successiul, whether
a trigger generated to cause the 1ssuance of a license,
whether a trigger generated to cause the delivery of the
media file and were these triggers acknowledged as having
been received and acted upon.

Repository 108-d 1s the device database. This 1s generally
maintained by the customer care representatives of the
manufacturer of the device 1n question (though it could be
housed by anyone with whom the customer registers; e.g. a
consumer electronics retail store or a dedicated customer
support company).

Repository 108-¢ 1s the software and software version
database. This database includes information on which
devices have what versions of which software. This 1s
generally maintained by the customer care representatives of
the developer of the software 1 question (though 1t could be
housed by anyone with whom the customer registers; e.g. a
consumer electronics retail store or a dedicated customer
support company).

A customer care representative may be from any of the
value participants (retailer, device manufacturer, CDN,
license 1ssuer, dedicated customer care service, etc.). When
the consumer contacts their customer care representative (by
any means including phone, email, instant messaging, etc.)
the following series of events may take place. The repre-
sentative asks for permission from the consumer to access
their data records as stored at the various representatives
(retailers, license services, etc.). The customer gives the
representative that permission. That permission could be
given 1n writing, over the phone or electromically. Security
may be a component of this permission and the actions that
follow, which will be described 1n more detail below.

Once the customer care representative has permission,
different repositories can be queried (108-a thru e) for
relevant data. The repositories may be queried through
various servers 602. Diflerent things can be determined to
provide customer care:

Did the transaction succeed at the retailer (e.g. did the
credit card clear)? There may be a transaction 1D stored
on the consumer’s device (e.g. their PC). This transac-
tion ID could be stored in a specific place for transac-
tion IDs, 1n the DRM secure database or in a cookie
assoclated with the browser. In the case of a cookie,
when the transaction begins at the retailer, the retail
web site leaves a cookie 1n the cookie repository for the
browser used for the transaction. This cookie can then
be read later by the appropriate application to deter-
mine the transaction ID. The transaction ID may be
needed to determine which transaction the customer
care agent 1s interested 1n.

Was the License service contacted to 1ssue the customer
a license and 11 1t was, was the license 1ssued and to
what device and what location (directory, etc.)?

What 1s the location of the license service should 1t need
to be contacted by the customer care provider 1107

Was the CDN contacted to deliver the file and 1if 1t was,
was the file recerved and to what device and what
location (directory, etc.).

What 1s the location of the CDN should it need to be
contacted by t customer care provider 1107

What 1s the model number of the device and what version
of firmware 1s running on the device (or what OS and
version number if a PC)? The end user may need to
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input a serial number for this to happen or a software
application on the device may need to query the device
to determine this.

What software may be involved in the processes at hand
(e.g. DRM, media player, download manager, etc.) and
what versions of that software? The end user may need
to 1nput a serial number for this to happen or may have
to run the software to find this out manually.

In one example, a user may purchase a device 104-1 from

a first business entity. For example, a user may purchase a
portable music player from a first manufacturer. The user
will then use the device and/or services 1n various transac-
tions where transaction information may be stored for the
transactions.

FIG. 3 depicts a system for providing customer support 1n
an example of an implementation of distributed customer
support credits according to an embodiment. FIG. 3 depicts
a more detailed example of system 100 according to another
embodiment. As shown, device 104-1 and service 106-1
may participate 1n a transaction. Although service 106-1 1s
depicted, the transaction may be performed with another
device 104. During the transaction, different information
may be exchanged and events may be performed based on
the type of transaction. For example, different events that
may be tracked for software include: the function performed
(e.g., media playing), vendor and software version for an
application, and/or embedded software used. For content
sales, examples of events that may be tracked, include, but
are not limited to, the following: a status of secure proof of
purchase may be provided if 1t was sent, when 1t was sent,
where 1t was sent, and/or why 1t was not sent may be
included. Also, a status of receipt of the secure proof of
purchase may be provided as 1n a license trigger in a browser
or at a license server, and also 1t a license was sent/received
and when the license was sent and to where, and also when
the license was received and where 1t was stored. Other
information may be when a file was sent and where it was
sent to, where the file was received and where 1t was stored.
Additionally, other mformation may be: was a file trans-
terred, copied, burned to a CD, and 11 so, how many times,
when, where, efc.

For subscription-based services, the status of all subscrip-
tions may be included 1n transaction information. Also, for
home networks, any registered domains, registered devices
in the domains, and when a file 1s transferred to one of these
devices may be provided.

A transaction information aggregator 502 may aggregate
this information to form a transaction history. Transaction
information aggregator 502 may then send it to customer
care manager 102 for storage in repository 108. The trans-
action information received or accessed from diflerent
sources and may be correlated together using a transaction
ID.

When a user wants to contact customer care, it may
contact customer care provider 110. The user can provide
secure information to allow access to transaction informa-
tion. Customer care provider 110 may use the secure infor-
mation to access transaction information in repository 108.
For example, secure information may be sent to an access
determiner 504, which can then access repository 108 to
determine transaction information associated with the user.
Access determiner 504 then determines which information
can be accessed. For example, a user may desire that only a
portion of the information be accessed depending on the
problem being troubleshooted.

Accordingly, a user may contact customer care associated
with a business entity. This business entity may analyze
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transactions that may have been performed with other busi-
ness entities. The transaction information 1s stored in a
repository 1 which a user may give permission to the
business entity to access. This may allow better trouble-
shooting of a problem because devices may interact with 35
other devices and/or services that are associated with dii-
ferent business entities. Whereas, 11 the business entity did
not have access to this information, 1t may not be able to
troubleshoot the problem.

Security may be used in performing customer care. This 10
may ensure the customer’s information i1s private. Also,
retailers may not want to share their customer information
and so the access to the customer records should not only be
based on permission from the user but should be limited to
that data needed to solve the problem at hand and should not 15
be retained after the problem 1s resolved. Consequently, the
data may need to be functionally limited—that 1s only those
records that are needed—and time limited—that 1s only for
a prescribed period of time. Certificates (likely X-509) may
be used to make the attestation that I (the service provider— 20
including the content care rep) am who I say I am. If a
service provider 1s not on a white list other service providers
should not speak with them.

Additionally, customer care provider 110 may make an
attestation that they are approved to provide the service they 25
say they are going to provide. The companies that work
together 1n this network may have a process for determining,
that some one 1s 1n fact a “retailer” or a “customer care
service provider” or a “license service” and those assertions
should be provided electronically, for example, as SAML 30
(Security Assertions Markup Language) assertions.

A transaction 1dentifier (ID) for the transaction may have
been generated. Also, a retailer ID may also be associated
with the transaction that was associated with the purchase.

A user may sign using an assertion the I1Ds, which may be 35
passed to a digital rights manager (DRM). The DRM may
already have that information and can hand 1t directly to
customer care provider 110 (assuming the DRM 1s a par-
ticipant in the system). In another scenario, the transaction
ID and the retailer ID are left on the user’s device as a 40
“cookie”. The cookie may include the 1dentity of the retailer
and the location (URL) where customer care assertions
should be presented. These cookies may be encrypted and
may include a clear text (unencrypted) representation of
where customer care provider 110 should present their 45
credentials.

Customer care provider 110 may receive the assertion.
The assertion may allow customer care provider 110 to
access the transaction information. By presenting the asser-
tion, customer care provider 110 1s saying I am company X 50
(as attested to by my certificate) and I am on your white list,

I am allowed to do customer care (as attested to by my
SAML assertion), and 1 am representing this customer’s
wishes as attested to by his signature (for which you have
acquired the public key when you did the original transac- 55
tion). Additionally, customer care provider 110 1s stating I
have an assertion (signed by the customer) that I would like
the specific information requested (likely in a predefined
XML schema). Customer care provider 110 may ask for a
particular granularity, e.g. I have the original license because 60
the file was played on the user’s PC but an additional license
for a second device was not received and my query 1s with
regard to the additional license.

The assertion 1s used by the retailer to determine which
transaction information to access. For example, the assertion 65
includes the transaction ID and that 1s used to determine the
information. The retailer may include the user’s public key
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and that can be used to decrypt the assertion. The transaction
ID for the user may need to be associated with the retailer.
When the user visits the retail web site, a device 104 receives
a unique ID or personality. The user may be given “customer
care” ID in that creates a machine personality (this 1s a
standard mechanism whereby a combination of characteris-
tics of a PC are used to create a unique 1dentity). This may
have already been performed by the DRM. On a consumer
clectronics device (like a portable media player), other
mechanisms are used to “personalize” the device—a unique
ID—usually by either putting a unique number in a secure
place on the device at the time of manufacture or by
personalizing the device by connecting it to a DRM person-
alization service when the device 1s first used. This Unique
ID (UID) 1s used to identity device 104 that made the
original purchase.

The unique ID may be used to create either a certificate
and/or a private key (PKI) for device 104. The private key
can be used to encrypt communications between the user’s
device 104 and customer care provider 110. The certificate
can be used to sign communications to atlirm that they came
from the same device 104 that made the original transaction.

The binding (that i1s cryptographic association with the
entity needing the customer care service) can also be done
to the user or to an account. Certificates and Private Keys
can be generated from association with other elements
associated with the User or Account like user ID and
password, fingerprint, retinal scan, efc.

Once the retailer knows to whom or what the content was
sold, the entity (customer care provider 110) can be associ-
ated by the retailer with the transaction ID of every trans-
action. In this way, when another entity appears asking for
data about the transaction, the retailer can know that the
request was authorized by the entity that made the original
purchase.

In the event that customer care provider 110 needs to
query an entity down the line from the retailler—e.g., a
license service—customer care provider 110 retrieves a
certificate from them that gives customer care provider 110
permission to have the data records associated with a
particular transaction that the service (e.g. license service)
has done on the retailer’s behall.

Logging Exceptions

As 1ndicated above, a user may attempt to abuse the
system and the distributed environment, as described 1n FIG.
1C-3, may present particular 1ssues for preventing abuse of
the system. For example, a user might fill all ten devices 1n
their domain with content (e.g., a device might easily hold
100 movies) and then claim that the devices were all lost.
Then, the user could receive ten new devices from a first
customer care representative, and then repeat the process
with a different customer care representative to receive
permission to receive ten more devices again (e.g., after
selling the devices containing the movies). This could be
done for as many customer care representatives as were
available (e.g., perhaps, 1n a mature system, hundreds).

In one or more embodiments, the exceptions (e.g., the use
of customer care credits) can be logged along with a domain
ID 1n a common repository that can be accessed by any
customer credential. A customer service provider may need
a customer care credential (e.g. a cerfificate or a SAML
assertion, or other form of security of information) 1n order
to access the database or repository with customer care
credit information. In an embodiment, the customer care
provider may need the same credentials in order to access
the common information (e.g. domain information, purchase
history, etc.) to provide customer care.
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FIG. 4 depicts a flow chart for an example of an 1mple-
mentation of distributed customer support credits according
to an embodiment. A request may be received for customer
care (400). The request may be received 1n manners 1includ-
ing, but not limited to, the following: by email, over the
phone, a request from a client software application, and/or
using any other method for communicating a request for
customer care. The request may be handled by a customer
care provider using a particular remedy.

Transaction information may be retrieved from a first
repository for a first business entity (402). The transaction
information stored 1n the first repository may be transaction
information on customer care transactions for a customer
care provider or a first business entity for the customer care
provider. The customer care provider for the first business
entity may be assigned to provide customer care for the
request and transaction information in a local repository may
indicate whether the customer care provider may be capable
of handling the request.

In an embodiment, the transaction information retrieved
may be information on prior customer care provided that 1s
relevant to aspects of the current customer care request
and/or a heuristic used to determine a limitation on the
remedy. For example, the transaction information may be
information concerning the device the customer requested
customer care for in the request, the customer (e.g. user
requesting customer care), the software (e.g. software that
the user needs support for), and/or the customer care pro-
vider (e.g. representative or provider handling the request).

A first limitation on a remedy may be determined for the
customer care provider (404). The first limitation on the
remedy may indicate whether the customer care provider
can handle the customer care request. The first limitation
may be calculated or determined using transaction informa-
tion local to the customer care provider and may not require
global transaction information (e.g. transaction information
from one or more customer care providers).

A heuristic may be used to calculate the limitation on the
remedy for the customer care provider. For example, a
heuristic may be defined that limits the provision of a
particular remedy to a percentage of all customer care
transaction received by the customer care provider and the
number for the limitation on the remedy may need to be
calculated using the transaction information for the customer
care provider. In another example, the particular remedy
may have a limitation of a cap on the number that can be
provided for the customer care provider.

A determination may be made as to whether the customer
care provider can provide the remedy for the request (406).
The determination may be made using the transaction infor-
mation from the first repository and the first limitation, such
as information on the user requesting the customer care or
the customer care provider (e.g. representative handling the
request). For example, the retrieved transaction information
from the first repository may indicate that the user has
previously received the remedy that may be used to handle
the imtial customer care request and the number of times that
the user received the remedy may indicate whether further
provision of the remedy should be limited or prevented for
the user/customer requesting customer care. The user/cus-
tomer may have exceeded the first limitation on the remedy
for the customer care provider.

In another example, the transaction information from the
first repository may indicate whether the customer care
provider can provide the remedy. The customer care pro-
vider or representative may be limited 1n the provision of the
particular remedy. Continuing with the example, the cus-
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tomer care provider may have exceeded the number of times
that the customer provider 1s allowed to provide the par-
ticular remedy as indicated with the first limitation.

If a determination 1s made that the customer care provider
1s not able to provide the remedy (406), then the process may
end and other options for handling the request may be
performed. For example, the request may be handled by or
referred to another customer care provider.

Alternatively, 11 a determination 1s made that the customer
care provider i1s able to provide the remedy (406), then a
credential 1s received for a second repository and the second
repository has transaction information for one or more
business entities (e.g. one or more customer care providers)
(408). The credential may permit access to the second
repository, such as a global repository with transaction
information for one or more business entities (e€.g. customer
care providers, retailers, digital service providers, etc.). For
example, the credential may be access information that
allows the customer care provider to access transaction
information about the customer that would ordinarnly only
be provided or accessible to the customer, such as transac-
tion 1information for a customer at a second business entity.
The credential may be an 1dentifier, a password, and/or any
other authorization mechanism or process. In another
embodiment, the second repository may be a repository for
a second business entity, such as another customer care
provider.

Transaction information for any number of transactions
may be retrieved from the second repository (410). The
credential may allow the customer care provider to access
the transaction information from the second repository. In an
embodiment, there are no transactions for the user. The
transaction information may be used both to calculate the
second limitation on the customer care provider (412) and
determine whether the customer care provider can provide
the remedy 1n accordance with the second limitation (414).
For example, the exact remedy limitation (e.g. a number of
a remedy allotted by a device manufacturer) may be calcu-
lated with the transaction information, such as calculating a
percentage of users permitted to receive a remedy across
customer care providers. And, the transaction information
history may indicate whether the supply of the remedy that
the customer care provider and/or one or more customer care
providers has used exceeds the exact remedy limitation,
such as by determining the number of a remedy that have
previously been provided by the customer care provider(s).

In an example, a heuristic may be used that limits the
provision of a remedy to 1% of all users of a device, and the
transaction information for the device manufacturer may be
accessed by a customer care provider with a credential to
calculate the limitation (e.g. calculate 1% of all users for the
device). Continuing with the example, the limitation may
allow a number of users able to receive the remedy (e.g. 400
users allotted by the business entity for the remedy) and the
transaction information may indicate that a number less than
the calculated number for the limitation have been provided
by customer care providers, thereby allowing a customer
care provider to provide the user with the remedy. In an
embodiment, the transaction information may be accessed to
determine whether the user requesting the remedy has not
already been provided by another customer care provider 1n
a particular time frame and provide them remedy 11 the user
has not already been provided to the user.

Distributed Customer Support Credits

Media distribution networks may use a domain model. A
domain model may provide that content, such as encrypted
content, 1S bound to a set of devices of a domain rather than
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to an idividual or particular device. Content may also be
bound to a set of users associated with that domain of
devices. The users may receive content either on the bound
device or streamed to another device that might have a
dynamic credential (e.g., logging in to a service as we do
with email) or a persistent credential (e.g., a cable service set
top box or a mobile phone). Examples of different types of
customer support credits, include, but are not limited to, the
tollowing:

Device/Domain based credits—credits that are applied to
resolve issues associated with joming and leaving
devices from a Domain

Streaming Service based credits—typically there are a
limited number of streams allowed per account (to
avoild account sharing). These credits may assure that
legitimate customers are not shut out of legitimate
streaming usages.

Content based credits—once a right has been 1ssued
clectronically, there may be no way to revoke that right
on the device (e.g., it may no longer be on the network).
Though the right may live in an accessible database on
the network, content owners do not want to revoke the
right (e.g., and return the money) because of potential
misuse. However, at the sales entities discretion, this
right could be revoked and the money returned if there
1s a limitation on abuse.

The following are examples of the kinds of credits that
might be associated with diflerent entities, including, but not
limited to Device/Domain Based Credits, Streaming Service
Based Credits, and Content Based Credits:
Device/Domain Based Credits

1. The maximum number of concurrent Devices per
Domain (e.g. n)

a. X % of Domains may exceed n Devices for a period
of up to y days

2. The maximum number of times a Device 1s allowed to
be added back to a previous Domain 1t had belonged to
(n times/d days)

a. X % of Devices may be added n times
b. v % may be added m times etc.

3. The maximum number of unverified Device removals
from a Domain (n times/d days)

a. X % of Domains may have Devices removed n times
b. v % may have Devices removed m times

4. The maximum number of Domains a Device may be a
member of at one time
a. X % of devices may be a member of n domains for

a period not to exceed a days

5. The maximum number of concurrent Users that may be
associated with a Domain
a. X % of accounts may have n Users for up to a days
b. v % of accounts may have m Users for up to b days

Streaming Service Based Credits

1. Maximum number of persistently bound streaming
devices per Account
a. X % of users associated with the domain may have n

persistently bound streaming devices for up to a days

2. Maximum number of concurrent streaming sessions
a. X % of users associated with the domain may have n

streams for up to h hours
Content Based Credits

1. The maximum number of allowed discrete DVD Burns
allowed per associated Rights Token
a. 10% of Users may have 2 discrete DVD burns per

associated Rights Token
b. 2% of Users may have 4 discrete DVD burns per
associated Rights Token
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2. Maximum number of times a used Rights Token may
be removed from a locker (0)
a. 1% of Rights Tokens may be removed from a Rights
Locker 1 time.

Although the description has been described with respect
to particular embodiments thereot, these particular embodi-
ments are merely 1llustrative, and not restrictive. Although
customer care 1s described, 1t will be understood that the
repository may be used for other purposes, such as for sales.
For example, the transaction information may be used to
recommend other customer care providers, devices and/or
services to a user.

Any suitable programming language can be used to
implement the routines of particular embodiments including
C, C++, Java, assembly language, etc. Different program-
ming techniques can be employed such as procedural or
object oriented. The routines can execute on a single pro-
cessing device or multiple processors. Although the steps,
operations, or computations may be presented 1n a speciiic
order, this order may be changed in different particular
embodiments. In some particular embodiments, multiple
steps shown as sequential 1n this specification can be per-
formed at the same time.

A “computer-readable medium™ for purposes of particular
embodiments may be any medium that can contain, and
store the program for use by or in connection with the
instruction execution system, apparatus, system, or device.
The computer readable medium can be, by way of example
only but not by limitation, a semiconductor system, appa-
ratus, system, device, or computer memory.

A “processor” or “process’” includes any hardware and/or
soltware system, mechanism or component that processes
data, signals or other information. A processor can include a
system with a general-purpose central processing unit, mul-
tiple processing umts, dedicated circuitry for achieving
functionality, or other systems. Processing need not be
limited to a geographic location, or have temporal limita-
tions. For example, a processor can perform its functions in
“real time,” “o:

offline,” 1n a “batch mode,” etc. Portions of
processing can be performed at different times and at dii-
terent locations, by different (or the same) processing sys-
tems.

Particular embodiments may be implemented 1n a com-
puter-readable storage medium for use by or in connection
with the 1nstruction execution system, apparatus, system, or
device. Particular embodiments can be implemented 1n the
form of control logic 1n soiftware or hardware or a combi-
nation of both. The control logic, when executed by one or
more processors, may be operable to perform that which 1s
described in particular embodiments.

Particular embodiments may be implemented by using a
programmed general purpose digital computer, by using
application specific integrated circuits, programmable logic
devices, field programmable gate arrays, optical, chemical,
biological, quantum or nanoengineered systems, compo-
nents and mechanisms may be used. In general, the func-
tions of particular embodiments can be achieved by any
means as 1s known in the art. Distributed, networked sys-
tems, components, and/or circuits can be used. Communi-
cation, or transfer, of data may be wired, wireless, or by any
other means.

It will also be appreciated that one or more of the elements
depicted 1n the drawings/figures can also be implemented 1n
a more separated or integrated manner, or even removed or
rendered as inoperable in certain cases, as 1s useful in
accordance with a particular application. It 1s also within the
spirit and scope to implement a program or code that can be
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stored 1n a machine-readable medium to permit a computer
to perform any of the methods described above.

As used 1n the description herein and throughout the
claims that follow, “a”, “an”, and *“the” includes plural
references unless the context clearly dictates otherwise.
Also, as used 1n the description herein and throughout the
claims that follow, the meamng of “in” includes “in™ and
“on” unless the context clearly dictates otherwise.

Thus, while particular embodiments have been described
heremn, a latitude of modification, various changes and
substitutions are intended in the foregoing disclosures, and
it will be appreciated that in some 1nstances some features of
particular embodiments will be employed without a corre-
sponding use ol other features without departing from the
scope and spirit as set forth. Therefore, many modifications
may be made to adapt a particular situation or material to the

essential scope and spirit.

I claim:

1. A method, comprising:

receiving, by one or more processors, a request for

customer care by a first customer care provider asso-
ciated with a first business entity;

requesting, by the one or more processors, a second

business entity for permission to allow the first cus-
tomer care provider to access a repository,

wherein the repository comprises transaction information

including transaction history,

wherein the transaction history comprises a history of a

plurality of transactions associated with a service pro-
vided by the second business entity,

wherein a transaction identification information (ID) of a

transaction of the plurality of transactions and a retailer
ID of the transaction are stored on a user device as a
cookie, and
wherein the cookie includes a unmiform resource location
(URL) where customer care credentials are presented;

accessing, by the one or more processors, the transaction
history from the repository using customer care cre-
dentials based on the permission granted by the second
business entity;

determining, by the one or more processors, a number of

users to whom the first customer care provider 1is
allowed to provide a remedy using the transaction
history;

determining by the one or more processors, using the

transaction information, whether a remedy correspond-
ing to the received request for customer care has been
provided by a second customer care provider in a
particular time frame; and

allowing, by the one or more processors, the first cus-

tomer care provider to provide the remedy based on a
lack of provision of the remedy.

2. The method 1n claim 1, wherein the transaction infor-
mation comprises mformation that corresponds to customer
care credits previously provided.

3. The method 1n claim 1, further comprising;:

determining, by the one or more processors, the number

of users using a heuristic, and the transaction informa-
tion.

4. The method 1n claim 1, wherein the transaction infor-
mation comprises at least one of the number of users, a
number of devices, a number of accounts, a number of
domains, a number of credits for the first customer care
provider, or a number of credits a user has previously
obtained.
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5. The method 1n claim 1, further comprising:

retrieving, by the one or more processors, a local trans-

action information from a local repository,

wherein the local repository comprises the local transac-

tion information associated with the first business
entity; and

determining, by the one or more processors, ability of the

first customer care provider to provide the remedy
based on the local transaction information associated
with the first business entity.

6. The method 1n claim 1, wherein the second business
entity 1s at least one of a third customer care provider, a
retailer, a digital rights license provider, a streaming pro-
vider, a content provider, or a device manufacturer.

7. The method 1 claim 1, wherein determining the
number of users for remedy by the first customer care
provider further comprises:

calculating, by the one or more processors, the number of

users for the remedy using a heuristic, and the trans-
action information; and

examining, by the one or more processors, the transaction

information to determine whether the number of users
has been exceeded.
8. A non-transitory computer-readable medium having
stored thereon, computer-executable instructions for causing,
a computer to execute operations, the operations compris-
ng:
receiving a request for customer care by a first customer
care provider associated with a first business entity;

requesting a second business entity for permission to
allow the first customer care provider to access a
repository,

wherein the repository comprises transaction information

including transaction history,

wherein the transaction history comprises a history of a

plurality of transactions associated with a service pro-
vided by the second business entity,

wherein a transaction identification information (ID) of a

transaction of the plurality of transactions and a retailer
ID of the transaction are stored on a user device as a
cookie, and
wherein the cookie includes a uniform resource location
(URL) where customer care credentials are presented;

accessing the transaction history from the repository using
customer care credentials based on the permission
granted by the second business entity;

determining a number of users to whom the first customer

care provider 1s allowed to provide a remedy using the
transaction history,

determining, whether a remedy corresponding to the

received request for customer care has been provided
by a second customer care provider 1n a particular time
frame, using the transaction information; and
allowing the first customer care provider 1s to provide the
remedy based on a lack of provision of the remedy.

9. The non-transitory computer-readable medium of claim
8, wherein the transaction information comprises informa-
tion that corresponds to customer care credits previously
provided.

10. The non-transitory computer-readable medium of
claim 8, determining the number of users using a heuristic,
and the transaction information.

11. The non-transitory computer-readable medium of
claim 8, further comprising:

retrieving a local transaction information from a local

repository,
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wherein the local repository comprises the local transac-
tion information associated with the first business
entity; and

determining ability of the first customer care provider to

provide the remedy based on the local transaction
information for the first business entity.

12. The non-transitory computer-readable medium of
claim 8, wherein the second business entity 1s at least one of
a third customer care provider, a retailer, a digital rights
license provider, a streaming provider, a content provider, or
a device manufacturer.

13. The non-transitory computer-readable medium of
claim 8, wherein determining the number of users for
remedy by the first customer care provider further com-
Prises:

calculating the number of users for the remedy using a

heuristic and the transaction information; and
examining the ftransaction information to determine
whether the number of users has been exceeded.

14. A system, comprising;

one or more processors configured to:

receive a request for customer care by a first customer
care provider associated with a first business entity;

request a second business entity for permission to allow
the first customer care provider to access a reposi-
tory,

wherein the repository comprises transaction informa-
tion including transaction history,

wherein the transaction history comprises a history of
a plurality of transactions associated with a service
provided by the second business entity,

wherein a transaction 1dentification information (ID) of
a transaction of the plurality of transactions and a
retailer ID of the transaction are stored on a user
device as a cookie, and

wherein the cookie includes a uniform re source loca-
tion (URL) where customer care credentials are
presented;

access the transaction history from the repository based
on customer care credentials and the permission
granted by the second business entity;

determine whether a remedy for the request 1s available
with the first customer care provider based on the
transaction history;
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determine, based on the transaction information,
whether a remedy corresponding to the received
request for customer care has been provided by
second customer care provider 1n a particular time
frame; and

allow the first customer care provider to provide the
remedy based on a lack of provision of the remedy.

15. The system of claim 14, wherein the transaction
information comprises imformation that corresponds to cus-
tomer care credits previously provided.

16. The system of claim 14, wherein availability of the
remedy for the request 1s determined based on a heuristic
and the transaction information.

17. The system of claim 14, wherein the one or more
processors are further configured to:

retrieve a local transaction information from a local
repository,

wherein the local repository comprises the local transac-
tion information associated with the first business
entity; and

determine ability of the first customer care provider to

provide the remedy based on the local transaction
information for the first business entity.

18. The system of claim 14, wherein the second business
entity 1s at least one of a third customer care provider, a
retailer, a digital rights license provider, a streaming pro-
vider, a content provider, or a device manufacturer.

19. The system of claim 14, wherein the or more proces-
sors are further configured to:

determine a number of users to whom the first customer
care provider 1s allowed to provide the remedy based
on a heuristic and the transaction information; and

examine the transaction information to determine whether
the number of users has been exceeded.

20. The system of claim 14, wherein the transaction
information comprises at least one of a number of users, a
number of devices, a number of accounts, a number of
domains, a number of credits for the first customer care
provider, or a number of credits a user has previously
obtained.
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